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1 PASPABOTAH ®egeparnbHbliM rocyaapcTBEHHbIM Ka3eHHbIM ydpexaeHneM «BoickoBasi Yactb 43753»
(B/4 43753), O6LLECTBOM C OrpaHUYEeHHOW OTBETCTBEHHOCTLIO «LleHTp 6e3onacHocTn nHdopmaumm» (000
«UBWNy)

2 BHECEH TexHunuyeckum koMuTeTOM Mo ctaHgaptusaumm TK 362 «3awmta nHdopmaynmny

3 YTBEPXXOEH W BBEAEH B AEVCTBUE Mpukasom GeaepanbHOro areHTCTBa No TEXHNYECKOMY pe-
rynnupoBaHuio 1 MmeTpornorin ot 29 Hosibpsa 2022 r. Ne 1378-cT

4 BBEJEH BINEPBbIE

lpasuna npumeHeHUss Hacmosiue2o cmaHdapma ycmaHoerieHbl 8 cmambe 26 ®edepasibHO20 3aKOHa
om 29 utoHs 2015 . Ne 162-03 «O cmaHdapmusauyuu 8 Poccutickol ®edepavyuu». NHpopmayus ob us-
MeHeHUsIX K Hacmosiwemy cmaHdapmy nybriukyemcsi 8 exe200HOM (110 cOCMOosiHUI Ha 1 ssHeapsi meKyuie2o
200a) UHhopMayUuoHHOM yKazamerne «HauyuoHarnbHble cmaHdapmebly, a oghuyuarbHbIl mekem u3MeHeHuUl
U ornpasok — 8 eXeMecsi4HOM UHGOPMayUOHHOM yKaszamerne «HayuoHanbHblie cmaHdapmebly. B criyyae
nepecmompa (3amMeHbl) unu omMeHbl Hacmosiuea2o cmaHdapma coomeemcmeyroujee ygedomneHue bydem
onybnukosaHo & brnuxalweM 8bIlyCKe eXeMeCsiH4Ho20 UHGhOPMayUOHHO20 yKazamerss «HauyuoHarbHble
cmaHOapmsi». Coomeemcmeyrowasi UHghopmayusi, yeeOoMIeHUe U MeKCMbl pasMeuw,alomesi makxe 8 UH-
¢opmayuoHHOU cucmeme obuw,e2o ronb308aHus — Ha ohuyuanbHoM catime ®edeparibHO20 azeHmcemaa o
MmexHU4YeCKOMy pez2yriuposaHuto u Memposioauu 8 cemu ViIHmepHem (www.rst.gov.ru)

© Odbopmnenmne. OIbY «NHcTUTyT cTaHaapTusauumn», 2022

HacTosawun CTaHOapT HE MOXET ObITb MOMHOCTBLIO UMM YACTUYHO BOCNpou3BeneH, TMpaxxmnposaH 1 pac-
NPOCTpaHEH B Ka4ecTBe O(bVILI,VIaJ'IbHOFO n3gaHus 6es pas3peLlieHnA d)euepaanoro areHTcTBa Nno TEXHN4YeCKOo-
MYy peryrimpoBaHuo 1 MeTPOJiornn
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BBepeHune

Cepusa cTaHAapToB «YNpaBneHne KOMMbTEPHLIMU UHUMAEHTaMWU» onpenensieT eAuHblA CTPYKTYpUpo-
BaHHbIN NOAXOA K OpraHM3auny 1 BeAeHW0 AeATENbHOCTU MO YNPaBreHo KOMMNbIOTEPHbIMU UHUMAEHTaMU B
pamkax (OyHKLMOHUPOBAHMWS rOCYAapCTBEHHOW CUCTEMbI OBHapyXeHus, NpeaynpexaeHns 1 nMkengaummn no-
CNefcTBUA KOMMbIOTEPHBIX aTak Ha UHopMaLMoHHbIe pecypcekl Poccuiickon ®egepauun (TocCOTKA).

B cooteetctBUM ¢ TOCT P 59710 CTpYKTYpUpPOBaHHbLIA NOAXOA K OpraHu3auun v BeAeHWo AesTenb-
HOCTM NO YMpPaBreHN0 KOMMbIOTEPHBIMU UHUMAEHTaMU NpeaycMaTpmuBaeT crieqylolime ctagum ynpasneHus
KOMMbIOTEPHLIMU UHLMAEHTaMM:

- opraHusauus AesTernbHOCTU MO YNpaBneHUo KOMMbIOTEPHLIMU UHLMAEHTaMMU;

- oBbHapyxeHune n perncTpaunst KOMNbIOTEPHbLIX UHLUAEHTOB;

- pearmpoBaHVe Ha KOMMNbIOTEPHbIE UHLMAEHTHI;

- aHanu3 pesynsrTaToB AesTENbHOCTM MO YNPaBreHNo KOMMbIOTEPHLIMU NHUMAEHTaMU.

HacTtosawuin ctaHgapT onpegenseTt cogepXaHue 91anos, BbINOMHAEMbIX Ha CriedyoLwmx cTagnsx:

- oBbHapyxeHune n perncTpaumnst KOMNbIOTEPHbLIX UHLUAEHTOB;

- pearmpoBaHVe Ha KOMMNbIOTEPHbIE UHLMAEHTHI;

- aHanu3 pesynsrTaToB AesTENbHOCTM MO YNPaBreHNo KOMMbIOTEPHLIMU UHUMAEHTaMU.
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HAUMWOHANBbHBIN CTAHOAPT POCCUUCKOWN OEOQOEPALUUMNU

3awmTa nncpopmauumn
YNPABNEHUWE KOMMNbIOTEPHLIMW MHUMWOEHTAMU
PykoBoacTBO No pearMpoBaHUIO Ha KOMMNbIOTEPHbIE MHLUUAEHTDI

Information protection. Computer incident management.Guide to responding to computer incident

Data BBegeHusa — 2023—02—01

1 Obnactb NnpUMeHeHus

HacTtosawun ctaHgapT onpegensiet cogepXaHue atanoB, BbINOMHAEMbIX Ha CriedyoLmX CTagnsix ynpas-
NEHNs KOMMbIOTEPHBIMU UHUMAEHTAMMU:

- obHapyxeHue 1 perucTpauunsi KOMNbHTEPHbIX MHUMAEHTOB;

- pearvpoBaH1e Ha KOMMbOTEPHbIE UHLUMAEHTbI;

- aHanu3 pesynbraToB AesTENbHOCTM MO YNPAaBIEHNIO KOMMNBIOTEPHBIMU UHUMAEHTAMMU.

HacTtoawwun ctaHgapT npegHasHadeH Kak ang cybbekToB roCyaapCTBEHHOW CUCTEMbI OBHapyXeHus,
npenynpexaeHns 1 NMKBugaumy nocneacTBUMn KOMMbIOTEPHbIX aTak Ha MHAOPMAaLUMOHHbIE pecypcbl Poc-
cumnckon Pepepaummn (MTocCOMNKA), caMOCTOATENBHO OCYLLECTBISIOWMX YNpaBneHne KOMMbOTEPHbIMU WH-
ungeHTamn B OTHOLLEHMM COBCTBEHHbIX MHGOPMALMOHHBIX pecypcoB, Tak u ansa cybbektoB [ocCOMMKA, B
30HY OTBETCTBEHHOCTM KOTOPbIX BXOAAT MHGOPMALMOHHbIE pecypchbl, MpuHaanexawme gpyruMm cyobekram
FocCOIlKA (manee — opraHusauun).

2 HopmaTUBHbIe CCbINKK

B HacTosiem cTaHgapTe MCnonb30BaHbl HOPMATMBHBIE CChIIKM Ha CneayoLlmne cTaHaapThbl:

FOCT P 59547 3awwmTta MHdopmauun. MoHUTOPUHI MHopMaLnoHHOM BesonacHocTn. O6wue nono-
XKeHus

MOCT P 59709 3awwuTa nHdopmMauun. YnpasneHme KOMMboTEPHLIMU MHUNAEHTAMWN. TepMUHbI 1 onpe-
aenenus

MOCT P 59710 3awmTa nHgopmaumun. YnpasneHne KoMnbloTePHbIMU MHUMAeHTamu. O6Lme nonoxe-
HUS

MOCT P 59711—2022 3awmTa nHdopmauuun. YnpasneHne KOMnboTeEPHbIMU NHUnAeHTamn. OpraHusa-
LSt 4eATENBHOCTU MO YNPaBNEHNIO KOMMbIOTEPHBLIMU UHLMOEHTAMM

MpwnmeyaHune—Tpynonb3oBaHNM HACTOALLMM CTaHAAPTOM LiernecoobpasHO NPpoBEPUTb AENCTBUE CCbINOYHbIX
CTaHOapTOB B UH(POPMALMOHHON cnucTemMe obLLero Nonb3oBaHnsa — Ha oduumanbHoOM canTe PeaepanbHOro areHTcTea no
TEXHUYECKOMY PEryNMPOBaHNIO N METPONOTNU B CETU VIHTEPHET MK NO eXerogHoMy MHopmaLMoHHOMY ykasaTento «Ha-
LMoHanbHble CTaHAapTbl», KOTOPbIA ONyGIMKoBaH MO COCTOSHMIO Ha 1 AHBaps TekyLLero roga, v no BbiNyckam exemecsy-
HOro MHPOPMALIMOHHOTO yKkasaTens «HaumoHanbHble CTaHAapTbI» 3a TeKyLWI rof,. Ecnn 3aMmeHeH CCbINoYHbI CTaHaapT,
Ha KOTOpbIN AaHa HeaaTVPOBaHHAs CCbIfka, TO PEKOMEHAYETCS UCMOoNb30BaTh AEVCTBYIOLLYI0 BEPCUIO 3TOMO CTaHdapTa
C YY4ETOM BCEX BHECEHHbIX B AaHHYI BEPCUIO M3MEHEHWUI. ECnn 3aMeHeH CCbINoYHbIA CTaHAapT, Ha KOTOpbIA AaHa AaTu-
pOBaHHas CCbifika, TO peKOMeHAyeTCs MCNOMb30oBaTb BEPCUIO 3TOro0 CTaHAapTa C yKasaHHbIM Bbille rogoM yTBEPXKOEHUS
(npuHATKA). Ecnn nocne yTBepXAeHUS HacTOALWEro cTaHAapTa B CCbINOYHbIM CTaHAAPT, Ha KOTOPLIV JaHa AaTMpOBaHHas
CCblIfika, BHECEHO M3MEHeHWe, 3aTparmBatoLLee NonoXeHne, Ha KOTOPOoe AaHa CCblflka, TO 3TO NONOoXeHUe pekoMeHayeTcs

U3paHue ochmumansHoe
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NMPUMEHATb 6e3 yyeTa JaHHOIo USMEHEeHUA. Ecnwn ccbinoyHbin CTaHOgapT OTMEeHeEH 0e3 3aMeHbl, TO MONoXeHWe, B KOTOPOM
AaHa CCblJlIka Ha Hero, pekomeHayeTcd NpuMeHATb B H4aCcTun, He 3anarV|Barou.|,e|7| 9TY CCbIJIKY.

3 TepMuHbI 1 onpeaeneHus

B HacTodwem ctaHgapTe npumMmeHeHbl TepMuHbl no FTOCT P 59709 n TOCT P 59547.

4 O6wue nonoxeHus

HacTtoswuin ctaHgapT onpegensieT coaepxaHne Tpex CTaguin ynpaBneHnss KOMNbOTEPHBIMU UHLMAEH-
Tamu, KOTOpble BKMOYaT B ce0 COOTBETCTBYOLLME dTanbI:
a) oBHapyXeHue 1 perncTpaumsi KOMNbOTEPHbIX UHUMAEHTOB:
1) pervctpauusi NpU3HaKOB BO3MOXHOTO BO3HUKHOBEHWSI KOMMbIOTEPHbIX NHLUMAEHTOB;
2) noaTBepXaeHNe KOMMbITEPHbIX MHUMOEHTOB;
0) pearmpoBaH/e Ha KOMMbIOTEPHBIE UHLMAEHTHI:
1) onpegeneHne BOBMNEYEHHbIX B KOMMbIOTEPHbLIA UHLMOEHT S1EMEHTOB MHAOPMALVNOHHOM UHppa-
CTPYKTYpbI;
2) nokanusaumsi KOMNbIOTEPHOIO MHUNOEHTA;
3) BbIsiBNeHWE NOCneacTBUiA KOMMbIOTEPHOIO MHUNAEHTA;
4) nukBugaumsi NOCNEACTBUN KOMMBIOTEPHOIO UHLMAEHTA;
5) 3aKpbITUe KOMMNBIOTEPHOIO UHLMAEHTA;
6) cumkcaumns maTepuranos, CBA3aHHbLIX C BO3HUKHOBEHWEM KOMMBIOTEPHOTO MHLMAEHTA;
7) yCTaHOBIEHWE NPUYUH U YCIOBUI BO3HUKHOBEHUSA KOMMBIOTEPHOIO NHLUMAEHTA;
B) aHanu3 pesynbTaToB OesTerNbHOCTM MO YNpaBneHnto KOMMNbITEPHBIMU MHLMAEHTAMM:
1) NprvobpeTeHMEe 1N HAKOMNMEHME ONbITa MO pe3yrnbraTaM ynpaBneHns KOMMNbTEPHBIMU MHUUOEHTA-
MU;
2) paspaboTka pekomeHOauun no ycTpaHeHuo B MHPOPMAaLIMOHHBIX pecypcax NpUYvH U yCrioBUi
BO3HWKHOBEHWSI KOMMbIOTEPHbIX NHLUMAEHTOB;
3) oueHka pe3ynbTaToB U 3PEKTUBHOCTM pearmpoBaHnsi Ha KOMMbIOTEPHbIE UHLMAEHTHI.

5 OGHapyXeHWe U perucTpauusi KOMNbITEPHbIX MHLUMAEHTOB

5.1 OO6Lime nonoxeHus

[esaTenbHOCTb NO OBHAPYXXEHWI0 U PerMcTpaLuy KOMMbIOTEPHBLIX MHLMAEHTOB OCHOBLIBAETCS Ha pe-
3yneratax NnpoBOAMMOrO B OpraHM3aLuy MOHUTOPUHIa MHPOPMaLMOHHON 6e30MacHOCTU, B pamMKax KOTOPOro
ocyLiecTnsieTcss cbop MHopmaLmm o cobbITUAX 6E30NMaCHOCTU U UHBIX AAHHBIX MOHUTOPUHIA U3 Pa3fMYHbIX
NCTOYHUKOB.

MpumeyvyaHune— Coop MHpopMaLMKM O COOLITUAX 6E30MACHOCTU U NHBLIX LAHHBIX MOHUTOPUHIA, HEOOXOOUMbIX
Anst o6Hapy>XeHUsi KOMNbIOTEPHbIX MHUMAEHTOB, OocyLlecTBnsieTcs B cooTBeTcTBUM ¢ TOCT P 59547.

Craauns «06Hapy>|<eHl4e N perncTpauna KOMnbrOTEPHbIX MHUNOEHTOB» BKIMHOYAET B cebs cnegywoume
aTanbl:

- perncrtpauma npusHakoB BO3SMOXHOINO BO3HUKHOBEHUA KOMIMbOTEPHbIX UHLUMOEHTOB;

- nogreepXxaeHmne KOMMNbTEPHbIX MHUNOEHTOB.

5.2 PerMCTpaLIVIiI NMPpU3HakoB BO3MOXXHOIO BO3HUKHOBEHUA KOMNbKOTEPHbIX MHUNOEHTOB

PerncTtpaums npusHakoB BO3MOXHOIO BO3HMKHOBEHMWSI KOMMbIOTEPHbLIX MHLUWOEHTOB MOXET OCYLLECT-
BNSATbCS KaK aBTOMaTU3MPOBaHHLIM CMocoboM (C MCMONb30BaHMEM CpeacTBa yrnpaBreHust cobbITUAMU UH-
dopmaLMoHHOM 6e30nMacHOCTX) Ha OCHOBE MNpaBWil PErncTpaumm MpU3HaKoB BO3MOXHOMO BO3HWMKHOBEHUS
KOMMNbIOTEPHBIX UHLUMAEHTOB, Tak M HeaBTOMAaTM3MPOBaHHbLIM Croco6GoM (cneumanucTaMu noapasneneHus,
OTBETCTBEHHOTIO 3a YNpaBreHne KOMMNbITEPHBIMU UHLMAEHTAaMM, MPU CaMOCTOATENBHOM aHanunse cobbITui
©e30nacHOCTM B XO04e MOHUTOPMHIAa UK Npuv NOMy4YeHn COOTBETCTBYIOLLEN MHpOpMaLMK OT paboTHUKOB Op-
raHu3aumm).

2
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MpnmedyaHune — lNoHATUE «NPU3HAK BO3MOXHOIO BO3HUKHOBEHUS KOMMbIOTEPHbLIX WHUWMOAEHTOB» MNPUMEHS-
0T B CBA3N C TeM, YTO cpencTtsa ynpaBneHuda cobbITUSMHK WHOPMALMOHHON Ge3onacHocTn CbMKCI/IpyI'OT BO3HUKHOBE-
HUe cutyauunmn, Kotopad MOXeT CBUOETENbCTBOBAaTb O BO3HMKHOBEHNN KOMMNbHTEPHOro MHUMAEHTa, a He CaM bakT ero
BO3HUKHOBEHUA.

5.2.1 Pernctpauua npusHakoB BO3MOXHOIF0 BO3HMKHOBEHUSI KOMMbIOTEPHbIX UHLUAEHTOB aBTO-
MaTU3UpPOBaHHbIM CMTOCOGOM

Pervctpaums nprMsHakoB BO3MOXHOIMO BO3HUKHOBEHUS KOMMbIOTEPHbLIX MHUMOAEHTOB aBTOMaTU3NPOBaH-
HbIM CNOCOBOM OCYLLECTBMASIETCA C UCNONb30BaHMEM CpeacTBa yrnpaBneHnsa cobbITusMn MHPOpMaLMOHHON
©e3onacHOCTM Ha OCHoBe npasun pernctpaunm npn3HakoB BO3IMOXHOIo BO3HUKHOBEHUA KOMIMbKOTEPHbIX UH-
LMOEHTOB.

MpaBuna pernctpauumn nNpu3HaKkoB BO3MOXHOINO BO3HUKHOBEHWUS KOMMbIOTEPHbLIX MHLUMAEHTOB OOSMKHbI
Mo3BONATbL peann3oBaTb OAWH UMM COBOKYMHOCTb CrieyloLlMX METOLOB aHanm3a, HanpaeeHHbIX Ha BbisiB-
NeHne NPUYMHHO-CIeACTBEHHON CBS3N MeXay cobbITusMU 6€30MacHOCTM U UHBIMU SAaHHLIMU MOHUTOPUHTA:

- CUrHaTtypHble MeToAbl, OCHOBaHHble Ha COMOCTaBl1IEHNN KOHKPETHbIX NPU3HaKoB U yCJ'IOBI/IVI B3anMMO-
cBsi3eln cobbITMIN BE30MACHOCTY U MHbIX JAHHBIX MOHUTOPWHIA;

- BeccurHaTypHble METOAbl, OCHOBAHHbIE Ha BbISIBIEHWUM CTAaTUCTUYECKOW U MHOW 3aBUCMMOCTU MEXAY
coObITUAMM ©6€30MacHOCTM Y UHBIMU AaHHBIMY MOHUTOPMHIa U (POPMUPOBaHUN Npodunern pyHKLNMOHMPOBa-
HUSA NHOPMALMOHHBIX PECYPCOB.

MpumeyaHue—Mpodunb PYHKLUMOHUPOBaHUS (DOPMUPYETCA MO pesyrbTataM NoBeAeHYeckoro aHanmsa, Ko-
TOPbIV COAEPXUT HAaBop aTpMBYTOB M MX 3HaAYEHWt. Takne AaHHble XapakTepuayoT paboTy KOHKPETHOrO MPUOXEHNS B
cpefe YHKUMOHUPOBaHUS B ONpeaesieHHbI NPOMEXYTOK BPEMEHMU.

CurHaTypHble METOAbI aHanu3a BKIoYaloT NpaBuna perncTpauum NnpusHakoB BO3MOXHOMO BO3HUKHOBE-
HMS1 KOMMbIOTEPHBIX MHLMAEHTOB, CO34aHNE M HACTPOMKY KOTOPbIX OCYLLECTBASET creuuanvcT nogpasaene-
HWS1, OTBETCTBEHHOIO 3a YNpPaBleHNe KOMMbIOTEPHBIMU MHLMOEHTAMMU.

BeccurHatypHble MeToabl aHanusa peanu3ytoTcs pa3paboTyMkoM cpecTBa yrnpaBreHus cobbITUAMU
NHOPMaLMOHHOW 6e30MacHOCTM B NPOrpaMMHOM KOA4Ee CpeacTBa, anropuTMbl KOTOPbIX HE MOryT ObiTb M3-
MeHeHbI CneuyanvcToM nogpasgerneHns, OTBETCTBEHHOMO 3a yrnpaBrneHne KOMMNbITEPHLIMU MHLUMAEHTaMU.

MpumevyaHune —Tlpasuna perncrpaumm NPU3HaKOB BO3MOXHOIO BO3HUKHOBEHWS KOMMbIOTEPHBIX MHUMAEHTOB
MOryT coepXaTb YCnoBus oToopa cobbiTuin 6€30MacHOCTU U MHbIX AAaHHbIX MOHUTOPWUHIA B BUAE OTAEMbHbIX MOrMYeCKNX
onepauui, Hanpumep KOHBIOHKLUMSA («M»), ansbioHkuma («AJTN»), otpuuanue («HE») n nx kombuHaumn, kputepun cpa-
6aTbiBaHUS NpaBuna, y4nTbiBaloLMe KONMYECTBEHHbIE, BPEMEHHbIE U MHbIE XapaKTepUCTUKN COObITUI 6e30nacHOCTU U
WHBIX OAHHbIX MOHUTOPWHIA, a Takke pesynbratbl UX CpaBHeHWs («Bomblue», «MeHbLUe», «paBHO» U uHble). lNMpaBuna
perucTpaunv npu3HakoB BO3MOXHOIO BO3HVKHOBEHWSI KOMMbIOTEPHBIX MHLMOEHTOB Takke MOryT copepxaTb ornepartopbl
BbIMOMHEHNS AENCTBUIA B 3aBMCMMOCTM OT COOTBETCTBUSI NEPEMEHHbIX (0OBbEKTOB, NMPVHUMAIOLLMX HECKONbKO 3Ha4YeHWI)
3a4aHHOMY YCIOBUIO, LMKITUYECKME N MHblE OnepaTopsbl, MO3BOMSAOLME NOBLICUTb 3PHEKTUBHOCTL N TOYHOCTb ONUCaHNS
Kputepres oTbopa cobbITUn 6€30MacHOCTM U MHbIX AAHHBIX MOHUTOPUWHTA.

PelueHve o Hannuum nnu oTCyTCTBUM MPU3HaKa BO3MOXHOTO BO3HNKHOBEHWSI KOMMbIOTEPHOIO MHLUMAEHTA NPUHUMa-
€TCS Ha OCHOBE MpaBuUN perncTpaumm Npu3HakoB BO3MOXXHOTO BO3HUKHOBEHUS KOMMbIOTEPHBIX NHLUOEHTOB.

Mpu aBTOMaTM3MPOBaAHHOM criocobe perncTpaumm npu3Haka BO3MOXHOTO BO3HUKHOBEHUS KOMMbOTEP-
HbIX MHUMAEHTOB MHpOpMaLMs O JaHHOM 3aperMcTpMpoBaHHOM NpU3HaKe nepeaaeTcs U3 cpeacTea ynpaerne-
HMS COBLITUAMU MHEOPMALIMOHHOW 6e30NacHOCTY B CPEACTBO yNpaBneHns MHUUAEHTaMK, I4e Ha OCHOBaHWU
NOCTYNUBLLEN MHOPMaLMK aBToMaTUYeckn OOPMUPYETCS KapTo4Ka NpU3HaKka BO3MOXHOTO BO3HWKHOBEHWS
KOMMNbIOTEPHOIO MHUMAEHTA.

5.2.2 PerMCTpauvm NnpU3HakoB BO3MOXXHOIMO0 BO3HUMKHOBEHUA KOMMNbHOTEPHbLIX MHUMOEHTOB HeaB-
TOMaTM3UPOBaHHbLIM CNOCOOOM

Peructpaumsi npM3HakoB BO3MOXHOMO BO3HWKHOBEHWUSI KOMMbIOTEPHbIX MHUMOEHTOB HEaBTOMAaTU3MPO-
BaHHbIM CNOCOOOM OCYLLECTBMSIETCS CneuuanucTaMmu nogpasgerneHnsi, OTBETCTBEHHOIO 3a yrnpaBrneHue KoM-
NbOTEPHBIMU UHLMAEHTAMMW, NP CAMOCTOSITENBHOM aHanu3e cobbiTvin 6e30MacHOCTU B X0 MOHUTOPUHIa
Wy Npu Nory4YeHnn COOTBETCTBYHOLLIEN MHAOPpMaLMK OT paboTHUKOB opraHv3aumu. HeaBTomaTnsmpoBaHHas
perncrTpauma npn3Hakos BO3IMOXHOIO BO3HUKHOBEHNA KOMMNbOTEPHbIX NHUMOEHTOB OCYLUECTBNAETCA B Cpef-
CTBE ynpaBneHus UHUMAEHTaMM1 NyTeM BHECEHWS B KapPTOYKY NPU3HaKa BO3MOXHOMO BO3HUKHOBEHUSI KOMIMbHO-
TEPHOro MHUMAEHTa HeobXoAUMON MHGOPMALIUK.
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5.3 MopTBepxaeHUe KOMMNbIOTEPHbIX UHLUAEHTOB

MoaTBepxaeHne KOMMNbIOTEPHOTO MHUMAEHTA OCYLLECTBMSETCA B XO4€E NPOBEAEHNS MPOBEPKU 3aperu-
CTPUPOBAHHOIO MPU3HaKa BO3MOXHOIO BO3HUKHOBEHMWS KOMIMbIOTEPHOIO MHUMAEHTA.

Takas npoBepka NPOBOAMTCS CreuuanmcTtaMu, OTBETCTBEHHBIMU 32 pearMpoBaHNe Ha KOMMbOTEPHbIE
WHUMAOEHTBI (pyKoBOAUTENSIMU paboumx rpynn pearMpoBaHust Ha KOMMbIOTEPHbIE UHLIMOEHTHI).

MpnumedvaHus

1 CneumanucTbl, OTBETCTBEHHbIE 3@ pearmpoBaHne Ha KOMMbIOTEPHbIE MHLUMAEHTbI (PyKOBOAUTENM pabounx rpynn
pearnpoBaHMs Ha KOMMbIOTEPHBIE NHLMAEHTbI) OCYLLECTBSAIOT CNEAYIOLLYI0 AeATENbHOCTb!

- MpoBeAeHne NpoBepkn (PaKTOB BO3ZHUKHOBEHMWS KOMMbIOTEPHBLIX NMHLMOEHTOB C LIENbio UX NOATBEPXKAEHNS;

- perucrpaums KOMMbIOTEPHBIX MHLUMAEHTOB B CryYae Ux NoATBEPKOAEHUS;

- KOHTPOIb BbINOSIHEHNS 3TANOB pearpoBaHns Ha KOMMbIOTEPHbBIE MHUMOEHTHI.

[Mpy ocyLecTBNEHUN KOHTPOMS BbIMOSIHEHUS 3TarnoB pearvpoBaHNs Ha KOMMbIOTEPHbIE MHLMAEHTbI CneLnanucrt,
OTBETCTBEHHbIN 3a pearnpoBaHne Ha KOMMbIOTEPHbBIN MHUMAEHT (PyKOBOAMTENb paboyel rpynnbl pearnpoBaHust Ha KOM-
NbOTEPHBIE MHUMAEHTbI), AOMKEH NPUHMMAaTh pelleHne 0 HeobXoaNMMOCTN NPUBMEYEHNS OpraH3aLum, OCYLLECTBSIIOLLEN
KOOPAMHALMIO AeATENbHOCTU B YacTW YNpaBneHns KOMMbIOTEPHBIMU UHLMOEHTaMU.

2 B pamkax dyHkumoHmposaHusa FocCONNMKA opraHm3aumen, ocyLLeCTBASIOWEe KOOPANHALNIO EATENbHOCTM B Ya-
CTV yNpaBneHns KOMMbIOTEPHBIMU UHUMAEHTaMU, iBRsSieTCA HaunoHanbHbI KOOPAMHALMOHHBIN LEHTP MO KOMMbIOTEPHbLIM
WHUMAEHTaM.

Pervctprpyemble Npu3HakyM BO3MOXHOIO BO3HUKHOBEHMWS KOMMbHOTEPHBIX MHLUAEHTOB pacnpenensoTcs
MeXay cneumanmcTaMm, OTBETCTBEHHBIMW 3@ pearMpoBaHNe Ha KOMMbIOTEPHbIE MHUMAEHTHI (PyKOBOAUTENS-
MU paboumx rpynn pearnpoBaHns Ha KOMMbIOTEPHbIE MHUMAEHTHI), B NOPSIAKE ovepean U/unm ¢ y4eTom npea-
BapUTENbHO ONpPeaEneHHbIX TUMOB KOMMbIOTEPHBIX UHLMAEHTOB, W/UNK reorpacyeckoro MeCTOMONOXEHUS
MH(OPMALIMOHHBIX PECYPCOB, B KOTOPbIX PErUCTPUPYHOTCS MPU3HAKM BO3MOXHOIO BO3HUKHOBEHUSI KOMIMbHO-
TEPHbIX MHLMOEHTOB.

MpumevyaHne — B pamkax dyHkunoHnposaHus FocCOMMKA Tunbl KOMMNbIOTEPHBIX UHLMOEHTOB onpeaensiet
opraHusauus, OCyLLECTBASIOLLAA KOOPAMHALMIO AEATENBHOCTM B YacTU yrpaBieHUst KOMMNbIOTEPHbLIMU MHLMAEHTaMW.

MpoBepka hakTa BO3HUKHOBEHMS! KOMMbIOTEPHOMO MHLIMAEHTA NpeaycMaTpuBaeT BbINOMHeHVe creayto-
Lmx npoueayp:

a) aHanua MHGOopPMaLMK, CoaepXKalLeca B KapTouKe NpusHaka BO3SMOXXHOIO BO3HUKHOBEHUS KOMMbHO-
TEPHOro NHUMAEHTA.

MpumeyaHune — lNpu aHanuse MHoOpMaLUn, coaepKallencsa B KapTodke Npu3Haka BO3MOXHOIO BO3HVKHOBE-
HMS1 KOMMBIOTEPHOTO MHUMAEHTA, NPOBOASAT OLEHKY MHAOpMaLMK, CBA3aHHOW C COBbITUAMN 6GE30MacHOCTU, HA OCHOBaHUN
KOTOpPbIX OblN 3aperncTpMpoBaH MPU3HaK BO3MOXHOIO BO3HUKHOBEHUS KOMMBIOTEPHBIX MHUMAEHTOB, ANS onpeaeneHus
XapakTtepa BMMAHUSA Ha MHOOPMaLMOHHbIE PECYPChI C LEMNbI0 NPUHATUSA PELLUEHNS O perncTpaumnm KOMNbIOTEPHOTO NHLM-
AeHTa. MNpn HeOBXOAMMOCTM OCYLLECTBNSIOT COOP 1 BHECEHME AOMNONHUTENLHON MHdOPMauun. B cnyyae noaTsepxaeHns
KOMMNbIOTEPHOTO UHLMAEHTA OCYLLECTBSIOT €ro PErncTpaLmio U CO34aKT KapTOUKy KOMMbIOTEPHOMO MHUMAEHTA.

B pamkax cyHkumoHupoBaHusi FocCOlMKA cdopmat 1 copgepkaHne KapToYek KOMMbIOTEPHBIX MHUWAEHTOB, KOM-
NbIOTEPHBIX aTak 1 Y3BUMOCTEN OnpeaenseTca opraHn3aunen, ocyLecTBNSIOWER KoopanHaumio A4eaTenbHOCTH B YacTu
yrnpaBneHus KOMMbTEPHBIMWU MHLMAEHTaMU;

6) c6op AononHUTENbHON MHpopMaLMK, TpebyeMol AN NoATBeEpPXKAeHUA dakTa BOZHUKHOBEHUS KOM-
NbIOTEPHOIO MHUMAEHTA (MNP HEOBXOAUMOCTH), B XO[€ KOTOPOro MOryT BbINMOMHATLCS:

1) onpoc nonb3oBaTtenei MHPOPMAaLMOHHbIX PECYPCOB, BOBINEYEHHbIX B KOMMbIOTEPHbIA MHLUWOEHT,;
2) onpoc crneunanucToB noapasaeneHunii, oTBETCTBEHHbIX 3a dKCMnyaTauuio MHPOPMaLMOHHbIX pe-
CYpPCOB, BOBIEYEHHbIX B KOMMbIOTEPHbIN MHLIMOEHT;
3) nony4yeHne OaHHbIX O OYHKLMOHMPOBAHMWN CEPBUCOB, 0bGecnedrBaloLLIMX peanuaaunio Kputunde-
CKMX MPOLIECCOB OpraHu3aLmu;
4) npoBepka XXypHarnoB COObITUA Ha NpeaMEeT Hanuuns CBUOETENbCTB O HeCaHKLMOHUPOBAHHOM
NPOCMOTpE, U3MEHEHUN UNW YaaneHun MHopMaLmK;
5) WHble OencTBUA, NO3BONAOLLME MOMYYNTb MHADOPMALIMIO, HEOBXOANUMYIO ANS NMPUHATUS PeLIeHUs]
0 perucTpaumm KOMMbIOTEPHOrO MHUMAOEHTA.

M pnmeyvyaHune — KapTqua Nnpu3Haka BO3MOXHOIo BO3HUKHOBEHUA KOMMNbOTEPHOIO MHUMAOEHTa O0IMKHa coaep-
XaTb VIHCbOpMaLI,I/IIO 060 Bcex cobbITUAX 6€30MacHOCTU N UHBIX AaHHbIX MOHWUTOPUHra, KOTopble NOCNYy>XXUnn oCHOBaHNEM
Aana perncrtpaunn npusdHaka BO3MOXHOIO BO3SHUMKHOBEHNA KOMIMbOTEPHOIO MHUMAOEHTAa.
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[ns npoBeaeHust NpoBepkU hakTa BO3HUKHOBEHUSI KOMMBIOTEPHOTO MHUMAEHTA CELManiucTy, OTBETCTBEHHOMY 3a
pearMpoBaHue Ha KOMMbIOTEPHbIA MHUMAEHT (PyKOBOAMTENO paboyen rpynnbl pearMpoBaHuUs Ha KOMMbOTEPHbIe WHLW-
JeHTbl), TpebyeTca criegytoLas MHopMaLms:

- noaTBepXKatLLas Unu onpoBepratoLLas akT NpMBEAEHNS MHGOPMALIMOHHOTO pecypca B COCTOSIHUE, NMPU KOTO-
POM OH MOJTHOCTbLIO UM YACTUYHO He MOXeT 0GpabaTbiBaTh MHGOPMALMIO, HEOBXOAMMYIO ANt 06ecneyYeHnst KpUTUHECKNX
MPOLLECCOB, /UMW OCYLLECTBNSATL YrpaBrieHWe, KOHTPOIb U MOHUTOPUHT KPUTUYECKMX NMPOLIECCOB;

- noaTeepXKadatoLLas Unu onposepratoLLan gakT HapyLleHnss 6e3onacHoCTM MHdopMaLumi, Heobxoanmoit ansa obe-
CMeYeHUs: KPUTUYECKMX MPOLIECCOB (HapyLUeHUe ee KOHMUAEHLUMANbHOCTU, LLENIOCTHOCTM U/UIN AOCTYMHOCTK);

B) NPUHATUE peLLEeHNA O perncTpau KOMMbOTEPHOINo MHUMAEHTA, ero npuopuTeTe N ypoBHE BITUAHUA.

MpumevyaHuns

1 Pernctpauns KOMMbIOTEPHOMO MHUMAEHTA OCYLUECTBMSETCS, eCnv B XOA4e MPOBepKn noaTrBepxaeH akT BO3-
HVKHOBEHWSI KOMMbIOTEPHOIO uHUmMAeHTa. Mpu pernctpauuym KOMMNbLIOTEPHOTO MHUMAEHTa crnedyeT co3gaBaTb KapTOYKy
KOMMbIOTEPHOIO MHUMAEHTA.

Pernctpaumsa KoMnbTEPHOro NHUMAEHTa He OCYLLECTBMSETCS, ECNW B XOA4E NPOBEPKM YCTaHOBMEHO, YTO perucTpa-
LS NpM3Haka BO3MOXHOMO BO3HWKHOBEHWSI KOMMbIOTEPHOTO MHUMAEHTA ABMNAETCS NIOXKHOWN.

Ecnn B xoge npoBepku GbINo yCTAHOBIEHO, YTO MPUYMHON PErncTpauum npusHaka BO3MOXHOIO BO3HWMKHOBEHMWS
KOMMbIOTEPHOIO MHLUMAEHTA SIBMAETCA KOMMbIOTEPHASA aTtaka, B Cryvasix, €Crn KOMMbIOTEPHbBIN MHUMAEHT HE perncTpupy-
eTcs, TO AOoMKHa POPMMPOBAaTLCH KapTovKa KOMMbIOTEPHOW aTaku U KapToyka yS3BUMOCTY.

2 TlpropuTeTbI U YPOBHU BANSHWUS KOMMBIOTEPHOIO MHLUMAEHTA MOTYT ONPEAEensaTbCa BMECTE C perncrpaumen npu-
3HaKa BO3MOXHOIO BO3HUKHOBEHUSI KOMMbIOTEPHOIO MHLUMAEHTA Npu cpabaTtbiBaHWM NpaBuna, HO OHW AOMMKHbLI NOATBEPX-
[aTbCsa cneumanucTom, OTBETCTBEHHBLIM 3@ pearmpoBaHue Ha KOMMbIOTEPHBIV MHUMAEHT (pykoBogutenem paboden rpyn-
Mbl pearvpoBaHnsa Ha KOMMbIOTEPHbIE MHLMAEHTBI), ¥ MPU HEOBXOAMMOCTUN YTOYHATBLCS.

Mooxop k onpefeneHnio ypoBHEN BANSHUSA Y NPUOPUTETOB KOMIMbIOTEPHBIX MHUMAEHTOB NPUBEAEH B NPUMOXKEHNAX
AnBTOCT P 59711—2022.

Mocne noaTBepxaeHUs hbakTa BO3HWKHOBEHUSI KOMMbIOTEPHOIO WHUMAEHTA OCYLLEeCTBNSAETCS Hemen-
NEeHHOEe yBEOOMITEHME CMELMANNCTOB, BXOASLLMNX B COCTaB paboyen rpynmnbl, HA3Ha4eHHON ANs pearnpoBaHns
Ha 3aperMcTpmpoBaHHbI KOMMNBIOTEPHbLIN MHUWOEHT.

MpumeyvyaHue — HasHadyeHne paboumx rpynn Ans pearupoBaHus Ha KOMMbIOTEPHbBIN MHLUMAEHT MOXET OCY-
LLLECTBMATLCA aBTOMATUYECKN CPEACTBOM YNPaBNEHNs MHUMAEHTaMU AMNS KaX40ro TMMa KOMMbITEPHOIO MHLMAEHTa Unn
He aBTOMaTU4Yecku CrneLnanucTom, OTBETCTBEHHbLIM 3a pearvpoBaHne Ha KOMMbIOTEPHBIN MHLMAEHT (PYKOBOAUTENEM pa-
6o4yelt rpynnbl pearpoBaHns Ha KOMMbIOTEPHbBIE UHLMOEHTHI).

OOHOBPEMEHHO C YBEOMIIEHNEM CMELNanncToB, BXOAALWMUX B cOCTaB paboyel rpynmnbl, Ha3Ha4YeHHOM
AN pearnpoBaHunsi Ha 3aperncTpUPOBaHHbLIN KOMMBIOTEPHBIA UHLUAEHT, AOHKHO OCYLLECTBNSATLCA YBEOOM-
NeHne opraHn3aLmm, OCyLLEECTBSAIOLLEN KOOPANHALIMIO AeATENbHOCTY B YacTy YNpaBeHns KOMMbTEPHbIMU
WHUMAEHTaMU, C HanpaBsrieHeM KapToUKM KOMMbIOTEPHOIO MHUMAEHTa (B Criy4ae perucTpanmm KoMMbloTepHo-
ro MHUMAEHTA) UK KapTodek KOMMbIOTEPHON aTaky U YS3BUMOCTU, KOTOPbIE MOMMKM GbiTb MCMOMb30BaHb! Npu
NpoBedeHN KOMMbLIOTEPHOWN aTaku (ecnu B Xode NpPOBEpPKU NMpU3HaKa BO3MOXHOMO BO3HUKHOBEHWUSI KOMIMbHO-
TEPHOro MHUMOEHTA GbINO YCTAHOBIEHO, YTO NMPUYNHOW €ro perucTpauunm SBnseTca KOMNboTepHas ataka, B
Cry4Yasix ecrim KOMMbIOTEPHBIA MHLUUOEHT He PerncTpupyeTcs).

6 PearmpoBaHue Ha KOMMNbIOTEPHbIE UHLUAEHTDI

6.1 O6LwWwme nonoxeHus

CTtagus «pearvpoBaH/e Ha KOMMbIOTEPHbIE MHLMAEHTbI» COCTOMT U3 CriedytoLimx nocrenosatenbHbIX
3Tarnos:

- onpefeneHne BOBIeYeHHbIX B KOMMbIOTEPHbIA HUNAEHT 3N1eMEHTOB NH(OPMAaLIMOHHON MHAPACTPYK-
Typbl;

- roKanusaums KOMMNbIOTEPHOTO MHLIMOEHTA,

- BbISIBMIEHME NOCMNEACTBUIN KOMMbIOTEPHOMO UHLNOEHTA;

- NKBMOAUMSA NOCNEACTBUIA KOMMbIOTEPHOIO MHLMAEHTA;

- 3aKpbITME KOMMbIOTEPHOIO MHLMAEHTA.

OTaenbHbIMK 3TanamMmu B paMkax CTafiumn «pearmpoBaHne Ha KOMMbIOTEPHbIE HLMOEHTbI» SBMSATCA:

- bukcauus MaTepuanos, CBA3aHHbIX C BO3HUKHOBEHNEM KOMMbIOTEPHOMO UHLNAEHTA;

- YCTaHOBIEHME NMPUYMH N YCITOBUIA BOBHUKHOBEHMS! KOMIMBIOTEPHOMO MHLMOEHTA.
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MpnmedaHune — [aHHble aTanbl MOryT NpoOBOAUTBLCA NapanfiesibHO C OCTallbHbIMU 3TanaMn pearmpoBaHna U
Jaxe nocne atana «3akpbITUe KOMMbTEPHOro MHUMAEHTa». BbiNONHEHMe AaHHbIX 3TaMNoB HE BAUSIET HA 3aKPbITUE KOM-
NbOTEPHOIO NHUMAOEHTA.

OnucaHue atanoB «dpukcauus MatepmanoB, CBA3aHHbIX C BO3HUKHOBEHMEM KOMMbIOTEPHOIO MHUMAEH-
Ta» N «yCTaHOBMEHME NPUYNH 1N YCNOBUA BO3HUKHOBEHUS KOMIMBIOTEPHOIO MHUMAEHTa» NpeacTaBreHo B pas-
aene 7.

6.2 OnpeneneHne BOBMEYEHHbIX B KOMMNbIOTEPHbLIN MHUMAEHT 311IeMEHTOB MH(OPMaLMOHHOMN
UH(pacTPyKTypbI

Ha atane «onpegeneHne BOBEYEHHbIX B KOMMbIOTEPHbIA UHLMAEHT 31€eMEeHTOB UHAOPMALIMOHHON UH-
pacTpyKTypbl» CNeLmannucTtaMmm, BXOALWMMM B cocTaB paboyden rpynnbl pearnpoBaHmst Ha KOMMbIOTEPHbIN
MHUMNOEeHT, OOJMKHbI BbINONMHATLCA ,EI,eI7ICTBI/IF|, HanpaelieHHble Ha onpenerneHne BOBJIEYEeHHbIX B KOMMbHOTEP-
HbIN MHUWOEHT 9N1eMEHTOB MH(POPMaLIMOHHON MHPPACTPYKTYPbI, HA KOTOPbIX UMEKTCS NPU3HaKN 3apernctpu-
POBAHHOIO KOMMBKTEPHOIO MHLMAEHTA, C LENbIO MX AanbHENLLEN NToKanuaauum.

Ha pucyHke 1 npeacraBneHa cxema OpraHu3auMOHHOro npolecca atana «onpeaeneHme BoBneYeHHbIX
B KOMMNbIOTEPHbIV MHLUMOEHT 3N1€eMEHTOB MHAOPMAaLNOHHON MHAPACTPYKTYPbI».

Pa6ouas rpynna @ OnpegeneHve BOBMEYEHHbIX
pear1poBaHus Ha ﬁ B KOMMbKOTEPHbIA NHUNAEHT
KOMMLIOTEPHBINA UHLNAEHT L 3NEMEHTOB MHPOPMaLMOHHOW
NHMPACTPYKTYpPbI

Mepenaya nHdopmaumm
0 BbIMOMHEHHbIX
DEeNCTBUAX

MpoTokonupoBaHne
BbINOSTHEHHbIX AENCTBUIA

BoBneyeHHble B KOMMNbIOTEPHbIN
WHUMAEHT 3neMeHTbl MHOPMaLMOHHON
WHMPPACTPYKTYPbI onpeaeneHsbl

[MpoBepka NonHOThI Mepexop Ha atan
Ill 1 JOCTaTOYHOCTU «nokanusaums
CneunanucT, OTBETCTBEHHbI MHopMaLmn KOMMbOTEPHOTO MHLUMAEHTa»
3a pearmpoBaHue Ha KOMMbIOTEPHbIV
WHUMAEHT (pykoBOoauTEnb paboyei Tpebyembin acpdekT

rpynnbl pearmpoBaHuns Ha OTCYTCTBYET CospaHve 3aaaHus

KOMMbOTEPHbIE MHLAACHTBI) Ha A0paboTKy BbINOMHEHHbIX
OENCTBUIA

PucyHok 1 — Cxema opraHn3aLoHHOro npouecca atana «onpeaerneHne BoBNeYeHHbIX B KOMMNbIOTEPHbIA MHUUAEHT
3MeMEeHTOB UHMOPMALMOHHON MHPACTPYKTYPbI»

[ns onpeaeneHnsi BOBMEYEHHbIX B KOMMbIOTEPHbIA UHUMAEHT 3MEeMEHTOB MH(OPMaLMOHHOW nHGpa-
CTPYKTYpbl crieyeT U3y4ymTb COCTOSHME 3NEMEHTOB MH(POPMaLMOHHON NHPACTPYKTYPHI.
M3y4yeHne COCTOSHUS 3NIEMEHTOB UHAOPMALMOHHON MHMPACTPYKTYpbl SOMYCKaeTCs OCYLEeCTBASATb C
NCMNOrb30BaHMEM NPOrpaMMHbIX U/UIN MPOrPaMMHO-TEXHUYECKUX CPeaCTB, NPeaHa3Ha4YeHHbIX:
a) And nony4eHns gocTyna K hannoBow cucteme;
0) nony4yeHust 4OCTyNa K XXypHarnam perncrpaumm cobbiTuii 6e3onacHoCTu:
1) onepauuoHHon cuctembl (OC);
2) cpeacTB 3aWmTbl MHOpMaLMKn (aHTMBMPYCHbIE CpeacTBa, CpeacTsa ObHapyXeHUst KOMMboTep-
HbIX aTak 1 MHble cpeacTBa 3almTbl MHpopmMauun);
3) npuknagHoro nporpammHoro obecneveHus (MO);
B) CKaHMpOBaHWs hanrioBoM CUCTEMbI C Lienblo BbisiBNEHNs BpeaoHocHoro [10;
r) mpoBedeHus MHBEHTapu3auuu;
4) npoBedeHus aHanunsa ysa3BMMOCTEN;
€) oueHkM paboTocnoCobHOCTU M MPOU3BOAUTENBHOCTU 3NEMEHTOB MHMOPMALMOHHON UHAPACTPYK-
TYypbl;
X) nonyyeHust HopmaLmm 13 cnyx0obl KaTanoros;
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1) nornyyYeHns mapamMeTpoB CeTeBbIX HAaCTPOeK U MHOPMaLn O CEeTeBOW aKTUBHOCTM 3IEMEHTOB WH-
dropMaunoHHON MHAPaACTPYKTYPbI;

K) aHanusa ceTeBOro Tpaduka, LMPKYNMpPYHOLLEro Mexay arneMeHTaMm MHPOPMaLMOHHON HApaCTPYK-
TYpbl, @ TaKke OPYrMMn OYHKLUMOHUPYIOLWNMN B ceTU VIHTEpHET pecypcamMu, B TOM YucCe 3aMKCMpPOBaHHOIO
B MOMEHT BO3HMKHOBEHWUSI KOMMbIOTEPHOTO MHUMAEHTA (MPW HanMM4Mm Takon BO3MOXHOCTH);

n) obHapyXeHns KOMMbIOTEPHbIX aTak.

6.3 Jlokanusaumsa KOMNbLIOTEPHOro MHLUMAEHTA

Ha atane «nokanvsaums KOMMNbOTEPHOro UHLUMAEHTa» cneuuanmcTtaMm, BXOAALMMU B cocTaB paboyeit
rpynnbl pearMpoBaHnst Ha KOMMbIOTEPHbBIA MHUMAEHT, AOMMKHbI BbINOMHATLCS AEUCTBUS, HanpaBlieHHble Ha
orpaHunyeHne pyHKLMOHMPOBaHNS 31IEMEHTOB MHPOPMALIMOHHOM NHPPACTPYKTYPbI, BOBMEYEHHbIX B KOMMbHO-
TEPHbIN NHLUMAOEHT, C Lenbio NpeaoTBpalleHns ero AanbHenwero pacnpocTpaHeHus.

Ha pucyHke 2 npeacTtaBneHa cxema opraHM3aLyMOoHHOro NpoLecca atana «fokanuaaums KoMMnboTepHo-
ro UHUMOeHTa».

CneumanuncT, OTBETCTBEHHbIN
3a pear;tpOBaHmé Ha KOMMbIOTEPHbINA i Onpeaenenue
. nepBooYepesHbIX Mep
VNHUWAEHT (pykoBoanTenb paboyen
rpynnbl pearnpoBaHus Ha
KOMMbIOTEPHbIE NHUWUAEHTbI)

’__ - - -
OnoselleHune I OrpaHuyeHne B3auMoaencTans dukcauyns marepuanos,
O KOMMNbIOTEPHOM MHUMAEHTE | | OrpaHnyeHne goctyna obbekTa atakut C UHbIMU oo CBASAHHLIX CBOSHUKHOBEHMEM
| K OObEKTy aTaku 3nemMeHTamMu MHPOPMaLMOHHON KOMMbIOTEPHOTO MHUMAEHTA
| MHPaCTPYKTYpbI (LUMdPOBBIX CBUAETENLCTB)
Monb3osarens UHPOPMALMOHHOIO g L

pecypca, 3aaeiiCTBOBAHHOIO ' - - - -
B KOMMbIOTEPHOM UHUUAEHTE ‘

BbINonHeHWe onpeseneHHbIX
nepBooYEPEHbIX MEp

¥

Paboyas rpynna [ |
pearvposaHus m BbinonHeHne mep lMpoTokonuposaHue Mepepava nHopmaumu I
Ha KOMIMbIOTEPHbI MHUMAEHT I no nokanusauun BbIMOSTHEHHBIX AeACTBUIA O BBINOMHEHHbIX Mepax | |
{ _ _ — _l
CneumnanncT, OTBETCTBEHHbIN @
3a pearMposaHune Ha ' )
KOMMbIOTEPHBIA MHUMAEHT KoMnbtoTepHbIil UHUMAEHT
(pykoBoguTens paboyeii rpynnbl nokannsosaH
pearmposaxma Ha Mposepka Mepexop Ha 3Tan «BbISBEHNE
KOMMbOTEPHbIE MHLMACHTBI) 3¢pcpeKTUBHOCTY NOCNEACTBUI KOMMBIOTEPHOTO
BbINOMHEHHbIX Mep VHUMAEHTa»

Tpebyembiii acppekT
OTCYTCTBYET CospaHune 3agaHus Ha
[0paBOoTKy BbINOTHEHHBLIX Mep

PVICYHOK 2 — Cxema opraHnsaumoHHOro npouecca atana «fokannsaums KOMNbITEPHOTo NHUMAEHTay

K npvMepam BO3MOXHbIX OEUCTBUI, KOTOPble MOTYT BbIMOMHATLCS MPU JNloKanuaaumum KOMMboTepHbIX
WHUMOEHTOB, MOXXHO OTHECTU:
- NpuMeHeHne GrOKMPOBOK (MCMOMb30BaHNE MEXCETEBOTO 3KpaHa).

MpumMeyvyaHune — BNOKMPOBKM C MCNONb30BaHNEM MEXCETEBBIX 3KPAHOB MCMOMb3YIOTCA ANs NpegoTBpalle-
HVS HECaHKLMOHMPOBaHHOrO BO3QENCTBMUA. Hampumep, C MCNONb30BaHMEM MEXCETEBOro dKpaHa MOXHO 3abrnokvpo-
BaTb MHGOPMALMOHHbIE NOTOKM C IP-agpecoB, ¢ KOTOpbIX pacnpocTpaHsaeTcs BpeaoHocHoe MO, wnuoHckoe MO, a Tak-
Xe IP-agpecoB NoYTOBbIX PETPaHCNSTOPOB, MCTOMHMKOB ULIMHIA 1 cnama. lNo4ToBble BrIOKMPOBKMU BKMOYaloT B cebsi
duneTpaumio BNOXEHW, CTPOK TeMbl 1 agpeca oTnpasuTenen. [na npefoTepalleHns 4oCTyna K HepaspeLlleHHbIM Uin
BPEAOHOCHBLIM Beb-cariTam unu xoctam (yanam) MoryT npuMeHsaTbest bnokuposku URL-agpecoB 1 JOMEHHbIX MMEH;

- OTKItoYeHue (M30NAUns, UCKITOYEHNE).

MpumevyaHune — OTKNOYEHNE 3apPaXEHHOrO anemMeHTa MHMOPMAaLMOHHOW UHAPACTPYKTYpbl (rpynnbl ane-
MEHTOB UMM MHOPMALIMOHHOIO pecypca B LeroM) OT F0KanbHOW BbIYMCIIUTENBHON CETU MOXET MpeaoTBpaTuTh 3apa-
XEeHne ocTanbHOW YacT MHAPOPMALMOHHON MHAPACTPYKTYpbl. OTKNIOYEHNE 3apaXeHHOro aneMeHTa MHOopPMaLMOHHOM
NHPaCTPYKTYpbI (TPYMnbl SMIEMEHTOB MM MHAPOPMALIMOHHOTO pecypca B LiefioM) OT CeTh VIHTepHeT unm mobbix Apyrnx
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06LLEeAO0CTYMNHbIX CETEN CBA3M MOXET MPeAoTBPaTUTb HECAHKLMOHMPOBaHHLIN AOCTYN W, COOTBETCTBEHHO, HapylleHue
KOHMWAESHUMANBbHOCTH, LENOCTHOCTU U JOCTYNHOCTM MHpopMaumn. B HekoTopbix cryvasx Lienecoobpas3Ho OcyLuecT-
BNSATb MOHWTOPWHI BPEAOHOCHOW aKTUBHOCTMW, OFPaHNYMB MPY 3TOM BO3MOXHOCTU 3M10YMbILLNIEHHMKA aTakoBaTb Apyrue
NHOPMAaLIMOHHbIE PeCypChl;

- BbIKINIOYEHMe.

MpwnwmeyaHune—EcnuganbHenwee pyHKLUMOHMPOBaHUE dnieMeHTa MHPOPMaLMOHHOW MHPPaCTPYKTypbI (rpyn-
Mbl ANEMEHTOB NN MHPOPMALIMOHHOIO pecypca B Lienom) NpuBeaeT K YHUYTOXEHUIO (MoTepe) AaHHbIX, MOXET ObITb Npu-
HATO peLLeHne O npekpaleHnn MYHKLMOHNPOBaHNS ariemMmeHTa MHPOPMaLMOHHOM MHPPACTPYKTYpbI (FPpYnnbl 9NeMeHTOB
Unu HopmaLMoHHOro pecypca B Lenom). Cneayer yunTbiBaTh, YTO BbIKMHOYEHME dnieMeHTa MHOPMaLUMOHHON UHdpa-
CTPYKTYPbl MOXET OTpULaTENbHO CKa3aTbCs Ha paboTe KOHKPETHbLIX NONb30BaTenen, CEPBUCOB U PasnmYHbIX KpUTUYECKUX
npoueccos. [laHHOe pelueHne JOMKHO NPUHMMATLCS B KOOPAMHALMMW C COOTBETCTBYIOLLMM PyKOBOAUTENEM W/MNW OTBET-
CTBEHHbIMYM 3a dKCnnyaTaumo MHPOPMaLIMOHHBIX PECYPCOB OpraHu3auum;

- USMEHEHNA MapLipyTmnsauynin.

MpumeyaHune—MN3ameHeHVs1 MapLUPYTM3aLIMN OCYLLIECTBIISIOTCS C Lierbio YCTpaHeHUs MapLipyTa, No KOTOPOMy
[EeNCTBYET 3MOYMbILLMEHHUK, NPENATCTBYS eMy B MOSyYeHUn OOoCTyna K MHOPMaLMOHHBIM pecypcam, KoTopble MoryT
SABNATLCA 00beKTaMy aTaku, a Takke GNOoKMPOBaHNS MEXaHU3MOB Nepeaayn (pacnpocTpaHeHus) BpegoHocHoro MO;

- OTKITHOYEeHune nnum 6]'IOKI/IpOBaHI/Ie npoLeccos.

MpnmevyaHune — B gaHHOM cly4vyae OCyLleCTBnAeTCAa OTKI4YeHne nnum 6J'IOKVIpOBaHVIe npoueccos, KOTopble
MO ObITb NCNOMb30BaHbI 3MTOYMbILLJTEHHUKOM;

- OTKITHOMEHMEe YYETHbIX 3an1cein nonb3oBaTenen.

MpumevyaHune— B gaHHOM criyyae OCyLLECTBNAETCS OTKIIOYEHNE YYETHBIX 3anncen nonb3oBaTtenen, Kotopble
Mornu 6bITb MCMOMNb30BaHbI 3M10YMbILLIIEHHUKOM.

JTiobble nameHeHns B MHOOPMALMOHHBIX pecypcax, BKoYas AeACTBUS MO fokanu3aumm KOMMbTep-
HOro MHUMOEHTA, MOTYT MPUBECTU K NoTepe (YHUYTOXEHUO) MHOpMaLun, CBA3aHHOW C BO3HUKHOBEHMEM
KOMMbIOTEPHOIO MHUMAEHTa (LMdpPoBLIX cBMAeTeNnsLCTB). Cnenyet yoeantbes, 4To BCst MHopmaums, Heobxo-
Oumas aAng yCTaHOBMEHMUS NPUYMH N YCNOBUIA BO3HUKHOBEHWSI KOMMbIOTEPHBIX MHUMAEHTOB (LncpoBbIe CBU-
JetenbcTBa), cobpaHa B NoSIHOM ob6beMe nepes BHECEHUEM KaKUX-ITIMOO CUCTEMHBIX UBMEHEHUN.

6.4 BbisiBneHne nocneacTtBUM KOMMNbIOTEPHOIO MHLUMAOEHTA

Ha atane «BbiIBNeHWe NOCneACcTBMI KOMMNBIOTEPHOIO MHUMAEHTa» CneumManmcTamm, BXOAALWMMUY B CO-
cTaB paboyen rpynmnbl pearMpoBaHnsi HA KOMMNBITEPHBLIN MHUUOEHT, LOSMKHbI BbIMOMHATLCS AEACTBUS, Hanpas-
NEHHbIE Ha BbISIBNIEHME NPU3HAKOB HEraTMBHOIO BO34ENCTBUSA HA 3NIeMEHTbI MHAOPMAaLMOHHON MHApaCTPYK-
TYpbl, BOBIIEYEHHbIE B KOMMNbIOTEPHBIA UHLUUAEHT.

Mpu BbISBNEHUN NPU3HAKOB HEraTUBHOIO BO3OENCTBUSA HA dreMeHTbl MHAPOPMaLMOHHON MHAPaCTPYKTY-
pbl, BOBIIEYEHHbIE B KOMMBIOTEPHbIN MHLUMAEHT, CNeunanmncTbl, BXogsalime B coctaB paboyen rpynmnbl pearmpo-
BaHWS Ha KOMMbIOTEPHbBIN MHLUMAEHT, OOMKHbI NPOBECTU AeTarbHbl aHann3 MMELLNXCA AaHHbIX O KOMMbIO-
TEPHOM MHUMAEHTE.

Ha pucyHke 3 npegcrtaBneHa CxemMa OpraHvM3aumOHHOrO Mpouecca 3Tana «BbISBIEHWE MOCNeacTBUN
KOMMbIOTEPHOIO MHLUMOEHTAY.

K npvmepam npr3HakoB HEraTMBHOIO BO3OENCTBUSA Ha 3NeMEHTbI MHpOPMaLNOHHON NHAPACTPYKTYPSI,
BOBJIEYEHHbIE B KOMMbIOTEPHBIN UHUMAEHT, KOTOPbIE BbISBISIOTCA B XOA4E aHanM3a UMERLNXCA AaHHbIX O
KOMMNbIOTEPHOM MHLUMAOEHTE, MOXXHO OTHECTU CrneaytoLlee:

- HelTaTHasl ceTeBasi akKTMBHOCTb afieMeHTa MHPOPMaLMOHHON UHPPaCTPYKTYphI;

- CO3[aHHble, MOaANMLMPOBaHHLIE, yaareHHble hansbl, Katanoru, napameTpbl HacTporikn OC, cpencts
3awmTbl MHopmauun, npuknagHoro Mo;

- OTKITOHEHMS1 OT 3TANOHHbIX (JOMYCTMMbIX) MapameTpoB KoHdurypaummn OC, cpeacTs 3awmTbl MHAGOP-
mMauum, npuknagHoro MO;

- OTKIMOHEHUS OT 3TarloHHOro (ZonycTMMoro) coctasa npuknagHoro MO, yctaHosneHHoro B OC;

- OTKIMOHEHWS OT 3TarlOHHOro (AOMYCTUMOrO) COAEPXKaHUSA CUCTEMHbBIX U 3alLmLLaeMblX (annos;

- BbIMOSTHEHHbIE NOTEHLMANbHO BPEOOHOCHbIE KOMaHAbl, B TOM YNCIe PacrnofioXeHHbIE B OnepaTuBHON
namsTy;

- MpU3HaKKU, NGeHTUMULMPYOLLME NCTOYHUK KOMMBIOTEPHOW aTaku;

- npu3Haku cboeB, Nepesarpy3oK, OCTaHOBOK U OpYrMx HapyLleHui B wTaTHow pabote OC, cpeacTs 3a-
LWMTbI MHdopMaLmu, npuknagHoro MO;
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BbisBneHve npnsHakos
HeraTnBHOIO BO3AENCTBMSA Ha
3NeMEeHTbl MHPOPMALIMOHHON

WHMPaCTPYKTYypbI

OnwncaHve Npu3HaKkoB HEraTUBHOIO
BO3AEWCTBUSA Ha aNEeMEHTbI
NHMOPMALMOHHOMN
NHMPaCTPYKTYpbI

Mepenaya nHbopmaumm
0 BbINOMHEHHbIX

MpoTokonuposaHue

DeNncTBnax

3a pearmpoBaHue Ha
KOMMNbHOTEPHBIA MHUNAEHT
(pykoBoguTens paboyer rpynnbl
pearnpoBaHusi Ha
KOMMbHOTEPHbIE MHLMAEHTHI)

BbINOSTHEHHbIX AENCTBUIA

MocneacTeus KOMNBIOTEPHOTO
VHUMAEHTa onpeaeneHbl

Cneumnanuct, OTBETCTBEHHbIN r MpoBepka 4OCTaTOYHOCTM

Mepexop Ha aTan
«NKBUOAUUSA NOCNEACTBUIA

BbIMNOSTHEHHbIX 4ENCTBUNA

Tpebyembin acpdekT
OTCYTCTBYET

KOMNbTEPHOIo MHUMAEHTa»

CospaHvie 3agaHns
Ha AopaboTKy BbINOHEHHbIX
mep

PucyHok 3 — Cxema opraHu3auoHHOro npoLecca atana «BblisiBIIEHUE NOoCreacTBUN KOMMbIOTEPHOTO MHUMAEHTaY

- MPU3HaKN HapyleHuid (OYHKUMOHMPOBAHUS CETEBBLIX CrYXG0, aHOMarbHOMO MCMOSIb30BaHUSI CUC-

TEMHbIX PECYpPCOB;

- Apyrasi iHcbopMaLmsi, xapakTepHasi 415t OTAENbHbLIX TUMOB KOMIMbIOTEPHbIX MHLUMAEHTOB Y KOMMbIOTEP-

HbIX aTak.

6.5 JlukBngauusa nocnencreum KOMMNbHTEPHOro MHUMAEeHTa

Ha atane «nukBuaaums nocrnencTBuin KOMMbIOTEPHOTO MHUMAEHTa» creuuanuctaMmu, BXOASWMMU B
cocTaB pabouyeli rpynnbl pearpoBaH1sl Ha KOMMbIOTEPHbIN UHLUUAEHT, OOMKHbI BbINOMHATLCS AeNCTBUS, Ha-
npaBneHHble Ha yCTpaHeHWe NOCNeACTBUIA HEraTUBHOIO BIUSIHUSI KOMMbIOTEPHOTO MHUMAEHTA Ha MHopMa-
LIMOHHBIN pecypc (Mo BO3MOXHOCTW) U/ BOCCTAHOBIIEHWE 3rieMeHTa MHAOPMaLMOHHOM MHAPACTPYKTYpbI
(rpynnbl 3NeMeHTOB U MHPOPMaLIMOHHOTO pecypca B LEeNnom) u/unm obpabaTbiBaemol B HEM MHGOpMaLK.

Ha pucyHke 4 npeacTaBneHa cxema OpraHM3aLMOHHOrO NpoLecca aTana «fUKBMOauust NnocneacTBuii

KOMMbKTEPHOIO MHUMNOEHTA.

Pabouas rpynna
pearmpoBaHus Ha

OnpepeneHve HanpaeneHns
BbINOMHSAEMbIX paboT No NukBUAaLMN

NOCNEACTBUI KOMMBIOTEPHOTO MHUMAEHTA

CornacosaHue
cocTasa pabot

()
—
— . 1
KOMMbOTEPHbIN VIHLlVIAeHTm
[ ]

Monb3osaTenb MHHOPMALIMOHHOTO

pecypca, 3afefCTBOBaHHOMO
B KOMMNbIOTEPHOM UHLMAEHTE

'

CneumnanucT, OTBETCTBEHHbIN

OTMeHa Ha anemeHTe NHPOPMaLIMOHHON
MHMPACTPYKTYpPbl, BOBNEYEHHOM B
KOMMbIOTEPHbIA UHLMAEHT, BbISIBNEHHbIX
VN3MEHEHWIA OT BPEAOHOCHbIX 4EACTBUIA

BoccraHosneHue n3 Mepepava
pesepsHbIx konuin OC, L o nHpopmaumn
npuknagHoro MO n 0 BbINOMHEHHbIX
MHOpMaLmMn LlencTBuaAx

3a pearmposaHue Ha
KOMMNBIKOTEPHBIN NHLUNAEHT

(pykoBoauTenb pabouen rpynnbl
pearmpoBaHusi Ha
KOMMbIOTEPHbIE UHLIMAEHTbI)

Monb3osatens NHPOPMALMOHHOTO @
pecypca, 3afeiicCTBOBaHHOTO '
B KOMMbIOTEPHOM UHLMAEHTE

I

[ocneacTBus KOMNBIOTEPHOTO
NHUMAeHTa NMKkBManpoBaHbl

[poBepka aOCTaTOMHOCTH

BbIMOSIHEHHBIX AEeACTBUIA

Mepexopn Ha atan «3akpbiTne
KOMMbHOTEPHOIO MHUMAEHTa»

Tpebyembiii acpdpekT
oTcyTCTBYET

BbINOMHEHHbIX AEACTBUI

CospaHune 3agaHnsa
Ha gopaboTky

PucyHok 4 — Cxema opraHM3auuoHHOro npoLecca atana «MKBMaaLms nocneacTBuii KOMMNbIOTEPHOTO MHUMOEHTa»
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K npumepam BO3MOXHbIX OENCTBUN, KOTOPbIE MOTYT ObITb BbIMOMHEHbI ANS NMKBUAALMN MOCNeaCTBUN
KOMMbIOTEPHOIO MHUMAEHTA, MPUBEALLErO K HEraTMBHbLIM NMOCIEACTBUSIM HA YPOBHE CETU, MOXHO OTHECTU:

a) BHeCeHve usMeHeHun B napameTpbl HacTpoek OC, cpencTs 3almTbl MHpOpMaLUM 1 NPUKNagHoro
MO, dyHKUMOHMPYOLLEro B MH(POPMALMOHHbBIX pecypcax, BOBNEYEHHbIX B KOMMbIOTEPHbIA MHLUNOEHT;

0) oTknioYeHne Hencnomnb3dyemblX (PYHKUUA TEeNeKOMMYHMKaLMOHHOrO obopyaoBaHusa (Hanpumep, oT-
KIntoYeHne YA3BUMbIX CEPBUCOB UITM NMPOTOKOMOB, KOTOPblE MCMONb30Banucb AN pacnpocTpaHeHus Bpeao-
HocHoro [10);

B) CMeHa ayTeHTMdUKALNOHHON WHOpMaLUM CKOMNPOMETUPOBAHHBIX YYETHBIX 3anMCeln Nonb3oBa-
Tenen:

1) Ha TENEKOMMYHMKaALMOHHOM 060pya0BaHUY;
2) cpeacTBax MEXCETEBOIO 3KPaHMPOBaHUS;
3) cpencTtBax 3alWMThbl OT KOMMbLIOTEPHbIX aTak, HanpaBfeHHbIX Ha 0TKa3 B 0BCMyXunBaHuu;

r) BHECEHWE U3MEHEHWI B NpaBunia punsTpaumm MexceTeBbIX 9KPaHOB;

[) BHeCeHue U3MeHeHUN B MapameTpbl O4NCTKM Tpadmka B CPEACTBaXx 3allmTbl OT KOMMbIOTEPHbIX aTak,
HanpaBneHHbIX Ha OTKa3 B 00CNyXnBaHWK;

€) NopKItoYeHe pe3epBHBIX PECYPCOB (KaHarbl CBs3WN, CepBepHOe 00OpyLOoBaHUE, BUPTyanbHble Ma-
LUMHbI, 000OpY~OBaHME N3 COCTaBa 3anacHbIX MHCTPYMEHTOB U NPUHAAEXHOCTEN);

X) Murpaums (nepemeLleHne) BUpTyarnbHbIX MalLMH B CTOPOHHWE BUPTYaribHble MHPaCTPYKTYpbI.

K nprmepam BO3MOXHbIX Mep, KOTOpble MOTYT ObITb NPUHATHI AN NMMKBUAALMM NOCNEACTBMI KOMMbHO-
TEPHOro MHUMAEHTA, MPUBEALLErO K HEraTMBHbLIM NOCNEACTBMAM Ha ypoBHe npuknagHoro N0, MOXHO OTHECTH:

- BbIMNOTHEHWE HaCcTPoNKM BesonacHom KOHUrypaumm NpuknagHoro unu cneumansHoro MO, BoBneyeH-
HOro B KOMMbIOTEPHBIN NHLNOEHT;

- BOCCTaHOBIEHME U3 aKTyarbHbIX pe3epBHbIX KONUN ¢annos, 6a3 AaHHbIX, KOHUTYPaLMOHHBIX hai-
noB, NOABEPTLLMXCA MOANMDUKALIMM NPU KOMMbIOTEPHOM MHLUMOEHTE;

- BOCCTaHOBIEHME yAarneHHblX annos, B TOM YMCre C MCMOMb30BaHWEM CreLmanbHbIX MHCTPYMEH-
TanbHbIX CPEACTB;

- yganeHue MO, BOBNEYEHHOr0 B KOMMBIOTEPHBIN UHLMAEHT, U BCEX €ro hansoB ¢ NocneayoLwen ycra-
HOBKOW aKTyanbHOM Bepcun gaHHoro MO n akTyanbHbIX 0GHOBMNEHWI 6€30MacHOCTU.

K nprmepam BO3MOXHbIX Mep, KOTOpble MOTYT ObITb NPUHATHI AN NMMKBUAALMMN NOCNEACTBMIN KOMMbHO-
TEePHOro MHUMAEHTA, NPMBEALLEro K HeraTMBHbIM NocneacTensam Ha yposHe OC, MOXHO OTHECTH:

- yoaneHue BpegoHocHoro [M0O;

- OTMEHa U3MEeHEHW, BHECEHHbIX BpegoHocHbIM 1O (Hanpumep, yaaneHve co3gaHHbIX BPeOOHOCHbIM
MO pannoB, oTMeHa BbINOMHEHHbIX U3MEHEHUI B KOHGUrypauumn n Hactporkax OC, yoaneHme cosgaHHbIX
BpenoHOCHbIM MO y4YeTHbIX 3anuncen);

- CMeHa ayTeHTU(UKALMOHHON MHopMaunn Anst CKOMNPOMETUPOBAHHbBIX YYETHbIX 3anvcen norb30-
Batenen B OC;

BOCCTaHOBIIEHME CPEACTB 3aLmTbl MHpopMauun, yHKLMOHMpPYowmx B cpege OC;
BocctaHoBneHne OC B uenom;
HacTponka 6esonacHon KoHUrypauumn cpeacTs 3amTbl MHpopMauum, pyHKLUMOHUPYOLWNX B cpeae

(0]0%

HacTpolka 6e3zonacHom koHgurypauumn OC;
nepeyctaHoBka OC u npuknagHoro MO ¢ nocnegytollen yCTaHOBKON akTyalibHbIX OOHOBNeHu 6es-
OMacHoCTH.

6.6 3aKkpbiTUe KOMMNbLITEPHOIro MHLMAOEHTA

PelLeHre 0 3aKpbITUN KOMMBIOTEPHOTO UHUMAEHTA NPUHMMAETCS Mo pesyrikTatam NpoBepku crneumanm-
CTOM, OTBETCTBEHHbIM 33 pearvpoBaH/e Ha KOMMbIOTEPHBIA MHUMAEHT (pykoBoaMTerniemM paboyei rpynnbl pe-
arMpoBaHWsl Ha KOMMbIOTEPHBIN MHLUMOEHT), B XO[4€ KOTOPOW OnpeaenseTcs nornHoTa BbINOMHEHHbIX 1 3amnpo-
TOKOMMPOBAHHBIX AEWCTBUIA MO PearnpoBaHWi0 Ha KOMMbIOTEPHbIN MHLIMOEHT, BbINOMHEHHbIX Ha KaX oM aTane
pearmpoBaHu1si Ha KOMMbIOTEPHbIA MHLWOEHT.

KapToukn KOMMNbIOTEPHBIX MHLMOEHTOB MOCIe 3aKPbITWUA COOTBETCTBYHOLLNX KOMMbIOTEPHbBIX MHLMOEHTOB
He OOIMKHbI YAANATbCS, TaK Kak OHU MOryT GbiTb UCMOMb30BaHbl B AarbHELIEM KaK TUMOBble WabrnoHbl aen-
CTBUIA MO pearMpoBaHUIO Ha aHaNorM4YHble KOMMbIOTEPHbIE MHLUMAEHTbI U NPU NPOBEASHUN aHanNM3a aeaTerb-
HOCTW MO WX YMNpaBleHunto.
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MpnmedaHune— KapToukmn 3aKpbITbIX KOMMBIOTEPHbLIX NHLNOEHTOB MOTyT NCNONb30BaTbCA B Ka4€CTBE TUNOBbIX
LWwabnoHoB AeNCTBUIN NO pearnpoBaHuio Ha aHaNnorn4YHble KOMNbKOTEPHbIE NHUMAEHTbI B OpraHn3aunn C Lenbko (bOpMVIpO-
BaHUSA Gasbl 3HAHWUN, OOCTYMHOW crneumanucTam, BXogdawmm B cocTaB pa60lw|x rpynn pearmpoBaHnsa Ha KOMMbHOTEPHbIE
MHUNOEHTbI Npun pa60Te C HOBbIMW KOMMNbIOTEPHBLIMU MHUMOEHTAMW.

7 ®dukcauus MaTepuanoB, CBA3aHHbIX C BOSHUKHOBEHNUEM KOMMNbHOTEPHbLIX
MHUMOEHTOB, N YCTaHOBJ1I€eHUe NPU4YUNH U ycn03m7| nX BOBHUKHOBEHUA

7.1 ®ukcauus mMaTepuanoB, CBA3aHHbIX C BOBHUKHOBEHUEM KOMIMbHOTEPHbIX MHUNOEHTOB

CocTtaB maTtepuarnoB, CBsI3aHHbIX C BO3HUKHOBEHWEM KOMMbIOTEPHbLIX MHUMAEHTOB (LMEPOBLIX CBUAE-
TenbCTB), Nognexatymx ukcaLmmn, 3aBUCUT OT TUMNa KOMMNBIOTEPHOIO MHLUMAEHTA U €ro NOCNeLCTBUN.

B pamkax pearmpoBaHus Ha KOMMbIOTEPHbBIE MHUMOEHTLI MOTYT (OUKCUPOBATLCA Crefyolme martepua-
nbl, CBAA3aHHblE C BO3HUKHOBEHNEM KOMMbIOTEPHbBIX MHUNAEHTOB (LM POBLIE CBMOETENLCTBA):

- 9IEeKTPOHHble 00pasbl WTATHBIX MALUMHHBLIX HOCUTENEN MHOPMaLUN CPEACTB BbIMUCIIUTENbHOM TEX-
HUKM U/MNU CbEMHBIX MaLUUHHBIX HOCUTENEen nHpopmaumu;

- cogepxmmoe paboder namsTu (gamn) npouecca, sgpa OC vnn OC B uenow;

- ceTeBOM TpaduK, LMPKYNUPYOLLUA MeXOy BOBMEYEHHLIMU B KOMMbIOTEPHbLIN MHUUOEHT 3NeMeHTamm
NHOPMALIMOHHOM MHPPACTPYKTYPbI, @ TaKKe MEXAy STUMUN ANIeMEHTaMM U ArieMeHTaMmn ApYrnx YyHKLMOHN-
pYHOLLNX B CETU VIHTEPHET pecypcos;

- 0bpasupl BpeaoHocHoro 0;

- oTaernbHble dhannbl, Takne Kak XXypHarbl perucrpaumm cobbiTuii 6esonacHocTu, dannbl peectpa OC,
CUCTEMHbIE 1 Nofb30BaTenbCkue gannebl;

- CcOOOLLEeHNS 3NEKTPOHHOM NOYTbI;

- CHUMKM COCTOSIHUS BUPTYaribHbIX MaLUvH.

7.2 YcTaHOBReHMWe NPUYUH U YCINOBUA BO3HUKHOBEHUSA KOMMbIOTEPHbIX UHLUAEHTOB

[leaTenbHOCTb NO YCTAHOBIIEHUIO MPUYUH U YCITOBUA BO3HUKHOBEHUST KOMMbIOTEPHBLIX UHLNOEHTOB Ha-
npaerneHa Ha onpegeneHve akTopos, 06YCrNOBUBLLNX BO3MOXHOCTb BO3HUKHOBEHNS KOMMBIOTEPHOIO MHLM-
[eHTa u/unmn cnocobCcTBOBaBLUMX €0 BO3HUKHOBEHMIO.

CyLLeCTBYIOT pasnuyHble BUAblI aHanm3a 3arKCMpOBaHHbIX MaTtepuarnos, CBA3aHHbIX C BO3HMKHOBEHU-
€M KOMMbHTEPHBLIX MHUMAEHTOB (LU POBLIX CBUOETENLCTB), KOTOPbIE MOTYT ObITb BbIMOMHEHbI 41151 YCTAHOB-
NEHNSI NPUYMH U YCINOBUIA UX BO3HUKHOBEHMS. K TakM BMAaM OTHOCATCS:

- aHanu3 OencTBUI Nonb3oBaTenen.

MpumevyaHne — AHanus fencTBui nonb3oBaTtenen SBnseTcs NPoLEecCoM N3yYeHus CBeAeHNI, 3aJ0KYMEHTH-
POBaHHbIX B XOA4e Onpoca nuua, B3avMOAENCTBYIOLLErO C 3N1IEMEHTOM MH(POPMAaLIMOHHON MHAPACTPYKTYPbI, BOBMEYEHHbLIM
B KOMMbIOTEPHbIN MHUMOEHT B MOMEHT €ro BO3HUKHOBEHMS.

K cBegeHusam, nognexawimm n3y4eHuto B Xxoae aHanusa AencTBUi Nosb3oBaTternen, OTHOCATCA:

- AeNcTBuMSA nonb3oBaTenei, KoTopble BbIMOMHAMUCH 4O U BO BPEMSi PerMcTpaunm KOMMbTEPHOrO MHUMAEHTa (Ha-
npumep, nocelleHne Beb-canTta, OTKPbITUE COOBLLEHUS ANEKTPOHHOM MOYThI, OTKPLITUE SMEKTPOHHOrO AOKYMEHTa, NoA-
KMnoveHre HocuTensa nHdopmauum n apyrue);

- cBefeHusi 06 MrHOpMpOBaHMK Nornb3oBaTenem nosBnsoWmUxcs cooblieHun OC, cpeacTs 3aLumMTbl MHOPMaLUK 1
npuknagHoro MO (Hanpumep, 0 HeobxoaMMOCTH BbINONMHUTL 06HOBNeHNe OC, ee Nepesarpy3ky, O BbISBIEHHOM MOTEHLMW-
anbHO BpegoHOCHOM dhaine);

- aHanu3 OC anemMeHTa MHPOPMALIMOHHON UHPPACTPYKTYPbI.

Mpumevanne — Ananus OC anemeHTa NHHOOPMALMOHHON MHAPACTPYKTYPbI SBASETCA MPOLIECCOM U3YyYeHUS
cobbiTnin 6esonacHoctn OC, cpeacTs 3awwmTbl MHGOPMauuM u npuknagHoro MO, KoTopble perncTpuposBanncb 40 U BO
BpPEMS BO3HUKHOBEHMS KOMMbIOTEPHOTO MHUMAEHTA.

K cBegeHusiM, nognexawmm msydeHnto B xoge aHamm3da OC anemeHTa MHMOPMAaLMOHHOM WHAPaCTPYKTYpPbI,
OTHOCATCS:

- XypHanbl (NpoToKornbl) pernctpaumm cobbiTnn 6esonacHocTn OC, cpeacTs 3aLnTbl MHPOPMaLMKU 1 NPUKNaZHOro
MNno;

- MHdopMaLMS O 3anyLLeHHbIX NPOrpamMMHbIX NpoLeccax;

- nHdopmaums 06 yCTaHOBMEHHbIX CETEBbIX CECCUAX U OTKPbITbIX CETEBbIX MOPTaXx;

- peectp OC (npu Hanuuuwn);
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- nHdopmauumsa o6 atpnbytax 06beKTOB hannoBo CUCTEMDI;

- COCTaB YY€eTHbIX 3anuncen nonb3oBaTenen n nx npas;

- aHanu3 3awuLEeHHOCTN.

MpumevyaHune — AHanua 3alULLEHHOCTU ABMSIETCA MPOLECCOM U3yYeHUst nHdopmaumm o6 akTyanbHbIX yA3-
BumocTtsx OC, cpeacTB 3awmTbl MHpopMaLmmu 1 npuknagHoro MO, gyHKUMOHMPYIOLWero B MHpOPMaLUOHHBLIX pecypcax,
BOBIMEYEHHbIX B KOMMbIOTEPHBIN MHUWUAEHT.

K cBegeHusiM, nognexalumMm n3y4eHuto B XoAe aHanmaa 3allmLeHHOCTH, OTHOCSTCA:

- CyLLeCTBYHOLLME pe3yrnbTaThl NPOBEAEHMS MEPOMPUSTUIA MO aHanuay 3aluLLeHHOCTM MHEOPMaLMOHHBIX PECYPCOB;

- ceTeBas KoHurypauus OC, npuknagHoro [10O;

- rpynnosble nonuTukn 6esonacHoctu OC;

- byHKUMOHanbHbIE NapaMeTpbl HacTpoek npuknagHoro MO, cnyx6 OC;

- COCTaB YCTaHOBIEHHbIX (HEYCTaHOBMEHHBIX) akTyarnbHbIX 06HOBNeHUn 6esonacHocTn OC, cpeacTB 3alnThbl UH-
dopmaumm n npuknagHoro MoO;

- COCTaB NPOrpaMMHOro 1 annapaTHoOro obecnevyeHns aNeMeHToB MHPOPMaLMOHHON NHAPACTPYKTYPbI, BOBMEYEH-
HbIX B KOMMbOTEPHbIN NHUMAEHT;

- aHanmi3 ceTeBoro Tpa(bI/IKa.

MpumeyvyaHune — AHanus ceTeBoro Tpaduka siBNsieTCs NpoLEeccoM U3yYeHnsi CETEBOro Tpaduka u nHopma-
UMM O NOTOKax CeTeBOro Tpaduka B OTHOLLEHWUN 3NEMEHTOB MHAOPMALMOHHON MHPACTPYKTYPbl, BOBMEYEHHbIX B KOM-
NbIOTEPHBIN MHUMAEHT 40, BO BPEMS U NOCNE BO3HUKHOBEHNS KOMMbIOTEPHOIO MHUMAEHTA.

K cBegeHusM, nognexalumm n3y4eHunio B XoAe aHanusa ceTeBoro Tpaduka, OTHOCATCS:

- KOMUsi ceTeBOro Tpadmka n/vnun ero dparMeHTbl, 3adMKCMpOBaHHbIE CPeACcTBaMK 3anucy (aHanusa) ceTeBoro
Tpaduka, n3 (B) CerMeHTa (CerMeHT) fIoKanbHOM BbIYMCAUTENBHON CETH, B KOTOPOM PACMONOXEH 3N1eMEHT MH(OPMaLMOH-
HOWM MHPACTPYKTYPbl, BOBMEYEHHbIN B KOMMbIOTEPHBIN NHLUUOEHT;

- Konusa ceTeBoro Tpaduka n/mnu ero parmeHTbl, 3adMKCMPOBaHHbIE CPEACTBOM OOHapYy>XEHUS KOMMbIOTEPHbIX
aTak (cuctemont obHapyXeHUst BTOPXXEHWI) NN MHBIMU CPeacTBaMy BbiSiBNIEHUS yrpo3 6e3onacHoCcTv MHpopMaLuuu;

- cTaTucTuyeckas n uHas nHdopmauma o NoTokax ceTeBoro Tpaduka Mexay 3reMeHTOM MH(POPMAaLMOHHOW UH-
pacTpyKTypbl, BOBMEYEHHBLIM B KOMMbIOTEPHBIN UHUWUAEHT U BEPOATHLIM UCTOYHWKOM KOMMbLIOTEPHOW aTaku, a Takke
MeXay 3reMeHTOM MHMOPMaLMOHHON NHAPACTPYKTYPbI, BOBIEYEHHLIM B KOMMbIOTEPHBIN MHLUMAEHT, U APYTMMW CETEBbI-
MU YCTPOMCTBaMW NOKarnbHOW BbIMUCITUTENBLHON CETU;

- cTaTucTmyeckas u nHasa MHopmaumsa O NoTokax CeTeBoro Tpaduka, 3adMKCUpoBaHHaA TENEKOMMYHUKALMOH-
HblM 060pyAOBaHMEM UMK CNeLMan3MpoBaHHbIMN CpeaCcTBaMU.

[MoTokom ceTeBoro Tpadwmka cumtaeTcs Habop ceTeBblX KaapoB, NPOXOASALUMX B OAHOM HanpaBreHuu K OgHOMY
CeTeBOMY YCTPONCTBY B paMKax O[JHOro CETEBOIO CeaHca;

- aHanus nporpaMmMHbIX n I/IH(*)OpMaLI.I/IOHHbIX 00BLEKTOB.

MpnmMmeyvaHune — AHanua nporpaMMHbIX M MHPOPMALIMOHHBIX 06BEKTOB ABNSIETCS NPOLECCOM MAEHTUdMKALUM
BPEAOHOCHOIO NMPOrpaMMHOro Koga B 06bekTax dannoBovi CUCTEMbI, B ONEPaTUBHOWN NamMsaTV CPEACTB BblYUCIUTENbHON
TEXHVKV 1 B UHPOPMAaLMOHHbIX 06bekTax (Be6-CCbinkn, NporpaMMHbIi KOf BEG-CTPaHuWLbl, KAPTOYHbIE TPAH3aKLMMN U UHbIE
CTPYKTYPUPOBAHHbIE KOHCTPYKLMW OaHHbIX), BbIABNEHUS B HWX CBSI3el C BPEAOHOCHBIMM pecypcamy unm pecypcamu,
NpeanonoXnTenbHO NCMOMNb3yeMbIMU 3MT0YMbILLMIEHHUKaMK, a Takke onpegeneHvs npuHumuna nx paboTol.

[nsa aHanusa nporpamMMHbIX OObEKTOB AOMYCKAETCH BbIMOMHATL criedytoLume npouenypbl:

- obpaTHas paspaboTka MCMonHAeMbIX U BUHapHbIX dannoB nNyTeM AM3acceMbnMpoBaHUSt UX MAaLLUMHHOTO KOAA,
AeKoMNunAuun (BOCCTaHOBMEHUST) NPOrPaMMHOIO Koda A0 UCXOAHOTO (MepBOHaYanbHOro), UCMOMb30BaHNSA pexuma oT-
nagKku NporpamMmMHOro KOAa;

- M3y4yeHune NoBeAeHWs MPOrpaMMHbIX OOBbEKTOB U BNSHWS NX Ha cpeany PyHKLMOHMPOBaHUS, hanmnoBylo CUCTEMY
B aBTOMaTU3UPOBaHHOWN 3aMKHYTOW cMCTeMe (Cpeae) NpeaBapuTenbHOrO BbIMOMHEHNS NPOrpamMMm.

[Mpy ycTaHOBNEHUN NPUYMH W YCIIOBUIN BO3HWMKHOBEHWSI KOMMbIOTEPHOTO MHUMAEHTA JOMNyCcKaeTcs NpoBOAUTb He-
CKONbKO BMAOB aHanuaa. YpoBeHb unu rnybuHa npoBOAVMMOro aHanmaa 4acTo MOXET 3aBWUCEeTb OT NOCTaBMNeHHON B opra-
HM3auuM 3agayu.

8 AHanus pe3ynbraToB AeATeJIbHOCTU NO ynpaBfieHN0 KOMNbHOTEPHbLIMUA
MHUMngeHTamMmum

8.1 O6wwume nonoxeHus

Ctagunsa «aHanus pe3ynbratoB OeATelIbHOCTU No ynpaBieHU KOMMNbTEPHbIMUA UHUNWOEHTAMWN» BKIHO-
yaeT B cebs cnenywouime aranbl:
- I'IpI/IO6peT9HVIe M HakomnneHne onbiTa Nno pesyribratam ynpasieHnsA KOMMNbTEPHbIMU NHUNOEHTAMUA;

12



NHdopmaumnoHHasa cuctema "TexHopmaTtum"

FOCT P 59712—2022

- paspaboTka pekoMeHOauui No YCTpaHeHWI0 B MHOPMAaLMOHHBIX pecypcax MpWYMH U YCroBUiA BO3-
HMKHOBEHWSA KOMMbIOTEPHBLIX MHLIMOEHTOB;
- OLEHKa pe3ynsTaToB U 3EKTUBHOCTU pearnpoBaHns Ha KOMMbIOTEPHbIE UHUMAEHTDI.

8.2 anOGPETEHMe U HakKonmneHue onbiTa No pe3ynbratamM ynpaBiieHUA KOMNbHOTEPHbIMU
UHUMnOeHTamMun

Mpouecc NpruobpeTeHUs M HAKOMMEHMS OMbiTa SIBMSIETCA Ba)XHOW COCTAaBMANOLIEN BEAEHUS OeATElb-
HOCTW MO yNpaBneHW KOMMNbTEPHBIMU UHUMAeHTamu. [locne 3aBepLueHns BCeX 3TanoB pearmpoBaHus Ha
KOMMbIOTEPHbIA MHUMOEHT BaXXHO, YTOObLI OpraHM3auusi npMobpena 1 Hakonuma onbIT YNpaBreHnsi KOMMbIo-
TEPHbIMU UHLMOEHTaMN.

MpuobpeTeHne 1 HaKoMMIeHNe onbiTa No peayrnsratam ynpasneHUst KOMMbIOTEPHLIMU UHLMAEHTaMKM MO-
3BONSAET:

- MaeHTuuLMpoBaTe METOAbLI U CNOCOOLI OBHAPYXXEHUSA 1 perucTpaLmm KOMNbITEPHbLIX NHLNOEHTOB U
pearmpoBaHusi Ha KOMMbKTEPHbIE MHUMOEHTbI, KOTOPbIE NMOKa3any CBOK 3(hEKTUBHOCTb B OTHOLLEHUM YKe
3aKpPbITbIX KOMMNbIOTEPHBIX UHUMAEHTOB;

- popaboTaThb (akTyanuampoBaTb) JOKYMEHTALMIO B YacTW yNpaBreHus KOMMNbIOTEPHLIMU MHUMOEHTAMNU,
TOM Yucne NONUTUKY YNpaBreHnst KOMMbIOTEPHBIMU MHLUMAEHTAMM U NNaH pearnpoBaHNSa Ha KOMMbIOTEPHbIE
WHUMAOEHTHI.

Bce nameHeHus (KoppekTUPOBKM, AONOMHEHNS), NPeAraraeMble K BHECEHUIO B MlaH pearnpoBaHus Ha
KOMMNbIOTEPHbIE MHLMAEHTbI, OTHOCALLMECS K 3Tanam «OBOHapyXeHue U peructpaumsi KOMMbTEPHbIX MHLK-
OEHTOB» U «pearnpoBaHne Ha KOMMbITEPHbIE UHUNAEHTLI», AOMKHbI OblTb Haanexawim obpasomM npoBe-
PeHbl N NMPOTECTUPOBAHDI, T. €. AOIMKHbI OblTb MPOBEAEHbI TPEHUPOBKM MO OTpPabOTKe MEpPONpUATUIA NnaHa
pearmpoBaHUst Ha KOMMbITEPHbIE NHUNAEHTLI B COOTBETCTBUK C nonoxeHuamm MOCT P 59711.

8.3 Paspa6oTtka pekoMmeHAauum no ycTtpaHeHuio B UHPOPMaLMOHHbLIX pecypcax Npu4nH
M YyCroBUIA BO3HUKHOBEHUSA KOMMbIOTEPHbIX UHLUAEHTOB

Mo pesynsTatam pearMpoBaHUsi HA KOMMbIOTEPHbIE MHUMAEHTLI U YCTAHOBIIEHUS MPUYMH U YCMIOBUIA KX
BO3HUKHOBEHUS CrielyeT pa3pabaTbiBaTb peKoMeHaauum no yCTpaHeHno B MHpOPMAaLIMOHHbIX pecypcax npu-
YMH W YCIOBWIN BO3HNKHOBEHWUSI KOMMbIOTEPHbIX MHUMAEHTOB. Takne pekoMeHAaLmMmn MoryT BKIoYaTh:

- peKkoMeHZauun no NPUHATUIO AOMNOMHUTENMbBHBIX Mep 3aluTbl MHOPMAaLUM B COOTBETCTBUM C HOP-
MaTUBHbIMUX NPaBOBbLIMW akTaMn U METOANYECKUMU [OKYMEHTaMU YNONMHOMOYEHHbIX hefeparnbHbIX OpraHoB
ncnonHutensHon Bnactn (PCb Poccun n ®CTIK Poccum), B Tom vmcne gopaboTKy (akTyanusaumio) n/mnm
pa3paboTKy AOKYMEHTaLuW, pernameHTMpytoLLert Bonpockl obecneyeHns 6e3onacHOCTM opraHm3aumm;

- peKkoMeHZaumm No NOBbILLEHUIO 3aLLULLEHHOCTU MH(OPMALMOHHBIX PECYPCOB OT KOMMbLIOTEPHLIX aTak;

- peKkoMeHZauumn No YCTPaHEeHMI0 TEXHUYECKUX MPUYMH U YCIOBUIA, CNOCOBCTBYHOLLMX NPOBEAEHMIO Ae-
CTPYKTUBHOIO BO3AENCTBUSA HA MHPOPMAaLMOHHbIE PeCypChbl.

8.4 OueHka pe3ynbTaToB U 3h(PeKTUMBHOCTU pearupoBaHusi Ha KOMMbIOTEPHbIE UHLUNOEHTbI

lMocne 3aBeplleHWss BCEX 3TAroB pearvpoBaHWsi Ha KOMMbHOTEPHbIN MHUMAEHT cnegyet npoBoOAUTb
OLLeHKY pe3ynbTaToB U 3EKTUBHOCTU NPEANPUHATBIX AEACTBUMN.

Takas oueHKa HanpaeneHa Ha To, YTobbl onpeaenuTb, HAaCKONbKO 3(PEKTUBHBI TE UMW NHbIE NPOLIECCHI
W npouenypbl pearnpoBaHNsa Ha KOMMNbIOTEPHbBIE MHLUMAEHTHI.

OueHKy pe3ynstatoB 1 3EKTUBHOCTUN AEUCTBUIA, NPEANPUHATBIX HA KaXXAOM 3Tane pearMpoBaHus Ha
KOMMNbIOTEPHBIN UHLUOEHT, Liernecoobpa3Ho NpoBOANTE B OTHOLLUEHMM KOMMbIOTEPHBLIX MHUMAEHTOB CO cpen-
HWUM, BbICOKMM U KPUTUYECKMM YPOBHSIMU BIIMSIHUS 1 HA OCHOBaHUKN 3a40KYMEHTUPOBAHHbLIX pPe3yNnbTaToB pe-
arMpoBaHus.

Takke, Nocre 3aBepLUEHMs BCEX 3TanoB pearmpoBaHus Ha KOMMbIOTEPHBIN MHUMAEHT, LenecoobpasHo
NpoBOAMTbL paboyme coBellaHus co cneumanMcTamm BCeX noapasgeneHnii, y4acTBYLWNX B AeSATENbHOCTY
no ynpasneHno KOMMNbOTEPHBIMU UHUNOEHTAMWN Ha CTaansaxX «0OHapyXeHue N pernctpaumnsa KOMNbTEPHbIX
WHUMAEHTOBY U «pearMpoBaHNe Ha KOMMbIOTEPHbIE MHLUWOEHTbLIY.

Ha paboyem coBeLaHumn uenecoobpasHo 06cyanTb cneaytoLme Bonpochi:

- OLeHKa JOCTaTOMHOCTU M 3(PEKTUBHOCTIN NPOLECCOB M MPOLEAYP pearnpoBaHUs Ha KOMMbIOTEPHbIE
WHUMAEHTbI, N3MOXEHHbIX B MIaHe;

- NPeanoXeHns No BKIKOYEHUIO B NNaH pearnpoBaHUs Ha KOMMbIOTEPHbIE UHLMAEHTbI AOMONHUTEMNBbHbIX
MpOoLEeCcCcOoB 1 Npoueayp, KoTopble MO Gbl NOBLICUTL 3PEKTUBHOCTL AENCTBUN, BbIMOMHAEMbIX HA CTagMsaX
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«OBHapYXeHWe 1 perncTpaLms KOMMbITEPHbIX UHLUAEHTOB» U «pearnpoBaHne Ha KOMMbIOTEPHbIE MHLUOEH-
ThI»;

- NpeasioKeHUs Mo MCrosib30BaHUIO AOMNONTHUTENBHBIX MHCTPYMEHTamNbHbIX CPEACTB C LieNblo NoBbILLe-
HYS1 9OPEKTUBHOCTU pearmpoBaHnsl U YCTAHOBIIEHWUS MPUYMH U YCIOBUIA BO3HUKHOBEHMUS! KOMMbIOTEPHbIX WH-
LUMOEHTOB;

- OueHKa apeKTUBHOCTY 0O6MeHa MHpopMaLumel 0 KOMMbIOTEPHBIX UHLUMAEHTaX MeXay BCeMU CTOpo-
HamW, NPVYHUMAaIOLLMMW y4acTUe Ha CTadusiX «OOHapYXEeHUE U permcTpauusi KOMNbOTEPHbIX UHUMAEHTOBY» U
«pearnpoBaHue Ha KOMMbIOTEPHbIE MHLUOEHTbLIY.

MpumeyaHune— OueHka pe3ynsTaToB U APPEKTUBHOCTN pearnpoBaHns Ha KOMMbIOTEPHbIE MHLMAEHTbLI MOXET
OCYLLEECTBMATLCA HA OCHOBaHWUW CreayoLwmx nokasarenem:

- cpefHee BpeMsl NPOBEAEHNS NPOBEPKN MPY3HAKOB BO3MOXHOIO BO3HUKHOBEHUS KOMMbIOTEPHbBIX NHLUMAEHTOB;

- cpedHee Bpemsl onpeferieHnsi BOBMEYEHHbIX B KOMMbIOTEPHbI WMHUWMAEHT SMeMeHTOB WMHAOPMaLMOHHOW
NHPaCTPYKTYpbI;

- cpegHee BpeMs NoKanm3aummn KOMMNbTEPHbIX UHLMOEHTOB;

- cpefHee BpeMs BbISBIIEHUS NOCNEeACTBUA KOMMbIOTEPHBLIX NHLNOEHTOB;

- cpefHee BpeMs NUKBMAALUM NOCNEACTBUMA KOMMbIOTEPHBIX NHUMAEHTOB;

- cpefHee BpPeMsl pearvpoBaHns Ha KOMMbIOTEPHbIE MHLUMAEHTHI;

- MPOLEHT KOMMbIOTEPHbIX UHLUMAEHTOB, ANSA KOTOPbIX ObIfN HApYLLEHbI CPOKW BbINOMHEHWSA 3TanoB pearvpoBaHus.
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KntoyeBble cnosa: KOMHbPOTeprIVI MHUNOEHT, ynpaBrieHne KOMNbTEPHbIMU UHUMOEHTaMWU, pernctpauuna
KOMMbKTEPHOIo MHUMAEHTA, pearnpoBaHmne Ha KOMHbPOTeprIVI NHUNOEHT
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