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YBEPEHHOCTb B TOM, YTO Bbl HAXOANTECH
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CokpallleHre pacxonos
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BO3MOXHOCTb HaMpPaBUTb BHY TPEHHME
VIB-pecypcbl KOMNaHU Ha peLleHne
apyrux Nb-gapav

©

B0O3MOXHOCTb MOb30BaTLCS
KOYEBBIMU MPEVMYLLECTBaMM LIEHTPA
SOC, He nmes ero BHy TPV KOMMaHu

2

BbICTpoe nogksito4YeHne n npocTtoTa
MCNoNnb30BaHNsA KOHCOMW yrnpaBeHd

YnpaBnsemas 3awinTta saLluero
6usHeca

CerogHs KoMrnaHum CTankMBatoTCS C LieneHarnpaBieHHON
Kubeparpeccuen n xakTneramMmom. Kak cneactene — HeO6XoaMMOCTb

B 9ddEKTUBHON KbEep3allmTe BO3pacTaeT C KaXabiM OHEM.
OpraHnsauum MoryT MMeTb orpaHnyeHHble VIb-pecypchl,

NN e Cny>x6bl VIb Mory T 6biTb Meperpy>XeHbl, YTO OCTaBASET UM Masno
BPEMEHW AN TLATENbHOM 06paboTkn KN6epHUMAEHTOB. K TOMy

€ HaNTW OMbITHBIX CMELMANNCTOB MO OBHAPYXXEHMIO 1 pearnpoBaHnio
Ha VHUWOEHTbLl — COBCEM HENpocTagd 3agaya.

Kaspersky Managed Detection and Response (MDR) — sTo peLueHne
MO KPYrnoCy TOYHOW YNpaBnsgeMoi 3almTe OT pacTyLero Yicna
Knbepyrpos 1 CNOXHbIX aTak, 06xoadLLUmMx aBToMaTU4eckne CpeacTaa
6esonacHoCTW. PelleHre noBbiaeT ypoBeHb NHGOPMALIMIOHHOM
6e30MacHOCTV HEBONbLUNX OPraHN3aLnii C HEBLICOKVM YPOBHEM
NB-aKkcnepTrsbl 3a CYET BLICTPOro Pa3BepPTbIBAHUS YCIYrin

«nopg, Kntoy», A ons onblTHLIX KOMaHA ¢ passuToin VIb-akcnepTurson
nNpefoCcTaBnsgeT AOMNONHUTENbHYIO MMOKOCTb, MOCKOMbKY OHU MOTY T
nepepaTb BONPOChl O6HAPYXeHWs 1 KnaccudukaLmm MHUNAEHTOB

B «J1labopaTtopuio Kacnepckoro» nnm xe nonyynTb AOMNONHUTENbHOE
MHEeHME NO OB6HapPY>XEHHbIM CAMOCTOSATENbHO NHLIMAEHTaM.

PeweHwne Kaspersky MDR noBbILLaeT yCTONYMBOCTb OpraHn3aLumm

K Knbepyrposam, noMoraeT 3apdeKTUBHO MCNONb30BaTb MEKOLLMECS
pecypchbl, a Tak>ke ONTUMU3NPOBaTh ByayLune NHBECTULAN

B MHPOPMALMOHHYIO 6€30MacHOCTb.

KnoueBbie BO3MOXXHOCTU
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MOHUTOPVHI 1 NPOaKTVBHLIN
nowuck yrpos (Threat Hunting)
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KoHcynbTrauum aHanutkos SOC
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XpaHeHne HeobpaboTaHHON
TenemMeTpun B Te4eHne
3 MmecdLeB
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O630p BCEX 3aLUMLLAaEMbIX
PECYPCOB C UX TEKYLLNM
CcTaTycom

ABTOMAaTUYECKOE
pearnpoBaHue n gpyrue
cueHapun pearmpoBaHus
Ha MHUNOEHTDI

® ©

REST API ong nHTerpaumn KoHconb yrnpasneHus
c IRP / SOAR C NaHengMm MOHUTOPWHIa
1 oTyeTamu

©®

Bo3MOXHOCTb CAMOCTOATENbHO
3aperncTpmpoBaThb

VHUMAEHT NpY NOAO3PEHNN

Ha KOMMNPOMETaLW IO

XpaHeHne NCTOPUN NHLNOEHTOB
6e30nacHOCTU B TeueHve 1 roga
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O6nako

TenemeTpus

C6op O6paboTka XpaHeHve

« Bonbluve aaHHble (( . ))
* VckycCTBEHHbIN

VIHTeNNeKT TenemeTpust
*  AHanuTuka

Kak paboTaeT pelueHune

KomaHnpa Kaspersky MDR paccnenyeT cobbiTus 6€30nacHOCTH

1 MPOAKTUBHO aHaNN3VIPYET TENEMETPUIO, MONYYaEMYIO

OT YCTaHOB/EHHbIX B CETU KNIMEHTa NPOAYKTOB «JlabopaTopum
Kacnepckoroy», Ha npegMeT VHUMOEHTOB. 9Ta TeENeMeTpus
COMOCTAaBNSAETCS C aHaNUTUYECKUMU AaHHbIMU «JTabopaTopun
Kacnepckoro» o knbepyrposax 1 pesynstaTamu yCrneLHbIX
paccnenoBaHui APT-aTak ong BbIIBNEHNS TaKTUK, TEXHUK

1 MpoLeayp, MPUMEHSEMbIX 3/10YMBbILLTEHHKAMW MPOTUB KOHKPETHOW
opraHusauun. Npy 3TOM yHMKanbHbIE MHAMKATOPbI aTak MO3BONASIOT
OBHapPYXUTb CKPbITLIE YIPO3bl, HE UCMOMb3YtoLLe BpenoHocHoe 10
VN IMUTUPYIOLLME NETUTUMHYIO aKTUBHOCTD.

B pamkax npouecca 06paboTki cobbiTuin 6esonacHOCTM B Kaspersky
MDR BHefpeHbl MeEXaHN3Mbl UICKYCCTBEHHOro nHTennekTa (1W).

OHM CNOCOBCTBYIOT CHVKEHNIO KONNYECTBA IOXKHOMONOXUTENBHbBIX
cpabaTblBaHUIN 1 YCKOPSAIOT NPOLLECC 06paboTK COBbITAN
©e3onacHocTW. [Npuy 06HaPY>XEHNN MOTEHLMANBHON YrpOo3bl peLLEeHne
KnaccuduumpyeT ee No yYPOBHIO KPUTUYHOCTW 1 OTNPaBNaeT
yBEAOMNEHME 06 NHUNOEHTE Ha 9NEKTPOHHYIO NouTy n/unn B Telegram.
A aHanm3 NepBoNPUYNH NO3BONSET BbIGBNSATL UICTOYHVIKM 1 MPUHUMATD
MEepbl AN X HENTpanmM3auun.

B pamkax peLueHns KIMEHT MOXET YaCTUYHO U NOMHOCTLIO NepenaTh
BO3MOXHOCTM MO pearnpoBaHuntio komaHae SOC «JlabopaTopum
Kacnepckoro». MimetoLmecs BONpoCh! B pamMkax MHLMAEHTa MOXHO
0b6CyanTb B IHTEPAKTUBHOM YaTe B Be6-koHconm Kaspersky MDR.

ApxuTekTypa peLueHnsa

KopriopaTrBHag
CETb K/INEHTa

@ CerteBoit
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Mouta

(7SCX)«ﬂa6opaTopmmKacnepCKoro» J

Kaspersky

Anti Targeted
Attack @I Eec

4 KoHcornb
MpPOoaKTVBHBI MOUCK Yrpo3 MOHUTOPVIHF 1 SN
cunamm aHannTuka SOC aBTOMAaTUYECKWIA MONCK Yrpo3 ynpaBﬂequ LS
N N,
Mnatdopma pearnposaHus MpropuT3aLmns MHUMAESHTOB I\O) @
Ha HUMOEHTbI ¢ nomoupto N
Pearvposatie Pacca‘:z%ia':;'%g@a“"' MpoaykThl «/labopaTopui
Kacnepckoro»

Kaspersky MDR coBMeCTVIM CO CTOPOHHUMM aHTUBUPYCHBIMU PELLEHUNSMMU.



NMopaTBepXxaeHHas aPpPeKTNBHOCTb

«JlabopaTopuns Kacnepckoro» akTMBHO YYaCTBYET B HE3aBUCUMbIX TECTUPOBAHUAX 1 B3aMOLENCTBYET

C BegyLwmMMy aHanuTuyeckmmy areHtTcteamMmin. PeweHne Kaspersky MDR npusHaHo BO Bcem Mupe 1 YOOCTOEHO
MHOIOYMCNEHHbIX MEXOYHAPOAHbIX Harpag. A addekTUBHbIE QYHKLNW OBHAPYXXEHWS U pearnpoBaHuns

B Kaspersky MDR gonofiHeHbl 3HaHUSMU OAHOM N3 CaMblX YCMELLHbIX U OMbITHBIX B OTPAacv KOMaHL,

Mo aKTMBHOMY MOUCKY Yrpo3 — koMaHgbl SOC «JlabopaTtopun Kacnepckoroy», 9KCnepTbl KOTOpPOo obnagatoT
MHOIrOUYNCNEHHBIMY CEPTUDMKATaMK, NOATBEPXKAAIOLLMMN NX BbICOKUIA YPOBEHD 3KCMEPTU3bl 1 3HAHWIA.
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