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Mpeaucnosune

1 PASPABOTAH ®epeparnbHblM roCyAapCTBEHHbIM Ka3eHHbIM yypexaeHnem «BonckoBasd 4vactb
43753» (B4 43753), O6LLeCTBOM C OrpaHUYeHHON OTBETCTBEHHOCTLIO «LleHTp BesonacHoCTU MHopMauumn»
(O0O0 «LbWy»)

2 BHECEH TexHunuyeckum koMuTeTOM Mo ctaHgaptusaumm TK 362 «3awmta nHdopmaynmny

3 YTBEPXXOEH W BBEAEH B AEVCTBUE Mpukasom GeaepanbHOro areHTCTBa No TEXHNYECKOMY pe-
rynnupoBaHuio 1 MmeTpornorin ot 29 Hosbpsa 2022 r. Ne 1375-cT

4 BBEJEH BINEPBbIE

lpasuna npumeHeHUss Hacmosiue2o cmaHdapma ycmaHoerieHbl 8 cmambe 26 ®edepasibHO20 3aKOHa
om 29 utoHs 2015 . Ne 162-03 «O cmaHdapmusauyuu 8 Poccutickol ®edepavyuu». NHpopmayus ob us-
MeHeHUsIX K Hacmosiwemy cmaHdapmy nybriukyemcsi 8 exe200HOM (110 cOCMOosiHUI Ha 1 ssHeapsi meKyuie2o
200a) UHhopMayUuoHHOM yKazamerne «HauyuoHarnbHble cmaHdapmebly, a oghuyuarbHbIl mekem u3MeHeHuUl
U ornpasok — 8 eXeMecsi4HOM UHGOPMayUOHHOM yKaszamerne «HayuoHanbHblie cmaHdapmebly. B criyyae
nepecmompa (3amMeHbl) unu omMeHbl Hacmosiuea2o cmaHdapma coomeemcmeyroujee ygedomneHue bydem
onybnukosaHo & brnuxalweM 8bIlyCKe eXeMeCsiH4Ho20 UHGhOPMayUOHHO20 yKazamerss «HauyuoHarbHble
cmaHOapmsi». Coomeemcmeyrowasi UHghopmayusi, yeeOoMIeHUe U MeKCMbl pasMeuw,alomesi makxe 8 UH-
¢opmayuoHHOU cucmeme obuw,e2o ronb308aHus — Ha ohuyuanbHoM catime ®edeparibHO20 azeHmcemaa o
MmexHU4YeCKOMy pez2yriuposaHuto u Memposioauu 8 cemu ViIHmepHem (www.rst.gov.ru)

© Odbopmnenmne. OIbY «NHcTUTyT cTaHaapTusauumn», 2022

HacTosawun CTaHOapT HE MOXET ObITb MOMHOCTBLIO UMM YACTUYHO BOCNpou3BeneH, TMpaxxmnposaH 1 pac-
NPOCTpaHEH B Ka4ecTBe O(bVILI,VIaJ'IbHOFO n3gaHus 6es pas3peLlieHnA d)euepaanoro areHTcTBa Nno TEXHN4YeCKOo-
MYy peryrimpoBaHuo 1 MeTPOJiornn
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BBepeHune

B HacTosilweM cTaHgapTe cTaHOapTU30BaHbl TEPMUHLI B 0bnacTn obHapyXeHus, npeaynpexaeHms u
nVKBMAALMN NOCNEACTBUN KOMMbIOTEPHBIX aTak 1 pearpoBaHns Ha KOMMbIOTEPHbIE MHUMAEHTbI 4518 UX Aanb-
HelLero Ncnonb3oBaHns nNpy paspaboTke HaLMOHanNbHbIX CTaHAAPTOB, HOPMAaTMBHBIX NPAaBOBbLIX aKTOB N Me-
TOONYECKNX JOKYMEHTOB.

YcTaHoBneHHble B HACTOSILLEM CTaH4apTe TEPMUHBLI PACTONOXeHbl B CUCTEMaTU3MPOBAHHOM NOPSAKeE,
oTpaxkatloLlemM CUCTEMY MOHATUI B obnacTn oBHapyXeHus, npeaynpexaeHns 1 nNukenaaumm nocnencTamm
KOMMbIOTEPHbIX aTak U pearMpoBaHnst Ha KOMMbIOTEPHbBIE UHUMAEHTHI.

[ns Kaxgoro NoHATUS YCTAHOBMNEH OAWH CTaHAAPTU30BaHHbLIN TEPMUH.

3akrntoveHHas B Kpyrrble CKOBKM YacTb TepMUHA MOXET BbiTb OnyLLEeHa Npy NCNONb30BaHNN TePMUHA B
OOKYMeHTax Mo cTaHaapTusauum.

lMpuBegeHHbIe onpeaeneHnss MOXHO, NpY HEOBXOAMMOCTU, U3MEHSITb, BBOAS B HUX NPOU3BOAHbLIE MPU-
3HaKuW, pacKpblBas 3HAYEHWSI UCNOMb3yeMblX B HUX TEPMUHOB, YKasblBas 06bekTbl, BXxogsawmue B o6bem onpe-
Aensiemoro noHATUs. MIameHeHnss He JOMKHbI HapylaTb 06beM 1 cogepXaHne MOHATUN, onpedereHHbIX B
HacTosiLLeM cTaHaapTe.

CraHOapTu3MpoBaHHble TePMUHBI HAabpaHbl NOMYXUPHBLIM LPUATOM, a UX KpaTkne opmbl, Nnpeacras-
neHHble abbpeBnaTypon, — CBETIbIM.
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HAUMWOHANBbHBIN CTAHOAPT POCCUUCKOWN OEOQOEPALUUMNU

3awmTa nncpopmauumn
YNPABNEHUWE KOMMNbIOTEPHLIMW MHUMWOEHTAMU
TepMuHbI U onpeaeneHus

Information protection. Computer incident management. Terms and definitions

Data BBegeHusa — 2023—02—01

1 ObnactTb NpUMeHeHus

HacTtoawuin ctaHgapT COAEPXKUT TEPMUHBI U ONpedeneHns OCHOBHbIX MOHATUN, MCNOMb3yeMblX B 06-
nactn obHapyXeHus, npeaynpexaeHus u NMKBngaumMm nocneacTBUn KOMMbIOTEPHLIX aTtak U pearnpoBaHus
Ha KOMMbIOTEPHbIE MHLMAEHTBI, MPUMEHAEMbIX B FOCYAapCTBEHHOM cucteMe obHapyxeHus, npeaynpexaeHns
1 NVKBMAALMN NOCNEACTBUM KOMMbIOTEPHBIX atak Ha MHGOPMaLMOHHbIEe pecypcbl Poccuiickon ®eagepauumn.

TepMuHbI, yCTaHOBMNEHHbIE B HACTOSALWEM CTaHAapTe, NpeaHasHaveHbl Ans NPMMEHEHMS BO BCeX Buaax
OOKYyMeHTaumm, BXogsLen B 06nactb NpuMeHeHns ctaHgapra.

HacTtosawwun ctaHgapTt Heobxoamnmo npumeHsTe coBmecTHO ¢ TOCT P 27.102, TOCT P 59547.

TepMuHbI, NpMBEAEHHbIE B HACTOSLLIEM CTaHA4apTe, COOTBETCTBYIOT NonoxeHnsm [1].

2 HopmaTuBHbIe CChINKK

B HacTosiem cTaHgapTe MCnonb30BaHbl HOPMATMBHBIE CCIIKM Ha CneayLlmne ctaHaapThbl:

FOCT P 27.102 HagexHocTb B TexHMKe. HagexXHoCcTb oObekTa. TEpMUHbLI U ONpeaeneHus

FOCT P 59547 3awmTta nHdopmauun. MoHUTOPUHT MHopMaLUnoHHo 6esonacHocTn. Obwue nono-
XKeHus

MpwnmeyaHune—Tpynonb3oBaHNM HACTOALMM CTAaHAAPTOM LienecoobpasHo NpoBEPUTL AENCTBUE CCbINOYHbIX
CTaHOapToB B MHPOPMALIMOHHONM cucTeme obLuero nonb3oBaHus — Ha oduumnansHom cante PenepanbHOro areHTcTea
Mo TEXHWYECKOMY PEryrupoBaHuO U METPOSIOrMKN B CETU «/IHTEPHET» Unu No exerogHoMy MHOPMaLIMOHHOMY yKasaTe-
no «HaunoHanbHble CTaHAapTbI», KOTOPbIA ONyOrMKOBaH MO COCTOSIHWIO Ha 1 siHBaps TeKyLlero roga, U no Bbinyckam
eXeMeCAYHOro MHPOPMaLMOHHOrO ykasaTens «HaunoHanbHble CTaHAapTbI» 3a TEKYLUMI rof. Ecrniv 3ameHeH cCbinoYHbIn
CTaHAapT, Ha KOTOPbIA AaHa HedaTUPOBaHHAA CCbIfka, TO PEKOMEHOYETCS UCMONMb30BaTh AENCTBYOLLYI0 BEPCUIO 3TOMO
CTaHAapTa C y4eTOM BCEX BHECEHHbIX B AaHHYK BEPCUI0 U3MEHEHUIA. ECrn 3aMeHeH CCbINOYHbIA CTaHOApT, HA KOTOPbI
[aHa gaTMpoBaHHas CCbifka, TO peKOMeHAYeTCHA UCMOonb30BaTb BEPCUIO 3TOrO CTaHAapTa C YKa3aHHbIM Bbille rogoM yT-
BepxaeHus (npuHsaTus). Ecny nocne yTBepXXAeHUst HACTOSILLEro CTaHAapTa B CChINIOYHBIA CTaHAapT, HA KOTOPbIA AaHa
[aTMpoBaHHas CCbifika, BHECEHO M3MEHEHWe, 3aTparnBaroLLiee NoroxXeHne, Ha KOTOpoe AaHa CChifika, TO 3TO MONoXeHne
pekoMeHOyeTCs NPUMeHATb 6e3 yyeTa AaHHOro M3MeHeHNs. Ecnn ccbinoYHbIn cTaHaapT oTMeHeH 6e3 3aMeHbl, To nono-
)XeHue, B KOTOPOM aHa CChifika Ha Hero, PEKOMeHAYETCs NPUMEHATb B YacTU, HE 3aTparvBatoLLen 3Ty CCbISIKY.

3 TepMuHbI 1 onpegeneHus

FocypapcTBeHHas cuctemMa obHapyXeHus, npeaynpexaeHus M NUKBUAaLUN NnocreacTBUM KOM-
NbITEPHbIX aTak Ha MH(hopMaLMOHHbIe pecypcbl Poccuiickon ®egepauun

1 rocymapcTBeHHasi cuctemMa OOGHapyXeHusi, NpeAynpexaeHuUsa v JNUKBUAauuM nocnencTBun
KOMMbIOTEPHbIX aTak Ha MHtopMauuoHHbIe pecypcbl Poccuickon ®epgepaunn; NocCOMKA: EguHbin

U3paHue ochmumansHoe
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TeppuTOopranbHO pacnpedeneHHbli KOMMIIEKC, BKIOYALWNA CUMbl U CpeacTBa, NpeaHa3HadYeHHble ans ob-
Hapy)XeHus, NpeaynpexaeHns u NMKBMaaLnmM NocneacTBUA KOMMNbIOTEPHbIX aTak U pearnpoBaHus Ha KOMIMbIo-
TepPHbIe NHLMOEHTHI.

Cunbl rocyaapcTBeHHOM CUCTEMbI OGHapyXXeHus1, NpeaynpexaeHust U NIMKBMAaLMmn nocrneacTtBumn
KOMMbIOTEPHbIX aTaK Ha UHOpMaLMOHHbIe pecypcbl Poccuickon Penepauum

2 cunbl rocygapCTBEHHOM CUCTEMbl OOHapy)XeHUs, NpeaynpexaeHus v NMKBugauuu nocneg-
CTBUIM KOMNbIOTEPHbIX aTak Ha uHcopMmaunoHHble pecypcbl Poccurickon ®eaepaumm; cunsl FocCOTl1-
KA: HaunoHanbHbIn KOOPAMHALMOHHBIV LEHTP N0 KoMMbioTepHbIM MHUuuaeHTam (HKLIKW), ueHTpbl FocCOTNMKA,
a TaKke nogpasaeneHns U OOMKHOCTHbIe nuua cyobektoB NOocCOlKA, koTopble OCyLLEeCTBNSAT AesTenb-
HOCTb B 0briactu obHapy»XeHusl, NpeaynpexaeHns 1 MMKBugaumm nocnegcTBuii KOMMbIOTEPHBIX aTak U pearu-
pOBaHWS Ha KOMMbIOTEPHbIE NHLMAEHTHI.

3 cyObeKTbl rocyfapCTBEeHHOW CUCTEMbl OGHapyXeHUsl, npegynpexageHuss U NUMKBMAgauuMm no-
CrneAcTBUMMA KOMMbLIOTEPHBLIX aTak Ha MHdopMauMoHHbIe pecypchkl Poccuickon ®eagepaummn; cyobekTbl
MocCOIMKA: lNocynapcteeHHble opraHbl Poccuiickon ®enepaumm, poccunckue ropuandeckme nuua u MHaMBM-
AyarnbHble NpeanpuHMMaTeni, B CUy 3akOHa MUIM Ha OCHOBaHMM 3aKMOYEHHbIX COrNalleHni, a Takke perna-
MEHTOB B3aVMOLENCTBMS OCYyLLEeCTBAsIOWME OBHapyXeHne, npegynpexaeHme 1 NMKBMAALMI0 NOCNeaCcTBUN
KOMMbIOTEPHBIX aTak, U pearnpoBaHNe Ha KOMMbOTEPHbIE NHLUMAEHTbI.

MpunmedaHune—Topsaok 3akno4eHNs CornalleHnn n pernameHToB B3aMMOAENCTBUS ONPEaeEnsoT OOKYMEHTbI
YNONTHOMOY€E€HHOro d)e,qepaanoro opraHa NCMOSTHUTENBLHON BNacTu.

4 HauMOHasbHbLIN KOOPAWHALUOHHbLIA LEHTP MO KOMMNbTepHbIM MHumaeHtam; HKLKWA: Opra-
HU3auus, OCYLLECTBMSALASA Ha HaLMOHANbHOM YPOBHE KOOPAWHALMIO AeATenbHOCTM cun cybbekToB loc-
COIMKA no Bonpocam o6HapyXeHusl, NpeaynpexaeHns 1 NMKBugaumm nocneacTBUii KOMMNbIOTEPHBIX atak 1
pearmpoBaHusi Ha KOMMbIOTEPHbIE MHUMOEHTbI, @ Takke 0OMeH MHpopMaLMeR O KOMMNBIOTEPHbLIX MHUMOEHTaX
C YNOSTHOMOYEHHbIMU OpraHaMn MHOCTPAHHbLIX rOCY4APCTB, MEXAYHAapPOAHbIMU, MEXAYHAPOO4HbIMU HENpPaBu-
TENbCTBEHHBIMW OPraHn3aLUsaMy U MHOCTPAHHBbIMK OPraHn3aLmnsaMm, OCyLLECTBALWUMUN AeATENBHOCTb B 00-
nacTu pearmpoBaHusi Ha KOMMbIOTEPHbIE NHLNOEHThI.

5 30Ha oTBeTcTBEHHOCTU (cybbekTa FocCOIMKA): CoBOKYNHOCTb MHPOPMaLMOHHLIX PECYPCOB, B OT-
HoweHumn KoTopbix cyobekT NTocCOlMKA obecnedrBaeT oOHapyXeHue, NpeaynpexaeHne n NuKBugaumo no-
CNeACTBUIA KOMMbIOTEPHbIX aTak 1 pearmpoBaHue Ha KOMMbIOTEPHbIE UHLUNOEHTHI.

6 LeHTp rocygapCTBEHHOM CUCTEMbl OOHapyXXeHUA, NpeaynpexaeHus u nNUKBMgauun nocneg-
CTBUI KOMMNbLIOTEPHbIX aTak Ha MHopMaLMOHHbIe pecypcbl Poccuiickon ®epepauum; ueHtp MocCOrl-
KA: ®opma opraHusauumn cun u cpeacts FocCOIMKA no BegoMCTBEHHOMY, KOPNopaTMBHOMY, OTpacneBoMy 1
(Mnn) TeppuTOpPManbHOMY MPUHLMMIAM.

7 cneumanucT nNo B3auMoaeMnCcTBUIO C NepcoHanom v nonb3oBatensmu (ueHTpa NocCOlMKA): Co-
TpyaHuk ueHTpa MocCOlKA, ocyliecTBnsOWMIA NpUeM CooOLLEHMIA OT NepcoHana v none3oBartenei MHgop-
MaLMOHHbIX PECYPCOB 1 NOArOTOBKY MHAopMaummn ansa npegocrasneHuns B HKLKW.

8 cneumanucT No oGHapPYKeHUI0 KOMMbIOTEPHbIX aTak U nHUMaeHToB (ueHTpa MocCOIlMKA): Co-
TpyaHuk LeHTpa MocCOMMKA, ocyllecTBnsAWNA aHanua cobbiTuin MHopmaumoHHon 6esonacHocTn (MB) ¢
Lenbto o6HapY>KeHNS KOMMBIOTEPHBIX aTak U MHLUUOEHTOB, a Takke perncTpaumio KOMMNbOTEPHbIX aTak N UH-
LUNOEHTOB.

9 cneumanucT No obGCcnyXMBaHUIO CPeACTB LiIeHTPa rocyAapCTBEHHOW CUCTEMbl OOHapyXeHus,
npegynpexaeHuUsa U NMKBMAaLMM NocneacTBMN KOMMNbIOTEPHbIX aTak Ha MHPOPMaLMOHHbIe pecypcChbl
Poccuinckon ®egepaumnm; cneymanuct no obenyxmsanuto cpencts LeHTpa NocCOlMKA: CoTpyaHuk LeHTpa
MocCOIMKA, ocywecTensowmnin obecneveHne yHKLMOHMPOBaHUS CPeacTB, pa3mellaeMbix B LeHTpe loc-
COIKA, a Takke OOMONMHUTENbHbBIX CPEACTB, NpeAHa3HaYeHHbIX 4na 06HapYXeHNs, NpeaynpexneHns n nuk-
BMAALMN NOCNEACTBUIA KOMMbIOTEPHBIX aTak M pearMpoBaHNsl Ha KOMMNbIOTEPHBIE UHLMAEHTHI.

10 cneumanucT No oueHKe 3awmweHHocTU: COTPYAHMK, OCYLLEeCTBNSALMIA aHannM3 BO3MOXHOCTU
NCNonb30BaHWsi OOHapYXXEHHbIX YA3BMMOCTEN MHPOPMALMOHHOIO pecypca AMs peanu3aunmn KOMNbTEPHbIX
artak.

11 cneunanucTt no pearMpoBaHUIO HA KOMMNbIOTEPHbIE NHUMAEHTLI (LeHTpa F'ocCOlMKA): CoTpya-
HUK LeHTpa NocCOTKA, ocyLLeCcTBRAIOLWNA KOOPAMHALMIO AEACTBUA NO JIOKanm3aunumn KOMMNbOTEPHOrO MHLK-
OeHTa, BbISIBNEHWUIO 1 NTMKBMOAUMM €ro NoCNeacTBuin (NpUBeAeHN0 MHpOpMaLnMoHHOM MHpacTpykTypbl (M)
B LUTATHbIN pexuM paboTbl (PyHKLMOHMPOBAHUST)).

12 cneunanucT NO YCTaAHOBJIEHUIO MPUYUH KOMMbLIOTEPHbIX MHUMAEHTOB (ueHTpa [ocCOIl-
KA): CotpyaHuk ueHTpa MocCOlMKA, ocyLecTBASIOWMIA aHanmn3 KOMMNbOTEPHbIX MHUWOEHTOB C LIENbIO yCTa-

2



NHdopmaumnoHHasa cuctema "TexHopmaTtum"

FOCT P 59709—2022

HOBIEHUS MPUYUH UX BO3HUKHOBEHUS, aHanmn3 NocneacTBuUiA MHUMAEHTOB U MOATOTOBKY NEPEYHS] KOMMbOTEP-
HbIX MHUMOEeHToB Ans npeacrtasneHnsa B HKLIKW.

13 aHanuTtuk (ueHTpa MNocCOIMKA): CotpyaHuk ueHTpa NocCOlKA, ocyllecTBRSALWNA aHanm3 uH-
dhopmaLmmn 0 3apermcTPUpPOBaHHbIX KOMMbIOTEPHBIX MHUMAEHTAX, aHanM3 BO3MOXHOCTEN peanusaummn yrpos,
CBSI3@HHbIX C KOMMbIOTEPHBLIMW aTakamu, oLeHKY 06CTaHOBKM, NPOrHO3MPOBaHNE PasBUTUS YIrpo3 peanunsaumm
KOMMbIOTEPHbIX aTak, pa3paboTky pekoMeHAauui No YCTPAHEHMIO B MHCPOPMALMOHHbBIX pecypcax NpUYnH 1
YCIOBUA BO3HUKHOBEHWSI KOMMNBIOTEPHBIX UHLUMAEHTOB.

14 TexHu4yeckumn akcnept (yeHTpa MNocCOlMKA): CotpyaHuk ueHTpa NocCOIMKA, ocylwecTBnsoLwmmn
3KCNEePTHYO NOAOEpPKKY B COOTBETCTBUM CO cneuunanusauunen (BpeLoHOCHOe nporpaMmHoe obecrneveHue,
npUMeHeHne cneumnanm3npoBaHHbIX TEXHUYECKMX CPeacCTB, OLEeHKa 3alluLIEeHHOCTM U T.N.), (hopMmnpoBaHmne
NpeanoXeHnii No YCTPaHEHMIO B MHPOPMALMOHHBIX pecypcax MPUYMH U YCOBUIN BO3HUKHOBEHUSA KOMMbHO-
TEePHbIX UHUMOEHTOB.

15 cneumanuct [MeTtoaucT] (ueHTpa NOcCOIMKA): CotpyaHuk ueHtpa N'ocCONMKA, ocyLuecTBASIOLWmMMI
HOPMaTMBHO-MPABOBOE N METOAMYECKOE COMPOBOXAeHNE aeatenbHocTh LeHTpa MocCOlMKA.

16 pykoBoguTtenb (ueHTpa FocCOIKA): CotpyaHuk ueHTpa MocCOlMKA, ocyliecTBnswowWmiA ynpas-
nexve gesitenbHocTbio LeHTpa MocCOlMKA, a Takke opraHusyowmin B3ammogericteue ¢ HKLIKW, BHeceHne
N3MEHEHN B COOTBETCTBYIOLLME FIOKarbHble HOPMATMBHbBIE aKTbl 1 METOANYECKME LOKYMEHTbI OpraHn3auum.

CpepacTBa rocygapCTBEHHOM CUCTEMbl OGHapPYXXeHUs, npeaynpexaeHUsa U NIMKBMBauum nocneg-
CTBUW KOMMNbLIOTEPHbLIX aTak Ha MHopMaLMOHHbIe pecypcbl Poccuickon Pegepauum

17 cpeacTBa rocygapCTBEHHOM CUCTEMbl OOHapyXeHus, NpeAynpexaeHUa U nNuKBMgauum no-
CneAcTBMMA KOMMbIOTEPHBbIX aTak Ha MHdopMaLMoHHbIe pecypcbkl Poccuiickon ®depepauuu; cpeacrea
MocCOTlKA: TexHuyeckne, NporpaMmHble, MPorpaMMHO-annapaTHble U UHble CPeacTBa Ans OOHapyKeHus
KOMMbIOTEPHBIX aTak, TEXHUYEecKne, nporpaMmHble, NporpaMmMHoO-annapaTHble U UHble cpeacTBa Ans npea-
yrNpexaeHnst KOMNbIOTEPHbIX aTak, TEXHUYECKUE, NPorpaMMHble, NPOrpaMMHoO-annapaTtHble U UHblE CPeACcTBa
AN NMKBMAAUMM NOCNeACTBUI KOMMbIOTEPHBIX aTak, TEXHUYeCcKue, NporpaMMHble, NporpaMMHo-annapaTHble
N UHble CpeaCcTBa NMomcKka NPU3HAKOB KOMMbIOTEPHLIX aTak B CETSIX ANIEKTPOCBSA3M, TEXHUYECKME, NporpaMmm-
Hble, MporpaMMHO-annapaTHble U UHble CpeacTBa 06MeHa MHopMaunen, Ast KOTOPbIX UMEETCS LOKYMEH-
TanbHOEe NoaTBEPXAEHME COOTBETCTBUS TpeboBaHUAM, YCTAHOBMEHHbIM B HOPMATMBHbIX MPAaBOBbIX akTax U
MeToamyeckux gokymeHtax Cb Poccuum.

MpunmeyaHune— C yyeTom onpegeneHun, npeactaBneHHbix B 18—22.

18 TexHU4Yeckue, NporpaMmMHble, NPOrpaMMHo-annapaTHble U UHble CpeacTBa Afisi OGHapYKeHUs
KOMMbIOTEPHbIX aTak; cpeacTBa obHapyxeHusi: Cpeactea, NpeAHasHayYeHHble AN ynpasneHus c6opoM u
aHanu3oM AaHHbIX O PErmMcTpupyembix cobbiTuaX B 1 MHBIX AaHHbIX C LENblo CBOEBPEMEHHOIO BbISIBMEHMS
KOMMbIOTEPHbIX MHUMAEHTOB, MPOM30LUEALIMX B TOM YMCHE B pe3yribTaTe KOMMbIOTEPHbIX aTak.

MpunmeyaHune—CpeacrBa o6HapyxeHUs peanuaytoT yHKLUM No ynpaeneHuto cobbiTuamm MB ans obHapyxe-
HUA peanunsauny KOMMbIOTEPHBIX atak U Apyrue yHKUMN B COOTBETCTBUM C HOPMATUBHLIMU NPaBOBbLIMU akTamMun 1 MeTo-
Andeckumu gokymeHtamu ®CB Poccun. B kadecTBe cpedcTs obHapyXeHUst MOryT, HanpuMep, UCMoNb30BaTbCs CPeacTBa
ynpaBnexusi cobbitusimm Ub.

19 TexHU4Yeckue, NporpaMMHbIe, NporpamMmMHo-annaparTHble U UHble CpeacTBa ANA npeaynpex-
OeHUs1 KOMMbIOTEPHbIX aTak; cpeacTsa npeaynpexaerus: Cpeacrtsa, npeaHasHadeHHble ana céopa u 0b-
paboTku cBeAEHWI, HeobXxoaNMbIX Anst (hOPMMPOBaHMS peKoMeHAaUUiA, HanpaBneHHbIX Ha MMKBUAALIMIO, CHU-
)XEHME BEePOSITHOCTY peanu3auun 1 TSHKeCTU NOCNeACTBMI KOMMbIOTEPHBIX aTak.

20 TexHU4YecKue, NporpaMmMHbIe, MPOrpamMMHO-annapaTHble U NHble CPeAcTBa AN JIMKBUAALUN
nocrneAcTBUiA KOMNbLIOTEPHbIX aTak; CpeacTBa NMKBMaaummn nocnefdcteuii: Cpeactea, npegHas3HayYeHHble
ANS yNpaBneHusi npoueccaMn permcTpaumm KOMMNbITEPHBbIX MHUMOEHTOB, MPOM30LLEALIMX B TOM Yucrie B pe-
3ynbTaTe KOMMbIOTEPHBIX aTak, a TakkKe YnpaBleHUsl NpoLeccaMn pearnpoBaHns Ha KOMMbIOTEPHbIE MHLIM-
[OEHTbI.

MpunmeyaHne — Cpeacresa nukeuaaumMm NoCrneacTBUA peanmayoT PYHKLMN N0 YNPaBReHno KOMMbIOTEPHbIMU
WHUMAEHTaMK AN NMKBUOAUUN NOCNEACTBUA KOMMbIOTEPHbIX aTak U Apyrue yHKUUN B COOTBETCTBMM C HOPMATUBHBIMU
NpaBoBbIMW akTaMu U metognyeckumm gokymeHtamm ®CB Poccun. B kayecTBe cpeacTB nNukBMaaLmMm NOCNeACTBUN MOTYT
BbICTYyNaTb CpeAcTBa yrnpaBneHust UHLMOEHTaMU.

21 TexHU4Yeckue, NporpaMmMmHbie, NPOrpaMMHo-annapaTHbie U UHble CpeAcTBa Noucka NpusHa-
KOB KOMMbLIOTEPHbIX aTaK B CeTAX anekTpocBasu; cpeactaa [MMNKA: Cpeactsa, npeaHasHavyeHHble Ans 06-
HapyXeHWs1 B CETAX SNEKTPOCBS3N, MUCMONb3yeMbiX A OpraHvM3auuy B3anModencTBus UHOPMAaLMOHHbIX
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pecypcoB, MPU3HAKOB KOMMbKOTEPHBIX aTak Mo 3HAYEHUSAM Cry>XeOHbIX NOonen NPOTOKOOB CETEBOIO B3anMO-
OeVCcTBUS, a Takke OCyLLeCTBNeHUsa cbopa, HaKoMMeHUsa U CTaTUCTMYECKON 0OpaboTKn pe3ynsraTtoB Takoro
obHapyXeHus.

22 TexHMYeckue, NporpaMMHbIe, NporpamMmMHo-annapaTHbie U UHble cpeacTBa ooMeHa uHdgopma-
umen; cpeacrtea obmeHa: Cpeactea, npegHasHavyeHHble 418 obecneveHns nepegayu, npyema u LenocTHOCTY
npv nepegade 1 npueme nHgpopmauum, Heobxoammon cyobektam NocCONMKA npu oBHapyXeHuu, npenynpex-
AeHun 1 (unn) NUKBMZaLMM NoCcNeacTBUN KOMMBIOTEPHBIX aTak M pearMpoBaHUM Ha KOMMbIOTEPHbIE MHUMAEH-
Thl.

MUHdopmaumoHHbIe pecypcbl

23 mnHdcpopmaumnoHHasa nHdppacTpyktypa (cyobekta NocCOMKA); N: MHdopmaumnoHHble pecypcsl,
a TaKkKe CeTU 3NEKTPOCBA3N, MCMOSb3yeMble NS OpraHM3auny X B3aumMogencTBus.

24 vnHcpopMaLUnOHHbIe pecypchbl (BXoaslive B 30Hy OTBeTCTBEHHOCTU cy6bekTa FocCOlMKA): VH-
hOpPMaLMOHHBbIE CUCTEMbI, MH(POPMALMOHHO-TENEKOMMYHMKALMOHHBIE CETU U aBTOMAaTM3UPOBaHHbIE CUCTE-
Mbl ypaBreHusl.

25 anemMeHTbl MHGOpPMaLMOHHON UH(pPAcTPYKTYpbl (cybbekTa NOcCOIMKA), anemeHTsbl VN Mpo-
rPaMMHO-TEXHUYECKNE CPEACTBA (CpeacTBa BbIMUCTTUTENBHON TEXHMKN), 0bnagatome pyHKUNSMU XpaHeHus,
06paboTku 1 (Mnn) nepegayn nHpopmaumm, Bxogsime B coctas V.

KomnbloTepHble aTakum U KOMMbIOTEPHbIE UHLUAEHTbI

26

MHUMAEHT nHcpopmaLmMoHHOM 6e3onacHocTu; nHUnaeHT Vb: HenpeasuaeHHoe nnv HexxenartensHoe
cobbiTne (rpynna cobbituin) B, koTopoe npuBeno (MOryT MpUBECTU) K HapyLUeHWO (PyHKLMOHMPOBAHMS
NMHGOPMALIMOHHOIO pecypca UM BO3HUKHOBEHUIO Yrpo3 6e30nacHOCTU MHAOPMaLIMK UNN HapyLLEHWIO Tpe-
B6oBaHu No 3awmTe HHopmaLmu.

[ApantuposaHo 13 [2], npunoxeHne Ne 1]

27 KOMNbIOTEPHbIN MHUMAEHT: ®akT HapyLleHns 1 (Unu) npekpaLleHnst PyHKLNOHNPOBAHUSA UHOP-
MaLMOHHOrO pecypca, CEeTU 3NEKTPOCBA3N, UCMONb3yeMON AN opraHu3aumm B3aMMOLAENCTBUSA MHAOPpMaL M-
OHHBbIX PECYpPCOB, U (Mnn) HapyLLeHnst 6esonacHocTn obpabaTsiBaeMon B MHOPMaLMOHHOM pecypce UHMOop-
Mauun, B TOM YMCIE NPOU3OLLEILINIA B pe3yrnbTaTe KOMMbIOTEPHOW aTaku.

MpumevyaHune — KoMnbloTepHble MHUMAEHTBI NPEACTaBNSOT COO0M NOAMHOXECTBO MHUMAeHToB B, koTopoe
XapakTepuayetcs NoATBEPXKAEHHbIM (PakTOM HapyLUeHWs 1 (Mnun) npekpaLleHns yHKLUMOHNPOBAHUSA NHOPMAaLMOHHOIO
pecypca, CeTu aneKkTpOoCBS3N, UCMONb3yeMON ANs OopraHnsauny B3aMogencTBma MHPOPMaLMOHHbBIX PecypcoB, 1 (Mnm)
HapyLueHus 6esonacHocTn obpabaTbiBaemon B MHPOPMaLIMOHHOM pecypce MHdopMaLuK.

28 KapTo4yKka KOMMbITEPHOro MHumaeHTta: [JOKyMeHT yCTaHOBMEHHON (hOopMbl, nNpegHasHa4YeHHbIn
ansa opmann3oBaHHOIrO OMUCaHNS KOMMbIOTEPHbLIX UHLMAEHTOB.

29 TMN KOMNbOTEPHOro nHUMaeHTa: Knaccugukaums pasHoBUOHOCTEN KOMMbIOTEPHLIX UHLMOEHTOB.

30 KomnbloTepHaAa aTaka: LleneHanpaBneHHoe BO34ENCTBME NMPOrpaMMHbIX U (M) NporpamMHo-an-
napaTHbIX CPEACTB Ha MHAPOPMALMOHHbBIN PeCypc B LENsX HapyLIeHMs 1 (M) NpekpaLleHms ero yHKLMOHN-
poBaHus 1 (MnK) co3gaHns yrposbl 6esonacHocTn obpabaTbiBaeMor Takum pecypcom nHdopmMaLmm.

31 MCTOYHUK KOMNbITEPHOM aTaku: JIMLo (MM MHULMMPYEMBIA UM MPOLIECC), NpoBoasiLlee (MpoBo-
OSALWLMIA) aTaky.

32 TaKkTMKa (npoBefeHusi KOMNbIOTEPHOM aTtaku): COBOKYMHOCTb NMPUEMOB M CNOCOBOB AENCTBUN,
NCMNonb3yeMblX A51s TPOBeAEHNsT KOMMbIOTEPHON aTaku.

33 TexHUKa (npoBefeHUsi KOMNbIOTEPHOM aTtaku): COBOKYMHOCTb M NMOPSIAOK AENCTBUNA, UCMONb3ye-
MbIX A9 NPOBEAEHNS KOMMNBbIOTEPHOW aTakn B pamMKax COOTBETCTBYHOLLMX TAKTUK.

34 Tun KOMNbIOTEPHOW aTaku: Knaccudpukaumsa pasHOBUAHOCTEN KOMMbIOTEPHbIX aTak.

OGHapykeHue, NnpeaynpexaeHre v NMKBMAALUSA NOCNeACTBUIN KOMMNbIOTEPHbIX aTak U pearMpo-
BaHWe HAa KOMNbITEPHbIE UHLMAEHTbI
35

MOHMUTOPUHTI MHOPMaLMOHHOMN Be3onacHocTH; MOHUTOPUHT UB: MNpouecc noctosHHOro Habnoge-
HUS M aHanusa pe3yrnbTaToB PerncTpaumm cobbiTU 6e30MacHOCTM N UHbIX OaHHbIX C LEMbI BbISBNEHNS
HapyLLueHnn 6e30nacHoOCTM MHopMaLnn, yrpo3 6e3onacHoOCT! MHGPOPMaLMK U YSA3BUMOCTEN.

[FTOCT P 59547—2021, nyHkT 3.7]
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MpnmedaHune — [earenbHoCcTb No 06Hapy)K9HVII'O n perncTpaunn KOMnbrTEPHbIX NHUMOEHTOB OCHOBbLIBAETCA
Ha pesynbratax npoBOAMMOro B opraHmn3aumm MOHUTOPUHIA, B paMKax KOTOPOro oCyLlecCTBIAEeTCA C60p MHopmaummn o
cobbITUSIX VB 1 MHBIX AaHHbIX MOHUTOPUHIa n3 pasyinvyHblX NCTOYHUKOB.

36

AaHHble MOHUTOPUHra: [laHHble 0 COCTOSAHUK 06bEKTOB MOHMTOpPUHra UMb, a Takke gaHHble, nony-
Yaemble 13 cpedbl PYHKLMOHNPOBaHNA 06bekTa MOHUTOPUHIA U BHELLHUX CEPBUCOB, KOTOPbIE MOrYT UC-
Nonb30BaTbCA AN BbISBMEHUS YSI3BUMOCTEN 1 Yrpo3 6e30nacHOCTM MHopmMaLmu.

[FOCT P 59547—2021, nyHkT 3.2]

MpnmevyaHus

1 K gaHHbIM MOHUTOPUHIra MOTyT OTHOCUTLCS AaHHble O CobbITUAX VB, BbISBMEHHBIX YSI3BUMOCTSIX, pesynbrarax
KOHTPOMsi COOTBETCTBMS KOH(PUIypaLMOHHbIX HAaCTPOEK; AENCTBUSIX NOMb30BaTeNen; pedynsratax KOHTPOmsi MOTOKOB UH-
dopmaumm, paboTocnoCOOHOCTU MPOrPaMMHbBIX, TEXHUYECKUX U MPOrPaMMHO-TEXHUYECKUX CPEACTB, BKIHOYasa CpeacTea
3aWmThl MHOPMaLMK, a TaKKe pasfnyHble CNPaBOYHbIE AaHHbIE.

2 B pesTenbHOCTM MO yNpaBreHnio KOMMNbITEPHBIMU MHUMAEHTAMWU AaHHbIE MOHUTOPUHIA MOTYT UCMONb30BaThLCS
C Lienblo aHanmsa BO3MOXHOCTM UCMOMb30BaHNS YsiI3BUMOCTEN MHAPOPMAaLMOHHOIO pecypca Asi peanunsauny KoMmnbTep-
HbIX aTak, aHanm3a yrpo3 no peanu3almmn KOMMbITEPHBIX aTak U BbISIBEHWS U PErMcTpaLi KOMMNbIOTEPHBIX UHLMOEHTOB.

37

cobbiTne (MHdopmaLmoHHoM) 6e3onacHocTU: 3adUKCUPOBAHHOE COCTOSHWE MHAOPMAaLMOHHON
(aBTOMaTN3MPOBAHHON) CUCTEMbI, CETEBOIO, TENEKOMMYHUKALMOHHOIO, KOMMYHMKALMOHHOMO, NHOTO Mpu-
KrnazHoro cepsuca unm MHPOPMaLUMOHHO-TENEKOMMYHMKALIMOHHOM CETH, yKa3blBatoLLee Ha BO3MOXHOE Ha-
pyweHne 6esonacHocTy nHdopmaumu, coon cpeacts 3, nnm cutyaumto, Kotopasi MOXeT ObITb 3HAYNMOM
ansa 6esonacHoOCTU MHpopmaumn.

[FOCT P 59547—2021, nyHkT 3.13]

38

MHAMKATOP KOMNpPoOMeTauuu: VI3BeCTHble AaHHbIE, yKa3biBaloLLMe Ha TO, 4TO Ge3onacHOCTb obbekTa
MOHUTOPWHIA Y& HapyLleHa.
[FTOCT P 59547—2021, nyHkT 3.3]

39 ynpaBneHue KOMNbIOTEPHbLIM MHUMAEHTOM: [JeaTenbHOCTb, HanpaBneHHasi Ha obHapyxXeHne u
perncTpaumio, aHanms u pearmpoBaHne Ha KOMMbIOTEPHbIA MHUMAEHT, @ TakkKe UCMOoSb30BaHNE MOMy4YEHHOro
npu 3TOM OnbITa A48 NpegoTBpaLLEeHNss NMOBTOPHOrO BO3HUKHOBEHWSI KOMMBIOTEPHOIO MHUMAEHTA, MOBbILLEHUS
3hheKkTUBHOCTHM NMpoLeayp pearmpoBaHnst Ha KOMMNbIOTEPHbIA UHLUUOEHT.

40 obHapyXeHue KOMNbIOTEPHbIX aTak: Komnnekc MeponpusaTuii No BbISIBIEHWIO U aHanu3y npuaHa-
KOB KOMMbIOTEPHbIX aTak 1 onpedeneHnto nx Tuna.

41 perucTpaumsa KOMNbIOTEPHOro HUMaeHTa: Npouecc (npoueaypa, dyHKUMs) durKcalmm CBeAeHUI
O KOMMbIOTEPHOM UHLMAEHTE MO YCTAHOBMEHHOW (hOopMeE.

42 pearupoBaHue Ha KOMMbIOTEPHbIN MHUMAEHT: [ocnegoBaTenbHOE BbINOMHEHNE 3TanNoB pearnpo-
BaHWUS HA KOMMbIOTEPHbIA MHUMUAEHT C LEMbI0 YCTAHOBIEHNSI TEXHUYECKUX MPUYMH U YCITOBUIA BO3HUKHOBEHNS
KOMMbIOTEPHOMO MHUMAEHTA U NUKBMAALMN €ro NOCneacTBuin.

43 atan pearupoBaHusi (Ha KOMMNbIOTEPHbIA UHUMAEHT): [elcTBMe nnnm COBOKYNHOCTb AEWCTBUN,
OCYLLIECTBIISIEMbIX MO OTHOLLEHUIO K 3aperMcTpupoBaHHOMY KOMMbIOTEPHOMY UHLUUAEHTY.

44 nnaH pearMpoBaHUA (Ha KOMNbIOTEPHbLIN UHUMAEHT): Habop JOKYMEHTUPOBaHHbLIX NpoLenyp u
WHCTPYKLUWIA, onpeaensitiomnx nopsaok peanmsanmm MeponpusitTui N0 pearnpoBaHnio Ha KOMMbIOTEPHbIE WH-
UNOEHTHI.

45 Bpems pearupoBaHusi (Ha KOMMNbIOTEPHbLIN MHUMAEGHT): Bpemsa peakumm Ha MHUMAEHT, XapakTe-
pusytoLLiee NHTepBan Mexay nonyYyeHnem nHopmauumn o BO3HUKHOBEHUN KOMMBIOTEPHOIO UHUMAEHTA N MO-
MEHTOM 3aKpbITWS KOMMNBIOTEPHOIO UHUMAEHTA.

46 nokanusauus KOMNbTEPHOro nHuuaeHTa: CoBOKYNHOCTb OENCTBUIA, HanpaBrieHHbIX Ha onpeae-
neHne 1 orpaHnyeHne PyHKLMOHNPOBaHMS MHADOPMAaLMOHHBIX PECYPCOB, HA KOTOPbIX OOHapYXeHbl MPU3HaKK
3aperMcTpUpoOBaHHOIO KOMMbIOTEPHOIO UHLUMAEHTA, C LeNbi NpeoTBpalleHns ero garnbHenwero pacnpo-
CTpaHeHwUs.
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47 BbIABNEeHWe NOCNeACTBUMA KOMMNbIOTEPHOro uHuuageHta: CoBOKYMHOCTb OENCTBUI, HanpasmeH-
HbIX Ha onpefeneHne hakToB HECaHKLNOHUPOBAHHOIO pacKpbITUSA, MOAMMUKALNN, YHUUTOXEHUS MHGOPMa-
uMn unu 6rokMpoBaHMs OOCTYNa K Hel, a Takke pakTOB BHeCeHMs HapylimTtenem VB B MHopMaumoHHbIN
pecypc U3MEeHEeHWn, NO3BONSIOLLMX eMY OCYLLECTBMATb AarbHENLLNe HECAaHKLUVNOHUPOBAHHbIE OENCTBUSA MO
OTHOLLIEHUIO K 3aLLMLLaeMON NHOPMaLMK, CBA3AHHBIX C 3aperMcTpUpOBaHHbIM KOMMBHOTEPHBIM MHLMOEHTOM.

MpnmedaHune — B kadyecTBe hakToOB BHECEHMUS B MHDOPMALIMOHHBIN PECYPC UBMEHEHWI CrieQyeT paccMmaTpu-
BaTb: co3aaHue Hapylumutenem Vb HenermTumMHol y4eTHOM 3anncy Nonb3oBaTtensi, BHeApeHre B MHOPMaLMOHHbIV pecypc
HeLUTaTHOro NPorpaMMHOro obecneveHus, U3aMeHeHne HacTpoeK CpeacTB 3auTbl MHGOPMaLIMK 1 NporpamMmmMHoro obecne-
YeHUns, a Takke Opyrme n3MeHeHusi, BHoCMMble HapylmTernem Vb B MHOPMaUMOHHBIA pecypc C Lenbio UCMOoNb30BaHNUs
UX ONsi OCYLLECTBNEHUS AaNbHENLLIMX HECAHKLIMOHMPOBAHHbLIX EACTBUIA MO OTHOLLEHUIO K 3aLLMLLI@eMo MHGOPMaLUK.

48 nukBMAALUA NOCNeACTBUIN KOMMNbLIOTEPHOrO UHUMAeHTa: COBOKYNHOCTbL AENCTBUIA, HaNpaBreH-
HbIX Ha BOCCTAHOBMEHMWE LUTATHOIO pexuma QyHKLMOHMPOBAHUS MHAOPMALMOHHBLIX PECYpCcoB Mocre KOM-
NbIOTEPHOIO MHUMAEHTA W yaaneHue U3MeHEHMWIN, BHECEHHbIX HapywwmnTenem Vb B MHopMaLUMOHHbIN pecypc.

49 ycTtaHOBneHue NMPUYUH KOMMbIOTEPHOrO MHUMAeHTa: COBOKYNHOCTb OENCTBUIA, HanpaBneHHbIX
Ha onpefeneHne akTopoB, 06YCNOBUBLLUMX BO3MOXHOCTb BO3HUMKHOBEHWUS KOMMbIOTEPHOIO MHUMAEHTA U
(nnn) cnoco6CcTBOBABLUNX €0 BO3HUKHOBEHMHO.

50 3aKkpbiTUe KOMMbIOTEPHOro MHuuaeHTa: COBOKYNHOCTb AENCTBUIA, HaMpaBMEeHHbIX HAa MPOBEPKY
pe3ynbTaToB BbIMNONTHEHUS MEPONPUSATUIA (3TAaNOB) pearnpoBaHusl Ha KOMMbIOTEPHbLIN MHUWMAEHT AN NPUHATUS
PELLEHNS O Ero 3aKPbITUM UM O HEOBXOAUMOCTU NPOBEAEHMS AOMONHUTENBHbLIX AEACTBUI NO pearnpoBaHuto.

51 npuHATUE Mep No NpeaoTBpaLLeHUI0 MOBTOPHOIro BO3HUKHOBEHUSI KOMMbIOTEPHbIX MHLUOEH-
TOB: Peanusauusa mep 3awuTtbl MHpopmaLuum, obecnedmBatoLLmx NpOTMBOAENCTBUE (CHKEHNE BEPOSITHOCTM
BMMOTb 4O HEOOMNYLLEHNsT) MOBTOPHOMY BO3HUKHOBEHWUIO KOMMbIOTEPHbLIX MHUNOEHTOB.

52

BoccTaHoBReHue: [poLecc n cobbiTue, 3aknoyatoLmecs B nepexoge obbekta M3 HepaboTocnocob-
HOro COCTOSIHMSA B paboTOCNOCOBHOE COCTOSHME.
[FOCT 27.102—2021, cTatba 65]

53

BpeMsi BOCCTaHOBIeHUA: Bpems, 3aTpaunBaemoe HENOCPEACTBEHHO HA BbIMNOSIHEHNE onepauuin no
BOCCTaHOBNEHMIO 0ObeKTA.
[FTOCT 27.102—2021, ctatbs 32]

54 wHBeHTapusauusa mHdopmaumoHHoro pecypca: [leaTensHocTb, HanpasneHHas Ha cbop MHop-
Mauum o6 MHpopMaLMOHHOM pecypce, BKYasi UCMOoMNb3yeMble B HEM TEXHUYECKMUE, MPOrpaMMHbIe U (Mnn)
nporpamMmmHo-annapaTHble cpeacTsa (NporpamMmmMHO-TEXHUYECKUE CPEeacTBa).

55 pewatowee npaBuno obHapyxeHus [curHatypal KOMNbIOTEPHOU aTaku (cpeacTBa obHapyxe-
HUA KOMNbLIOTEPHbIX aTakK; CUCTEMbI OOHapYeHUA BTopXkeHun): COBOKYMNHOCTb XapaKkTepHbIX NPU3HaKoB
KOMMbIOTEPHOW aTaku, Ha OCHOBE KOTOPOWM CPeACTBO OBHapYXeHUs1 KOMMbIOTEPHbIX aTak (CMcTema obHapyxe-
HUSA BTOPXXEHWI) NpUHUMAaET peLleHne 06 obHapyeHun onpeaeneHHon KOMMNbIOTEPHOW aTaku.

56

6asa pewatrowmx npaBus (cpeacTBa o6HapyXeHUsi KOMNbIOTEPHbIX aTak; CMCTeMbl OOHapyXe-
HUA BTOpXeHMM): basa, cogepxallasa pelwatolime npasuna obHapyXeHns KOMMbIOTEPHON aTaku (CUrHa-
Typbl), C UCMOMb30BaHNEM KOTOPOW CPEACTBO OOHapyXeHUs1 KOMMBIOTEPHBIX atak (cuctema obHapyXeHus
BTOPXXEHWUI) OCYLLECTBNSIET PEMMCTPaLMI0 MPU3HAKOB pasnnyHbIX KOMMbIOTEPHbIX aTak.

[AgantnposaHo u3 [3], pasgen 1, nogpasgen 1.5]

57 npepynpexpaeHue KOMNbIOTEPHbIX aTak: KoMMnekc NpeBeHTUBHbLIX MEPONPUSATUIA, HAaNPaBIEHHbIX
Ha noBbllleHne 3alnLeHHOCTU I/IHq:)OpMaLLI/IOHHbIX pecypcoB OT KOMMNbKOTEPHbLIX aTak.

58 nHaukaTop BpeAOHOCHOW aKTUBHOCTU: VI3BECTHbIE JaHHbIE, yKa3biBaloLLMe Ha haKT HapyLleHus
©e3onacHOCTM MHPOPMALIMOHHOIO pecypca, NMMbo faHHble, onucbkiBakoLme cobbitusa NB, koTopble HeCyT yrpo-
3y HapyLLeHus ero 6esonacHocTu.

59 6ronneteHb 6e3onacHocTu: OduumanbHoe 3aserneHne o6 yrpodax 6esonacHocT nHopMaLmu,
BO3HMKAIOLLMX NPU 3KCMnyaTauum NporpamMmmMHbIX WU NporpaMMHo-annapartHbIX CPeAcTB, C PacKpbITUEM WH-
dhopmaLmm 0 COOTBETCTBYIOLLMX YS3BUMOCTAX M (MNKN) coaepkallee pekoMeHOaunm no yCTpaHeHMIo AaHHbIX
yrpoa.

6
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60 aTpubyuusa (KOMNbIOTEPHBLIX aTak): [peanonaraemMoe COOTHECEHME UCMOSb3yeMbIX TaKTUK, TEX-
HVK 1 CPEACTB NPOBEAEHUSI KOMMbIOTEPHBIX aTak C HapyLUUTENSIMU.

61 oLeHKa CTeneHu 3aWMLLEeHHOCTU OT KOMMbIOTEPHbIX aTak: [polecc aHannsa BO3MOXHOCTU UC-
Norib30BaHUsi OGHapYKeHHbIX YSI3BUMOCTEN MH(OPMAaLMOHHOMO pecypca AN peanv3auuy KOMMbTEPHbIX
aTak.

62 UCTOYHMK AaHHbLIX ANA BbISIBIIEHUS NPU3HAKOB BO3MOXXHOIO BO3HUKHOBEHUS1 KOMMbIOTEPHbIX
MHUMAEeHTOB: [porpaMMHoe Uy NporpaMmHo-anmnapaTHOe CPeACTBO, OCYLLECTBIISIOWEE PErMCTpaUmio co-
6bITUIn VB 1 MHBIX AaHHbIX MOHUTOPUHIE, KOTOPbIE MOTYT MCMONb30BaTLCS OIS BbISIBIIEHWS NMPU3HAKOB BO3-
MOXXHOTO BO3HVMKHOBEHWS KOMMbIOTEPHBIX MHLIMOEHTOB.
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AndaBUTHbIN yKa3aTeNnb TEPMUHOB

aHanUTUK 13
aHanuTuk ueHTtpa N'ocCOMKA 13
aTaka KoMnbloTepHasn 30
aTpubyums 60
aTpMbyuusa KOMNbIOTEPHbIX aTak 60
6asa peluaroLwmx npaBus 56
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KnaccudmkaumoHHble cxeMbl NOHATUIA NpegMeTHON obnacTu «OGHapyxeHue, NpegynpexaeHue U
NUKBUAAUMSA NOCTNEeACTBUIA KOMNbIOTEPHbIX aTak U pearpoBaHUs Ha KOMMbHOTEPHbIE UHLMAEHTbI»

A.1 CTpykTypa pasaenoe cTaHgapTta nokasaHa Ha pucyHke A.1.

TepMuHbl 1 onpeaeneHus

A.2 B3auMocBA3b TEPMWHOB, onpefeneHHblX B noapasgene «Cunbl rocygapcTBEHHONW CUCTEMbl OBGHapyXeHus,

Cpeactea KoMnbloTepHble ataku 1
FocCOMKA FocCOIlMKA KOMMbIOTEPHbIE NHUWAEHTbI
OB6HapyxeHue, npeaynpexaexve u
Cunbl WNHdbopMaumnoHHble NUKBMAALMA NOCNEACTBUN KOMNBIOTEPHbIX
FocCOIMKA pecypcbl aTak U pearmpoBaHue Ha KOMMbIOTepPHbIe
MHUMOEHTbI
PucyHok A.1

npeaynpeskaeHns U NUKBUAALMM NOCNEACTBUI KOMMbIOTEPHBIX aTak Ha UHOpMaLMoHHbIe pecypcbl Poccuiickoil degepa-

Luun», nokasaHa Ha pucyHke A.2.

FocCOIMKA Cunbl NocCOMKA
Poposble
OTHOLWEHUs
MapTuTUBHbIE
OTHOLLEHUA
AccoumaTtusHblie AccoumnaTtueHble
OTHOLLEeHUS OTHOLLUEHUA
CybbekTbl SO
HKLIKW LieHTp MocCOMKA | FocCOMKA - »|  OTBETCTBEHHOCTU
(cybbekta MocCOlMKA)

Popoeble oTHOWeHUs

(ueHTtpa MNocCOIMKA)

CneunanucT no B3anMoaencTemto ¢
— nepcoHanoMm u nonbk3oBaTensMu

(ueHTpa NocCOINMKA)

Cneuyunanuct no obHapyXeHuio
—] KOMNbIOTEPHbLIX aTak U MHLUMAEHTOB

Cneuyunanuct no o6cnyxuBaHuio
cpeacTs UeHTpa MNocCOlMKA

CneumanucT no oueHke
3alLMLIEHHOCTU

AHanuTuk (ueHTpa
[ocCOIKA)

Cneuuwanuct no
pearupoBaHuio Ha

TexHu4eckuin akcnepT
(ueHTpa MocCOINMKA)

KOMMbIOTEPHbIE MHUMAEHTbI
(ueHTpa M'ocCOIKA)

KOMNBbHOTEPHbLIX MHUWAESHTOB B

Cneuuanuct no

Cneuunanuct (MetoamcT)
(ueHTpa MNocCOIKA)

YCTaHOBNEHUIO NPUYUH

(ueHTpa M'ocCOIKA)

PykosoguTtens (UeHTpa
FocCOIMKA)

PucyHok A.2
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A.3 B3aumMocBsA3b TepMUHOB, onpeaeneHHbiX B noapasaene «CpeacTsea rocygapcTBEHHOW CUCTEMbI OBHapYXeHUs,
npeaynpexaeHus v NMKeugaumMm nocneacTeUi KOMNbIOTEPHBIX aTak Ha MHopMaLoHHbIe pecypcbl Poccuickon deaepa-
Luun», NnokasaHa Ha pucyHke A.3.

FocCOlMKA

Poposbie |0'rHouJeva

Cpeactea MocCOMKA

napmmauble |OTHOLU9HVI$I

] I
TexHu4yeckue, nporpaMmHble,
nporpammHo=annaparTHbie 1 UHble
cpefcTBa noucka nNpusHakos
KOMIMbIOTEPHbIX aTak B CeTax
anekTpocesasu; cpeactea MNMKA

TexHuyeckue, NporpaMmHbIe, NPOrpammMHo-
annapaTtHble U UHbIe CpefcTBa Ans
NUKBUAALIMMU MOCNEACTBNIA KOMMbIOTEPHBIX
arTak; cpeacTsa NMKBUAALWM MOCNEACTBUA

TexHu4eckue, NporpaMmmHble,
nporpamMmMHo-annapaTHble U UHble
cpeacTea Ans npeaynpexaeHvs
KOMNBIOTEPHBIX aTak; cpeacTsa
npeaynpexaeHus

TexHu4eckue, nporpaMmmHble,
nporpammMmHo-annaparTHble 1
VHble cpeacTBa obmeHa
nHdpopMauuein; cpeacTea
obmeHa

TexHuyeckue, NporpaMMHbIe, NPorpammHo-
annaparHble U UHble cpeacTea Ans
o6HapyXeH1s KOMMbIOTEPHbIX aTak; cpeacTsa
obHapyxeHus

PucyHok A.3

A4 B3auMoCBA3b TEPMUHOB, oOfpeAeneHHblX B mnoapasdene «V/HMOpPMaUVOHHbIE pecypcbi», MoKasaHa Ha
pucyHke A.4.

OnemeHThbI MapTuTMBHbLIE
WHOPMALMOHHO | OTHOLIEHMS MHdpopmaumorHas
WHPacTPyKTypbl MHdpacTpykTypa
(cy6bekta FocCOlKA) (cybbekra MocCOIMKA)

napTMTMBHbIe OTHOLWeHUA

WHdopmaumoHHble
pecypcol (cybbekra
[ocCOIlMKA)

PucyHok A.4

A.5 B3aumMocBA3b TEPMUHOB, ONpeAeneHHblX B nogpasaene «KoMnbloTEPHbIE aTaku U KOMMbIOTEPHbIE UHLUAEH-
Tbi», NOKa3aHa Ha pucyHke A.5.

NCcTOYHMK » _ KomnbloTepHas » _ Twn KOMNbOTEPHON
KOMnbloTepHon aTaku | Accounamauuer aTaka AccouMaTUBHBIE araku
OTHOLLEHUA [ OTHOLLEeHUSA
AccoumaTvBHble
OTHOLUEHUS!
AccouunaTuBHble
Y OTHOLWEHUA
KoMnbioTepHbIii
H T
Wnnent UB UHUMAEHT TakTuka (nposBeaeHus TexHuka (npoBeaeHuUs
KOMMbIOTEPHOWN aTaku) KOMMbIOTEPHOWN aTaku)
MapTuTnBHbIE
OTHOLLEHUA

AccoumaTtuBHble
OTHOLUEHUS

Tun KOMNbIOTEPHOro Kaprouka
KOMMbIOTEPHOrO
MHUMOEHTa
MHUMAEeHTa
PucyHok A.5
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