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3apernctpupoBaHo B MuHtocte Poccun 18 aBrycta 2014 r. N 33620

®EAEPANBbHASA CNY>XBEA BE3ONACHOCTU POCCUACKOW ®EQEPALINK

NMPUKA3
oT 10 ronsa 2014 r. N 378

OB YTBEPXXOEHUN COCTABA U COOEPXXAHUA
OPIrAHM3ALIMOHHbBLIX U TEXHUYECKUX MEP NO OBECMNEYEHUIO
BE3OMNACHOCTU NEPCOHAIbHbIX OAHHbIX NMPU NX OBPABOTKE
B MH®POPMALMOHHbIX CUCTEMAX NEPCOHAIbHbIX AHHbIX
C UCNONb3OBAHUEM CPEACTB KPUNTOMPA®UYECKOWU 3ALLUTDI
MHPOPMALIUN, HEOBXOAUMbIX A5 BbINMOJIHEHUA YCTAHOBJEHHbIX
NMPABUTEJIbCTBOM POCCUUCKON ®EOEPALIUA TPEBQBAHVII7I K 3ALLUTE
NEPCOHAIbHbBIX AAHHBLIX ANA KAXXA0ro n3 YPOBHE/ 3ALLULLEHHOCTU

B cootBeTctBUM C 4YacTbio 4 cTtatbu 19 PepepanbHoro 3akoHa ot 27 uons 2006 r. N 152-03 "O
nepcoHanbHbIX AaHHbIX" <1> nNpuKasbiBalo:

<1> CobpaHue 3akoHogaTtenbcTBa Poccuiickon ®enepaunm, 2006, N 31 (4. 1), c1. 3451; 2009, N 48, cT.
5716; N 52 (u. ), c1. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, cT. 4196; N 49, cT. 6409; N 52 (u. ), cT. 6974;
2011, N 23, cT. 3263; N 31, c1. 4701; 2013, N 14, cT. 1651; N 30 (u. I), ct. 4038.

yTBEPAMTL NMpunaraemble COCTaB 1 cogepXaHne OpraHn3aumMOHHbIX U TEXHUYECKMX Mep No obecnevyeHuto
©€e30nNacHOCTU NepCcoHarnbHbIX AaHHbLIX MPU MX 06paboTke B MHPOPMALIMOHHBLIX CUCTEMAX MEPCOHANbHbIX JAaHHbIX
C MCMOnb30oBaHMEM CpPeACTB KpunTtorpaduyeckon 3awmutbl WHGOpMaumMn, HeobBXOAMMbIX ANA BbIMNOMHEHUSA
ycTaHoBMeHHbIX lMpaBuTtensctBom Poccuiickonn ®Pepepaumm TpeboBaHMiA K 3alimMTe NepcoHarbHbIX AaHHbIX O11s
Ka)KOoro 13 ypoBHEN 3aLUULLEHHOCTM.

OuvpexTop
A.BOPTHMKOB

MpunoxeHue
k npukagdy ®CB Poccun
ot 10 mionsa 2014 r. N 378

COCTAB U COOEPXXAHUE
OPIrAHM3ALMOHHBLIX U TEXHUYECKUX MEP NO OBECMNEYEHUIO
BE3OMNMACHOCTU NEPCOHAJIbHbIX AAHHBLIX NPN X OBPABOTKE
B MH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJbHbIX AAHHbIX
C UCNOJNb3OBAHUEM CPEACTB KPUNTOMPA®UYECKOWU 3ALLUTDI
NMHOOPMALIUW, HEOBXOOUMbIX AnA BbINOJIHEHUA YCTAHOBJIEHHbLIX
NMPABUTENIbCTBOM POCCUUCKOWU ®EAEPALINN TPEBOBAHUU K 3ALLUTE
NEPCOHAIJIbHbIX AAHHBIX ANA KAXA0ro n3 YPOBHE/ 3ALLULLEHHOCTU

|. ObLwme nonoxeHusa
1. HacTosawmin JOKYMEHT onpedensieT cocTaB M CoAep)XaHUe OpraHvM3aLMOHHbIX U TEXHUYECKUX Mep Mo

obecneyeHnio Ge30MacHOCTU MNEePCOHasbHbIX [AaHHbIX MPU MX 06paboTke B MHMOPMALMOHHBLIX CUCTEMAaX
NepcoHarnbHbIX AaHHbIX (ganee - MHPOPMAaLMOHHAs CUCTEMA) C UCMONb30BaHNEM CPEACTB KpUMTorpaduyeckon
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3awmTbl uHdopmaumm (ganee - CK3W), HeoOXoaumbIX ONS BLINOMHEHWUS] YCTAHOBIMEHHbIX [MpaBUTENBCTBOM
Poccuinckon depepaumm TpeboBaHWA K  3alWUTe MEPCOHamnbHbIX AaHHbIX ANS  KaXkdoro W3  YpPOBHEMN
3alLUMLLIEHHOCTH.

2. Hactosilwmn [OKYMEHT npefHasHadeH Ans onepatopoB, uvcnonb3ytowmx CK3W gna obecneveHus
©e30nacHOCTN NepCcoHarbHbIX AaHHbIX NPK X 00paboTke B MHOPMALMOHHBLIX CUCTEMAX.

3. I'IpmmeHeHme OpraHn3aunoHHbIX U TexXHU4YeCKMX Mep, onpenerieHHbIX B HacToAweM [OOKYyMeHTe,
obecneynBaeT onepatop € y4eToM TpeboBaHWi 3KCNnyaTaunoHHbIX AokymeHToB Ha CK3W, ucnonb3yemble ans
obecneyeHns 6e30NacHOCTM NepPCOHarbHbIX AaHHbIX NPU X 06paboTke B MHDOPMALIMOHHbLIX CUCTEMAX.

4. OkcnnyaTtaumsa CK3WM pomkHa OCyLECTBNATbCA B COOTBETCTBMM C AOKyMeHTaumen Ha CK3U wu
TpGﬁOBaHVIHMI/I, YCTaHOBJ1I€EHHbIMWX B HACTodLleM OOKYMEHTe, a Takke B COOTBEeTCTBUU C UHbIMN HOPMATUBHbIMU
NpaBoOBbIMW akTaMu, PeErynupyowmnumMm OTHOLLEHNS B COOTBETCTBYOLLEN obnacTu.

II. CocTaB n cogepxaHme opraHM3aumoHHbIX
N TEXHUYECKMX MepP, HEOBXOANMBIX OIS BbINONTHEHUS
yCTaHoBreHHbIX [paBuTenscTBoMm Poccuiickon ®epepaumm
TpeboBaHW K 3aLLnUTE NepCcoHanbHbIX AaHHbIX
ansa 4 ypoBHS 3aLUULLEHHOCTU

5. B cooTtBeTcTBMM C OyHKTOM 13 TpebGoBaHui K 3awimTe NepcoHanbHbIX OaHHbLIX NpyU UX obpaboTke B
MHOPMALIMOHHBIX CUCTEMAaxX MNEepPCOHANbHbIX [OaHHbIX, YTBEPXAEHHbIX MOCTaHoBNeHneM [lpaButenscTea
Poccwuiickon ®epepaumm o1 1 Hosbpsa 2012 r. N 1119 <1> (panee - TpeboBaHMsA K 3aluTe NepcoHasnbHbIX
OaHHbIX), Ana obecnedyeHnss 4 ypOBHS 3alUMLLEHHOCTM MEepCOHanbHbIX AaHHbIX Mpu ux obpaboTke B
WMHPOPMALIMOHHBIX cUCTEMaxX He0HXo4MMO BbINOMHEHME crneaylwmnx TpeboBaHui:

<1> CobpaHue 3akoHogaTenscTBa Poccuiickon ®epepauumn, 2012, N 45, 6257.

a) opraHn3auma pexnma obecneyeHnss 06e3o0nNacHOCTU MOMELLEHUN, B KOTOpPbIX pa3MelleHa
VIH(*)OpMaLI,VIOHHaFI cuctemMma, npendatcreyrowiero BO3MOXHOCTU HEKOHTPOJIMpyeMoro npOHUKHOBEHUA WU
HpGGbIBaHVIﬂ B 3TUX NOMeLleHnAX nuu, He UMerLLX nNpaBa 4oCcTyna B 3T NOMeELLEeHNA,

6) obecneyeHne CoXpaHHOCTN HOCUTeNel NepcoHarnbHbIX AaHHbIX;

B) YTBEPXAEHMEe pyKoBOAUTENEM onepaTopa AOKyMeHTa, OnpeaensoLwero nepevyeHb nuu, 4OCTYN KOTOPbIX
K nepcoHarnbHbIM AaHHbIM, obpabaTbiBaemMbiM B MHPOPMALMOHHOW cucTeme, Heobxoanm AN BbINOMHEHUSA UMK
cnyxebHbIX (TPyaoBbIX) 06sa3aHHOCTEN;

r) wncnosb3oBaHWEe CPeAcTB 3aluTbl MHopMauun, Mpoweawmx npoueaypy OUEHKM COOTBETCTBUS
TpeboBaHusiM  3akoHogaTtenbcTBa Poccuiickon ®Pepepauum B obnactm  obecneyeHnst 6Ge3onacHoOCTU
nHdopmaumu, B criyvae, korga npUMeHeHne Taknx CpeacTB He06XoAMMO AN HEeNTpanu3aumm akTyarnbHbIX Yrpos.

6. [ns BbiNoNHeHMs TpebOoBaHMS, yKaszaHHOro B MNoAnyHKTe "a" nyHKTa 5 HacToswero OOKyMeHTa,
HeobxogmMMo obecredeHne pexuma, NPensaTCTBYOLEro BO3MOXHOCTM HEKOHTPONMPYEMOrO NPOHUKHOBEHUS UMK
npebbiBaHNss B MOMELLEHUsIX, rae pasmelleHbl ucnonb3dyemble CK3WU, xpanstcs CK3W u (unun) Hocutenm
KntoveBon, ayTeHTudumumpyowen n naponsHon nHgopmaumm CK3W (ganee - MNomelwleHns), nuy, He MMEOLUX
npaBa goctyna B [omelleHus, kKoTopoe JocTuraeTcs nyTem:

a) ocHaleHus MomeLLeHMIn BXOAHBIMU ABEPbMU C 3aMKaMK, obecneyeHust MOCTOSIHHOMO 3aKpbITUSI ABepe
MomeLleHMIn Ha 3aMOK M WX OTKPbITUS TOMbKO AN CaHKLMOHWPOBAHHOIO MPOXOA4a, a TakkKe onevyaTtbiBaHus
MomMelleHnn No okoH4YaHWUK paboyero AHs unu obopynoBaHue NomelleHniA COOTBETCTBYOWMMMN TEXHUYECKMMM
YCTPOWCTBAMU, CUTHANMU3UPYIOLLMMM O HECAHKLIMOHUPOBAHHOM BCKPbITUK MoMeLLeHWA;

6) yTBEPXOEeHNA npaBusl 4OCTyna B [NomelyeHns B paGoqee n Hepa6oqee BpeMA, a TakKkkKe B HelUTaTHbIX
CUTyauunax;

B) YTBEPXXOEHUS NepeyHs N, MMEILLIMX NpaBo AocTyna B MNomMelleHus.
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7. Ona BbinonHeHus TpeboBaHMS, yKasaHHOroO B nognyHkte "6" nyHKTa 5 HacTosIlero OOKyMEHTa,
HeobxoauMmo:

a) OCYyLeCTBMATb XpaHEHWe CbeMHblX MalUMHHbIX HOCMTEenen nepcoHanbHbIX AaHHbIX B cendiax
(MeTannuyeckmx wkadax), 060pyA0BaHHbLIX BHYTPEHHMMM 3aMKamy ¢ ABYMS unu 6onee aybnvkatamm Knoven v
npucrnocobneHnsMn Ans onevaTbiBaHUS 3aMOYHbIX CKB&XXWH WM KOAOBbIMW 3aMkamu. B criyyae ecnu Ha
CbEMHOM MAaLUMHHOM HOCUTENE MNepCoHanbHbIX [OaHHbIX XPaHATCA TOMbKO MNepCcoHanbHble [AaHHble B
3awmdpoBaHHoM c ucnonb3doBaHneM CK3W Buge, gonyckaetcsa XpaHeHue Takux HocuTenen BHe cendos
(MeTannuueckux wkados);

6) ocCylecTBNATb MNO3K3EMNNSAPHLIN y4eT MAaLIMHHBIX HOCMTEenen MepCcoHasnbHbIX AaHHbIX, KOTOPbIV
gocturaetca nyTeM BeAeHUs >KypHana ydyeTa HOCUMTENnew nepcoHanbHbIX AaHHbIX C  WUCMOMb30BaHWEM
perncTpaumoHHbIX (3aBOACKMX) HOMEPOB.

8. [ns BbINofHeHWs TpeboBaHUsl, yka3aHHOrO B MNOANyHkTe "B" MyHKTA 5 HacTosWero [AOoKyMeHTa,
HeobxoauMo:

a) paspaboTaTtb 1 yTBEPAUTb AOKYMEHT, ONpeaensoLLmMin nepeyeHb 1L, OCTYN KOTOPbIX K NEPCOHarnbHbIM
AaHHbIM, obpabaTbiBaeMbiM B MHGOPMALMOHHOW CUCTEME, HEeOOXOAUM [ANsi BbIMOMHEHUST UMK CRyXeBHbIX
(TpyZoBbIX) 06A3aHHOCTEW;

©) nogoepxmBaTb B akTyanbHOM COCTOSHUM AOKYMEHT, onpeaensowni nepedeHb nuy, AoCTyn KOTopbIX K
nepcoHanbHbIM AaHHbIM, 06pabaTbiBaeMblM B MHOPMALIMOHHOW cucTeMe, HeoBXoaMM Ans BbINOMHEHUS UMW
cnyXebHbIX (TPyAoBbIX) 00A3aHHOCTEN.

9. [ns BbiNOnHeHWs TpeboBaHWs, ykasaHHOro B noAanyHkTe "r" myHKTa 5 HacToswero AOKyMeHTa,
HeobX0AMMO Ans  Kaxgoro W3 YpOBHEW 3alULLEHHOCTM MepCcoHanbHbiX AaHHbIX  npumeHeHne CK3U
COOTBETCTBYIOLLIEro Krnacca, nossonsowmux obecneumBaTe 6e30MacHOCTb  MEepPCOHAanNbHbIX  AaHHbIX  Mpu
peanusauuv UerneHanpasneHHbIX eUCTBUA C UCMONb3OBaHMEM annapaTHbIX U (Mnn) NporpaMmMHbIX CPeacTB C
uenbio HapylweHusa 6esonacHocTu 3awmwaemblx CK3W nepcoHanbHbIX AaHHbIX UM CO34aHWSA YCROBUMIA ONS
3Toro (ganee - ataka), KOTOpoe AOCTUraeTCsl NyTEM:

a) nony4vyeHna MCXoAHbIX AaHHbIX AndA d)OpMMpOBaHMFl COBOKYMHOCTHU npep,nonomeHMﬁ O BO3MOXHOCTAX,
KOTOPbl€ MOryT UCNOJ1b30BaTbCA Npu co3gaHnn crnocoboB, NoAroToBke U npoBeaeHNn aTtak;

0) dopmupoBaHMa U YTBEPXKOEHUS PYKOBOAMUTENEM oOnepaTopa COBOKYMHOCTUM MPEennosioKeHUn o
BO3MOXHOCTSIX, KOTOPble MOryT MCNONb30BaTbCs MpPU CO34aHMKM CrocoOOoB, NOArOTOBKE WM NMPOBEAEHMU aTak, M
onpeferneHne Ha 3TOM OCHOBE U C y4eTOM TuNa akTyasnbHbIX yrpo3 Tpebyemoro knacca CK3U;

B) MCnornb3oBaHust Anst obecneyeHuss Tpebyemoro ypoBHS 3aLUMLLEHHOCTU MNEPCOHarbHbIX AaHHbIX MPU X
o6paboTke B UHpopmaumoHHom cucteme CK3U knacca KC1 m Bbiwe.

10. CK3UM knacca KC1 npumeHsitoTca Ans HEWTpanu3auuu atak, Npu cos3gaHum cnocoboB, NoaroToBke U
NPOBEAEHUN KOTOPbIX UCMOMb3YOTCS BO3MOXHOCTU M3 YMCHa CreayoLLnX:

a) cosgaHue cnocoboB, MOArOTOBKA W MNpoBedeHue aTak 6e3 npuBrneyveHusa crneumanncToB B obnactu
pa3paboTku n aHannsa CK3WU;

©0) cosgaHume cnocoboB, NOArOTOBKA M NMpOBeAeHNEe aTak Ha pasfMyHbIX 3Tanax >u3HeHHoro umkra CK3U
<1>:

<1> K atanam xu3HeHHoro uukna CK3W oTHocATcs paspaboTka (MOAepHM3auus) ykasaHHbIX cpeacTs, MX
NpOM3BOACTBO, XpaHeHWe, TPaHCNOPTUPOBKa, BBOA B AKCnyaTaumio (MyckoHanagoyHble paboTbl), akchnyaTaums.

B) NpoBefeHne aTaku, HaxoOsCcb BHE MPOCTPAHCTBA, B Npeaernax KOTOPoro OCYLLECTBSETCA KOHTPOmb 3a
npebbiBaHneM 1 OEUCTBUAMU NL, U (MNN) TPAHCMOPTHBLIX CPEACTB (darnee - KOHTponMpyemMasi 3o0Ha) <1>;
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<1> TpaHuLIe KOHTPONMPYeMoli 30Hbl MOryT OblTb NEPUMETP OXpaHAeMoW TeppuTopun NpeanpuaTUs
(yypexaeHus), orpaxaatolime KOHCTPYKUUM OXPaHAEMOro 3OaHWusi, OXpaHsieMoW 4YacTu 3[4aHusi, BblOeNeHHOro
nomMeLleHus.

r) MpoBedeHWe Ha 3Tanax paspaboTku (MogepHu3aummn), NPOU3BOACTBA, XPaHEHWsl, TPaAHCMOPTUPOBKM
CK3M un atane Beoaa B akcnnyaTaumo CK3U (nyckoHanagoyHble paboTbl) crnegyrowmx aTak:

BHECEHWNE HECAHKLMOHNPOBAHHbIX n3aMeHeHuin B CK3U u (1nn) B KOMMOHEHTBI annapaTHbIX U NPOrpaMmHbIX
CcpencTB, COBMECTHO C KOTOpPbIMU WITATHO (yHKUMOHMpYoT CK3W 1 B cCOBOKYMHOCTM npeacTaensowue cpegy
dyHKumoHnpoBaHua CK3W (ganee - C®), koTopble CNOCOOHbLI NOBMUATL Ha BbINOMHEHUE MNPeabABNSAeMblX K
CK3U tpeboBaHuii, B TOM YMCne C MCNOMNb30BaHNEM BPEAOHOCHbIX MPOrpamMm;

BHECEHWNE HECAHKLMOHMPOBAHHbIX M3MEHeHUN B fokymeHTauuo Ha CK3W n koMnoHeHTol CO;

4) NpoBefdeHne atak Ha aTane akcnnyataumn CK3U Ha:

nepcoHasnbHble JaHHbIE;

KIMOYEBYHO, ayTEHTUMULMPYIOLLYIO U NaporibHyo MHopmaumio CK3U;

nporpaMmHble KoMnoHeHTbl CK3U;

annapartHble KOMNoHeHTbl CK3WU;

nporpammHble KOMMNoHeHTbl C®, BkMoyas nporpammHoe obecneyexme BIOS;

annapartHble KOMNOHeHTbI C;

OaHHble, NepegaBaemble No KaHanaMm CBA3W;

WHble OOBbEeKTbl, KOTOPble YCTaHOBIEHbl MpuM (OPMMPOBAHUM COBOKYNHOCTUM MNPEANONoOXEeHUn o
BO3MOXHOCTSIX, KOTOpble MOryT UCMONb30BaTbCA NPYM CO34aHUM cnocoboB, MOArOTOBKE M MPOBEAEHMU aTak C
y4eTOM MNPUMEHSIEMbIX B WHGOPMALMOHHOW CUCTEME WHM(OPMALMOHHBIX TEXHOMOIUA, annapaTHbIX CpeacTs
(nanee - AC) n nporpammHoro obecnevenus (ganee - N0O);

e) nonyveHve n3 HaxogsALmxca B cBobogHOM goctyne NCTOYHMKOB (Bkntovas
NMHOPMALMOHHO-TENEKOMMYHUKaLMOHHbIE CETU, AOCTYN K KOTOPbIM HE OrpaHuyeH onpeaerneHHbIM Kpyrom nuu, B
TOM 4ucrne MH(OPMAaLNOHHO-TENEKOMMYHUKALMOHHYI0 ceTb "WHTepHeT") nHdopmauun o6 MHgopMaunoHHON

cucteme, B koTopoit ucnonbayetcss CK3W. MNpu aTom MOXeT BbITb NonyyeHa crneaytollas MHdopMaums:

obwume ceegeHnss o6 MHGoOpMaUMOHHOW cucteme, B koTopomn ucnonbdyetca CK3W (HasHayeHue, cocTas,
onepartop, 06bEKTbI, B KOTOPbIX pa3MeLLeHbl peCcypCbl MHPOPMAaLMOHHON CUCTEMBI);

cBegeHnMss 06 MHGOPMAUMOHHBIX TexHomorusax, 6asax pgaHHblx, AC, [1O, wncnonb3yembix B
WHpopmaumoHHonm cucteme coBmecTHo ¢ CK3W, 3a wucknioveHMeM CBeAEHMI, COAEpXKallMXCA TOMbKO B
KOHCTPYKTOPCKON OOKYMEHTauMn Ha WMHGOPMaLUMOHHbIe TexHonoruun, 6asel gaHHblx, AC, MO, ncnonb3yemsie B
MHdOPMaLMOHHON cnucteMe coBMecTHo ¢ CK3U;

coepkaHne KOHCTPYKTOPCKOM AokymeHTaumm Ha CK3U;

cofepxaHue Haxogsiencss B CBOOOOHOM [JOCTyrne [OOKYMEHTauMM Ha annapaTtHble U MporpaMMHble
komrnoHeHTbl CK3 n Co;

obuwme cBegeHns o 3awuLaemMon nHopmaLmmn, ncnonb3yemon B npouecce akcnnyaTtauun CK3U;

CBelEHUs O KaHarnax CBsi3u, MO KOTOpbIM NepeaatoTcst 3awwmiaemsle CK3W nepcoHanbHble AaHHbIe (aanee
- KaHan cBs3n);
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BCe BO3MOXHble AaHHble, nepefaBaemMble B OTKPbITOM BuAe MO KaHarnam CBA3W, He 3allUnWeHHbIM OT
HeCaHKUMOHMPOBAHHOIO AOCTyna K I/IH(*)OpMaLI.I/II/I OopraHn3aumMoHHbIMU N TEXHUYECKUMU MepaMU;

cBeneHust 060 BCeX MPOSIBMISIIOLNXCA B KaHanax CBs3W, He 3alUULeHHbIX OT HeCaHKLMOHWPOBAHHOMO
JoCcTyna K MHopMauuM OpraHM3auMOHHbIMU U TEXHUYECKMMU MeEpamu, HapyLUEHWsX MpaBuil 3KCnyataumm
CK3M n Co;

cBefeHMst 000 Bcex MPOSIBMNSIOLIMXCA B KaHanax CBS3W, He 3allMLUEHHbIX OT HeCaHKLMOHMPOBAHHOIO
JOCTyna K MHcopMaLum opraHnM3aLMOHHBIMU U TEXHUYECKUMU MepamMK, HEUCTPABHOCTAX M cOOsIX anmnapaTHbIX
koMmnoHeHToB CK3U n CO;

cBedeHusl, nonyyaemble B pesynbTaTe aHanu3a nobbix CMrHanoB OT annapaTtHbiX KOMMoHeHToB CK3U u
Co;

X) NPUMEHEHNE;

Haxogswmxcs B cBOOOAHOM AOCTyNe MNu MCNosb3yeMblx 3a npegenamu KoHTponupyemon 3oHbl AC 1 MO,
BKNtoYasa annapartHble 1 nporpaMmmMHbie KoMnoHeHTbl CK3U n Co;

cneynansHo paspaboTaHHbix AC u MO;

3) MCMonb3oBaHWEe Ha 3Tane SKCMiyaTauuu B KayecTBe cpefbl NepeHoca OT cyObekTa k 06bekTy (oT
06bekTa k cy6bekTy) aTaku 4ENCTBUIA, OCYLLIECTBNSEMbIX NMPY NOAFOTOBKE U (MN) NPOBEAEHUWN aTaKU:

KaHarnoB CBA3U, He 3alUMULEeHHbIX OT HeCaHKUMOHNPOBAHHOIO AOCTyna K I/IHCbOpMaLI,I/II/I OopraHun3aumMoHHbIMU
N TEXHNYECKUMUN MepaMu;

KaHarioB pacnpoCcTpaHeHnsi CUrHanoB, CoONpoBoXxaatowmnx gyHKunoHnposanne CK3U n Co;

M) npoBedeHWe Ha 3Tane 3Kcnnyatauuum artakm u3 MHAPOPMAaLUNOHHO-TENEKOMMYHUKALUOHHBIX ceTen,
OOCTYN K KOTOpPbIM HE OrpaHvyeH OnpefernieHHbIM KpyroM fuu, ecrnv MHOPMAaLMOHHbIE CUCTEMBI, B KOTOPbIX
ncnonbaytotca CK3W, nmetoT BbIXxoa B 9Tu ceTu;

K) MICNONb30BaHWE Ha 3Tane 3KCnnyaTauMm Haxogsawmxcsa 3a npegenamm KoHTponmpyemomn 3oHel AC un MO
n3 coctaBa CpeactB WH(OPMALMOHHOM CUCTEMBI, MPUMEHSIEMbIX Ha MecTax akcnnyatauum CK3W (panee -
LWTaTHbIE CPEACTBA).

11. CK3UM knacca KC2 npumeHsitoTca gnsi HEWTpanu3auum atak, npu cosgaHum cnocobos, NoaroToBke U
NPOBEAEHUN KOTOPbIX WCMONb3YTCA BO3MOXHOCTM M3 YUCra nepeynucrnieHHbiXx B nyHkTe 10 HacToswwero
OOKyMeHTa 1 He MeHee OfHON U3 criefyoLmX AONONHUTENbHbIX BO3MOXHOCTEMN:

a) NpoBefeHVE aTaku NpU HAXOXAEHUN B Npegenax KOHTPONMpyeMOW 30Hbl;

©0) npoBefeHne aTak Ha aTane akcnnyatauun CK3U Ha cneaytowme o6beKTbI:

AokymeHTaumo Ha CK3W 1 komnoHeHTbl CO;

lMomelLeHns, B KOTOPbIX HaAxXoOUTCA COBOKYMHOCTb MPOrPamMMHbIX U TEXHUYECKUX 3SMEeMEHTOB CUCTEM
006paboTKM AaHHbIX, CMOCOOHBIX (YHKLMOHMPOBATbL CAMOCTOATENBLHO MMM B COCTaBe ApPYrMx cucTeM (panee -
CBT), Ha koTopbix peanu3oBaHbl CK3U n Co;

B) Mofy4yeHne B paMKax NnpeaocTaBneHHbIX NOMHOMOYMI, a Takke B pesynbTarte HabnogeHun cnegytowen
WHopmaumun:

CBedEeHMN 0 PUINYECKMX Mepax 3almnTbl 0OBbEKTOB, B KOTOPbIX pa3MeLleHbl pecypcbl MHOPMaLMOHHOMN
CUCTEMDI;

cBefeHWIn 0 Mepax no obecneyeHnto KOHTPONMPYEMOW 30HbI OOBEKTOB, B KOTOPbIX pPas3MeLLEHbI PECYPChI
MHOPMALIMOHHON CUCTEMBI;
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[ata coxpaHeHus: 04.08.2023

CBe[EeHMI O Mepax Mo pasrpaHnyeHuto goctyna B lNMomelleHus, B KoTopbix Haxogatca CBT, Ha koTopbix
peanusoBaHbl CK3U n Co;

r) MCMONb30BaHWEe LITaTHbIX CPEACTB, OrPaHWYEHHOE MepaMu, peanun3oBaHHbIMW B WHEOPMALMOHHOM
cucteme, B koTopon wucnonbdyerca CK3W, u HanpaBneHHbIMM Ha MpefoTBpalleHne W  MpecevyeHue
HeCaHKUMOHNPOBAHHbIX OENCTBUN.

12. CK3W knacca KC3 npumeHsitoTca ANst HEMTpanu3aunm atak, npu co3gaHum cnocoboB, NoAroToBKE W
NPOBEAEHUN KOTOPbIX UCMOSb3YHTCA BO3MOXHOCTM M3 Yucra nepedncrieHHbix B nyHktax 10 u 11 HacToswero
OOKYMEHTa 1 He MeHee OJHON 13 CreayLWwmux JONONMHUTENbHBIX BO3MOXHOCTEN:

a) dmsnyeckmn goctyn k CBT, Ha koTopbix peanunsoBaHsl CK3UN n Co;

0) BO3MOXHOCTb pacnonaraTe annapaTtHbiMM KomnoHeHTamu CK3U n C®, orpaHuMdeHHass mepamu,
peanu3oBaHHbIMM B MH(OPMALMOHHOW cucTeme, B KoTopon ucnonb3yetcs CK3W, u HanpaBneHHbIMM Ha
npegoTBpaLlleHne U npecevyeHne HeCaHKLMOHMPOBaHHbLIX AENCTBUN.

13. CK3W knacca KB npumeHsiloTcs Ansg HerWTpanu3auum atak, npu co3gaHum cnocoboB, MOArOTOBKE U
NPOBEAEHUN KOTOPbIX MCMOMb3YTCA BO3MOXHOCTU M3 YMCra NepeyvncrieHHbix B nyHktax 10 - 12 HacToswero
OOKYMEHTa N He MeHee OHOWN U3 CrieQyoLmMX AONOMHUTENbHBIX BO3MOXHOCTEMN:

a) cosgaHue cnocoboB, MOAroToBKa WM MPOBEAEHWE aTak C MPUBIEYEHWEM creuuanucToB B obnactu
aHanmMsa CUrHanoB, COMpOBOXAalLWmMX (yHKUMoHMpoBaHue CK3W un CP, u B obnactu mncnonb3oBaHus ONnd
peanu3auny aTak He4OKYMEHTUPOBAHHbIX (HEAEKTAapUPOBaHHbIX) BO3MOXHOCTEN npuknagHoro MO;

©) nposegeHne nabopatopHbix uccnegosaHu CK3W, ucnonb3yembiXx BHE KOHTPONUPYEMOW 30Hbl,
OrpaHNYeHHOe Mepamu, peanu3oBaHHbIMKU B WUH(OPMALMOHHOM cucTteme, B KoTopon ucnonb3yetrca CK3U, wu
HanpaBeHHbIMWU Ha NpegoTBpaLLeHNe N NpeceYeHne HeCaHKLMOHMPOBAaHHbIX AeNCTBUR;

B) npoBeaeHne paboT no co3gaHuto CcnocoboB M CPeacTB aTtak B HayYHO-UCCMEeAOBaTENbCKUX LEHTpax,
crneuuvanuaupytowmuxca B obnactm paspabotkm n aHanmsa CK3UM u CO, B TOM unucne C MCNonb30BaHWEM
UCXOAHbIX TekcToB Bxoadwero B C® npuknagHoro [10, HenocpeaCTBEHHO MCMOMb3YHOLEro Bbl30BbI
nporpaMmmHbIx pyHkumin CK3N.

14. CK3W knacca KA npumeHsiloTCcs AnNg HeWTpanu3auun atak, npu co3gaHum cnocoboB, MOArOTOBKE U
NpOBEAEHUN KOTOPbIX MCMOMNb3YTCA BO3MOXHOCTU U3 Yucra nepeyvncrieHHblX B nyHktax 10 - 13 HacToswero
OOKYMEHTa U He MeHee OJHON 13 cneaylwux JONOMHUTENbHBIX BO3SMOXHOCTEMN:

a) cosgaHue cnocoboe, MoaroToBka WM MpPOBEAEHWE aTak C MNPUBIIEYEHWEM crieumanucToB B obnactu
MCnonb3oBaHWA ONnNd  peanusauuMn atak HeOgOKYMEHTUPOBAHHbLIX  (HedeKnapupOBaHHbIX)  BO3MOXHOCTEN
cuctemHoro MO;

0) BO3MOXHOCTb pacnonaraTb CBEAEHUSIMW, COAEPXKaLMMUCH B KOHCTPYKTOPCKOM [JOKyMEHTauuMu Ha
annaparHble 1 NporpamMmMHbIe KOMMOHEHTbI CP;

B) BO3MOXHOCTb pacnonaraTb Bcemu annapatHbiMu komnoHeHTamu CK3U n Co.

15. B npouecce opmMMpoBaHMs COBOKYMHOCTM MPEAnONIOXXEHUA O BO3MOXHOCTSAX, KOTOpble MOryT
ncnonb3oBaTbCA NPU co3gaHnn cnocoboB, NOArOTOBKE M NPOBEAEHUMN aTaK, JOMNONMHUTENbHbIE BO3MOXHOCTU, HE
BXOOSLWME B YMACNO nepeyvncneHHbix B nyHktax 10 - 14 HacTodAwero AOKYMEHTa, He BIUSAOT Ha NOpPSOoK
onpepenennst Tpedyemoro knacca CK3U.

[ll. CocTaB n cogepxaHne opraHn3aLnoHHbIX
N TEXHUYECKMX MepP, HEOOXOANMBIX OIS BbINOSTHEHNUS
yCTaHoBreHHbIX [paBuTensctBom Poccuiickon ®egepaumm
TpeboBaHW K 3alLmMTe NepcoHarnbHbIX AaHHbIX
ans 3 ypoBHS 3alUULLEHHOCTH

16. B cootBeTcTBUM C NyHKTOM 14 TpeboBaHMIA K 3aluMTe NepcoHarnbHbIX AaHHbIX Ans obecneyeHuss 3
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YPOBHS 3aLLMLLEHHOCTU MEepCOoHarnbHbIX AAHHLIX NpU MX 006paboTke B MHEOPMALMOHHBIX CUCTEMaxX MNOMWUMO
BbINOMHEHNsT TpeboBaHUN, NPefyCMOTPEHHBbIX MYHKTOM 5 HacToswero OOKymMeHTa, HEOOXOAMMO BbIMOMHEHME
TpeboBaHMsl 0 Ha3HAYeHUU AOIMKHOCTHOrO nuua (paboTHMKA), OTBETCTBEHHOrO 3a obecneyeHne 6e3onacHoOCTH
nepcoHanbHbIX AaHHbIX B MHOPMAaLMOHHOW cucTeme.

17. OAnsa BbiNoNHeHUst TpeGoBaHWA, ykasaHHOToO B MyHKTe 16 HacTosiero [OoKyMeHTa, Heobxoaumo
Ha3HayeHne o6Gnagalollero [OOCTaTOMHbIMM  HaBblkamMy  OOJPKHOCTHOro nwuua  (paboTHuka) onepaTopa
OTBETCTBEHHLIM 3a obecreyeHne 6e30nNacHOCTM NepcoHarbHbIX AaHHbIX B MHDOPMAaLMOHHOM cucTeme.

18. [Onsa BbINONMHeHWst TpeboBaHMS, yKasaHHOrO B MNoOAMyHKTe "r" MyHKTa 5 HacToswero [OKyMeHTa,
HeoOX04MMO BMECTO Mepbl, NPeAYCMOTPEHHONM NognyHKTOM "B" NyHKTa 9 HACTOSILLEro 4OKYMEHTa, MCNONb30BaTh
ana  obecneveHnss Tpebyemoro yYpOBHSI 3alUMLEHHOCTU MEepPCOHaNbHbIX OaHHbIX Npu unx obpaboTke B
WHGOPMALIMOHHON CUCTEME:

CK3W knacca KB u BblLLe B criyqasx, koraa ansg MHPopMaLMOHHOW CUCTEMbI akTyarbHbl Yyrpo3bl 2 TUNa;
CK3W knacca KC1 u Bbilwe B cry4vasix, korga anst UHpOpMaLUMOHHONM CUCTEMBI akTyarbHbl Yrpo3bl 3 Tvna.

IV. CocTtaB 1 cogep>xaHne opraHM3aunoHHbIX
N TEXHUYECKUX Mep, HEOBXOANMBIX ANSsi BbINOMHEHUS] YCTaHOBEHHbIX
MpaButenbcTBoM Poccunckon ®enepaunm TpedoBaHU K 3alUnUTe
nepcoHanbHbIX AaHHbIX ANs 2 YPOBHSA 3aLLULLEHHOCTU

19. B cootBeTcTBUM C nyHKTOM 15 TpeboBaHMIi K 3aliMTe NepcoHanbHbIX AaHHbIX Ans obecrneyeHust 2
YPOBHS 3aLUMLLEHHOCTU MNEpPCOHanbHbIX AaHHbIX NPU uUX 0BpaboTke B MHAOPMALMOHHBIX CUCTEMax MOMUMO
BbINOMHEHUsT TpeboBaHMW, NPegyCMOTPEHHbLIX MyHkTaMm 5 M 16 HacTosWwero AOKyMeHTa, Heobxoammo
BbINOMHEHNE TpeboBaHMA O TOM, YTOObI AOCTYN K COAEPXXaHWI 3NEKTPOHHOrO XXypHana coobuleHun Obin
BO3MOXEH WCKIMIOYUTENBHO AN LOIDKHOCTHBLIX nnl (paboTHMKOB) onepaTtopa WM YNOAHOMOYEHHOro nuua,
KOTOpbIM CBEOEHUsl, coaepXallMeca B YKa3aHHOM >XypHane, Heobxooumbl O51s1 BbIMOJTHEHUSA CIYXXeOHbIX
(TpyZoBbIx) 06sA3aHHOCTEN.

20. [Ins BbINonHeHWs TpeboBaHwWs, ykasaHHOro B NyHKTe 19 HacTosiwero AokyMeHTa, Heo6XoaMMo:

a) yTBepXaeHue pyKoBoAMTENleM orepaTtopa Crucka Nnu, OOMNYLUEHHbIX K COAepPXaHW 3MEeKTPOHHOro
ypHana cooBLLEeHWiA, U NogaepKaHue ykasaHHOro Cnucka B akTyanbHOM COCTOSIHUK;

0) obecnedeHne WHPOPMALMOHHOW CUCTEMbI aBTOMATU3MPOBAHHBIMU CPEACTBaMW, PErUCTPUPYHOLLUMU
3anpockl nonb3oBatenen UHPOPMALMOHHON CUCTEMbI Ha NOSTyYeHWEe MepCOoHarbHbIX AaHHbBIX, @ Takke dakTbl
npenocTaBeHnst NepCoHanbHbIX AaHHbIX MO 3TUM 3anpocam B 3NIEKTPOHHOM XXypHane coobLLeHWI;

B) obecrneyeHne MHGPOPMALMOHHOW CUCTEMbl aBTOMAaTM3VMPOBaHHLIMU CPeaCTBaMK, WCKIIOYaoLMMU
[AOCTYM K CoAepKaH o 3NTEKTPOHHOIO XXypHaria cooGLLEHW NUL, He yKa3aHHbIX B YTBEPXKOEHHOM pyKoBOAUTENEM
orepaTopa Crm1cke L, AOMYLLEHHbIX K COAePKaHUIO SNIEKTPOHHOTO JKypHarna coobLLeHit;

r) obecneyeHve MNEepPUOAMYECKOTO KOHTPONS paboTOCMOCOOHOCTM yKasaHHbIX B nognyHkTax "6" m "B"
HaCTOSILLIEro NyHKTa aBTOMaTM3MPOBaHHbIX CPEACTB (He pexe 1 pasa B nonroaa).

21. Ona BbinonHeHusi TpeboOBaHWHA, yka3aHHOrO B MOANYyHKTe "I nyHKTa 5 HacToswero AOKyMeHTa,
Heobx0AMMO BMECTO Mep, NPeayCMOTPEHHbIX NoanyHKTOM "B" nyHKTa 9 u nyHkToM 18 HacToswero AoKyMeHTa,
ncrnonb3oBatb Anst obecrneyeHms TpebyeMoro ypoBHS 3aLLMLLEHHOCTY NepCOoHarnbHbIX AaHHbIX Npy UX 06paboTke
B MHCPOPMAaLIMOHHOW CUCTEME:

CK3WU knacca KA B cnyyasix, korga anst UHOpMaLuMOHHOW CUCTEMbI akTyarnbHbl yrpo3sbl 1 TMNa;

CK3W knacca KB u BbliLLe B criyyasix, koraa aAng MHPopMaLMOHHOW CUCTEMbI akTyarnbHbl yrpo3bl 2 TUNa;

CK3WU knacca KC1 u Bbiwe B cnyyasx, korga Anst UHOPMaLMOHHOW CUCTEMbI akTyalbHbl yrpo3bl 3 Tvna.

V. CocTaB u cogepxaHme opraHn3aunoHHbIX
N TEXHUYECKUX Mep, HEOBXOAUMBIX NS BbINONHEHUS] YCTAHOBMEHHbIX
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[ata coxpaHeHus: 04.08.2023

MpaButenbcTBoM Poccunckon ®enepaunm TpedoBaHWU K 3alLUnUTe
nepcoHanbHbIX AaHHbIX Ans 1 ypOBHSA 3aLLMLLEHHOCTU

22. B cootBeTcTBUM C OyHKTOM 16 TpeboBaHMM K 3aliMTe NepcoHanbHbIX AaHHbIX Ansi obecnedyeHus 1
YPOBHS 3aLUMLLEHHOCTU MNEpPCOHanbHbIX AaHHbIX NPU uUX 0B6paboTke B MHAOPMALMOHHBIX CUCTEMax MOMUMO
BbINOSHEHNST TpeboBaHUN, NPeAYyCMOTPEHHbIX MNyHkTamu 5, 16 n 19 HacTosiwero AokymeHTa, Heobxoaumo
BbINOMHEHWE crneayowmnx TpeboBaHuii:

a) aBTOMaTU4yeckasi perucTpaumsi B SMEKTPOHHOM >XypHane 06e30MacHOCTU M3MEHEHMST MOSTHOMOYUIA
COTPyOHWKa onepaTopa Mo JOCTYNy K NepCoHanbHbIM AaHHbIM, COAEPXKaLLMMCSl B MHOPMAaLMOHHON CUCTEME;

0) co3gaHne OTAENbHOro CTPYKTYpPHOro noApasferieHnsi, OTBETCTBEHHOIO 3a obecneyeHne Ge3onacHoCTU
NnepcoHanbHbIX AaHHbIX B WHHOPMALMOHHOM CcUCTEME, IMOO BO3NOXEHMEe ero QYHKUUA Ha OfHO U3
CYLLECTBYIOLNX CTPYKTYPHbIX NoapasaeneHuni.

23. Ona BbINONHEHUs TpeboBaHWUs, yka3aHHOTO B MOAMNYHKTe "a" MyHKTa 22 HacTosAWero AOKYMEHTa,
HeobxoauMo:

a) obecneyeHne WHHOPMALMOHHON CUCTEMbI aBTOMAaTM3MPOBAHHLIMU CpPeaCcTBaMu, MNO3BOMSOLLUMM
aBTOMAaTUYECKN PEMMCTPUPOBATL B 3NIEKTPOHHOM XypHarne 6e30MacHOCTU U3MEHEHWsT MOSTHOMOYUIA COTPYAHMKA
onepartopa Mo AOCTYNY K NepcoHanbHbIM AaHHbIM, coAepXKalumcs B MHDOPMaLNOHHON cUcTeMe;

©) oTpaxeHMe B 9NEKTPOHHOM XypHane 6e30nNacHOCTM MOMHOMOYMIA COTPYOHWKOB onepartopa
nepcoHarnbHbIX AaHHbIX NO O0OCTYNYy K NnepcoHallbHbIM OaHHbIM, coAepXalumMmca B I/IHq.)OpMaLLI/IOHHOVI CcucTtemMe.
YKa3aHHble NONIHOMOUUSI JOMKHbI COOTBETCTBOBATL AOMKHOCTHBIM 00513aHHOCTAM COTPYAHMKOB OMnepaTopa;

B) HasHayeHne onepaTtopoM fuua, OTBETCTBEHHOrO 3a NepuoaMYEeCcKUii KOHTPOMb BEAEHUS SMEKTPOHHOro
XypHana 6e30nacHOCTM M COOTBETCTBUS OTPa@KEHHbIX B HEM MOMHOMOYMI COTPYOHWKOB onepartopa WX
OOMKHOCTHBIM 065s3aHHOCTSIM (He pexe 1 pasa B MmecsL).

24. [na BbINOMHEHUS TpeboBaHWs, yka3aHHOTO B MoAanyHkTe "6" myHKTa 22 HacTodAwero AOKYMEHTa,
HeobxoauMo:

a) npoBectn aHanums Ll,eJ'IeCOO6pa3HOCTI/I Co3gaHnA OTAEeNIbHOro CTPYKTYPHOro nogpasaerneHund,
OTBETCTBEHHOrO 3a 0becneyeHne 6e30nacHOCTU nepcoHarnbHbIX OaHHbLIX B MHCbOpMaLlMOHHOVI CUCTEME;

0) cosgaTb OTAenbHOE CTPYKTYpHOE noapasgerieHve, OTBeTCTBEHHOe 3a obecneveHne 6e30nacHOCTU
nepcoHanbHbIX AaHHbIX B MHPOPMALMOHHOW cuctemMe, NMbo BO3NOXUTb €ro oyHKLMM Ha O4HO U3 CYLLECTBYHOLLUX
CTPYKTYPHbIX NOApa3aeneHui.

25. [1ns1 BbINONHEHUSA TpeboBaHWsl, yka3aHHOro B MOAMYyHKTe "a" nmyHKTa 5 HacTosilero OOKyMeHTa, AJis
obecrneyveHnst 1 ypoBHS 3aLUULLIEHHOCTM HEOBXOAMMO:

a) obopygoBaTb OKHa [lomelleHWiA, pacnonoXeHHble Ha NepBbiX M (MNW) NOCNEeAHUX aTaxax 3daHun, a
Takke oOkHa [lomelleHu, HaxogsWMecss OKOJO MOXapHbIX MEeCTHUL, W OPYyrMxX MEeCT, OTKyda BO3MOXHO
NPOHMKHOBEHME B [lOMELLEHMS MOCTOPOHHUX NUL, MeTanIMYecKMMM pelleTkaMmyu WU CTaBHSMMW, OXPaHHOW
cUrHanusaumen unuv  gpyrumu  CpeactBaMn, MNPensaTCTBYIOWMMU  HEKOHTPOITMPYEMOMY  MPOHUKHOBEHWIO
NMOCTOPOHHMX NNL, B NOMELLEHNS;

6) o6opyaoBaTb OkHa ¥ ABepy [MoMeLLEHNI, B KOTOPLIX pa3MeLleHbl cepBepbl MHPOPMAaLMOHHON CUCTEMBI,
MeTannMYeckuMn peLleTkaMy, OXPaHHOW CcurHanusauuen wnu OpyrMu  cpeactsamu, NpensiTCTBYHOLLMMM
HEKOHTPONMUPYEMOMY MPOHUKHOBEHUIO MOCTOPOHHMX ML B MOMELLEHUS.

26. Onsa BbINoOnHeHus1 TpeboBaHUSA, yka3aHHOrO B MOAMYHKTe "I nyHKTa 5 HacTosero OOKyMeHTa,
HeoOXO4MMO BMECTO Mep, NpedyCMOTPEHHbIX nognyHkTom "B" nyHkTa 9, nyHktamu 18 u 21 HacToswero
OOKyMeHTa, ucnonb3oBaTtb Ans obecneyeHns Tpebyemoro ypoBHS 3alUMLLEHHOCTM NEePCOHAarbHbIX AaHHbIX MpW

nx obpaboTke B MHPOPMaLMOHHOW CUCTEME:

CK3W knacca KA B cnyyasix, korga ans UHpopMaLnoOHHON CUCTEMbI akTyarbHbl yrpo3bl 1 TvMna;
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Mpuka3 ®Cb Poccun ot 10.07.2014 N 378
"O6 yTBepxaeHun CocTaBa U coaepXxaHnst OpraH1M3aLMOHHbIX
N TEXHUYECKUX Mep no obecrieye...

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[ata coxpaHeHus: 04.08.2023

CK3W knacca KB u Bbliwwe B criyyasx, Koraa ansg MHOOopMaLMOHHOW CUCTEMbI aKTyarbHbl yrpo3bl 2 Tuna.
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