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YTBepKAECH U BBEACH B JICHCTBUE
[Ipukazom denepanbHOro
areHTCTBa M0 TEXHUYECKOMY
PEryJaupOBaHUIO U METPOJIOTUH
ot 8 aBrycra 2017 r. N 822-ct

HALUMOHAIBbHbIA CTAHOAPT POCCUACKOWU ®EOEPALINU
BE30MACHOCTb ®MHAHCOBbIX (EAHKOBCKMX) ONEPALIMA
3ALLUUTA UHOOPMALIUM ®UHAHCOBbLIX OPFAHU3ALINIA
BA30BbI COCTAB OPITAHU3ALMOHHbIX U TEXHUYECKUX MEP

Security of Financial (banking) Operations. Information
Protection of Financial Organizations. Basic set
of Organizational and Technical Measures

FOCT P 57580.1-2017

OKC 03.060
35.240.40

JlaTa BBeaeHUSI
1 ssaBaps 2018 rona

[Ipeaucnosue

1 PA3PABOTAH llentpansueiM OankoMm Poccuiickoii ®enepanuu (bankom Poccun) u
Hayuno-npousBoacreennoii pupmoit "KPUCTAJUII" (HITD "KPUCTAJII")

2 BHECEH Texuuueckum xomuteToMm 1o crangaptuzanuu TK 122 "CranpapTsl (UHAHCOBBIX
onepanuit"

3 VTBEPX/JEH U BBEJIEH B HEﬁCTBHE [Tpukazom @enepanbHOrO areHTCTBa IO
TEXHUYECKOMY PETYJINPOBaHMIO U MeTposoruu ot 8 arycra 2017 r. N 822-cr

4 BBEJIEH BIIEPBBIE

IIpaBuna npuMEHEHHs HACTOSIIETO CTaHIapTa YCTAaHOBIIEHBI B cTaThe 26 denepanbHOro 3aKk0Ha OT
29 wmrons 2015 r. N 162-®@3 "O crangaptuzanuu B Poccuiickoit ®enepauuun". Mudopmanus o0
M3MEHEHUAX K HACTOALIEMY CTaHAApTy MNYOJUKyeTcsl B €XKErogHoM (M0 COCTOSHUIO Ha | sHBapd
TEKyIIero rojaa) MHpopMalMOHHOM Yykaszarene "HanumoHanbHble cTaHAapThl', a OQHUIMAIBHBIN TEKCT
M3MEHEHUH U MOMPAaBOK - B €KeMeCIYHOM HH(popMannoHHOM ykasaresne "Haunonanbnble cranaaptsl”. B
cllydae IepecMOTpa (3aMEHbl) MJIM OTMEHBbl HACTOSALIEr0 CTaHJIApTa COOTBETCTBYIOILEE YBEIOMIIEHHE
Oynmer omyOJUKOBAaHO B OJMIKAWIIEM BBITYCKE €XKEMECIYHOTO WH(POPMAIIMOHHOTO YyKa3aTess
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"Haumonansubie crangaptsl”. CooTBETCTBYIOMAS WH(MOPMAIUs, YBEIOMICHHUE U TEKCThI Pa3MEIIaroTCs
TaKke B MH(POPMAIMOHHON cHcTeMe OOIIEro Mojb30BaHMsA - HAa OpUIHMaIbHOM caiite deaepanbHOTO
areHTCTBA M0 TEXHUYECKOMY PETyJIHPOBAHUIO U METPOJIOTHH B ceTH MHTEpHET (WWW.gOst.ru)

BBenenue

PazButne u ykperienne 6ankoBckoi cucteMbl Poccuiickoit deneparuu, pa3BUTHE U 00eCIieueHUE
cTabuiapHOCTH (UHAHCOBOTO phIHKA Poccuiickoit denepanuu ¥ HAIMOHATBHOW TUIATEKHOW CHUCTEMBI
SIBJSIFOTCSL LIEJIAMH JiesTelibHOCTH banka Poccuu [1]. OmHUM M3 OCHOBHBIX YCJIOBHH peaU3alliy THX
nenen sABisieTcs oOecrieueHre HeoOXOAMMOro M JOCTATOYHOTO YPOBHS 3alIuThl MHGOpMAIMU B
KPEIUTHBIX OpraHu3alusiX, HEKPEAUTHbIX (UHAHCOBBIX opranmzanusx P®, a Takke CcyObeKTax
HAI[MOHAJILHOW IUIATES)KHOH CHUCTEMBI (Jajiee MPU COBMECTHOM YIOMHHAHMUA - (DUHAHCOBBIC
OpraHU3aIyH).

B ciydasx HacTymieHHs HHIUIESHTOB 3alUThl HH()OPMAIMK UX HETAaTUBHBIC MTOCIIEICTBHUS B paboTe
OTJENbHBIX (PMHAHCOBBIX OpPraHU3alMii MOTYT MPUBECTH K OBICTPOMY Pa3BUTHIO CUCTEMHOIO KpHU3uca
0aHKOBCKOM cucTeMbl, pruHaHcoBOro peiHka Poccuiickoit deaepanny u (MiIH) HAIIMOHATEHOW TUTATEKHOM
CHCTEMbl, HAHECTH CYIIECTBEHHBIH yIiepOd HMHTEepecaM COOCTBEHHHUKOB M KIMEHTOB (DHHAHCOBBIX
opranuzanuii. IlosTomMy s (UHAHCOBBIX OpraHu3aluii  yrpo3bl  0e30macHOCTH  HH(pOpMAIUH
IPEJCTABISAIOT CYLIECTBEHHYIO OINAaCHOCTh, a oOOecrneueHue 3aluThl HH(POPMALUU SBIAETCS AJsA
(UHAHCOBBIX OPraHU3ALUUI OJHUM M3 OCHOBOIIOJIATAIOIINX ACHIEKTOB UX JEATEIHHOCTH.

J171st IpOTUBOCTOSIHUSL YTpo3aM 0€30MacHOCTH MHGOPMAIIUHU U X BIUSHUIO HA OMIEPAIlMOHHBIN PUCK
(hDMHAHCOBBIM OPTaHHU3ALUSIM CJIEAYeT O0ECIEeYUTh HEOOXOIUMBIM U JOCTATOYHBIA YPOBEHBb 3alllUThI
nH(poOpMallUK, a TaKKe COXPAaHITh STOT YPOBEHb MPU W3MEHEHHU YCIOBUM Kak BHYTPH, TaK M BHE
OpraHu3aIui.

bank Poccun B mpenenax cBoeit kommnerenuu [1], [2] mo cornmacoBanuro ¢ genepanbHBIM OpraHOM
WCIIOJIHUTEJILHOM BJIACTH, YIOJHOMOYEHHBIM B oOjacTh obecriedyeHus: 0e30MacHOCTH, U (erepabHbIM
OpPraHOM HCIIOJIHUTENIbHON BIIACTH, YIOJIHOMOYEHHBIM B 00JacTH TNPOTUBOJAEHCTBHUS TEXHHUUYECKUM
pa3BeKkaM M TEXHUYECKOHN 3alUThl UH(OpMalUY, YCTaHABIMBAeT B HOPMAaTUBHBIX akTax banka Poccun
11 pUHAHCOBBIX OpraHu3aluil TpeOOBaHMs K 00eCIeUEeHUIO 3alIUThl THPOPMAIIUU TPU OCYIIECTBICHUU
OAHKOBCKOM JIEATEIIbHOCTH U JESTENILHOCTU B chepe PUHAHCOBBIX PHIHKOB.

OCHOBHBIMHU HOCJIKIMU HACTOAIICTO CTaHAApTa ABJIAKOTCA:

- ompeneneHWE YpOBHEW 3amuThl HMHPOPMAIMH W COOTBETCTBYIOIIMX UM TpeOOBaHUU K
COJIEp>KaHUI0 0a30BOT0 COCTaBa OPraHU3AMOHHBIX M TEXHMUYECKUX Mep 3alluThl MHPopMaIuu (1anee
MPU COBMECTHOM YIIOMHHAaHMM - Mep 3alluThl HWH(POpMaNWH), TPUMEHSIEMBIX (PUHAHCOBBIMU
OpraHM3alysIMH ISl peau3aliuy TpeOOBaHUN K OOECTIeUeHHUI0 3allUuThl HHPOPMAIINH, YCTAaHOBICHHBIX
HOpMaTUBHBIMHU akTaMH banka Poccun;

- JOCTIDKEHHUE aJIeKBaTHOCTH COCTaBa M COAEP)KaHUS Mep 3allUThl WH(GOpMAlUU, TPUMEHSIEMBIX
(MHAHCOBBIMU OpPraHU3ALMSIMHU, aKTYaJIbHBIM YIpo3aM 0€30MacHOCTH UH(POPMALIMK U YPOBHIO IPUHSTOTO
(uHaHCOBON OpraHu3alyeil ONepaluoHHOTO PUCKaA (PUCK-ANIIETUTY);

- obecnieueHre 3(PPEKTUBHOCTH M BO3MOXKHOCTH CTaHIAPTHU3UPOBAHHOTO KOHTPOJISI MEPONPUSITUN
10 3aImuTe HHHOPMAITUH, IPOBOJUMBIX (UHAHCOBBIMY OpPraHU3ALUSIMU.
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1. Obnacte npUMEHEHUS

Hacrosimuii cranmapt ompenaeisieT ypOBHH 3allUThl WH(GOPMAMM W COOTBETCTBYIOIIUE MM
TpeOOBaHMS K COJAEPKAHUIO 0a30BOr0 cocTaBa Mep 3alIUThl MH(OpPMALUH, KOTOPHIE NPHUMEHSIOTCS
(MHAHCOBBIMU OpPraHU3ALUSAMH JJIS peajn3aluyd TPeOOBaHUN K OOECIEYEeHHUIO 3allUThl WH(POpPMAINY,
YCTaHOBJICHHBIX HOPMaTHBHBIMHU akTamu banka Poccum.

ITonoxeHus HACTOALICTO CTaHgapTa npeaAHa3HAYCHBI JJIS HUCITIOJIB30BaHUA KpCAUTHBIMU
OpraHMU3aIUsIMUA, HEKPEJAUTHBIMA (DUHAHCOBBIMU OpPTraHU3ALUSAMH, YKa3aHHBIMU B 4acTH TEPBON CTaThU
76.1 ®denepansHoro 3akona "O IlentpanpHom Oanke Poccuiickoit @enepanuu (banke Poccun)" [1], a
TaKXe CyObeKTaMHU HAI[HOHAIBHOM TUIATEKHON CUCTEMBI.

ba3oBbIil cocTaB Mep 3amUThl HKHPOPMAITHH, OMPEISISICMbIH HACTOSIIAM CTAaHAAPTOM, IPUMEHUM K
COBOKYITHOCTH OOBEKTOB HH(pOpMATH3alMM, B TOM 4YHUCIE aBTOMAaTU3HpoBaHHBIM cuctemam (AC),
WCIIONB3YEeMbIM  (DMHAHCOBBIMU  OPTraHMU3AlMsSMU N1 BBIOJHEHUS OW3HEC-TIPOIECCOB W (WJIN)
TEXHOJIOTUYECKHX MPOLIECCOB, CBA3aHHBIX C MPEAOCTaBICHUEM (DUHAHCOBBIX, 0AHKOBCKHUX YCIYT, a TAKXKe
YCIIYT TIO OCYIIECTBICHUIO TEPEBOJOB JICHEKHBIX CPEACTB (Jajiee MpU COBMECTHOM YIIOMHHAHUU -
(UHAHCOBBIE YCIYTH).

OOnacTp TpPHUMEHEHHWsS HACTOSIIETO CTaHJapTa, ONpeAessomas 00sS3aHHOCTh (PMHAHCOBBIX
OpraHu3alii NMPUMEHATh Mepbl 3alUThl MH(OpPMAIMM, peaTu3ylolle OJUH M3 YpPOBHEH 3allUThI
nHpopMaluu Uil KOHKPETHON COBOKYNHOCTH O0OBEKTOB HHpopmaTu3anuu, B ToMm uucie AC,
UCMOJb3yeMbIX  (MHAHCOBBIMU  OpraHM3alMsAMHU U1 TPEeNOCTaBICHHUs  (PUHAHCOBBIX  YCIYT,
YCTaHABJIMBAETCSI B HOPMATUBHBIX akTax banka Poccum myrem BKIIIOYEHHS HOPMATHBHOH CCHUIKH Ha
HACTOSIIUI CTaHJapT, IPUBOAMMOI Ha OCHOBaHMU cTaThi 27 PenepanbHOro 3akona "O craHaapTU3aLuu
B Poccuiickoit ®eneparuu" [3].

Hacrosmuii craHmapr NOpUMEHSETCS IIyTeM BKJIIOYEHUsS HOPMATHBHBIX CCBUIOK Ha HETO B
HOpMaTUBHBIX akTax banka Poccum u (wiaM) OpsAMOro HCMONb30BaHMS YCTAHABIMBAaEMbIX B HEM
TpeOOBaHUI BO BHYTPEHHUX JJOKYMEHTaX (DMHAHCOBBIX OpraHU3alui, a TaKXKe B JOroBOpax.

2. HopMaTuBHBIE CCBUIKH

B nacrosmem CTaHAApTC UCIOJIb30BAHBI HOPMATUBHBIC CCHIJIKU Ha CIICAYIOIINUC CTAHAAPThI:

['OCT 34.003 UudopmannonHas texHosorus. Kommiekc craHgapToB Ha aBTOMAaTU3HMPOBAHHBIE
CUCTEMBI. ABTOMaTU3UPOBAHHBIE CUCTEMBI. TE€PMUHBI U ONIPEIEIECHUS

I'OCT P UCO/MBK 7498-1 NndopmanimoHHass TEXHOJOTHS. B3auMOCBS3b OTKPBITHIX CHCTEM.
Bbas3osas stanmonnas mozens. Yacte 1. bazosasg mogenn

I'OCT P 50739 CpenctBa BBIYMCIUTEIBHON TEXHUKH. 3aIIMTa OT HECAHKIMOHUPOBAHHOIO JIOCTYIa
K uHpopmanuu. O0mmue TexHuueckre TpeOoBaHus

I'OCT P 50922 3amura nadopmari. OCHOBHBIC TEPMUHBI B OTIPEACIICHUS

['OCT P 56545 3ammra unpopmanuu. Y a3BUMOCTH HH(POPMALIMOHHBIX cucTeM. [IpaBuiia onucanus
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YSA3BUMOCTEHN

['OCT P 56546 3ammra undopmManuu. YsS3BUMOCTH MHPOPMALMOHHBIX cucTeM. Kiaccudukarms
ySA3BUMOCTEH HH(POPMAIIIOHHBIX CHCTEM

['OCT P 56938 3ammra nndopmanuu. 3amura WHGOPMALKU MPH HCIOIB30BAHUN TEXHOJIOTHH
BupTyanuzauy. O0Imue moJoxKeHus

I'OCT P HMCO/TO 13569 ®wunancoBsie yciayru. Pexkomenpanmuu 10 HHPOPMALMOHHON
0e3onacHOCTH

I'OCT P UCO/M3BK TO 18044 MndopmarionHast TeXHOJOTHUs. MeTOABI U CpeicTBa 00ECTICUCHHS
6e3omacHocTi. MeHeIKMEHT MHIIUEHTOB HH(OPMALIMOHHON O€30MacHOCTH

I'OCT P UCO/MDK 27033-1 UudopmanmoHHas TEXHOJIOTHUS. METOIBI U CpeAcTBa 00eCTICUCHUS
6e3omnacHoctu. besonacHocth ceteil. Yacte 1. O630p 1 KOHIETIMH

I'OCT P UCO/MDK 15408-3 MudpopManmoHHass TEXHOJIOTHUS. METOIBI U CpeAcTBa 00eCTICUCHUS
6e3onacHoctu. Kpurepuu ornenku 6e30nacHoCTH HH(GOPMAaMOHHBIX TexHoMorui. Yacts 3. KoMmoHeHTHI
JOBEpHS K O€30MaCHOCTH

[Tpumeuanue - IIpu Mosib30BaHMM HACTOSILUM CTaHAAPTOM LEIeCO0Opa3HO MPOBEPUTH JIeHCTBHE
CCBUIOYHBIX CTaHAApPTOB B MH(OPMALIMOHHOW cucTeMe OOIIEro Moyib30BaHMs - HAa OQUIMAIILHOM caiiTe
denepallbHOTO areHTCTBA M0 TEXHUYECKOMY PETYJIMPOBAHHUIO U METPOJIOTUHU B ceTH MHTepHET mim no
€XKeroJJHoMy MH(pOpMalMOHHOMY yka3aTento "HaruoHanbHble CTaHIApThl"', KOTOPBIA OMYOJUKOBAH IO
COCTOSIHMIO Ha | sIHBaps TEKYILEro roja, v Mo BBITyCKaM €XEeMEeCSYHOro MH(OPMAIIMOHHOTO yKa3aTels
"HaunonaneHble cTaHAApTHI" 3a TEKYIIUH To1. Eciin 3aMeHeH CCHUIOYHBIM CTaHAApT, HAa KOTOPHIN JgaHa
HEJATUPOBAaHHAsI CCBUIKA, TO PEKOMEHAYETCSI UCIOIb30BaTh JEHCTBYIOLIYI0 BEPCUIO 3TOTO CTaHAApTa C
Y4E€TOM BCEX BHECEHHBIX B JaHHYIO BEpCUI0 HM3MeHeHMH. Eciu 3aMeHeH CChUIOYHBIM CTaHAAapT, Ha
KOTOpBIM JaHa AAaTHPOBAaHHAs CCBUIKA, TO PEKOMEHIYETCS HMCIOJIb30BaTh BEPCHUIO0 3TOTO CTaHAApTa C
YKa3aHHBIM BBIILIE€ TOJIOM yTBepkKAeHUs (MpuHATH). Ecinu nocne yTBep K aeHHsl HaCTOSIIEro CTaH1apTa B
CCBUIOYHBIH CTaHJApT, Ha KOTOPBHIN JaHa AAaTHPOBAHHAsl CCBLIKA, BHECEHO M3MEHEHHE, 3aTparuBarollee
MI0JIOXKEHHE, Ha KOTOPOE J1aHa CChIJIKA, TO 3TO MOJIOKEHHE PEKOMEHIyeTCsl IPUMEHSAThH 0€3 ydeTa JaHHOTO
u3MeHeHMs. Ecau cChIIOUHBIN cTaHIapT OTMEHEH 0e3 3aMEHbI, TO MOJ0XKEHHE, B KOTOPOM JlaHa CChIIKa
Ha HEero, peKOMEH1yeTCsl IPUMEHSAThH B YaCTH, HE 3aTParuBaroliei 3Ty CChUIKY.

3. TepMuHBI U ONIpeAEIICHUS

B nacrosimem cranaapre npumeHeHsl TepMuHbl 1o ['OCT P 50922, TOCT 34.003, 'OCT P 56545,
I'OCT P 56546, a Taxxe cienyrolue TEPMUHBI C COOTBETCTBYIOIIMMHU ONPEACIICHUSMU:

3.1 wmepsl 3amuthl uHpopmauuu: OpraHu3aluMoHHbIE (B TOM 4YHCIE YIpaBICHYECKUE) U
TEXHUYECKHE MEpBbl, IPUMEHsIeMbIe JUIs 3allUThl HH(popMaIK U obecrieueHus nocrynuoctu AC.

[Tpumeuanue - Agantuposano uz 'OCT P UCO/M3K TO 19791.

3.2 TexHuueckas Mepa 3ammuThl HHGopMaruu: Mepa 3ammuThl WHOOpPMAIUMHU, peanu3dyemasi C
MIOMOUIbIO0 IPUMEHEHUS alllapaTHBIX, IPOrPaMMHBIX, alllIapaTHO-TIPOTPAMMHBIX CPEACTB U (WJIN) CUCTEM.
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3.3 opraHu3ainMoHHas Mepa 3auuThl uHbopmaruu: Mepa, He SBISIOIIAACS TEXHUYSCKONH Mepoiu
3amMThl  MHGOpMAIMK, TNPEAyCMAaTPUBAIONIAs  YCTAHOBJICHHE BPEMEHHBIX, TEPPUTOPHAIBHBIX,
MIPOCTPAHCTBEHHBIX, MPABOBBIX, METOJAMYECKUX M UHBIX OTPAaHUYCHHUN Ha YCIIOBUS HCIOJIb30BAaHUS U
PEeXUMBI pabOTHI 00BEKTa HH(POPMATU3ALNH U (WMIIN) UHBIX CBSI3aHHBIX C HUM OOBEKTOB.

3.4 cucrema 3amuthl uHPOpMmanuu: COBOKYIMHOCTh MEp 3alIUThl HMH(GOpMalUW, MPUMEHEHUE
KOTOPBIX HANpaBJICHO Ha HEMOCPEACTBEHHOE o0ecredyeHue 3aluuThl WHGPOpPMAaluu, MPOIECcCOB
MPUMEHEHUS YKa3aHHBIX MEp 3alluThl UH(OpPMAlMH, PECYPCHOTO W OPraHU3allMOHHOTO 00ecredyeHHUs,
HE00XO0AUMOTO Il IPUMEHEHHUS YKa3aHHBIX Mep 3aIluThl HHPOPMAIUH.

3.5 cucrema opraHM3allMd M yhpaBieHus 3amuTod uH(opmanuu: COBOKYIHOCTh MEp 3allUThl
uHpOpMalNY, TPUMEHEHHE KOTOPBIX HANpaBIeHO Ha OOECIEeYeHHE IOJHOTHI M KayecTBa 3allUThHI
uHboOpMalKy, MpeJHa3HAuYEHHBIX Ui IUIAHUPOBAHMS, PEAIM3ALUU, KOHTPOJS M COBEPIIEHCTBOBAHUS
IIPOLIECCOB CUCTEMBI 3alIUThl HH()OPMALIUH.

3.6 oOwbekT wHpoOpMaTH3anuu (HUHAHCOBOW  opraHu3anuu  (00BEKT HMH(pOpPMAaTH3AINK):
CoBOKYITHOCTh OOBEKTOB U PECYpPCOB JIOCTYIIA, CPEACTB U CUCTEM 00pabOTKM MHPOPMALIUH, B TOM YHCIIE
AC, ucnonp3yeMbIx i oOecrieueHUs] HHPOPMATU3AIUN OU3HEC-TIPOIIECCOB M (MJIM) TEXHOJIOTHYCCKHX
poIeccoB (PMHAHCOBOM OpraHU3allH, UCIIOIB3YEMBbIX /IS PEIOCTAaBICHNS (PMHAHCOBBIX YCITYT.

[Ipumeuanue - AgantupoBano u3z 'OCT P 51275.

3.7 TexHOJOrMUYecKuil mporecc (pUHAHCOBON opraHuzanuu (TexHonoruyeckuii mpouecc): HabGop
B3alMOCBS3aHHBIX olepanuii ¢ nHpopmanuen u (uam) oobekTaMu HUH(POPMATHU3ALNH, UCIIOJIB3YEMBIX TTPU
(GYHKIMOHMPOBAHUU (PUHAHCOBOM oOpraHmM3anMd M (WIKM) HEOOXOAUMBIX JUISI MPEJOCTaBJICHUS
(bMHAHCOBBIX YCIYT.

3.8 obwekT goctyna: OO0beKT WH(pOpMaTU3ALKK, MPEACTABISIONNI cOO0H ammapaTHoe CpPeACTBO,
CPEIICTBO BBIYUCIIUTEIILHOW TEXHUKH M (UJIK) CETEBOE 00OpYJOBaHUE, B TOM YHCIIC BXOSIINE B COCTAB
AC (unaHCOBOI Opranuzaiuu.

[Ipumeuanue - B cocraBe OCHOBHBIX THUIIOB OOBEKTOB JOCTyNAa PEKOMEHIYETCS KaK MHUHUMYM
paccMaTpuBarh:

- aBTOMaTU3upoBaHHbIe paboune Mecta (APM) nonbs3oBareneii;
- APM sKcIiTyaTaliioHHOTO NIEpCoHaa;

- cepBepHOE 000pYyI0BaHHE;

- ceTeBoe 000PYI0BaHHUE;

- CHCTEMbI XpaHCHUS TaHHBIX;

- anmmapatHbie Moynu 6ezonacHoctu (HSM);

- YCTpOWCTBA MeYaT! ¥ KOMMPOBAaHHS HHPOpMAINH;

- O0BEKTBI JOCTyNA, PACIMOJIOKEHHbIE B MyOIMYHBIX (OOIIEAOCTYMHBIX) MecTax (B TOM 4HCIIe
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6aHKOMaTBI, IJIaTC)KHBIC TepMI/IHaJ'IBI).

3.9 pecypc nocryma: OOBekT wuHPOPMATH3AIMU, TMPEACTABISIOMNANA COO0M COBOKYITHOCTH
uHpopmanuu 1 nporpammuoro ooecrieuenus (I10) od6padorku nnpopmanmu.

[lpumeuyanne - B cocTaBe OCHOBHBIX THIIOB PECYpPCOB JOCTYHa PEKOMEHAYETCS KaK MHUHHMYM
paccMaTpHUBaTh:

- AC;

- 0a3bl JAHHEIX;

- ceTeBbIe (paiioBbIE peCypCHI;

- BUPTYyaJbHbIC MAIIMHEI, PEAHA3HAYCHHBIC TSI pa3MEIICHHS CEPBEPHBIX KOMITOHEHTOB AC;

- BHUPTYAJbHBIC MaAlIWHBbI, IIPEAHAZHAYCHHBIC IJId Pa3sMCIICHUA APM T1monp3oBarenedl u
OKCILTYaTallTHOHHOT'O IIEPpCOHAlIA;

- pPECypChl JOCTYIIA, OTHOCAIIUECA K CCPBUCAM 3J'IeKTp0HH0171 IIOYTHI,

- pecypchl gocryna, otHocsuecss K WEB-cepBucam ¢uHancoBoi opranuzanuu B cetssx MuTpaner
u NnaTepHer.

3.10 xoHTyp 6e3omacHocTH: COBOKYITHOCTh O0BEKTOB MH(pOpMATU3AlNH, ONpeaesseMas 00J1acTbio
MPUMEHEHHUSI HACTOSIIETO CTaHJapTa, HMCIOJb3yeMbIX IS peau3alud OW3HEeC-TPOIecCOB U (WJIH)
TEXHOJIOTUYECKUX MPOLECCOB (PMHAHCOBON OpPraHU3aIMM €MHOM CTENeHN KPUTUYHOCTH (BaKHOCTH), JUIS
KOTOpOI (pMHAHCOBOI OpraHu3alueil NMpuMeHsieTCsl €AMHas MOJUTHKA (PeXHUM) 3allluThl MHPOpMAaLUH
(emuHbIN HAOOP TpeOOBaHUI K 0OECIIEUEHHUIO 3aIIUThl HHPOPMALIUK).

3.11 ypoBenp 3amuthl nHGopmanuu: OnpeneneHHas COBOKYIHOCTb MEp 3allUThl MH(Opmanuu,
BXO/ISIIUX B COCTaB CHCTEMBI 3alllUThl HH(GOPMALIUK U CUCTEMbl OpraHU3allMM U YIPABJICHHUS 3allUTON
nH(pOpMalU, IPUMEHIEMBIX COBMECTHO B IPE/EIax KOHTypa 0€30IacHOCTH JUIsl peaTu3ali MOJTUTHKH
(pexxuma) 3ammThl  MHGOPMAIMKM, COOTBETCTBYIOLIEH KPUTHYHOCTH (BaXXHOCTHM) 3aIlMIIaeMOM
nH(popManuu OU3HEC-TPOIIECCOB U (MJTH) TEXHOJIOTHYECKUX MPOIECCOB (DMHAHCOBOM OpTraHU3aIiH.

3.12 ¢usuueckuit noctyn Kk 00beKTy aocryna (puzndeckuid goctym): JocTyn K 00bEKTy J0CTyIa,
BKJTIOYAst JOCTYM B IOMEIIEHHE, B KOTOPOM PACIIONIOKEH OOBEKT JIOCTYIIA, TIO3BOJISIONINI OCYIIECTBUTH
¢busnueckoe BO3AEHCTBHE HA HETO.

3.13 noruyeckuil 1OCTyN K pecypcy JAocTymna (Jorudeckuil qoctym): JlocTym K pecypcy AocCTyma, B
TOM YHCJIE YAAIECHHBIH, pealu3yeMblii ¢ UCIIOJIb30BAaHUEM BBIUMCIUTEIBHBIX CETEH, TO3BOJIAIOIINN, B TOM
yucie 6e3 pU3nYecKoro J0CTyIa, OCYIIECTBUTH JOCTYI K 3allUIlaeMod MH(OpMalUK WU BHIIOIHUTH
oIepaluy 1o oopaboTKe 3amuiaeMonl HHPOpPMaLIUH.

3.14 cybwexT moctyma: PaGoTHUK (h)MHAHCOBOW OpPTraHM3allM{ WJIM WHOE JIUI0, OCYIIECTBIISIOMINN
¢usnveckuit U (WiIM) JOTHYECKUI JOCTYH, WM MPOTPaMMHBIA CEPBUC, OCYIIECTBIISIOMUI JTOIrMYECKHMA
JOCTYII.
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[Tpumedanue - B cocTaBe OCHOBHBIX THIIOB CYOBEKTOB JIOCTyNla B HACTOSIIEM CTaHIApTe Kak
MUHHMMYM PacCMaTPUBAIOTCS CIEAYIOIINE:

- TIOJIb30BaTeNd - CYOBEKTHl JIOCTyNa, B TOM 4YHCIE KIMCHThI (PMHAHCOBOH OpraHU3aIWH,
OCYIIIECTBIISIONINE JOCTYI K 00BEKTaM | (WJIH) pecypcaM JOCTyTa C IMEJIbI0 UCTIOIh30BaHMS (PMHAHCOBBIX
YCITyT, MPEI0CTABISIEMbIX HHPOPMAIIMOHHOW HHPPACTPYKTYPOil PHUHAHCOBOI OpraHU3alny;

- OKCIUTYaTallMOHHBIA MEPCOHAN - CYOBEKTHI JOCTYIA, B TOM YHCJE MPEACTABUTEIH MOAPSIHBIX
OpraHM3alHi, KOTOPbIE PpEIIAloT 3aJauyd OOeCIedeHUs AKCIUTyaTalud W (WIHM) aJAMUHHCTPUPOBAHUS
00BEKTOB U (WJIN) PECYpCOB AOCTYIIA, Al KOTOPBIX HEOOXOIUMO OCYLIECTBIEHHE JOIMYECKOro JOCTYIa,
BKJIIOYas 3a/lau, CBSA3aHHBIC C SKCIUIyaTallMedl M aJIMUHHUCTPHUPOBAHHEM TEXHUYECKUX MEp 3alUThI
nH(pOpMAIHH;

- TEXHHYCSCKHI (BCHOMOF&T@J’ILHLII‘/'I) nepcoHal - CY6I>GKTBI AOCTYIIa, B TOM YHUCIIC NPCACTABUTCIIN
nmoapsAAHBIX OpFaHI/I3aIII/II71, pemiaromue 3agavdu, CBA3AHHBIC C obecreueHUuEM 9KCILTyaTalluu 00BEKTOB
AOCTYIIA, IJI BBIIIOJHCHUS KOTOPBIX HE Tpe6yeTc;1 OCYHICCTBJICHUC JIOTHUYCCKOI'0 OOCTYyIIa, WA
BBITTOJIHAOIIHUEC XO3ﬂﬁCTBeHHyIO ACATCIIBHOCTE W OCYHICCTBJIAIOIINC (1)I/ISI/ILICCKI/II\/JI AOCTYII K 00BbEeKTaM
AOCTYIIa oe3 HECJIU UX HCTIOCPCACTBCHHOI'O HCIIOJIb30BAHM;

- IpOrpaMMHBIE CEPBHUCHI - IIPOLIECCHl  BBINOJIHEHHS HOporpaMM B  HH(OpPMALMOHHON
MHPACTPYKTYpPE, OCYLIECTBISAIOLINE JJOTHYECKHH JOCTYI K pecypcaM J0CTyIa.

3.15 aBropuszanus: [IpoBepka, HOATBEPKAECHUE U NIPENOCTABICHUE NIPAB JIOTHYECKOTO JOCTYIA IPU
OCYILIECTBICHUH CyOBEKTaMU JIOCTYIIA JJOTHYECKOTO JOCTYIA.

3.16 unentuduxarms: [IpucBoeHune s OCYIIECTBICHUS IOTUYECKOTO TOCTYIA CYOBEKTY (00BEKTY)
JOCTYTa YHUKaJbHOTO TpH3HaKa (MICHTU(PHUKATOpPA); CPABHEHHE MPU OCYIIECTBIECHUU JIOTUYECKOTO
JIOCTYTAa MPEeIbABIIEMOr0 CyOBeKTOM (00BEKTOM) JOCTYyMa UASHTH(PHUKATOPA C TIEPEYHEM MPUCBOCHHBIX
UJEHTU(DUKATOPOB.

3.17 ayrentudukanus: [IpoBepka mpu OCYIIECTBICHHH JIOTMYECKOTO OCTYMa MPUHAICKHOCTU
cyOBeKTy (00BEKTY) AOCTyIa MPEABIBICHHOTO UM HICHTU(PHUKATOPA (TOATBEPKICHUE TTOAJIMHHOCTH ).

3.18 peructpanust coObITHH 3ammTel HHQOpMaruu (peructpanus): @Dukcauus JaHHBIX O
COBEpIICHHBIX CYOBEKTaMHU JOCTYIA JEHCTBUIX WM JAHHBIX O COOBITUSX 3aIUTHI HHPOPMAIIHIH.

3.19 yyernas 3anuch: Jlormueckuii 00bekT (MH(OpMAIUS), CYIIECTBYIOIIUN B Mpeaenaax OJIHOrO
WA HECKOJIBKUX PECYPCOB JJOCTYIA U IPECTABIAIONINN CyObEKTa 10CTyNa B €ro (UX) mpezesnax.

3.20 TexHHYECCKas YUYCTHasA 3alluChb: YuerHas 3aluCb, HUCHOJB3YyCMaA MIJid OCYIICCTBIICHUA
JIOTUYCCKOro JoCTyIa MporpaMMHBIMU CCPBUCAMMH.

3.21 mpaBa noruueckoro goctyna: HaGop neiicTBuii, pa3pelieHHbIX Ui BBIIOIHEHUS CYOBEKTOM
JIOCTYTIa HaJ pECYpCOM JOCTYyIa C UCIOJIb30BAHNEM COOTBETCTBYIONIEH yUETHON 3aIMUCH.

3.22 ponp noruyeckoro aocryna (poiip): 3apaHee onpeseneHHas COBOKYIMHOCTh (PYHKIUI U 3ajau
CyObeKTa JOCTyIa, Ui BBINOJHEHUS KOTOPBIX HEOOXOAUM ONpEAETICHHBIH HAa0Op HpaB JIOTUYECKOTO
JocTyma.
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3.23 ponb 3amuThl WHPOPMANMH: 3apaHee OIpeAesieHHAas COBOKYIMHOCTh (YHKIUHA W 3ajad
CyOBbeKTa JOCTyma, B TOM 4YHcle pabOTHUKAa (PMHAHCOBON OpraHW3aIliH, CBS3aHHBIX C MPUMECHEHHEM
OpPraHMU3aIMOHHBIX U (UJIM) TEXHUYECKUX MEp 3allUThl HHPOPMAIUH.

3.24 neranpHblii cyOBeKT noctyna: CyObeKT NOCTyIa, HaJeleHHBIH (PMHAHCOBOW OpraHHu3anueit
MOJHOMOYHMSIMH Ha OCYIIECTBIEHHE (PU3NUECKOTO U (MJIH) JIOTHYECKOTO TOCTYIIA.

3.25 ayrenTu(ukannoHHbIe AaHHbBIC: JlaHHBIE B MI000i (popme 1 Ha TI0OOM HOCHUTEIE, H3BECTHBIC
WIH TIPUHAJUICKAIIIE JIETaJbHOMY CYOBEKTY JNOCTYIIa - JICTATBHOMY BIJICNbIly ayTeHTU()UKAIIMOHHBIX
JTaHHBIX, WM JaHHBIC, KOTOPHIMU OO0JalaeT JIeTAIbHBI CYOBEKT IOCTyMa, HWCIOIb3YeMbIC IS
BBINOJIHEHUS MIPOLEAYPHI ayTEHTH(PHUKAIIMHA TPH OCYIIECTBICHUH JIOTHYECKOTO JOCTYIIA.

3.26 xommpomeTanus ayTeHTU(UKANMMOHHBIX NaHHBIX: COOBITHE, CBSI3aHHOE C BO3HHKHOBEHHEM
BO3MO>XHOCTH HCIIOJIb30BaHUS ayTEeHTU(DHUKAIIMOHHBIX JAHHBIX CyOBEKTOM, HE SBJISIOUIMMCS JIEralbHbIM
BJIQJICTIBIIEM YKA3aHHBIX AyTCHTH(PUKAIMOHHBIX JaHHBIX.

3.27 dakrop ayrentudukanum: biok JaHHBIX, HCIOIb3YEMBbIX MPH ayTCHTH(OUKALNKN CyObEKTa WU
00BEKTa AOCTYIIA.

[Tpumeuanus
1 ®akTophl ayTCHTH(PUKAIIUY TTOPA3ACIAIOTCS Ha CISAYIONTUE TPU KATETOPHH:

- YTO-TO, YTO CYOBEKT WJIU OOBEKT JOCTYyINa 3HAET, HApUMEp, MapOJId JIETAIbHBIX CYOBEKTOB
noctyna, [IMH-koxawr;

- YTO-TO, 4eM CYOBEKT HJIM OOBEKT AOCTymna o0jajaeT, HalpuMep, JIaHHbIE, XpaHUMbIE Ha
MEPCOHANBHBIX TEXHUYECKHUX YCTPOWCTBAaX ayTeHTU(UKAIMM: TOKEHaX, CMapT-KapTax M HHBIX
HOCHUTEIISX;

- YTO-TO, YTO CBOMCTBEHHO CYOBEKTY WJIM OOBEKTY JAOCTYIa, HAapUMep, OMOMETPUUECKHE JaHHbIE
(bu3M4ECKOro IUlla - JIEraJbHOIro CyOBbeKTa JI0CTyIa.

2 AnantupoBano u3 [4].

3.28 onpHodakTopHas ayTreHTU(UKauus: AyTeHTUUKaLus, I OCYILIECTBICHUS KOTOPOU
UCMOJIb3YyeTCs OIUH (aKTOp ayTEHTU(PHUKAIHH.

3.29 wmHorodakropHas ayTreHTU(UKalMs: AyTeHTH(QHUKALuUs, A8 OCYIIECTBICHUS KOTOPOH
UCTOJIB3YIOTCS J1Ba U 0oJiee pa3nuyHbIX (DAaKTOPOB ayTEHTH(PHUKAIHIH.

3.30 aByxcTtopoHHss ayTeHTHUKauusa: MeTos ayTeHTUQHUKAUH O0OBEKTOB M PECYpPCOB JOCTYIIA,
o0ecreynBaOmMil B3aUMHYIO TPOBEPKY MNPHUHAJIEKHOCTH TNPEABSBICHHBIX OOBEKTOM (pecypcom)
J0CTYTa UACHTU(PUKATOPOB MPHU X B3aUMOAECHCTBUH.

[Ipumeuanue - AnantupoBano u3 [4].

3.31 cobbiTue 3amuThl nHGOpManmu: MaeHTndunrpoBaHHOe BOZHUKHOBEHUE U (WIJIH) U3MCHEHHE
COCTOSIHHSI 00BEKTOB MH(pOpMAaTH3aIui (DMHAHCOBOW OpraHM3allniy, ACHCTBUS PAOOTHUKOB (DMHAHCOBOM
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OpraHM3aly U (WJIN) WHBIX JIUI, YKa3bIBAIOIIHE HAa BO3MOXKHBIN (TIOTEHIMATBbHBIN) MHIUICHT 3alUTHI
uHpopManuu.

[Tpumeuanue - Anantupoano u3 [[OCT P MCO/MBK 27001.

3.32 wunmunent 3amuThl uHGopManmu: OJHO WM cepusl CBS3aHHBIX HEXEJIAaTeIbHBIX WIH
HEOXHUJIAaHHBIX COOBITUH 3alIUThl WH(POPMAIMK, KOTOPhIE MOTYT NPUBECTH K PHUCKY HapyIIEHUS
BBITIOJTHEHUSI OW3HEC-TIPOLIECCOB, TEXHOJOTMYECKUX IPOIECCOB (DMHAHCOBOWM OpraHu3aluu U (WiIN)
HApYIIUTH 0€301MacCHOCTh HH(POPMAITUH.

[Tpumeuanus

1 B cocraBe THUNOB HWHUUJEHTOB 3allUThl HH(OpPMALUU PEKOMEHIYETCS KaK MHUHUMYM
paccMaTpuBarh:

- HECAHKIIMOHMPOBAHHBIN JIOCTYII K HH(OPMAIIHH;

- HapylleHue B oOecreueHHH 3aliuThl MHPOpPMaLMK, BKIKOYas HapylUIeHHe paboThbl TEXHUYECKUX
Mep 3alHUThl HH(GOPMAIIHNH, TIOSBICHNE YA3BUMOCTEH 3aIIUTHI MHPOPMALINH;

- HapyuieHue TpeboBaHuil 3aKoHoAaTenbcTBa Poccuiickoit denepanuy, B TOM YHCIEe HOPMAaTUBHBIX
aktoB banka Poccun, BHYTpeHHUX IOKYMEHTOB (DMHAHCOBOM OpraHu3alud B 00JIaCTU OOECTICUCHHS
3aIUThl HH()OPMALINK;

- HapyLICHHE PETJaMEHTUPOBAHHBIX CPOKOB BBIIIOJHEHUS MNPOLEAYp M OIEepaluil B paMKax
MPEOCTaBIEHUS] (PMHAHCOBBIX YCIYT;

- HapylIeHHE YCTaHOBJIECHHBIX MOKa3aTeNell NpeaocTaBiIeHNsl UHAHCOBBIX YCIYT;
- HaHeceHue (prHaHCOBOTO yiepOa (UHAHCOBOI OpraHU3alyu, € KJIMEHTaM U KOHTpareHTaMm;

- BBIIIOJIHEHUE ONepanuid (TpaH3aKIHii), NPUBOASAIINX K (PMHAHCOBBIM IMOCIEICTBUSAM (PMHAHCOBOU
OpraHM3aliM, €€ KIWEHTOB M KOHTPAareHTOB, OCYILECTBICHHE IEPEBOJOB JEHEXKHBIX CPEICTB IIO
pPaclopsKEHUIO JIUI, HE O0JIaJalolIMX COOTBETCTBYIOIIMMHU MOJHOMOYMSMM, WJIM C HCIOJIb30BAaHHEM
UCKa)XEHHOW WH(pOpMAIMM, COJAepXkKalleiics B COOTBETCTBYIOLIMX pPACIOPSIKEHUAX (DIEKTPOHHBIX
COOOIICHUSX ).

2 Anmantuposano uz 'OCT P UCO/MDK 27001.

3.33 ynpaBneHue WHIUACHTaMH 3amuThl HHpopMamuu: J[eaTeIbHOCTh IO CBOEBPEMEHHOMY
0OHapY)KCHHWIO WHIMJICHTOB 3alllUThl MH(OpMAaIMU, aJeKBaTHOMY M OINEPATUBHOMY pEarupoBaHUIO Ha
HUX, HalpaBJICHHAs HA MUHUMH3AIUIO U (WJIH) JTUKBUJAINIO HETaTUBHBIX MOCIEACTBHIA OT MHIIUICHTOB
3amuThel UHGOpMauKu Il (PMHAHCOBOW OpraHu3alud W (W) €€ KIMEHTOB, a TaKXKE Ha CHIDKCHHE
BEPOSTHOCTH MOBTOPHOTO BOSHUKHOBEHHS MHIIUJCHTOB 3aIIUTHI HH(POPMAIIUH.

3.34 rpynma pearupoBaHUsS Ha WHIUACHTHI 3amuThl wHbopmamuu; ['PU3U: leiicTByromas Ha
MIOCTOSIHHOM OCHOBE Tpymia pabOTHUKOB (PMHAHCOBOW OpraHW3aluu U (WJIM) WHBIX JIHII, TPUBIIEKAEMbIX
€10, KOTOpasi BBINOJIHAET PErIaMeHTHPOBAHHbBIE B (PMHAHCOBOM OpraHM3alMM MPOLEIYphl pearupoBaHUs
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Ha MTHIOUACHTBHI 3alllUThI I/IH(i)OpMaHI/II/I.

3.35 undopmanus KoHPpUACHIMATBHOTO XapakTepa: MHpopmanus, 115 KOTOPOH B COOTBETCTBUH C
3akoHoJaTenbcTBOM Poccuiickoii denepanniv, B TOM 4YUCI€ HOpMaTHBHbIMU akTamu banka Poccum, u
(uM) BHYTPEHHMMH JOKYMEHTaMH (DMHAHCOBOM OpTaHU3allMM 00ECIEUMBACTCS COXPAHEHUE CBOWCTBA
KOH(PHUACHITMATHHOCTH.

3.36 yreuka wHpopMaiuu: HekoHTpoimpyemoe (GUHAHCOBOH oOpraHu3alvell pacrnpoCcTpaHCHHE
nHpOpMaIUY KOH(PUICHIIMAIBHOTO XapaKTepa.

[Tpumeuanue - Agantuposano u3z ['OCT P 53114.

3.37 3ammrTa UHGOPMALIUHU OT yTEUKH: 3ammuTa HHPOPMAIIMH, HApaBJICHHAs HAa TPEIOTBpAIICHUE
HEKOHTPOJIHMPYEMOTO (PMHAHCOBOM OpraHM3alell pacipocTpaHeHUs MHGOPMALUH KOH(PHICHIUAIHLHOTO
Xapakrepa.

[Ipumeuanue - AgantupoBano u3z 'OCT P 50922.

3.38 cepBepHBIE KOMIIOHEHTHI BHUpTyanu3anuu: COBOKYIIHOCTh THIIEPBH30pa, TEXHHUUYECKUX
CpeAcTB, HEOOXOAMMBIX s (DYHKIMOHHUPOBAHMUSA  TUINEPBHU30pA,  TEXHUYECKHX  CPEICTB,
MpeHa3HAYEHHBIX JJI YIPaBICHUS U aIMUHUCTpUpOBaHMS runepBusopa, [10, npeanasHaueHHOTO AJs
MPEIOCTABIICHUST JIOCTyNla K BUPTyalbHBIM MammHaM ¢ APM monw3oBateneild (Hampumep, Opokep
COCIMHCHHM ).

3.39 Ga3oBbIif 00pa3 BupTyasbHON MammHbl: OOpa3 BUPTyaJbHOM MalllMHBI, MCIIOJIb3YyEMBIH B
KayecTBe MepBOHAYAILHOIO 00pa3a Mpu 3amycke (3arpyske) BUPTyaabHON MalIHHBI.

3.40 texymwmii oOGpa3 BupTyanbHOM MamuHbl: OOpa3 BHUPTyaJbHOM MallMHBI B OIpEAEICHHBIN
(Tekymuit) MOMEHT BpeMEeHH €€ (PYHKLIIMOHUPOBAHMUS.

3.41 wuHopManMOHHBIA OOMEH MEXIy BHUPTYyaJbHBIMM MalllMHAMU: MeXnpoueccopHoe
B3aMMO/JICHCTBHE, a TAK)KE CETeBbIe MH(POPMALIMOHHBIE TOTOKU MEX/Y BUPTYaJIbHBIMU MAlllMHAMH, B TOM
qlClie peaInu3yeMble CPEJCTBAaMH TMIIEPBU30pa U BUPTYAJIbHBIMU BBIYMCIUTEIbHBIMU CETSIMH.

3.42 cucrema XPaHCHUSA HOAHHBIX BUPTyaJIHU3allUA (CI/ICTCMa XPaHCHUA r[[a.HHIJIX)Z COBOKYHHOCTB
TEXHUYECCKUX CPCACTB, MNPCAHASHAYCHHBIX [JIA XpPaHCHHUA OaHHBIX, HCIIOJbB3YCEMBIX IIPU peain3aliun
BUPTyaJIn3aliuki, B TOM YHCIIC 06pa3013 BUPTYAJIbHBIX MalllMH W JaHHBIX, O6pa6aTBIBaCMBIX
BUPTYaJIbHBIMH MalllUHaMH.

3.43 3amuTa OT BPEIOHOCHOTO KOJa Ha ypoBHe rumepBuzopa: Crmoco0 peanu3aldyd 3ailUuThl OT
BPEIOHOCHOTO KOJia BUPTYAJbHBIX MAIIMH C MCIOJIB30BAaHUEM MPOTPAMMHBIX CPEJICTB 3allUTHI OT
BPEJIOHOCHOTO KOfa, (YHKIMOHUPYIOMIMX KakK OTIElbHbIE BUPTYaIbHBIE MAIIMHBI Ha YPOBHE
TUTIEPBU30pa, 0€3 HEMOCPEACTBEHHON YCTAHOBKHU areHTOB Ha 3alllUINaeMble BUPTYaJbHBIE MAITMHBI.

3.44 neHTpaTU30BaHHOE YIPABJICHWE TEXHUUYECKUMHU MepaMH 3alluThl WHpOpMaLUU: YTpaBieHnue
CPEICTBAaMHU U CHCTEMaMH, PEaIU3YIOUUMHU TEXHUYECKHE MEpbl 3alUThl HHPOPMAIMH, MHOKECTBEHHO
pa3MeniaeMbiMu Ha APM nosib3oBarteneil ¥ 3KCITyaTallMOHHOTO IIEPCOHAIA.
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[Tpumeuanue - B cocraBe pyHKIMIA IEHTPATU30BAHHOTO YIPABICHUS pacCMaTPUBAIOTCS:

- aBTOMAaTH3MPOBAaHHBIC yCTaHOBKA M OoOHOBieHHE [0 TeXHHMYECKHMX Mep 3alIUThl MHPOpPMALUH,
MOJIy4aeMbIX U3 €IMHOTO (3TAJIOHHOT'0) UCTOYHHKA;

- ABTOMAaTU3HPOBAHHOC OOHOBJICHHE CUTHATYPHBIX 0a3 B CJIydac UX HCIOJIb30BaHU:, MOJIYyYaCMbIX
n3 €JUHOI'0 (BTaJ'IOHHOl"O) HCTOYHHKA, C YCTaHOBHeHHOﬁ NEPUOANYHOCTBIO,

- aBTOMAaTU3MPOBAHHOE YCTAHOBJIEHUWE MapaMeTPOB HACTPOEK TEXHUYECKUX MEpP 3allUThI
nH(pOpMaLIUHY, TTOTYyYaeMbIX U3 €IMHOTO (3TAJIOHHOTO) UCTOYHHUKA;

- KOHTpoOJb menocTHocTH [1O TexHWYecKMX Mep 3aluThl WHPOPMALWHU, MapaMeTPOB HACTPOEK
TEXHUYECKMX Mep 3aluThl UWHGOpMAllMM M CHUTHAaTYpHbIX 0a3 TIpU  OCYIIECTBICHUU HX
aBTOMATHU3UPOBAHHOW YCTAaHOBKHU U (WJIM) OOHOBJICHUH;

- KOHTpOJIb LEJIOCTHOCTU €AMHOro (3TajJoHHOro) ucrouHuka I1O TexHMUYEeCKHMX Mep 3aluThl
nHpOpMaINH, TAPaAMETPOB HACTPOCK TEXHUUECKUX MEP 3allUThl MH(POPMAIINY M CUTHATYPHBIX 0a3;

- I[EHTPAJIM30BAHHBI CcOOp MaHHBIX PETUCTPALUA O COOBITUSX 3aIIUTHl  HHQOPMAIIHH,
(hopMUPYEMBIX TEXHHYECKUMHU MEPaMH 3alTUThl HHPOPMAITUH.

3.45 ynaneHHBIH JOCTYI paOOTHHUKA (UHAHCOBOM opraHu3anuu (yIaJleHHbIH qoctym): Jlornaeckuit
JocTyn pabOTHUKOB (PMHAHCOBBIX OpPTaHM3AINil, pealu3yeMblidi U3-3a MPEAETIOB BHIYHCIUTENBHBIX CETeH
(MHAHCOBBIX OpraHU3alui.

3.46 pecypc nepcOHalNbHBIX JaHHBIX: ba3za NaHHBIX WIM HHAas COBOKYMHOCTb NE€PCOHAJIbHBIX
nauubixX (I1/10) Mmaorux cyobexkToB I1/1H, 00BeAMHEHHBIX OOIMME TEIsIMU 00pabOTKH, 00padaThIBaEMBbIX
(buHaHCOBOW OpraHM3aIllell ¢ WCMOJIb30BaHWEM WM 0€3 HCIOJIb30BaHUs 00BEKTOB MH(OpMATHU3AIINH, B
toM uucie AC.

4. O603Ha4YEHUS U COKPALICHUS

B HacrosmeM crangapTe NpUMEHEHBI CIEAYIOIHUE COKPALICHUS:
APM - aBTOMaTH3UpOBaHHOE pabouee MecTo;

AC - aBTOMaTH3MpPOBaHHAS CHCTEMA;

I1/IH - mepcoHanbHbIE JaHHBIE;

NCTIIH - nHpOpMaIIMOHHBIE CUCTEMBI IEPCOHATILHBIX TAHHBIX;
MHMU - mammHHbIE HOCUTENN UH(DOPMAIUY;

HC/] - HecaHKIIMOHUPOBAHHBIN JOCTYIT;

1O - mporpamMMHOe 0OecTieueHUE;

CK3MU - cpenctra kpunrorpaguieckoit 3anuThl HHPOpMaINu;
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CBT - cpeacTBo BbIUUCIUTEIBHON TEXHUKH;

CYB/I - cucrema yripaBieHus 0a3aMu JaHHBIX.
5. Ha3naueHue u cTpyKTypa cTaHgapTa

Pa3zen 6 HacTosIIIEr0 CTaHAAPTa COACPIKHUT:

- omucaHue OOIIed METOJOJIOTUM MpPUMEHEHUs (PUHAHCOBBIMH OpraHH3alUsMU TpeOOBaHUN K
cojiep KaHuI0 6a30BOT0 COCTAaBa MEp 3aIUTHI HHPOPMAIIUH, OTIPEICTICHHOTO B HACTOSIIIEM CTaHAAPTE;

- OTpe/IeNIeHre YPOBHEH 3aIuThl HHpOpMaLIMY, peaTr3yeMblX (PHUHAHCOBOM OpraHu3anuei.

Paznen 7 Hacrosimiero craHaapTa COJAEPKUT Ul KaXJ0ro M3 ypOBHEH 3aluThl MH(pOpManuu
TpeOOBaHUS K cojep)KaHHIO 0a30BOro cocraBa Mep 3allMThl MH(OpMAalMM, NPUMEHEHHE KOTOPBIX
HAIpaBJICHO Ha HETIOCPEACTBEHHOE 00ecTieueHre 3auThl nHpopManuu (TpeOOBaHMS K CUCTEME 3aIUThI
nHpopManun).

Paznensr 8 n 9 Hacrosimero cranaapra coaepikar s KaKJ0ro U3 YPOBHEH 3alIuThl HH(GOpMAIHN
TpeOOBaHUS K CoJepXKaHMIO 0a30BOr0 cocTaBa Mep 3alluThl HHGOpPMAlMU, HANpaBJIEHHbIX Ha
o0ecriedeHre JODKHOW MOTHOTHI M KAYeCTBA peai3allii CUCTEMBI 3aIUThl HHpopManuu (TpeboBaHHs K
CHCTEME OpraHu3allMd U YNPaBJICHUIO 3alIUTOM MH(OpMauM), BKIOYas TPeOOBAaHUSA K COJEP’KAHHIO
06a30BoOro cocraBa Mep Mo OOECHEYEHHUI0 3aIIUThl MHPOpPMAIMK Ha 3Tanax >KW3HeHHoro nukia AC u
MIPUIIOKEHUN.

B npunoxkennn A HacTosIIEro CTaHAapTa MPHUBEIECHO ONMCAHHE OCHOBHBIX IOJIOKEHUH 0a30BOI
MOJIEJIN YIpO3 U HapyluTenel (UHaHCOBBIX OpraHU3aIUi.

B MMPUITOKCHUHN b HACTOAIICTO CTaHAapTa MPUBCACHBI COCTAaB U COACPIKAHHUEC PEKOMCHIAYCMBIX
OpraHu3alluOHHBIX MEP, CBA3AHHBIX C O6p8.60TKOI>i (I)HHaHCOBOﬁ Opl"ﬁ.HPB&I.[PIGfI NEPCOHANILHBIX JTaHHBIX.

B npunoxenun B Hacrosiero craHgapta IpHUBEIEH IE€peueHb COOBITHI 3amuThl MHGOpMaIuy,
noteHManbHO cBsi3aHHbIX ¢ HCJl m uMHOMAeHTaMM 3aluThl MHPOPMALUHU, PEKOMEHAYEeMbIX s
BBISIBJICHHUSI, PETUCTPALIMX U aHAJIN3A.

6. OO1IME ITOJI0KEHNA

6.1 JlesrenpHOoCcTH (MHAHCOBOM OpraHU3alliid CBOWCTBEHEH OMNEPALMOHHBIM PUCK, CBSI3aHHBIM C
HapyleHrneM 0e30MacHOCTH MH(OpMAIMH, YTO SBJISETCS OObEKTUBHOM PeaJbHOCTBIO, U MOHU3UTH 3TOT
PHUCK MOKHO JIUIIb IO OMPEIEIEHHOT0 OCTaTOYHOIrO ypoBHS. [[i1sl ynpaBieHus: oneparioHHbIM PHUCKOM,
CBSI3aHHBIM C 0€3011aCHOCTHIO HH(OpMaIK, (PMHAHCOBON OpraHU3aIMi HEOOX0IUMO 00ECIeUUTh:

- WICHTU(PHUKAUIO U Yy4eT 00beKTOB HHpopMaTH3auu, B ToM ynciie AC, BKIIOYaeMbIX B 00J1aCTh
NPUMEHEHHs HACTOSALIETO CTaHAapTa B COOTBETCTBMM C TPeOOBAHMSMH HOPMATHUBHBIX akToB baHka
Poccun, ycTaHaBnMBaroOIUX O0S3aTEIBHOCTh INPUMEHEHUS €ro IOJN0XKEeHUH (Jasee - 001acTh
IIPUMEHEHHUS);

- TNpUMEHEHHE Ha Ppa3IUYHBIX YPOBHAX HWH(GOPMALUOHHOW HWHGPACTPYKTYphl BBIOPAHHBIX
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(¢buHaHCOBOM oOpraHuzanueil mep 3amuUThl WHGOPMALMK, HAMNpPaBICHHBIX HAa HEMOCPEICTBEHHOE
obecrieyeHre 3auIUThl MHPOPMAIMK M BXOAALIMX B CHUCTEMY 3aIIUThl MHGOpMAIMH, TpeOOBaHUS K
coJIep>KaHuI0 0a30BOr0 COCTaBa KOTOPBIX YCTaHOBJICHBI B pa3jieliec 7 HACTOAIIETO CTaHIApTa;

- TpUMEHEHHE BbIOPaHHBIX ()MHAHCOBOW OpraHW3amuMell Mep 3aluThl  HHGOpPMAIHH,
o0ecneunBaIMX NpUeMiIeMble Uil (UHAHCOBOW OpraHU3allid TIOJHOTY W KadeCTBO 3alIHUTHI
uHpOpMaLNH, BXOJIIIMX B CHCTEMY OpPTaHU3allMH U YIPABJICHUS 3alIUTOW MHPOpPMALUH, TpeOOBaHUS K
coziepKaHnI0 0a30BOT0 cOCTaBa KOTOPHIX YCTAHOBJICHBI B pa3ziesie 8 HACTOAIIETO CTaH/IapTa;

- IpUMEHEHNE BBIOPaHHBIX (PMHAHCOBOW OpraHW3alnueil Mep 3aIuThl HH(POPMAIMK, HAIIPABICHHBIX
Ha oOecrieyeHMe 3alluThl MH(GOpPMAIMM Ha BCEX CTaAuAX >kKU3HEeHHoro nukia AC U NpUIoKeHHH,
TpeOOBaHUSI K COJEpKaHWIO 0a30BOT0 COCTaBa KOTOPHIX YCTAHOBIEHBI B pazzene 9 HACTOSAIIETO
CTaHJapTa;

- OLIEHKY OCTaTOYHOTO ONEPAIMOHHOTO pucKa ((PUHAHCOBOTO 3KBHBAJICHTA BO3MOXXHBIX TOTEPH),
BBI3BAHHOTO HEMOJHBIM WJIM HEKAYeCTBEHHBIM BBIOOPOM M MPUMEHEHUEM Mep 3aluThl WH(OopManuu,
TpeOOBaHUS K COJEPKAaHHUIO 0A30BOr0 COCTaBa KOTOPHIX YCTAaHOBJICHBI B pazjienax 7, 8, 9 macrosiiero
CTaHIapTa, U O0OpabOTKy yKa3aHHOTO pHCKa B COOTBETCTBUU C MPOLEAYPOH, OMpeaeeHHOM
TpeOOBaHUSAMHU HOpMATHBHBIX akToB banka Poccum.

[IpumMeuanue - PeKoMeHIAIMKU 110 OLEHKE PUCKOB MH(POPMAIMOHHOM 0€30MaCHOCTH MPUBEIECHBI B
[5] u [6]. Pe3ynbraThl OlICHKH PUCKOB HH(POPMAIIMOHHON 0€30MaCHOCTH MOTYT OBITh MCITOJb30BaHbI IIPU
OIIEHKE OCTATOYHOTO OMEPAIMOHHOIO PHCKA, BHI3BAHHOTO HETOJHBIM WIIH HEKAYEeCTBEHHBIM BBHIOOPOM U
NPUMEHEHHEM OPraHU3AIMOHHBIX M TEXHUYECKUX MEP 3alIUThl HH(OpMAIIHH.

6.2 IIpu upentudukanyu U yuere 00beKTOB HHPOpMaTU3aMK (PMHAHCOBOW OpPraHU3alUU JTOJIKHBI
paccMaTpUBaThCs, KAK MUHUMYM, CJIE€IYIOIIHe OCHOBHbIE YPOBHU MH(DOPMAIIMOHHONW HHPPACTPYKTYPHI:

a) CUCTEMHBIE YPOBHHU:

- YPOBEHbB amMapaTHOro odbecrneyeHus;

- YPOBEHb CETEBOr0 000PYAOBAHNUS;

- YPOBEHb CETEBbIX MPUJIOKEHUN U CEPBHUCOB,;

- YpOBEHb CEpPBEPHBIX KOMIIOHEHTOB BHPTYyaJU3allid, MPOTPAMMHBIX HHPPACTPYKTYpPHBIX
CEPBHCOB;

- YPOBCHB OIICPpALIMOHHBIX CUCTEM, CUCTEM YIIPABJICHUA 06azamu JaHHBIX, CCPBEPOB HpI/IHO)KeHI/II\/'I;

6) ypoBeHb AC U NPUIOKEHHUH, SKCIUTyaTUPYEMbIX JJIs OKa3aHUs (PMHAHCOBBIX YCIYT B paMKax
OM3HEC-TIPOLIECCOB MIIM TEXHOJIOTHYECKUX ITPOLECCOB (PMHAHCOBOI OpraHU3aluy.

6.3 Beibop u npumeHeHue GprHaHCOBOM opraHu3anueil Mep 3auTbl HHGOPMAIMK BKIIIOYAET:

- BBIOOp Mep 3ammThl MHGOpMAIUU, TPEOOBAaHHS K COAEpXKAHUIO 0a30BOTO COCTaBa KOTOPHBIX
YCTaHOBJICHBI B Pa3CJjIc 7 HACTOAIICTO CTaHdapTa,
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- ajanTanuio (yrouHeHHe) NMpu HeoOXOAMMOCTH BBIOPAHHOI'O COCTAaBA U COAEPIKAHUS MEp 3alUThI
uHbOpMAUK C YYeTOM MOJETH YIrpo3 M Hapymwmrened Oe3zomacHocTH HHPOpManuu (UHAHCOBOMH
OpraHu3alMK U CTPYKTYPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTUK 00BEKTOB HH(POPMATU3ALUH, B TOM YHUCIIE
AC, BKIIIOYaeMBIX B 00J1aCTh IPUMEHEHHS HACTOSILETO CTaHAaPTa;

- HUCKIIOYeHHe U3 0a30BOro cocraBa MECpP, HEC CBA3AaHHBIX C HCIIOJIBb3YCMbBIMU I/IH(l)OpMaI_II/IOHHBIMI/I
TCXHOJIOTUAMMU,

- JIOTIOJIHEHHE TIPH HEOOXOAMMOCTH aIalTUPOBAHHOTO (YTOUHEHHOTO) COCTaBa M COJEPKAHUSI MEp
3alMThl UHPOPMALIMU MepaMH, 00ECIIEUNBAIOIIMMH BBHIOJHEHHE TPeOOBaHUN K 3amuTe WHPOpMALUH,
YCTaHOBJICHHBIX HOPMAaTHBHBIMH IIPABOBBIMH aKTaMH B 00iacTu oOecriedeHus: 0€30MacCHOCTH U 3aIUThI
nH(pOpMAIHH;

- NpPUMEHEHHUE /il KOHKPETHOW O0O0JacTH aJalnTUPOBAHHOTO (YTOYHEHHOTO) W JIOTOJIHEHHOTO
cocrtaBa Mep 3alIMThl WHPOPMAIMU B COOTBETCTBUU C TIOJOKEHUSMHU DPa3ieiioB 8 m 9 HACTOSIIETO
CTaHJapTa.

6.4 Ilpu HEBO3MOXHOCTH TEXHUYECKOH peaau3aliyd OTACIbHBIX BBIOPAHHBIX MEp 3aIlUTHI
uHpoOpMalNY, a TAaKXKe C y4eTOM 3KOHOMHUYECKOH 11e71ecO000pa3HOCTH Ha dTanax ajanTtauuu (yTOUHEHMs)
0a30BOr0 coctaBa Mep MOTYT pa3padaTbiBaTbCs MHBIE (KOMIIEHCHPYIOIIUE) MEpHl, HAlpaBJICHHbIE Ha
HelTpann3anuio yrpo3 06e30macHOCTH WH(GOpMalMK, ONPEIEICHHbIX B MOJAEIM yrpo3, U HapyLIUTeNeH
6e3omacHocT nHGOpManuK (GUHAHCOBOW OpraHU3aAIUH.

B stom cny4yae ¢puHaHCOBON OpraHuzanueil J0JKHO OBITh MPOBEAEHO OOOCHOBAHWE MPHUMEHEHHMS
KOMITEHCUPYIOIIMX MEp 3alllUThl HH()OPMALIUH.

[IpuMeHeHHEe KOMIEHCUPYIOIIMX Mep 3alluThl HWHGOpPMAIMKU JODKHO OBITh HANpaBIeHO Ha
00paboTKy ONEpalMOHHOTO pPHCKA, CBA3aHHOTO C pealu3aledl Tex XKe yrpo3 0e30macHOCTH
uHpoOpMalMY, Ha HEUTpaau3alMio KOTOPHIX HAaNpaBieHbl Mephl M3 0a30BOT0 COCTaBa Mep 3alLIUThI
nHGOpMAIMK HACTOSIIETO CTaHIapTa, HEe TNpUMEHseMble (PUHAHCOBOW OpraHu3alyeld B CBS3U C
HEBO3MOXXHOCTBIO TEXHUYECKOH peanu3aiuu U (UI1) SKOHOMHUECKON 11e51ecO00pa3HOCThIO.

6.5 CHuxeHue OIepallMOHHOTO PUCKA, CBA3aHHOIO C HapylleHHeM Oe30IacHOCTH HH(popmanuu,
obecrieynBaeTcsl IMyTeM HAAJIEKAIIEro BbIOOpa, MOBBIIMIEHUS TIOJHOTHI M KadyecTBa INPUMEHEHUS
COOTBETCTBYIOIIUX Mep 3amuThl HHPopmanuu. [lonmHOTa M KadyecTBO NPUMEHEHHUS MeEp 3alluThl
uH(pOpMAIUU JJOCTUraeTcs MJIaHUPOBAHUEM, peau3aliieil, MPOBEPKON U COBEPILICHCTBOBAHHEM CHCTEMBbI
3alUThl MH(QOpPMAIMK, OCYLIECTBISEMBIMU B paMKaX CHUCTEMbl OpPraHU3allMd U YIPaBJIECHUS 3alllUTON
uHpOpMalNH, a TaK)Ke NMPUMEHEHHUEM Mep 3alIUThl HHPOPMALMU Ha ATanax >ku3HeHHoro nukia AC u
MIPUIIOKEHNN.

6.6 OneHka OCTaTOYHOI'O ONEPALMOHHOTO PUCKA, CBSI3aHHOTO C HETOJIHBIM MJIM HEKAYECTBEHHBIM
MMPUMEHCHUEM MCP 3alllUThI I/IH(l)OpMaIII/II/I, BXOJAIIHUX B CUCTEMY 3alIUTHI I/IH(l)OpMaHI/II/I, OCYIICCTBIIACTCA
B COOTBETCTBUU C MPOILEAYpPO, ONpeIeIeHHON TpeOoBaHUSIMU HOpMAaTHBHBIX akToB banka Poccun, Ha
OCHOBE OIIEHKH TOKa3aTesled COOTBETCTBUSl peaM3allii CUCTEMbI 3aluThl MH(pOopManuu (UHAHCOBOU
opraHu3anuu TpeOoBaHUsAM pa3/enoB 7, 8 u 9 HacTOsIIEro CTaHaapTa.

OneHky mnoka3aTeneil COOTBETCTBUS peajM3allMd CHUCTEMbI 3alIUThl MHPOpMaLUU (PUHAHCOBOH
OpraHu3any TpeOOBaHUSIM, YCTAaHOBJICHHBIM B pasznenax 7, 8 m 9 HacTosmlero craHgapra, CileayeT
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OCYIIECTBIISITh B COOTBETCTBHHM C METOAMKOH, NPUBEIACHHOW B COOTBETCTBYIOIIEM HAallMOHAIHHOM
cTaHjaapre.

6.7 HacTosiiuii cTaHmapT onpeesieT TpU YPOBHsI 3alIUThl HHPOpMaIIUU:
- YPOBEHb 3 - MUHUMAJIbHBI;

- YPOBEHb 2 - CTaHIAPTHBINH;

- YpOBEHb | - yCUIIEHHBIH.

B ¢unancoBoii opranuzanuu GOPMHUPYIOTCS OJUH WU HECKOJIBKO KOHTYPOB O€30MAaCHOCTH, IS
KOTOPBIX MOKET ObITh YCTAHOBJIEH Pa3HbI YPOBEHb 3aILUThl HH()OPMALIUH.

YpoBeHnb 3ammThl uHQOpManuM (HUHAHCOBOW OpraHM3alMM i KOHKPETHOTO KOHTYpa
0€30MacHOCTH yCTaHaBIMBAETCA HOpMATUBHBIMU akTamu banka Poccuu Ha ocHoBe:

- BUJA JCATEIILHOCTH (PMHAHCOBOM OpraHU3alMU, COCTaBa MPEIOCTABISEMbIX (PMHAHCOBBIX YCIYT,
peain3yeMbIX OM3HEC-TIPOLIECCOB M (MJIM) TEXHOJIOIMUYECKHX IPOIECCOB B paMKaxX JaHHOI'O KOHTypa
0€301aCHOCTH;

- 00beMa (PMHAHCOBBIX OTIEPAIN;

- pa3Mepa OopraHu3aluy, OTHECEHUS! PMHAHCOBOM OpraHU3aluy K KaTerOpuu MajblX MPEeIIpHUITUN U
MHUKPOIPEATPUITHIA;

- 3HAYUMOCTH (I)HHaHCOBOﬁ opraHu3anuun Jis (bHHaHCOBOFO PBIHKA U HAIlMOHAJIPHOM IIIaTEKHOM
CHUCTCMBI.

6.8 Peanuzanuto TpeGoBaHUI K COJEpkKaHUIO 0a30BOr0 COCTaBa Mep 3allUThl MHPOPMALUU IS
CIIEYIOIMX YPOBHEW 3allluThl UH(OPMALIMK, YCTAaHOBJIEHHBIX HACTOSIIIMM CTaHAAPTOM, PEKOMEHIyeTCs
UCMOJb30BaTh (PMHAHCOBBIMM OpraHU3aLMsAMM s oOecrieueHHs! BBIMOJIHEHUS TpeOOBaHUI K 3aIiuTe
MIEPCOHANBHBIX JAHHBIX MpPU HUX 00pabOTKe B MH(OPMALMOHHBIX CHUCTEMAaxX IE€PCOHAIBHBIX JaHHBIX

(UCITR):

- Uil 00€CTIeUeHUsI COOTBETCTBHUSI YETBEPTOMY YPOBHIO 3AIIMIIEHHOCTH TIEPCOHATBHBIX JaHHBIX
npu ux o6Opadorke B WCII/H, ycrtanoBneHuwix IIpaButensctBom Poccuiickoii ®enepanuu [7],
PEKOMEHJTyeTCSl MCIOJIh30BaTh TPEOOBAHUS, YCTAHOBJIICHHBIC HACTOSIIUM CTAaHIAPTOM JIJIsi YPOBHS 3 -
MUHHUMAaJIbHBIM;

- i o0ecrieueHus COOTBETCTBHSI TPETbEMY U BTOPOMY YPOBHSM 3alIUIIEHHOCTH MEPCOHAIBHBIX
naHHBIX Tpu ux obpadorke B UCII/IH, ycraHoBieHHBIX [IpaButenscrBom Poccuiickoit deneparmn [7],
PEKOMEHIyeTCsl MCIOIb30BaTh TPEOOBAHUS, YCTAaHOBJIEHHbIE HACTOSAIIUM CTaHAApPTOM Ui YPOBHA 2 -
CTaHJApTHBIN;

- st 00ecTieueHnsI COOTBETCTBUS TMIEPBOMY YPOBHIO 3aIIUIIEHHOCTH MEPCOHAIBHBIX JAHHBIX TPH
ux obpadorke B MWCII/[IH, ycraHoBiaeHHbIX [IpaBuTenbctBoM Poccuiickoit ®enepanuu  [7],
PEKOMEHJIyeTCSl MCIOIhb30BaTh TPEOOBAHUs, YCTAHOBJICHHBIC HACTOSIIUM CTAaHIAPTOM s YpoBHS 1 -
YCUJICHHBIU.
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CnpaBouHas nH(poOpMaLKs MO COCTaBY U COAEPKAHUIO PEKOMEHAYEMBIX OpPraHMU3aIllMOHHBIX MEp,
MOJJISKAIUX peann3anui (UHAHCOBOM OpraHu3anueld B CBsizu ¢ 00pabotkoii [1/lH B COOTBETCTBUU C
TpeboBanusMu [8], mpuBeeHa B IPUIIOKEHUU b K HACTOSIIIIEMY CTaHIapTy.

6.9 OcHOBOI JJIs peanu3aluy MpaBUIbLHOrO U 3)(PEKTUBHOrO criocoda MUHUMHU3AIUN BO3MOKHBIX
MOSIBIICHUH B JICATEIBHOCTH (DMHAHCOBOM OpraHW3alMy HEMPUEMIIEMBIX ISl HEEe ONEPaIlMOHHBIX PUCKOB,
CBSI3aHHBIX C HapyIlIeHHEeM O0e30MacHOCTH HH(OPMAIMH, SBISIOTCS TMPUHATBIE W KOHTPOJIHPYEMBIE
PYKOBOJICTBOM (PMHAHCOBOW OpPraHU3aIMH JOKYMEHTBI, OIIPEICIISIONIHE:

- OJIUTUKY O0ecTeYeHus 3aUThl HHpopManuu GUHAHCOBON OpraHU3aluu;

- o0ysacTb NPUMEHEHMs] CHCTEMbl 3allUThl HMH(OpMAIMM, OINUCAHHOM Kak IepedyeHb
OM3HEC-TIPOLIECCOB, TEXHOJIOTHUECKUX nporiecco U (nan) AC puHAHCOBON OpraHU3aIHM;

- LIeJIeBbIC TI0KA3aTeIN BEJIMUMHBI JJOMYCTUMOI'O OCTaTOYHOI'O ONEPAllMOHHOIO PUCKA, CBA3aHHOTO C
HapyleHreM 0e3011aCHOCTH HH(OPMALIHH.

CozepxaHue MOJIMTHKU OOCCIIEYCHHUsI 3aluThl MH(OpMAIu (PUHAHCOBOW OpraHM3allUU JIOJDKHO
Cpely MPOoYero ONpeIeisTh:

- LIeJIM ¥ 3a/1a41 3alIUThl HH(OPMAILIUH;
- OCHOBHBIE THIIBI 3aIIUIIaeMON HH(OPMALINH;

- OCHOBHbIE NPUHIUIBI U MPUOPUTETHl BHIOOPA OPraHU3ALMOHHBIX M TEXHUYECKUX MEpP CHUCTEMbI
3alUThl HUH(OPMALMU M CUCTEMBI OpTraHU3alluy U YIPaBJIEHUS 3alIUTON HH(POpMaIUY;

- TIOJOXKCHHA O BBIACIICHHH HeO6XO,I[I/IMI>IX U JOCTAaTOYHBIX PECYpPCOB, HUCIHOJB3YEMbIX IIpHU
MNPUMCEHCHUHN OPraHU3allMOHHBIX U TEXHUYCCKUX MEP, BXOJAIINX B CUCTEMY 3allIUThI I/IH(bOpMaIII/II/I.

6.10 Ilpu npoBeneHun pabOT MO NPEAOCTABICHHUIO JOCTyNa K 3alluiiaeMoil HHPOpMaluu
(UHAHCOBOW OpraHM3alMU CIEYeT PYKOBOICTBOBATHCS CIEAYIOIIMMHU MPHUHIUIIAMH, YCTAaHOBICHHBIMH
st peiHka unancoBbix yciyr B OCT P MCO/TO 13569:

- "3HaTh CBOET0 KJIMEHTA'": MPUHIINII, peajin3alusi KOTOPOro B OCHOBHOM HalpaBlieHa Ha o0ja/iaHue
uH(opMalnyei B OTHOIICHNU 0JIarOHA/IeKHOCTH KIIMEHTa, €r0 OCHOBHBIX NMOTPEOHOCTEH, OTCYTCTBUS €ro
HE3aKOHHOU WJIN HEJIETAIbHON JEeSATENbHOCTH;

- "3HaThb CBOEro pabOTHHKA'": MPUHIMI, peaau3alys KOTOPOro B OCHOBHOM HaIpaBleHa Ha
oOnananue uHpopmalueit 06 OTHOEHNH PaOOTHUKOB (PMHAHCOBOM OpPTraHU3allUi K CBOUM CIY>KEOHBIM
0053aHHOCTSIM, HAJIMYUU Y HUX BO3MOXKHBIX IPOOJIeM, B TOM Yuciie (PMHAHCOBBIX, UMYILIECTBEHHBIX I
JUYHBIX, KOTOPHIE MOTYT TIOTCHIIMAJIbHO TPUBECTH K JEHCTBHUSAM, HANpaBICHHBIM Ha HapyIICHUE
TpeOOBaHUH K 3aIIUTe HH(OPMAIIUH;

- "Heo0X0/IMMO 3HATh'": MPUHIIMII, peaTn3alis KOTOPOro B OCHOBHOM HalpaBlieHa HAa OrpaHUYEHUE
IpaB JIOTUYECKOTO U (M) (U3NYECKOTO TOCTyNna paOOTHUKOB (PMHAHCOBOW OpraHU3allMd Ha YpPOBHE,
MUHHMAJIBHO HEOOXOAMMOM JIJIs1 BEITIOJTHEHUSI CITY>KEOHBIX 00sS3aHHOCTEH;

- "1BOMHOE ynpaBiieHue": IPUHIUI, pealn3alus KOTOPOro B OCHOBHOM HaIIpaBJIEHAa Ha COXpaHEHHE

www.consultant.ru CtpaHuua 18 mns 104
HageXXHas NpaBoBas noaaepXkKa


https://www.consultant.ru/
https://www.consultant.ru/
https://login.consultant.ru/link/?req=doc&demo=1&base=OTN&n=24672&date=08.08.2023

"IOCT P 57580.1-2017. HaumoHanbHbIM cTaHaapT Poccuitckoii deaepaumu. [okyMeHT npegoctaBneH KoHcynbTaHTI0C
Be3sonacHocTb hMHAHCOBbIX (6aHKOBCKMX) onepauumit. 3amTa ... [aTta coxpaHeHus: 08.08.2023

[EJIOCTHOCTH M HEU3MEHHOCTH HMH(OpMAIMU IyTeM AyOIMpoBaHMS (aIrOPUTMHUYECKOTO, BPEMEHHOTO,
PECYpCHOTO WJIM MHOTO) JACHCTBHI CyOBEKTOB JIOCTYyIA B paMKax peain3aluu (pUHAHCOBBIX ONEpaIuii u
TPaH3aKIHi, BHIIOIHAEMOTO /IO X OKOHYATEIFHOTO 3aBEPIICHHUSI.

6.11 ®uHaHCOBOW OpraHU3aluK PEKOMEHIYETCSI 00ECTIeYnBaTh AaBTOMATU3AIUIO TIPEIOCTABIISIEMBIX
(DMHAHCOBBIX YCIIYT, OM3HEC-TIPOIIECCOB, TEXHOJIOTHYECKUX MPOIECCOB M (MIM) 00pabOTKy 3allHInaeMon
uHpopmanuu ¢ ucnoiabzoBanueM AC U MPWIOKEHU, CO3/IaBAEMBIX (MOJICPHU3UPYEMBIX) (DMHAHCOBOM
OpraHuzalyei caMoCTOSITENIbHO U (WJIH) C IPUBJICUEHUEM CTOPOHHUX OpPTraHU3alUM.

OO0s3anHOCTh  OOecriedeHusi (DUHAHCOBOW OpraHW3alMeil aBTOMAaTH3alMu OW3HEC-TPOIIECCOB,
TEXHOJIOTUYECKUX MPOIECCOB U (W) 00pabOTKH 3amuiacMoil nHGOpPMAIMKA TOJIBKO ¢ MPUMEHEHUEM
AC ycranaBnuBaeTcsi TpeOOBaHHUSIMU HOPMAaTUBHBIX akTOB banka Poccun.

6.12 ®unaHCOBas OpraHu3alUsg CaMOCTOSTENIBHO OMpeeNsieT HEeO0OXOJUMOCTh HCIOIb30BaHUS
cpenctB kpunrtorpaduueckoit 3ammutel uHpopmammm (CK3U), ecnum wWHOE HE MPEIyCMOTPEHO
benepanbHBIMU 3aKOHAMHU U UHBIMU HOPMAaTUBHBIMU MPaBOBbIMU akTamu Poccuiickoit denepanuu, B ToM
quclie HOpPMATHBHBIMH akTamMu banka Poccuu, crammapramu, mnpaBwiamMu Tpo(ecCHOHATBLHOM
JeSITeNbHOCTH, U (UJTN) MPaBUIIAMHU TJIATEKHON CUCTEMBI.

PaboTel (puHaHCOBOW OpraHmM3anuu mo obecnedeHuro 3ammThl nHopMarmu ¢ nomombio CK3U
IIPOBOJATCS B COOTBETCTBHM ¢ TpeOoBaHusMH 3akoHoaareabcTBa PD [9], [10] m [11] u TexHHMUecKoi
nokymenTanuei Ha CK3U.

B cnywgae ecnm QunancoBas opranmzanus npumenser CK3U poccuiickoro mpousBoautens,
ykazanuble CK3W nmomkHbl uMeTh cepTuduKaThl wWIM  paspenieHus (enepasbHOro oOprasa,
YIOJTHOMOYEHHOTO B 00J1acTH o0ecrieueHus: 6e30MacHOCTH.

6.13 IOpunnyeckue nuua UM WHAUBUAYAIbHbIE MPEANPUHUMATENH, IpUBJIEKaeMble (PMHAHCOBOU
opraHuzanyei Juis HpoBeleHHs paboT Mo 00ecHeueHUro 3alluThl MHPOPMALUHU, JODKHBI HMETh
JIUIEH3UIO Ha JIeATEIbHOCTh 110 TEXHUYECKOH 3amuTe KOHGUACHINATIbHOW HH(OpMAaLIUK.

7. TpeboBaHMsI K cCTEME 3alIUThl HH(OPMaUU

7.1. OO1Iue MoJI0KEHNA

7.1.1 Hacrosmuii pa3fen ycraHaBiuBaeT TpeOOBaHMSA K COAEP)KaHUIO 0a30BOrO COCTaBa Mep
3aIUThl HH(GOPMaLUU AJIS CIIETYIOIIUX MPOIecCOB (HapaBiIeHH) 3auThl HH(GOpMaIUu:

a) mporecc 1 "OGecnieueHne 3ammThl HHGOPMALUU TPU YIPABICHUHU JIOCTYIIOM":
- yIIpaBJIEHUE YUYETHBIMU 3aITHCSIMH M ITPABaMHU CYObEKTOB JIOTHIECKOTO JTOCTYTIA;

- UIeHTHU(UKAILKS, ayTeHTUPHUKAIMS, aBTOpU3alus (pa3rpaHudyeHue J0CTyIa) MPU OCYIIECTBICHUU
JIOTMYECKOTO JOCTYIa;

- 3aluTa I/IH(I)OpMaI_II/II/I IIpU OCYHICCTBJICHUU (1)I/I3I/I‘-ICCKOFO AOCTYIIA,

- uIeHTUPUKALNS, KITaCCU(PUKALMS B YIET PECYPCOB U 0OBEKTOB JOCTYIA,
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0) mporecc 2 "ObecrnieueHUe 3aTUThI BBIYUCITUTEIBHBIX CETeH':

- CErMEHTALINS U MEXXCETEBOE 3KPaHUPOBAHUE BBIUNUCIUTENBHBIX CETEM;

- BBISIBJICHHE CETEBbIX BTOPKEHUI U aTak;

- 3a1IMTa HPOPMALIMH, IIEPEABACMOI 110 BHIYUCIUTEIBHBIM CETSIM;

- 3amuTa 0eCIIpOBOIHBIX CETEH;

B) nporiecc 3 "KOHTpoIb LIETOCTHOCTH U 3aLUIIEHHOCTH HH(OPMALIMOHHON HHPPACTPYKTYpHI";
r) potecc 4 "3ammra OT BpeJOHOCHOTO Koza';

n) nporecc 5 "IIpenorBpaienue yreuek nHbopmaruu';

e) npotuecc 6 "YnpapieHre HHIUIESHTAMH 3alUThl HHQOpManuu':

- MOHUTOPHHT U aHaJIu3 COOBITUM 3aIlUThl HH(OPMALIUK;

- 0OHapy)KeHUE UHIIMICHTOB 3aIlUTHl HH()OPMAILIUY U pearipoBaHUE HA HUX;
K) mportecc 7 "3ammTa cpepl BUpTyaIu3anun';

u) npouecc § "3ammra MHGOPMALMU MPU OCYILIECTBIECHUH YAAJECHHOTO JIOTMYECKOTO JIOCTyNa ¢
MCIOJIb30BaHNEM MOOMIIbHBIX (IIEPEHOCHBIX) YCTPOICTB".

7.1.2 Mepbl 3amuThl HHGOpMAITHH, BXOISIIUE B CACTEMY 3alIUThl HH)OPMAITHH, PeaTH3yIOTCS:
- B COOTBETCTBHUU C MOJOKEHUSIMU pa3Jiesio 6, 8, 9 HacTOAIIETro cTaHIapTa;

- C OrpaHUYEHUSIMH M YCJIOBUSMH, ONPEACICHHBIMH B pasjene 6 HACTOSIIEro CTaHAapTa,
OOYyCIIOBIEHHBIMH  TEXHHUYECKOM  BO3MOXXHOCTBIO M DKOHOMHUYECKOH  I1€JI€CO00Pa3HOCTBIO
(puck-anmneTuToM) (PMHAHCOBOW OpraHU3aINH.

7.1.3 B ciniydyae BOBHMKHOBEHMsI B MH(OpPMALIMOHHON MH(DpacTpykType (GUHAHCOBOW OpraHu3aluu
3a(hMKCHPOBAHHBIX HEMITATHBIX CUTYallUil (aBapuil WM CYIECTBEHHOTO CHIKEHHS (PYHKIIMOHAIBHOCTH
KOMITOHEHTOB MH(POPMAIIMOHHON HH(PACTPYKTYpPHI), P KOTOPHIX BPEMEHHO OTCYTCTBYET TEXHHYECKas
BO3MOKHOCTh TNPHUMEHEHHUS BCEX Mep 3alluThl HHPOPMALMHU, BXOJAIIMX B CHUCTEMY 3allUThHI
nHpopmanuu, pUHaHCOBas OpraHu3alvs JO0JDKHA MPEAYCMOTPETh OCYLIECTBICHHE IKCILUTyaTallMOHHBIM
NEPCOHAJIOM JICHCTBUM, HANPABJICHHBIX HA BBIOJHEHHE CBOMX CIIY)KEOHBIX OO0S3aHHOCTEH B YCIOBHSAX
OTCYTCTBHSI TNPHUMEHEHUS OTIENbHBIX MeEp 3allUThl HHQOpPMAIMH, a TakXKe JOJKHBIA KOHTPOJIb
YKa3aHHBIX JECHCTBUU.

7.1.4 Mepsl 3amuThl HHQOpPMALIUK, BXOASIINE B CUCTEMY 3alIUThl MHPOPMAILMH, PeaTu3yroTCs B
TOM YHcCIe UIg 00eCTieYeHHs 3alUThI:

- pe3epBHBIX KOMHM PecypcoB JA0CTyMa, 6a3 JaHHBIX U apXUBHBIX XPaHWIUII HH)OpMALIHH;
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- uHpopmanuu, oOpabaTbiBaeMOW Ha BHUPTYaJbHBIX MalllMHAX, a TaKXe MpU peaau3aluu
TEXHOJIOTUU BUPTYyaIU3aLNH.

7.1.5 Ilpm ¢opMHupOBaHWM MJAHHBIX PETUCTPAIIMM O COOBITHSAX 3alIUTHl  HHGOPMAIIHH,
MPEYCMOTPEHHBIX HACTOSIIUM CTaHIAPTOM (PEKOMEHIYEMbIH JIJIsi BBISBIICHUS, PETHCTPAIIUN U aHAIIN3a
nepevyeHb COOBITUI 3alUThl HHGOPMAIIMK YCTAHOBJIICH B MPHJIOKEHUH B HacTosmiero craHmapra), s
KaKI0ro (PUKCHUpYyeMOro NeHCTBUS U (WIIH) OTepaIliy ONpeIeisieTcs CAeayonili Habop mapaMeTpoB:

- JaHHBIC, ITO3BOJIAOIINC I/I,HCHTI/I(bI/II_II/IpOBaTB BBIIIOJIHEHHOC HeﬁCTBI/Ie HJIK OII€palrIO,

- AaTa U BpEeMA OCYHICCTBJICHUA JIEHUCTBHS HIIH Oorcpanmu,

- PE3yJIbTAT BbIIIOJIHCHU A JEUCTBUS WU ornepanuunu (YCHGH_IHO nin HCYCHCH_IHO);

- I/IIIGHTI/I(i)I/IKaIII/IOHHI)IC JaHHBIC Cy6’I)€KTa A0CTYyIIa, BBIIIOJIHUBIICTO OICPAlHIO,

- I/I,I[GHTI/I(bI/IKaI_II/IOHHLIe AaHHBIC peCypcCa AOCTYIIa, B OTHOMICHUH KOTOPOT'O BBIIIOJIHEHA OIICPALUsL;

- WICHTU(UKAIMOHHBIC JAHHBIC, HWCIOJB3YEeMbIC I aJpecalud OOBEKTa JOCTyIa, KOTOPBIU
UCIIOJIb30BAJICS CYObEKTaMU JOCTYIIA JJIsl BHITOJIIHEHUS onepanuun <1>.

<I> B 3aBHCHMOCTH OT TE€XHHYECKOM peann3alnuu WACHTU(PHUKAIMOHHON MHpOpManuel sBisercs
IP-anpec, MAC-anpec, Homep SIM-kapThl U (1) UHOM HIeHTU(UKATOp 00BEKTa JOCTYIIA.

7.1.6 CriocoObl peanu3aniid Mep 3alluThl WH(QOpMAIMK, YCTAaHOBJIICHHBIC B TaONMWIax pasjaena 7
HACTOSAIIETO CTaHAapTa, 0003HAYECHBI CIIEAYIOMUM 00pa3oMm:

- "O" - peanuzanus MyTeM NPUMEHEHUS] OPTaHNU3allMOHHONW MEpbI 3alUTHl HHPOpMAIK <2>;
- "T" - peanu3anus MyTeM MPUMEHEHHs TEXHUYECKOH Mepbl 3aIlUThl HHPOPMALUY;

- "H" - peanuzanus siBisieTcs He0OS3aTENbHOI.

<2> [lo pemeHuro (uHaHCOBOM opraHuzauuu, crnocod "O" MoxkeT ObITh peann30BaH IMyTEM
MIPUMEHEHHS TEXHUYECKOM MephI 3alIUThl HH(POPMAIIH.

7.2. Ilpouecc 1 "ObGecnieyenre 3amuThl UHPOPMALIUH TIPH YIPABICHUH 1OCTYTIOM"

7.2.1 Tlonmpouecc "YmpaBieHHE YYETHBIMM 3alHUCSIMH M IpaBaMU CyOBEKTOB JOTHYECKOIo
nocryna"

7.2.1.1 Ilpumensiemblie pUHAHCOBOM OpraHuzanueil Mepbl MO YIPABJICHUIO YYETHBIMH 3allUCAIMU U
IpaBaMu CYOBEKTOB JIOTHUECKOTO JIOCTYIIA TOJIKHBI 00€CIIeUnBaTh:

- OpraHu3aluIo U KOHTPOJIb UCIIOJIB30BaHUS YUETHBIX 3alHCel CyObEeKTOB JIOTHYECKOTO I0CTYIIA;
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- OpraHu3aluIio 1 KOHTPOJIb IMMPEAOCTABICHUA (OTBBIBa) n 6J'IOKI/Ip0BaHI/IH JIOTUYECKOI'0 A0CTYIIA,

- perucTpanuo CoOBITHIA 3alTUTHl HHPOPMAIINH, CBA3aHHBIX C ONEPALUSIMU C YUCTHBIMH 3aMUCIMU
U TpaBaMH JIOTMYECKOTO JOCTYyINa, U KOHTPOJb HCIOJB30BAaHUS IMPEIOCTABICHHBIX MPaB JOTHYECKOTO
JocTyma.

[lpm peanmzanuu mnoamnpouecca "YOpaBieHHE YYETHBIMU 3allUCSIMU M TpaBaMHd CyOBEKTOB
jorudeckoro gocryna'" pekomenayercs ucnoaszosats 'OCT P 50739.

7.2.1.2 ba3oBbIil cOCTaB MEp MO OpPraHU3alMi M KOHTPOJIO HMCIOJIb30BAHUS YYETHBIX 3amucei
CyOBEKTOB JIOTHYECKOTO JIOCTyNa NPUMEHUTEIBHO K YPOBHSM 3alIUThl WH(OpPMAIMU TPUBEICH B
Tabimue 1.

Tabmuua 1

ba3oBelii cocTaB Mep 10 OpraHu3alMyi ¥ KOHTPOJIIO UCTIOIb30BaHUS
YUETHBIX 3arucel CyObeKTOB JIOTHYECKOTO JIOCTyIa

VYcimoBHOE YpoBeHb
0603HaueHNe SalluThl
1 HoMep CopepxaHre Mep CUCTEMBI 3aIUThHI HH()OPMALIUN uH(OpMAIH
MepbI 32| 1
Y3II.1 Ocy1ecTBIEHHE JTOTMYECKOT0 AOCTYIIA OJIb30BATEISAMH U T | T|T
IKCIUTyaTaIlMOHHBIM ITEPCOHAIIOM 101 YHUKAJIbHBIMU U
MepPCOHUUITMPOBAHHBIMH YYETHBIMH 3aHCSIMH
V3I1.2 KonTposnb cooTBeTcTBHS (haKTHYECKOTI'O COCTaBA O|O0 | T
Ppa30JIOKUPOBAHHBIX YUETHBIX 3anucen (PaKTHIECKOMY
COCTaBY JIeTaJIbHbIX CYyOBEKTOB JIOTUYECKOTO JIOCTYIa
V3I1.3 KoHTpoab 0TCyTCTBUS HE3a0IOKUPOBAHHBIX YUETHBIX OO0 | T
3amnucen:
- YBOJIGHHBIX Pa0OTHHKOB;
- paOOTHUKOB, OTCYTCTBYIONINX Ha padodeM mecte Oomee 90
KaJIeHAApHBIX JHEH;
- paOOTHUKOB BHEIIHUX (TIOAPSATHBIX) OpraHU3alui,
MPEKPATUBIINX CBOIO JIEATENLHOCTh B OpraHU3alluU
V3I1.4 KoHTposb oTCcyTCTBUS HE3a0IOKUPOBAHHBIX YUETHBIX OO0 ] O
3amucei HeoNpeIeICHHOTO IIeJIEBOT0 Ha3HAYCHUS

7.2.1.3 bazoBelif cocTaB Mep MO OpraHu3allid, KOHTPOIIO TMpPENoCTaBleHUs (OT3bIBA) U
OJIOKHPOBAHUIO JIOTHYECKOTO JIOCTYIa MPUMEHHUTEIHHO K YPOBHSM 3allUTHI WH()OPMAIMU TPUBEICH B
Tabimue 2.

Tabmumna 2
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Bba3oBrlii cocTaB Mep 10 OpraHU3aIiK, KOHTPOJIIO MPEAOCTABICHUS
(0T3BIBa) U OJIOKUPOBAHMIO JIOTHYECKOTO JOCTYyIA

YcaoBHoe YpoBers
0003Ha4YeHHE SAIHTBL
Copep:xaHue Mep CUCTEMBI 3alIUThI HH(DOPMALIUN uH(pOpMaIUK
U HOMEp
Mepbl 31211
V3IL5 JlokyMeHTapHO€E OINpeIeICHUE TPaBUJT ITPEIOCTABICHUS H|O | O
(oT3BIBa) U OJIOKUPOBAHMS JIOTHYECKOTO JIOCTYTIA
VY3II1.6 Hasznauenue miig Bcex pecypcoB 10CTyIIa paclopsaauTelIs O]0O0]|O
JIOTUYECKOTO0 JIOCTYTA (BIIaeibla pecypca 10CTya)
VY3I1.7 [IpenocrasiieHre IpaB JOrMYECKOrO TOCTYIIA 10 PELICHUIO O]0O0|O
pacnopsAMTENS JIOTUYECKOT0 J10CTyNa (BJIaelblia pecypea
JIOCTYIIa)
V3IL.8 XpaHeHue >TalIOHHON HHGOPMAITUU O MPEIOCTABICHHBIX O| T | T
IIpaBax JOrMYECKOro JOCTyIa U 00ecrieueHue 1eIOCTHOCTH
yKa3aHHOU uH(popMaru
Y3I1.9 KoHTposnb cooTBeTcTBUA (PaKTHUECKUX MPaB JIOTHYECKOTO oO|T | T
JIOCTYTIa 3TAJIOHHOW MH(OpPMAIIUU O MPEIOCTABIEHHBIX
IIpaBax JOTMYECKOro JOCTyIa
V3IIL.10 HckinroueHne BO3MOKHOTO OECKOHTPOJIBHOTO T|T| T
CaMOCTOSITENILHOTO pacIIMPEHUs MOIb30BaTENIMU
IIPEIOCTABIIEHHBIX UM IIPaB JIOTMYECKOTO 0CTYIIa
V3II.11 HckinroueHne BO3MOKHOTO OECKOHTPOJIBLHOTO U3MEHEHUS T|T| T
10JIb30BATEIISIMHU ITAPAMETPOB HACTPOEK CPEACTB U CUCTEM
3amuThl HHGOpPMAaIK, mapameTpoB HacTpoek AC,
CBSI3aHHBIX C 3aLIUTON MHPOPMALIUU
V3I1.12 KoHTposib HE0OX0IUMOCTH OT3hIBA MPAB CYOBEKTOB OO0 ] O
JIOTUYECKOTO JOCTYTA IIPU U3MEHEHUH UX JIOJPKHOCTHBIX
o0s13aHHOCTEN
V3I1.13 KonTposb npekpanienus npenocTaBieHus JOrM4ecKoro O| T | T
J0CTymna U OJIOKUPOBaHME YUETHBIX 3alMCel PU UCTEUEHUN
nepuoa (Cpoka) MpeOCTABICHHS JIOTHIECKOTO JOCTyIa
V3I1.14 YcTaHoBneHue (akToOB HEUCIIOIB30BaHUS CYyOBEKTaMuU O|T|H
JIOTUYECKOT0 JOCTYIA MIPEAOCTaBICHHBIX UM IIPaB Ha
OCYILIECTBIICHUE JIOTUYECKOTO TOCTYTa Ha MPOTKEHUI
neprojia BpeMeHu, npesplmaroniero 90 nuei
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V3IL15

YcranosiieHue (pakToB HEUCIOIB30BAHUS CYObEKTAMHU
JIOTUYECKOTO JIOCTYIIA MPEOCTABIICHHBIX UM TIPaB Ha
OCYIIECTBJICHUE JIOTHYECKOTO JOCTYNa HA MPOTHKEHUU
MepuoJia BpeMEHH, ITpeBbIaroniero 45 nuei

V3IL.16

Peanu3anust KOHTPOJISL CO CTOPOHBI PACTIOPSATUTEINS
JIOTHYECKOTO JOCTYIA LEJIECO00pa3HOCTH AaIbHEUIIIETO
MIPEIOCTABIICHUS MTPAB JIOTUYECKOTO TOCTYIa, He
HCIOJIb30BAHHBIX CYOBEKTaMH HA MPOTSHKEHUH ITEPHOJIa
BpeMeHH, ykazaHHoro B mepax Y3II.14, V3I1.15 nacrosueii
TaOJINIIBI

V3I1.17

Peanu3anus BO3SMOKHOCTH OIPEICICHUS COCTaBa
MPEIOCTABJICHHBIX MPAB JIOTHYECKOTO JOCTYIA JUIs
KOHKPETHOTO pecypca JI0CTyma

V3IL18

Peanmu3anms BO3MOXKHOCTH OIpCaAciICHUA COCTaBa
MpEAOCTABJICHHBIX IIPAB JIOTHYCCKOTO AOCTYIIA JIA
KOHKPETHOTI'O Cy6”b€KTa JIOTUYCCKOI'0 40CTYyIIa

V3II.19

Omnpenenenne cocTaBa poJieid, CBI3aHHBIX C BBITOJTHEHHEM
omneparuu (Tpanzakuuu) B AC, uMeromux GUHaHCOBbIE
MTOCIICACTBHS i1l PUHAHCOBOM OpraHU3aIlid, KIIMCHTOB U
KOHTPAreHTOB, U POJIeH, CBI3aHHBIX C KOHTPOJIEM
BBITIOJIHEHUS YKa3aHHBIX Orepaluil (TpaH3aKIuii), 3arpeT
BBITIOJTHEHUS YKAa3aHHBIX POJIEH OJJTHUM CYObEKTOM
JIOTHYECKOTO JIOCTYTIA

V3I1.20

Peanu3arus mpaBui yrnpasieHus MpaBaMH JIOTUYECKOTO
J0CTyTa, 00ECTIeUNBAIOIINX 3aIPET COBMEIICHHS OTHUM
CyOBEKTOM JIOTHYECKOTO JJOCTYIA POJIEH, MPeayCMOTPEHHBIX
mepoit Y3I1.19 nacrosimeit Tabiuiist

V3I1.21

Peanuzanus nmpaBui ynpaBiieHHs TpaBaMu JIOTHYECKOTO
JocTyma, 00eCIeYrBAIOIINX 3aPET COBMEIICHUS OJHUM
CYOBEKTOM JIOTHYECKOTO JOCTYIA CIASTYIOINX (DYHKITHIA:
- OKCIUTyaTanus U (UJIM) KOHTPOJIb SKCILTyaTallii pecypca
noctymna, B ToM yucie AC, 0OTHOBPEMEHHO ¢
MCIOJIb30BaHNEM TI0 Ha3HAYEHUIO pecypca JOCTyIa B
paMKax peanu3anuu OuzHec-mporecca GuHAHCOBOH
OpraHH3aIii;

- co3aHue U (WIn) MOJIEpHHU3AIINS pecypca I0CTyIa, B TOM
yucie AC, 0JHOBPEMEHHO € HCIIOJIb30BaHUEM 10
Ha3HAYEHUIO pecypca JOCTyIa B paMKax pean3anuu
OusHec-npouecca (UHAHCOBOM OpraHU3aLNY;

- OKCILUTyaTalus CPEeICTB U CUCTEM 3alIUThl HUHGOPMAIIUU
OJTHOBPEMEHHO C KOHTPOJIEM JKCILTyaTalliu CPEJCTB U
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CHCTEM 3aIUThl HHPOPMAIIH;

- YIIPaBJICHUE YUYETHBIMU 3aMUCSIMH CYOBEKTOB JIOTHYECKOTO
JOCTYIIa OJJHOBPEMEHHO C YIPaBICHUEM IIPABAMU
CYOBEKTOB JIOTHUECKOT'O JIOCTyIa

7.2.1.4 Ba3oBblii cocTaB Mep MO PETUCTPAIMU COOBITHUH 3amuThl MH(GOPMAIUH U KOHTPOJIIO
UCTIOJIB30BAHUS MPEJOCTABICHHBIX MpPaB JIOTHYECKOTO JOCTYNAa HNPUMEHUTEIBHO K YPOBHSM 3all[UTHI

uHpOpMalny IpUBEIeH B TabnuIe 3.

baz3oBsIii cocTaB Mep 1O pErucTpaIii COOBITHI 3aIUThI
nH(OPMALIUY U KOHTPOJIIIO UCIIONIB30BaHUs IPEIOCTABICHHBIX MPaB

JIOTUYCCKOI'o J0CTYyIIa

YcnoBHOe
o0o3HaueHUE
1 HOMEp
MEpBI

Copep:xaHuie Mep CUCTEMBI 3alIUThI HH()OPMALIUN

YpoBeHb
3aLUThI
uH(popManuu

312 |1

V3I1.22

Peructpanus coOpITHI 3a1IUTHI THOPMAIUH, CBSI3aHHBIX C
JNEUCTBUAMU, U KOHTPOJIb JEHCTBUM DKCIUTYyaTallHOHHOTO
nepcoHana, o01a1arolero NpUBIIErHPOBaHHBIMU IIPABAMHU
JIOTUYECKOT0 TOCTYIIA, ITO3BOJISIOIIMMH OCYILIECTBUTD
JNECTPYKTUBHOE BO3JEHCTBHE, IPUBOAAIIECE K HAPYLIEHUIO
BBINOJIHEHUS] OM3HEC-TIPOLIECCOB MIIM TEXHOJIOIMYECKHX
poLeccoB (UHAHCOBOI OpraHu3aluu

H|T]|T

V3I1.23

Peructparnus coOpITHi 32Tl HTHGOPMAIUH, CBSI3aHHBIX C
JEWCTBUSAMH, U KOHTPOJIb IEMCTBUI SKCILUTYyaTaAllHOHHOTO
MepcoHaNa 1 MoJb30BaTeNel, 001a1aloluX MpaBaMu
JIOTMYECKOT0 10CTYyMa, B TOM unciie B AC, MO3BOJISIONIUMHU
OCYUIECTBUTD ONEpaliu (TpaH3aKLUKU), TPUBOASILINE K
(hMHAHCOBBIM TTOCJICICTBHUAM I (PUHAHCOBOM
OpraHu3aliu, KIMEHTOB U KOHTPAreHTOB

V3I1.24

Peructparust coObITHi 3a1IUTHI HHGOPMAIUH, CBSI3AHHBIX C
JNEWCTBUSAMH, U KOHTPOJIb ICHUCTBHUI KCILUTYaTallMOHHOTO
nepcoHaa, 001a1aloIIero IpaBaMu Mo YIpaBIESHUIO
JIOTUYECKUM JOCTYIIOM

V3I1.25

Peructpanus coOpITHi 3a1IUTHI HTHGOPMAIUH, CBSI3aHHBIX C
JEHUCTBUAMM 10 YIPABJICHUIO YYETHBIMU 3aIUCIMU U
IIpaBaMU CyOBEKTOB JIOTMUECKOTO AOCTyIa

V3I1.26

Perucrparnus coOpITui 32U Thl HHGOPMAIIMH, CBSI3aHHBIX C
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JEUCTBUSAMH, U KOHTPOJIb IEMCTBUM 3KCILUTYaTALlHOHHOTO
nepcoHasia, 00J1aaroIIero MpaBaMHy 10 yIpaBICHUIO
TEXHHUYECKUMHU MEPAMU, PEaTU3yIOIIUMUA MHOTO(PaKTOPHYIO
ayTeHTH(UKAIHIO

V3I1.27 Perucrpanus cobpiTuii 3amuTel nHGopMaruy, ceszanibixc | H | T | T
JEUCTBUSAMH, U KOHTPOJIb IEMCTBUM 3KCILUTYyaTaALlHOHHOTO
nepcoHasa, 00JaaronIero mpaBaMu 1Mo U3MEHEHHUIO
MapaMeTpOB HACTPOEK CPEACTB U CUCTEM 3AIUTHI
nH(popManuu, napameTpoB HacTpoek AC, CBI3aHHBIX C
3alIUTON HH(pOpMAITHH

V3I1.28 Peructpanus coOpiTuii 3amuTsl ”HGopManuy, cesizanipixc | T | T | T
IEeUCTBUAMH, U KOHTPOJIb ACHCTBUI SKCILTYaTallHOHHOTO
nepcoHaa, 00J1a1atoIIero NpaBaMu o yIpaBICHUIO
KPHUNTOrpahUYECKUMH KITFOYaMH

V3I1.29 3akperuienne APM nosib3oBaTeneil 1 3KCIIyaTaluOHHOTO H|H| O
MepCcoHala 32 KOHKPETHBIMHU CYOBEKTAMU JIOTUYECKOTO

JOCTYyTIa

7.2.2 Tlognponecc "Wnentudukanus, ayreHTU(PUKAUSA, aBTOpU3alus (pa3rpaHuyeHHe AO0CTYIa)
IIPU OCYLIECTBIIEHNH JIOTMYECKOro AocTymna"

7.2.2.1 Ilpumensiemble (MHAHCOBOM OpraHM3alMeld Mepbl MO MACHTU(PUKAIMM, ayTeHTU(UKALHUU,
aBTOpM3alMU (pasrpaHUYEHUIO JOCTyHa) TMpPH OCYLIECTBICHUM JIOTHUECKOTO JIOCTYyNa JOJDKHBI
o0ecreunBarh:

- I/II[CHTI/I(I)I/IKaI_II/IIO n aYTeHTI/Iq)I/IKaI_[I/IIO CY6’beKTOB JIOTUYCCKOI'0 JOCTYyIIa,

- OopraHu3anuro YIIpaBJICHUA u OopraHu3anururo 3alIUTHI I/II[GHTI/I(bI/IKaHI/IOHHI)IX n
aYTeHTI/I(I)I/IKaLII/IOHHBIX JaHHBIX,

- aBTOPH3ALMIO (Pa3rpaHUYEHUE 10CTYIA) IPU OCYIIECTBICHNUH JIOTHYECKOT0 IOCTYTIA;

- perucTpanmio coObITUH 3aUTHl HH(POPMAIINH, CBSI3aHHBIX C UIeHTH(UKaLUEH, ayTeHTHPHKAIen
U aBTOpU3ALUEH P OCYIIECTBIEHUH JIOTUYECKOr0 JOCTYIA.

[Tpu peanuzanuu noamnpoiecca "Mnentudukanus, ayreHTUGUKAIIS, aBTOpU3alus (pa3rpaHuveHUe
JIOCTYTIA) TIPH OCYIIECTBJICHUH JIOTHUECKOTO OoCTyma" pekomenayercs ucrnoib3oBats [OCT P 50739.

7.2.2.2 Ba3oBblil cocTaB Mep MO WACHTU(GHUKAIMH W ayTEeHTU(UKAUH CyOBEKTOB JIOTMYECKOTO
JIOCTYTIa IPUMEHHUTEIBHO K YPOBHSAM 3alIUThl HH(OpMallMK IpUBEIeH B TaluIe 4.

Tabmanma 4
ba3oBsIii coctaB Mep 1o MACHTH(UKAIIMKI B ayTeHTH(DHUKAITAN
CyOBEKTOB JIOTUYECKOTO JIOCTYIIA
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YcnosHoe YpoBeHE
obosnaueHue ConeprxaHue Mep CHCTEMBI 3alIUTHI HH(OpMAIUN o
U HOMEP P p P uHGopManuu

MepBI 31211

P/I.1 Nnentudukanus u ogHoakTopHast ayTeHTHDUKAIHS T| T|H
I10JIb30BATEIECH

P1.2 Wnentudukanyst 1 MHOro(paKkTopHast ayTeHTH(PUKAIHS H|H]|T
I10JIb30BaTENEH

P13 Wnentudukanys u oqHohakTopHas ayTeHTH(PUKAIHS T | H|H
HKCIUTYaTal[MOHHOTO IIepCoHaa

P/1.4 Wnentudukanus 1 MHOroakTopHas ayTeHTUGUKaIus H|T|T
HKCILTYaTAal[MOHHOTO TIepCOHaa

PJ.5 AyTreHTH(UKANNS TPOTPAMMHBIX CEPBHCOB, T|T|T
OCYILLIECTBISIOUIMX JIOTHYECKUH TOCTYII C UCII0JIb30BAaHUEM
TEXHUYECKHUX YUCTHBIX 3aIuceit

P/1.6 Aytentuduxanus APM skcnmyatalinoHHOTO IepcoHala, H|T]|T
UCTOJIb3YEMBIX JUIS OCYIIECTBIEHUS JIOTHYECKOTO JI0CTYTIa

PJ1.7 Ayrentuduxanus APM nons3oBateneil, ucnons3yembix it | H | H | T
OCYIIECTBIICHHSI JIOTHYECKOTO JIOCTYIa

P1.8 CoxkpriTue (HeoToOpaskeHue) napoJeil mpu ux BBOJE T | T|T
CyObeKTaMH JI0CTyTIa

P11.9 3arnpeT UCTOJIb30BAHUS YUETHBIX 3aMMcell CyObeKTOB O[O0 /|0
JIOTHYECKOTO JOCTYIA C HE3aJaHHBIMU
ayTeHTU()UKALMOHHBIMU JaHHBIMHU WJIU 33/1aHHBIMU 110
YMOJTYaHHIO pa3pabOTYMKOM pecypca JOCTYIa, B TOM YHCIIe
pazpaboturkom AC

PJI.10 3anpeT Ha UCIOJIb30BAHKE TPYIIOBBIX, OOMINX U O]0O0|O
CTaHJAPTHBIX YYETHBIX 3alUCEH U Mapojei, a TakkKe MPOUUX
MOI00HBIX METO/I0B UACHTU(UKAIIMY U ayTeHTU(UKALINH,
HE MO3BOJIAIOLINX OMPEISTUTh KOHKPETHOTO CyOhEeKTa
nocTyna

PII.11 Bpemennas 6510kupoBKa YYETHON 3aIlTUCH TIOJIb30BaTEICH T|T]|T
M0CJIe BHIMOJIHEHUS psiia HEYCHEIIHBIX MOCIe10BaTeIbHBIX
MOMNBITOK ayTeHTU(UKALMU Ha TIEpUO]] BpeMeHH He MeHee 30
MUH.
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P/I.12

3anpetr MHOXXECTBEHHOW ayTeHTU(UKALINU CYOBEKTOB
JIOTMYECKOT0 AOCTYIIA C UCTIOJIb30BAHUEM OJTHOM Y4ETHOM
3aIUCH ITyTEeM OTKPBITHS MapauIeIbHbBIX CECCUi
JIOTMYECKOT0 AOCTYIIA C UCTIOJIb30BaHUEeM pa3HbIX APM, B
TOM YHCJI€ BUPTYaJIbHBIX

P/I.13

ObecneueHrie BO3MOYKHOCTH BBITIOJIHEHUSI CYObEKTOM
JIOTUYECKOT0 JJOCTYMa - pa0OTHUKAMHU (PMHAHCOBOM
OpraHM3alMK [IPOLEyphl IPUHYAUTEIBHOTO PEPbIBAHUS
CECCHH JIOTUYECKOT0 JJOCTYMA U (MJIN) MPUOCTAHOBKH
OCYILIECTBIICHUS JIOTUYECKOTO I0CTYNA (C MPEKpaLEHUEM
otobpaxenust Ha MouuTope APM uHbopmaiuu, 1ocTyn K
KOTOPOI1 MOJIy4€H B paMKaX CECCUU OCYILECTBICHUS
JIOTUYECKOTO0 JJOCTYTIA)

P/1.14

ABTOMaTHUYECKOE IPEPBIBAHUE CECCUU JIOTUYECKOTO
J0cTyna (IPUOCTaHOBKA OCYIIECTBIICHUS JIOTHYECKOTO
JI0CTYIa) [0 UCTEYECHUH YCTAaHOBJICHHOI'O BPEMEHU
Oe3neiicTBrs (HEAKTUBHOCTH) CYOBEKTA JIOTHUECKOTO
J0CTYIa, He MPEBBIIIAIONIET0 15 MUH., C IpeKpaleHneM
oroOpaxkeHust Ha MOHUTOpe APM mHbopmanmu, 10ocTym K
KOTOPOi1 IOJIy4€H B PaMKaX CECCUU OCYILECTBICHUS
JIOTHYECKOTr0 JOCTyIa

P/I.15

BrinonHenue npoueypsl IOBTOPHOM ayTeHTU(DUKAILIY [T
IIPOJIOJKEHMS OCYILIECTBIICHHS JIOTUYECKOTO JOCTYIIA I10CTIe
€ro IMPUHYIANUTEIBHOTO WM aBTOMaTHYECKOTO IPEPHIBAHUS
(MIPHOCTaHOBKU OCYILECTBIICHHSI IOTHUECKOTO JOCTYNa),
npeaycMorpernHoro mepamu PJ1.13 u PJ1.14 nacrosmein
TaOJIULIBI

P/I.16

Hcnonb3oBanue Ha APM cyOBEKTOB JIOTHYECKOT O 10CTYyIA
BCTPOEHHBIX MEXAHU3MOB KOHTPOJISI U3MEHEHUsI 0a30BOM
KOH(Urypanuu o0opya0BaHus (aposib Ha U3MEHEHHE
rapaMeTpoB KOH(PUTypaluu CUCTEMBI, XpPaHALIUXCS B
9HEPrOHE3aBUCUMOMN MaMSTH)

7.2.2.3 ba3oBbli cOCTaB Mep II0 OpraHU3aldHd YIPaBICHUS
UACHTUDUKAIIMOHHBIX M ayTeHTH()PUKAIMOHHBIX JIAaHHBIX TMPUMEHHUTENBHO K YPOBHSM  3allUThHI
nH(popManuy IpuUBesieH B Tabaue 5.

U OpraHusanv  3allruThI

Tabmuma 5

ba30BbIi1 cocTaB Mep IO OpraHU3aluK YIPABJICHUS U OpraHU3alin
3alIUTHl UACHTU(UKAIMOHHBIX U ayTeHTU()UKAIMOHHBIX TaHHBIX
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YcaoBHoe Yposenn
obosHaueHne Copep:xaHue Mep CUCTEMBI 3alIUThl HH(OPMALIUU omaian
U HOMED P p P uH(popManuu

MCPBI 3 2 1

P1.17 3amper Ha UCMONB30BaHUE TexHoJoruu ayreHTuukanmuc | T | T | T
COXpaHEHHEM ayTeHTU(UKALMOHHBIX TaHHBIX B OTKPHITOM
Buae B CBT

P/1.18 3amper Ha nepenady ayreHTU(UKAIMOHHBIX JJAHHBIX B T | T|T
OTKpPBITOM BHUJIE IO KaHAJaM U JIMHUSM CBSI3HM U UX Iepeaady
KyZ1a-1n00, KpoMe CPEJICTB MIT CUCTEM ayTeHTH()HUKAIINN

PJI.19 Cwmena naposeit moib3oBateneit He pexe oqHoro pazasron | T | T | T

PJ1.20 Cwmena naposiei 3KCIuTyaTallMOHHOTO IEPCOHANIA HE Peke T|T]|T
OJIHOTO pa3a B KBapTall

P21 Hcnonp30Banre n0b30BaTENSIMU MApPOJIEH IMHON HE T | T|T
MEHEe BOCbMH CUMBOJIOB

P/1.22 Hcnonp3oBanue dKCIUTyaTallMOHHBIM nepcoHanoMm maposte | T | T | T
JUIMHOM HE MEHee IIEeCTHAAaTH CUMBOJIOB

P/1.23 Wcnons3oBanue npu GopMUpOBaHUM MAapoJieil CyObEeKTOB T | T|T
JIOTUYECKOTO JJOCTYMa CUMBOJIOB, BKIIFOUAIOIUX OYKBHI (B
BEPXHEM U HIDKHEM PETUCTPax) U LU pbl

P/1.24 3anpeT UCNoIb30BaHMs B KaUeCTBE NapoJiel CyObeKTOB H|O|O
JIOTUYECKOTO JJOCTYTA JIETKO BHIYUCIISIEMBIX COYETaHU OyKB
u udp (Hanpumep, UMeHa, paMIINY, HAUMEHOBaHUS,
OOIIETPUHATHIE COKPAIIICHUS)

P/1.25 ObecnieueHre BO3MOKHOCTH CaMOCTOSTEIbHON CMEHbBI T|T]|T
CyOBbEeKTaMH JIOTHYECKOTO JIOCTYIa CBOMX Haposien

PJ1.26 XpaHeHue Konuil ayTeHTU(UKAITMOHHBIX JaHHBIX O[O0 /|0
AKCIUTyaTallMOHHOIO MepCcoHaNIa Ha BblAeIeHHbIXx MHU nin
Ha OyMa)kKHBIX HOCUTEIISX

Pa.27 Peanu3arus 3ammThel Konuii ayreHTUGUKAMOHHbIX JaHHbiX | O | O | O
3KCIUTyaraimoHHoro nepconana ot HCJI nmpu ux xpaneHuun
Ha MHU unu OymaxHBIX HOCUTENAX

PJ1.28 Peructparnus nepconudukanuy, Beiaun (epeaaun) u O]0O0|O
YHUYTOXKEHUS MIEPCOHATBHBIX TEXHHUYECKUX YCTPOUCTB
ayTeHTU(UKALNU, PeaTH3yIOIUX MHOTO()AKTOPHYIO
ayTeHTU(UKALIHIO
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P/1.29

CMmeHna aYTeHTI/I(i)I/IKaLII/IOHHBIX JAaHHBIX B CJIydac UX
KOMITpOME€TaluK

7.2.2.4 ba30BbIil cOCTaB Mep IO aBTOPU3ALMHU (pa3rpaHUYEHHUIO JIOCTYIA) MPH OCYLIECTBJIECHUU
JIOTMYECKOT0 AOCTYIA MPUMEHHUTEIBHO K YPOBHIM 3aIIUTHI HH()OPMALUK IIPUBE/IEH B TabmuIe 6.

Tabmauua 6

ba3oBblil cocTaB Mep 10 aBTOpHU3aLUH (Pa3rpaHUYCHUIO TOCTYIIA)

IIpH OCYHICCTBJICHUHA JIOTHYCCKOI'0 JOCTYyIIa

YcaoBHoe Yposenn
o0osnascHne ConeprkaHue Mep CUCTEMBI 3alTUThl HHPOPMAIIUH o
1 HOMEp p p p nHOpMAaIH

MEpBI 3 2 1

P.30 ABTOpU3aLMs JIOTMYECKOro AocTyna Kk pecypcam gocryna, B | T | T | T
ToM uncie AC

P/1.31 Peanu3zanus He0OXOAMMBIX METO/I0B (JIMCKPEIUOHHBIH, T|T|T
MaHJaTHBIN, POJIEBOI WM MHOW METO[) NP pa3rpaHUuECHUN
JIOTUYECKOTO0 JIOCTYIIA K pecypcam JI0CTyna

PJ1.32 Peanuzarust poneBoro meronaa (¢ onpeaeacHueM st H|H]|T
KaKJI0W POJIM MpaB AOCTYIIA) MPU pa3rpaHUYCHUN
norudeckoro gocryna B AC

PJ1.33 Peanuzarust HeOOXOAMMBIX THUIIOB (YTEHHUE, 3aMKCh, T | T | T
BBHITIOJTHEHUE WITH MHOW THIT) U TIPABUJI pa3TpaHUuCHUS
JIOTUYECKOT0 JIOCTYTIA K pecypcam jaoctyna, B ToMm uucie AC

PJ1.34 3anper peanu3aluy Moab30BaTeIsIMU OU3HEC-TIPOIIECCOB U O | T|T
TEXHOJOTHYECKHUX MPOIeCCOB (DMHAHCOBOW OpTaHU3aIUH C
WCTIOTB30BaHUSI YIETHBIX 3aIMMCEH IKCIUTYyaTallMOHHOTO
nepcoHaia, B Tom uucie B AC

P11.35 3anpeT BBIMOIHEHUS MOJIb30BaTEISIMI OU3HEC-TIPOIIECCOB C T | T|T
WCIIOIb30BaHUEM MPUBWIICTHPOBAHHBIX MTPaB JIOTHIECKOTO
J0CTYIIa, B TOM 4YHCIie pabOThl OJIB30BaTENEH C IpaBaMu
JIOKaJbHOTO aaMuHucTparopa APM

P/1.36 Omnosernienne CyObeKTa JIOTHUECKOTO IOCTYTIA IMOCTIe H| H|T
YCHEIIHOW aBTOPU3ALIMH O JaTe U BPEMEHH €Tro
npeasiaymen apropuszanuu B AC

Pa.37 KonTposb cocraBa pa3pemennsix aeicrsuii B AC 1o H|T|T

www.consultant.ru

HafexXXHaa nNpaBoBad noaAepXXkKa

Ctpanuua 30 ns 104


https://www.consultant.ru/
https://www.consultant.ru/

"IOCT P 57580.1-2017. HaumoHanbHbIM cTaHaapT Poccuitckoii deaepaumu. [okyMeHT npegoctaBneH KoHcynbTaHTI0C
Be3sonacHocTb hMHAHCOBbIX (6aHKOBCKMX) onepauumit. 3amTa ... [aTta coxpaHeHus: 08.08.2023

BBITIOJTHEHUS HICHTU(DUKALIMN U Ay TCHTHPUKAITUN

P/1.38 Pa3mernienue ycTpoiicTB BbIBO/IA (OTOOpaKEHN) O[O0 /|0
UH(OpMAIHMH, UCKITIOYAOIIee €€ HECAHKIIMOHUPOBAHHBIN
IPOCMOTP

7.2.2.5 Ba3zoBbIii COCTaB Mep MO PETHCTPAllMd COOBITUH 3alUThl MH(OpPMAIMU, CBS3aHHBIX C
uaeHTH(UKaIMel, ayreHTuuKanueld u aBTopu3anueil (pa3rpaHu4eHueM J0CTYIa) MPU OCYIIESCTBICHUH
JIOTUYECKOT0 JJOCTYTa, IPUMEHUTEIHHO K YPOBHSM 3alUThI HH(GOpMaIlMU pUBEIeH B TalbIuIe 7.

Tabmauua 7
bazoBelii cocTaB Mep 10 perucTpauy cOObITHM 3aIUThI
UH(OPMAIINH, CBI3aHHBIX C WIACHTU(UKAIMEH, ayTeHTU(hUKAITIEH
U aBTOpU3aLueil (pa3rpaHuyeHueM JI0CTYIIA) IPH OCYIIECTBICHUU
JIOTUYECKOI0 JOCTYIIa
YcaoBHoe YpoBers
obosnauenue ConeprkaHue Mep CUCTEMBI 3alMThI HH(OpMALU Sonnan
1 HOMEp p p p nHbOpMAaIH

Mepbl 31211

P/1.39 Perucrpanus BbIOIHEHUS CYObEKTaMH JIOTHUECKOTO H|T]|T
JOCTYIIA Psiia HEYCIIEIIHBIX ITOCIEA0BATENbHBIX MOMBITOK
ayTeHTU(UKALUU

P/1.40 Perucrpanus ocymiectBieHus CyObeKTaMu JIOTHYECKOTO T|T| T
JOCTyTa UACHTU(PUKAUU U ayTeHTU(PUKAITIH

P/1.41 Perucrpanus aBTopuzanuu, 3aBepiieHus 1 (Uim) T|T|T
npepbIBaHUs (IPUOCTAHOBKH) OCYILECTBIICHUS
JKCIUTyaTallMOHHBIM IIEPCOHAIIOM U ITOJIb30BATEISAMU
JIOTUYECKOT0 JJO0CTyMa, B ToM unucie B AC

P/1.42 Perucrpanus 3amycka nporpaMMHBIX CEpPBHUCOB, H|T]|T
OCYHIECTBIISOIINX JOTUYECKNN JOCTYIT

PJ1.43 Perucrpanus n3mMeHeHuil ayTeHTU(PUKATUOHHBIX JaHHBIX, H|T]|T
HCIIOJIB3YEMBIX Ul OCYLIECTBIICHHS JIOTUYECKOTO JOCTYIIa

P/1.44 Perucrpanus 1eHCTBUN ITOJIB30BATEICH U H|O|O
JKCIUTYaTallMOHHOTO MEepCOHaNa, MPeyCMOTPEHHBIX B
cllyyae KOMIPOMETALMU UX ayTeHTU(PUKAIIMOHHBIX JaHHBIX

7.2.3 Ioanpouecc "3amuTta nHGOpPMAITUU TTPU OCYIIECTBICHUH (U3HIECKOTO T0CTyma"
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7.2.3.1 Ilpumensemble (UHAHCOBOM OpraHu3alMell Mepbl 10 3amuTe HHPOPMALHMH IIPH
OCYILIECTBICHUH (PU3UYECKOTO IOCTYIA JOKHBI 00ECTIeYBAaTh:

- OpPraHM3alMI0 U KOHTPOJb (PU3UYECKOrO JOCTYNa B IMOMELIECHUS, B KOTOPBIX PaCIOIOKEHBI
O00BEKTHI TOCTyTA (Jajiee - TOMEIICHHUS );

- OpPraHM3alMi0 W KOHTPOJbh (DU3MYECKOro JOCTyla K OOBEKTaM JOCTYIa, PACIHOJOKECHHBIM B
myOIMYHBIX (0OIIEIOCTYITHBIX ) MecTaX (fajiee - 0OmeA0CTYMHBIE 00BEKTHI JOCTYIIA);

- perucTpanuro CO6BITPII>'I, CBA3aHHBIX C (bPISI/I‘IeCKI/IM JOCTYIIOM.

7.2.3.2 ba3oBblil cocTaB Mep MO OpPraHU3alMM U KOHTPOIIO (PU3NYECKOro JOCTYIA B MOMEILEHUs
NPUMEHUTEIBHO K YPOBHSM 3alIUThl HH()OpMALIUHU IPUBEJCH B TadIHLE 8.

Tabnuua 8
ba3oBblii cocTaB Mep 10 OpraHu3alvi U1 KOHTPOJTIO
(U3NYIECKOTO TOCTYyTa B IOMEIICHUS
YcnoBHOe Yposetb
o0osnatenme Coneprxanue Mep CUCTEMBI 3alUThI UHPOPMAIINH o
U HOMep P 1Y P uHpopMaun

MEpBI 3 2 1

/1.1 JIokyMeHTapHOE OIpeIeIeHUe IIPaBUil PEIOCTaBICHUS H|O|O
(bu3mYecKoro Ao0cTymna

DJ1.2 KonTtposb nepedns juil, KOTOPHIM MPEJOCTABICHO MTPaBO O|O | T
CaMOCTOSITENTLHOTO (PU3UYECKOTO JJOCTYTA B OMEIICHUS

dJ1.3 KoHTpoab caMocTosATenbHOTO (PU3HUECKOTO A0CTYIA B H|O | T
TTOMEIICHUS JJIs JIUII, HE SBISIOMUXCS PaOOTHUKAMHU
(buHaHCOBOW OpraHU3aINH

/1.4 KonTtposb camocTosTeNhHOTO (PU3HUECKOTO JIOCTYTIA B H|O|T
MTOMENICHUS JUISI TEXHUYECKOTO (BCIIOMOTATEILHOTO)
nepcoHana

dJI.5 OcymiecTBiieHre PU3NIECKOTO TOCTYIIA JTUIIAMHU, KOTOPHIM H|O | O
HE MPEIOCTABICHO MPABO CAMOCTOSTEIBHOIO JOCTYIIA B
MTOMEIIEHUS, TOJIBKO MO KOHTPOJIEM paOOTHHUKOB
(MHAHCOBOW OpraHMU3AIMH, KOTOPBIM MIPEIOCTABICHO TAKOE
MpaBo

dJ1.6 Ha3znauenue mi1s Bcex MOMEMEHUN paciopsiANTeENs OO0 ] O
¢bu3nveckoro gocrymna
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OJ1.7 [IpenocraBiienne mpaBa CaMOCTOSTEIILHOTO (PU3HYECKOTO O]0O0]|O
JOCTYTIA B IOMEIICHHS 110 PEIICHUIO PACTIOPSIUTEIISI
¢bu3nveckoro aocrTymna

dJ1.8 Ob6opynoBanue BXOAHBIX JABEPEH MOMEIICHUS O[O0 /|0
MEXaHMYECKUMH 3aMKaMH, 00€CIIeUYNBAIONIMHI HAAECKHOE
3aKpBITHE TIOMEILEHHI B Hepabouee BpeMs

OJ1.9 O6opynoBaH#e MOMEIIEHUH CPeCTBAMH (CUCTEMAaMH ) H|H|T
KOHTPOJISl M YIIPABIICHUS IOCTYIIOM

®J1.10 OO6opynoBaHue MOMEIICHUH cpeacTBaMu BuaeoHaomioaenuss | H | H | T

OJI.11 O6opynoBaHye MOMEIIEHUM CPeCTBAMU OXPAaHHOU 1 H|H]|T
MOYKapHOW CUTHAIHM3AINN

D12 PacrnionoxxeHue cepBepHOro U CETEBOr0 000y I0BaHUS B H|O | O
3alMPaeMbIX CEPBEPHBIX CTOCUHBIX HIKadax

OJ1.13 KoHnTponb 1octyna k cepBepHOMY U CETEBOMY H|O|O
000pyIOBaHUIO, PACTIOIOKEHHOMY B 3aITUPACMBIX
CEPBEPHBIX CTOCYHBIX MIKadax

OJ1.14 XpaHeHHe apXUBOB UH(POPMAIUHU CPEACTB (CUCTEM) H|H|T
KOHTPOJIS U YIIPABJIEHUS TOCTYIIOM HE MEHEE TpeX JIET

DJI.15 XpaHeHue apxXuBOB HH(OPMAIIUU CPECTB H|T]|H
BUJICOHA0MIOICHUS HE MeHee 14 nHeil <*>

OJ1.16 XpaHeHHne apXuBOB UH(POpPMAIUH CPECTB H|H|T
BUeoHa0monenusa He Mmeruee 90 queit

<*> B ciy4ae NIpUMEHEHHsI CPEICTB BUICOHAOTIOACHHUS.

7.2.3.3 ba3oBelii cocTaB Mep IO OpraHu3allMd M KOHTPOJIIO (U3UYECKOTrOo JOCTyNma K
OOIIEOCTYTHBIM 00BEKTaM JOCTyNa MPUMEHUTEIbHO K YPOBHSM 3aIlUThl MH(OpManuu NpUBEAEH B
Tabimue 9.

Tabmanma 9
ba3oBblii cocTaB Mep 1O OpraHU3alu U KOHTPOJTIO
(U3MYECKOTO TOCTYMA K 00IIETOCTYITHBIM 00bEKTaM JOCTYyTa
YcnoBHoe YpoBeHb
obo3nadeHHe Copep:xaHre Mep CUCTEMBI 3aIIUThHI HH()OPMALIUN o
1 HOMEP p p Y uHpopmaruu
MEpBbI 3 2 1
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ON.17 Perucrparus goctymna K 00IIeTOCTYITHBIM 00bEKTaM H|T|T
JOCTYTIA C UCTIOB30BAHUEM CPEIICTB BHICOHAOIIOICHHS

DJ1.18 XpaHeHue apXuBOB HHGOPMAIIMH CPEIICTB H|T|T
BUJICOHAOTIOICHUS, PETUCTPUPYIOMIUX TOCTYH K
00IIeI0CTYITHBIM 00BEKTaM JIOCTyIa, He MeHee 14 nHei

dJ1.19 KonTtposb cocTosiHust 001me10cTymHbIX 00beKTOB goctynac | O | O | O
LIETIBIO BBISBIICHUI HECAHKLIIMOHUPOBAHHBIX U3MEHEHUH B UX
anmapatHoM obecnieueHnu u (wm) [10

®J1.20 [IpuBenenue oOIIENOCTYIHBIX O0BEKTOB IOCTYMA, [ O|0 | O
KOTOPBIX OBUTH BBISIBIICHBI HECAHKITMOHUPOBAHHBIC
M3MEHEHHUS B UX amnmnapatHoMm obecnieuenuu u (win) [10 (o
yCTpaHEHUS YKa3aHHBIX HECAHKIIMOHUPOBAHHBIX
W3MEHEHUH ), B COCTOSIHUE, TP KOTOPOM HEBO3MOKHO UX
WCIIOJIb30BAHUE VISl OCYIIECTBIICHUS OTIEPALIH
(TpaH3aKIMH ), TPUBOISIICH K (PUHAHCOBBIM MOCIIEACTBUSIM
Uit QUHAHCOBOW OpraHU3aIluy, KJIMEHTOB ¥ KOHTPAreHTOB

7.2.3.4 ba3oBblil cocTaB Mep IO pEerucTpanuu COOBITHH, CBA3aHHBIX C (PU3UYECKUM TOCTYIIOM,
MIPUMEHHUTEIBHO K YPOBHSM 3alIUThl HHGOpMauu npuseseH B Tadbmauie 10.

Tabmuma 10

basoBblii cocTaB Mep 10 perucTpanuu cCoObITUH,
CBSI3aHHBIX C (PU3NYECKUM JOCTYIIOM

YcnoBHoe Yposenn
obosnaueHse ConeprkaHue Mep CUCTEMBI 3allMThI HH(OpMAIUN HHfba:;I;I;iHH
1 HOMED
MepBI 31211
D121 Perucrpanus coOpiTuit 3amuTsl HHGopManuy, cesizanieixc | H | H | T
BXO/JIOM (BBIX0/IOM) B IOMEIIIEHUS (13 TOMEIIEHUHl), B
KOTOPBIX PACIIONIOKEHBI 00BEKTHI JOCTYIIA

7.2.4 Tlonmponece "Unentudukanus 1 yueT pecypcoB 1 00BEKTOB JocTymna"

7.2.4.1 TTpumensiemble (UHAHCOBOM OpraHu3alyell Mephl 1Mo UISHTU(PUKAIUN U YIeTy PECYpPCOB U
00BEKTOB JIOCTYIIA JOJDKHBI 00ECTIeYMBATh:

- OpraHH3aluI0 YU€Ta U KOHTPOJIb COCTaBa pECypCOB U 00BEKTOB AO0CTYIIA;

- PETHCTPAIMIO COOBITHIT 3aIUTHI HHGOPMAIUH, CBI3aHHBIX C OMIEPALUIMHE 10 H3MEHEHHIO COCTaBa
pecypcoB U 0OBEKTOB IOCTYIIA.
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[Ipu peanusanuu mnoamnponecca "WaeHTudukamuss W y4eT pecypcoB M 0OOBEKTOB joctymna'
pexomenayercs ucnonb3oarb ['OCT P 50739.

7.2.4.2 ba3oBbIli COCTaB Mep IO OpraHU3AIMH Y4YeTa U KOHTPOJISI COCTaBa PECYpCOB M OOBEKTOB
JOCTyTa MPUMEHHUTEIFHO K YPOBHSM 3aIlUThI MH(OpManuu npuseneH B Tabmure 11.

ba30BbIi1 cOcTaB Mep 110 OpraHU3aLMK y4eTa U KOHTPOJIS

COCTaBa PeCypcoB U OOBEKTOB JIOCTYIA

YcnoBHoe YpoBeHs
obosnatienne CopneprkaHue Mep CUCTEMBI 3allUThl HH(pOpMALUU tomaian
1 HOMep p p p uH(pOpMaIUK

MepBI 31211

ny.1 VY4er co3gaHHbIX, UCIIOJIB3YEMBIX U (HJIH) O|T | T
HKCIUTYaTUPYEMBIX PECYPCOB JIOCTYIIA

ny.2 VYdeT ucnoib3yeMbIX U (MIH) 3KCILTyaTUPYEMbIX 00bEKTOB O|O0 | T
JocTyna

ny.s VY4eT 3KCITyaTupyeMbIX 00IIEIOCTYITHBIX 00BEKTOB OO0 | T
J0CcTyna (B TOM 4ucie 6aHKOMATOB, IJIATEXKHBIX
TEPMHUHAJIOB)

ny.4 KoHTposnb pakTHyeckoro coctaBa co3/1aHHbIX, oO|T | T
WCIIOIB3YEMBIX U (WJIH) SKCIUTYyaTUPYEMBIX PECYPCOB
noctyna (6a3 1aHHBIX, CETEBBIX (ailIOBBIX PECYpPCOB,
BUPTYaJIbHBIX MAIlIMH) U UX KOPPEKTHOI'O Pa3MEIIECHUS B
CErMEHTaX BBIYMCIUTENBHBIX CeTel (PMHAHCOBOM
OpraHu3aIuu

nvy.s KonTpoJib BeIMOMHEHUS oniepanuid o co3aanuto, ynainenuto | H | T | T
U pe3epBHOMY KOIMPOBAHUIO PECYpPCOB A0CTyMa (6a3
JAaHHBIX, CETEBBIX (hallIOBBIX PECYPCOB, BUPTYAJIbHBIX
MaIIT1H)

ny.6 KoHTpomnb pakTHuyeckoro coctaBa SKCILTyaTUPYEMBIX H|O| T
00BEKTOB IOCTYIA M UX KOPPEKTHOTO pa3MELICHHUS B
CerMEHTaX BBIYMCIUTENbHBIX CeTel (PMHAHCOBOM
OpraHu3aIu

Taomauua 11

7.2.4.3 Ba3zoBbIii COCTaB Mep MO PETUCTPAIMUA COOBITHH 3aluThl WHGOPMAIIUHU, CBSI3aHHBIX C
oreparsIMi M0 HM3MEHEHHIO COCTaBa PECYPCOB M OOBEKTOB JOCTYIA, MPUMEHUTEIBHO K YPOBHSIM
3amuThl HHGOPMAITUU TpUBEICH B Tabmuie 12.
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Tabmuma 12

ba3oBblil cocTaB Mep M0 perucTpanuy COObITUI 3aIUThI
nH(OpMAIINH, CBSI3aHHBIX C OTNIepaIMsIMU 110 U3MEHEHUIO COCTaBa
pecypcoB U 00BEKTOB IOCTYIIA

YcaoBHoe Yposenn
o0o3Ha4YeHHE C SAIHTBI
i HoMEp oJIepKaHKUe Mep CUCTEMBI 3aIlUThl HHPOPMALUU UH(pOpMaLUU
Mepbl 3021
ny.7 Peructpanus coOpiTuii 3amuTsl ”HGopManuy, cesizanieixc | H | T | T
CO3/IaHHUEM, KOITMPOBAaHUEM, B TOM YHUCIIE PE3EPBHBIM, U
(unn) ypaneHueM pecypcoB aocTyma (0a3 TaHHBIX, CETEBbIX
(bailioBBIX pecypcoB, BUPTYyaJIbHbIX MAIIMH)
ny.g Perucrpanus cobpiTuii 3amuThl nHGoOpMaryu, cesizanibixc | H | H | T
MOJIKJIIOUEHUEM (perucrpanneii) o0beKTOB 10CTyIa B
BBIUMCIIUTENIBHBIX CETAX (PMHAHCOBOM OpraHU3aluU

7.3. Ilporecc 2 "OGecrneueHne 3aUThl BEBIYACTUTEIBHBIX ceTeit"
7.3.1 Ioamporecc "CermMeHTanus U MEKCETEBOE DKPAHUPOBAHNUE BEIUYUCIMTEILHBIX ceTeil"
p paHup

7.3.1.1 Ilpumensiemble (UHAHCOBOW OpraHU3alMeil Mepbl IO CErMEHTAalud M MEKCETEBOMY
HKPAHUPOBAHUIO BBIYUCIUTENBHBIX CETEH T0JIKHBI 00eCIIeunBaTh:

- CCTMCHTAIMIO U MCKCETCBOC SKPAHUPOBAHHUEC BHYTPCHHHUX BBIYHUCIIUTCIbHBIX ceTeﬁ;
- 3alIUTY BHYTPCHHUX BBIYUCIIMTCIIbHBIX ceTen npu BSaHMOHeﬁCTBHH C CCThIO I/IHTepHeT;

- perucrpanuro COOBITUH 3alllUThI I/IH(i)OpMaIII/II/I, CBA3aHHBIX C OmInepanuiaMHd IO HN3MCHCHHIO
mapaMeTpOB 3alIUThI BBIYUCIUTCIIbHBIX CETeH.

[Ipu peanmmzanmu noamnporecca "CerMeHTaluss U MEXKCETEBOE SKPAHUPOBAHUE BBIUHUCIUTEIIHHBIX
cereii" pekomenayercs ucnonabzoBats [ OCT P UCO/MBK 27033-1.

7.3.1.2 ba3oBbIli COCTaB MeEp IO CErMEHTAlMM M MEKCETEBOMY JKPAaHUPOBAHUIO BHYTPEHHHUX
BBIYUCIIUTENBHBIX CETeH MPUMEHUTEIHHO K YPOBHSM 3aIIUThHl HHPOPMALIMHU MPUBEIEH B Tadbmuie 13.

Ta6mmma 13
ba30BbIil cocTaB Mep M0 CErMEeHTaI[UU U MEXKCETEBOMY
SKPaHUPOBAHUIO BHYTPEHHUX BBIYMCIUTEIBHBIX CeTEH
VYcnoBHOE ConeprxaHre Mep CUCTEMBI 3alTUThl HHPOPMAITUH YpoBeHb
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o0o3HaueHue
1 HOMeEp
MEpBbI

uHpopmaruu

3allUThI

3

2 |1

CMO.1

Brienienne B BBIYUCITUTENBHBIX CETAX (MHAHCOBOM
OpraHMU3aIfK OTACIbHBIX CETMEHTOB (TPYII CETMEHTOB),
npeIHa3HAuYCHHBIX ISl pa3MelieHus] HH)pOpMamoHHOU
UHQPACTPYKTYPBI KAKIOTO U3 KOHTYPOB 0€30M1aCHOCTH
(manee - cerMEHTBI KOHTYPOB 0€301TaCHOCTH )

H

T | T

CMD.2

Peann3zanus cereBoro B3aMMOAEHCTBHSI U CETEBOM H30JIALIUU
Ha YPOBHE HE BBIILIE TPETHETrO (CETEBOM) 110 CEMUYPOBHEBOM
CTaHJAPTHON MOJEHN B3aUMOAEHUCTBHS OTKPBITHIX CUCTEM,
onpenenenHoit B OCT P UCO/M3K 7498-1, cermeHTOB
KOHTYpPOB 0€30MaCHOCTH M BHYTPEHHUX BBIYUCIUTEIbHBIX
ceTell pUHAHCOBOM OpraHu3aluy, He PeIHa3HAYEHHBIX IS
pa3meleHust nH(hOpMalMOHHON UHPACTPYKTYpHI,
BXOJIAIIEH B KOHTYpbI 0€301aCHOCTH (/1aJIee - UHbIE
BHYTPEHHHUE BBIYMCIUTEIbHbBIE CeTH (PHAHCOBOM
OpraHM3aI1x)

CMD.3

MesxceTeBoe SKpaHHPOBAHNE BEIYHCIUTEIBHBIX CETEeH
CErMEHTOB KOHTYPOB 0€30MacHOCTH, BKIItOUas (pUIbTpaIHIO
JTAHHBIX Ha CETEBOM M MPUKJIAJTHOM YPOBHSIX
CEeMUYpPOBHEBOM CTaHAAPTHON MOJETH B3aMMOAEHCTBHS
OTKPBITBIX cucteM, onpenenenHoi B 'OCT P UCO/MOBK
7498-1

CMD>.4

Peanu3anus 1 KOHTPOJIb HHPOPMALTMOHHOTO
B3aUMOJCUCTBUS MEXKIY CETMEHTaMU KOHTYPOB
0€30MMacCHOCTH ¥ UHBIMU BHYTPEHHUMU BBIUUCIUTEIbHBIMU
ceTssMu (PMHAHCOBOM OpraHU3alMy B COOTBETCTBUH C
YCTaHOBJIEHHBIMM MPABWJIAMH U ITPOTOKOJIAMHU CETEBOTO
B3aUMOJCUCTBUSA

CMD.5

Peanuzanus 1 KOHTPOJIb HH(POPMAITUOHHOTO
B3aMMO/JICHCTBHS C MPUMEHEHUEM ITPOrPaMMHBIX ILITI030B
MEX]y CETMEHTaMU KOHTYpOB 0€3011aCHOCTH 1 MHBIMU
BHYTPEHHUMU BBIUYUCIUTEIBHBIMU CETSIMH (PUHAHCOBOM
OpraHU3aIMH C 1IeJbI0 00ecIIeYeHUs] OrpaHUYEHHS U
KOHTPOJIS Ha Nepeiavy JaHHbIX [0 MHULIUATUBE CyObEKTOB
JIOTUYECKOTO JOCTyTNa

CMD.6

Beiienenue B BBIYUCIUTENBHBIX CETAX (PMHAHCOBOM
OpraHM3allK OTAEIbHBIX CETMEHTOB (IPYII CETMEHTOB),
npeJHa3sHAuYeHHBIX IS pa3MeIleHus] HH()pOpMarmoHHON
UHQPaACTPYKTYpPHI, UCIIOIb3YEMON TOJIBKO Ha Tarne
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co3nanus u (wim) moaepuuszanuu AC, B TOM 4ucCIie
tectupoBanus [10 u CBT (nanee - cerMeHT pa3pabOTKu U
TECTUPOBAHUS)

CMD.7 Peanu3zarus 3amnpera ceTeBOro B3auMOICUCTBUS CErMEHTa H|T|T
pa3pabOTKU ¥ TECTUPOBAHUS M UHBIX BHYTPEHHHUX
BBIUMCIIUTENILHBIX ceTel (PHHAHCOBOM OpraHMU3aluy 110
MHUIMATUBE CErMEHTa pa3pabOTKU U TECTUPOBAHUSA

CMD.8 Brienenue B coctaBe CErMEHTOB KOHTYPOB O€30MMaCHOCTH H|H|T
OT/EJIbHBIX MOJb30BATEIBLCKUX CETMEHTOB, B KOTOPBIX
pacmnofaratotcs Toibko APM mnons3oBaTenei

CMDS.9 Brigenenue B coctaBe CErMEHTOB KOHTYPOB O€30MMaCHOCTH H|H|T
OT/EJIbHBIX CETMEHTOB YIIPABJICHHUS, B KOTOPBIX
pacnonararorcs Toabko APM skcrutyaTainoHHOTO
MEPCOHAJIA, UCIIOJIb3YEMBbIE JJISI BEIIOJIHEHHUS 3a]1a4
aIMUHUCTPUPOBAHMS HHPOPMAIIMOHHON HH(MPACTPYKTYPBI

CMD5.10  |BplgeneHue B cOCTaBe CETMEHTOB KOHTYPOB 0€3011aCHOCTH H| H|T
OTIENBHBIX CErMEHTOB XpaHEHUsI U 00paOOTKH TaHHBIX, B
KOTOPBIX PAcIoIaratoTcsi pecypebl JOCTYIIa,
MpeHa3HauYeHHbIe 411 00pabOTKU U XpaHEHUsI JaHHbIX,
cepBepHOe 000pyIOBaHME U CUCTEMbI XPAHEHUS TaHHBIX

CMD.11 Brinenenne oTnebHbIX CETMEHTOB IS pa3MEILCHUS H | T|T
00IIeTIOCTYIHBIX 00BEKTOB JIOCTYIA (B TOM UHCIIE
0aHKOMATOB, IUIATSKHBIX TEPMHHAJIOB)

CMD.12  |Peanu3auusi 1 KOHTPOJIb HH(POPMAILIMOHHOTO H| H|T
B3aMMOJICHCTBHS MEX/y CETMEHTaMHU BBIYMCIUTEIbHBIX
cerei, onpeaeneHHbIXx Mepamu CMD.8 - CMD.11
HacTosIIeH TaOInIbl, U UHBIMA CETMEHTaMHU
BBIUUCIIUTENILHBIX CETEH B COOTBETCTBUU C YCTAHOBIICHHBIMH
MpaBUJIAMHU U IPOTOKOJIAMU CETEBOTO B3aMMOIEHCTBUS

CMD.13 KonTtpons conepxkumoro unpopmanuu npu ee nepesocenus | H | O | T
CEerMEHTOB MJIM B CETMEHTHI KOHTYpPOB 0€30MacHOCTH C
MCIOJIb30BaHNEM NTEPEHOCHBIX (OTUYKIaeMbIX) HOCUTEIEH
nHpopManuu

7.3.1.3 ba30BsIil cOCTaB Mep IO 3alUTE BHYTPEHHUX BBIYMCIUTENBHBIX CETEN IIPU B3aUMOJEHCTBUN
Cc ceThblo MIHTEepHET MPUMEHUTENBHO K YPOBHSAM 3alIUThI HH(GOpMAIMK IpUBEAEH B Tabnuue 14.

Tabmuna 14
ba30BbIil cocTaB Mep 1o 3alUTE BHYTPEHHUX BBIYMCIUTEIBHBIX
ceTel MpH B3aMMOJAECHCTBHM C CeThi0 IHTepHET
www.consultant.ru Ctpanuua 38 ns 104
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YcaoBHOE
00o03HaueHne
U HOMEp
MepbI

ConeprxaHre Mep CHCTEMBI 3alMTHI HH(OpMAIX

YpoBeHb
3aIUTHI
uHpopmaruu

312 |1

CMD.14

Peanu3anus cereBoro B3auMOJCHCTBUS U CETEBOM U30JISIUU
Ha YPOBHE HE BBIILIE€ BTOPOTO (KaHAJIbHBIH) 10
CEMHYPOBHEBOW CTaHIAPTHON MOJIEIH B3aUMOJICHCTBUS
OTKpBITBIX cucteM, onpenenenHoi B 'OCT P UCO/MOBK
7498-1, BHyTpEHHUX BBIYUCIUTENBHBIX CeTel (PUHAHCOBOM
opranuzanyu u cetu MaTepuer

H| T|T

CMD.15

Peanmm3anms ceTeBoro B3auMOACHCTBUS 1 CETCBOM M30ISAIINU
Ha YPOBHE HE BBIIIE TPETHETro (CETEBOM) M0 CEMHUYPOBHEBOM
CTaHJIapTHOW MOJIENIN B3aUMOJICUCTBHUS OTKPBITBIX CUCTEM,
onpeaenenHoii B 'OCT P MCO/M3K 7498-1, BHyTpeHHHUX
BBIYHCIUTEIILHBIX CeTe (PMHAHCOBOM OpraHu3aliy U CeTH
HNuTepuer

CMD.16

Me:xcereBoe 3KpaHUPOBAHUE BHYTPEHHUX BBIYMCIUTEIBHBIX
ceteil pUHAHCOBOM opraHu3aluy, BKIOYas (PUIBTPALINIO
JAaHHBIX HA CETEBOM U IIPUKJIAJHOM YPOBHSX
CEMHYPOBHEBOM CTaHJIAPTHOW MOJIENIN B3aNUMOJICUCTBUS
OTKpPBITBIX cucteM, omnpeneneHHoi B 'OCT P MICO/MBOK
7498-1

CMD.17

Peanuzanus 1 KOHTPOJIb HHPOPMAITUOHHOTO
B3aUMO/JICHICTBUS BHYTPEHHHUX BbIUMCIUTEIbHBIX CETEN
(¢uHaHCOBOMN OpraHu3alyy u cetu MHTepHeT B
COOTBETCTBHUH C YCTAHOBJICHHBIMU IIPABUJIAMHU U
IIPOTOKOJIAMHU CETEBOI'O B3aMMOZECHCTBHS

CMD.18

CoKpbITHE TOMOJIOTUH BHYTPEHHUX BBIYUCIUTEIBHBIX CETEH
(buHaHCOBON OpraHU3aIiu

CMD.19

Peanusanus cereBoro B3auMoeCTBUS BHYTPEHHHUX
BBIUMCIIUTENBHBIX ceTel (PMHAHCOBOM OpraHu3alluy U CeTH
WHuTepHeT yepe3 orpaHMuE€HHOE KOJIMYECTBO
KOHTPOJIMPYEMBIX TOUEK JOCTyNa

CMD.20

Peanuzanus nouroBoro oOMeHa ¢ cetbto IHTEpHET uepe3
OTpaHUYEHHOE KOJIMYECTBO KOHTPOIUPYEMBIX TOYEK
MH(POPMALIMOHHOTO B3aMMO/ICHCTBHSI, COCTOSIINX U3
BHEUIHETO (ITOAKII0UEHHOTr0 K ceTu HTepHeT) u
BHYTPEHHETO (Pa3MeIeHHOI0 BO BHYTPEHHUX CETSIX
(bMHAHCOBOW OpraHU3aIMH) IIOYTOBBIX CEPBEPOB C
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0€30IMacHOH peruIMKaIel MOYTOBBIX COOOIIEHUN MEXKTY
HUMH

7.3.1.4 ba3oBelii cOCTaB Mep IO PETUCTPAlMK COOBITUH 3aIUThl WH(GOPMAIMU, CBA3AHHBIX C
OIepaMsAMH 110 U3MEHEHHIO TTapaMETPOB 3AIUTHI BEIYUCIUTEIBHBIX CETEH, MPUMEHHUTENBHO K YPOBHAM
3amuThl HH(GOPMAaLUY IpUBeIeH B Tabmuie 15.

Tab6muna 15

baz3oBsIii cocTaB Mep MO pErucTpaIii COOBITHI 3aIUThI
nH(OpPMAIINH, CBS3aHHBIX C ONEPALMsIMU 10 H3MEHEHHUIO
MapamMeTpOB 3aIIUTHl BHIYUCIUTEIBHBIX CETEH

YcaoBHoe YpoBeHs
obosHateHHe ConeprkaHre Mep CHCTEMBI 3allIUThI HH(OpMAIIUU HH(S;CI,J;I;I;iHH
U HOMEDP
MEpBbI 3 | 2 )

CMD.21 Perucrpanus n3smeHeHui napamMeTpoB HaACTPOEK CPENCTB U T|T|T
CHCTEM 3allUThl THPOPMALIMHU, 00eCIIeUNBAIOIINX

pean3anuio CerMeHTalH, MEKCETEBOT0 SKPAHUPOBAHUS U
3alIUThI BBIYUCIUTENBHBIX CeTel (PMHAHCOBOM OpraHu3aluu

7.3.2 Tlonmpouecc "BoisiBneHne BTOPKEHNUN U CETEBbIX aTak"

7.3.2.1 Ilpumensiemble (UHAHCOBOM OpraHM3alMeld MEphI MO BBISIBICHUIO BTOPKEHUN M CETEBBIX
aTaxK JOJDKHBI 00ECIIEUNBATh:

- MOHUTOPHHT U KOHTPOJIb COACPIKUMOTO CETEBOT'O Tpa(I)I/IKa;

- pEerucTpanuio COOBITUN 3alluThl MHGOpPMAIMU, CBA3aHHBIX C pe3yJbTaTaMHM MOHMTOPHHIa U
KOHTPOJISI COAEPI)KUMOTO CETEBOTO TpadHuKa.

IIpn peanuzanmm noxanponecca '"BbIBIEHHE BTOPKEHMM M CETEBBIX aTak' pPEKOMEHIYETCs
UCTOJb30BaTh [12].

7.3.2.2 ba3oBBIli COCTaB Mep IO MOHHUTOPWUHTY W KOHTPOJIO COJEPKUMOTO CETeBOr0 Tpaduka
MPUMEHHUTEIHFHO K YPOBHSM 3alIUThl HHGOpPMAIUH MpUBEIeH B Tadmuie 16.

Tabnuua 16
ba3oBblii cocTaB MEp 110 MOHUTOPUHTY M KOHTPOJIIO
COJIEP’)KUMOTO CETEBOI0 Tpaduka
YcnoBHoe CopneprxaHue Mep CHCTEMBI 3alMTHI HH(OpMAIUN YpoBeHb
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o0o3HaueHue
1 HOMeEp
MEpBbI

uHpopmaruu

3allUThI

3

2 |1

BCA.1

KouTponb oTcyTcTBUs (BBISIBIIEHNE) aHOMAIBHON CETEBON
aKTUBHOCTH, CBA3aHHON C BO3MOYKHBIM
HECaHKIMOHUPOBAHHBIM UH(GOPMAITMOHHBIM
B3alMOJICIICTBUEM MEXKIY CETMEHTaMU KOHTYPOB
0€30MacCHOCTH U UHBIMU BHYTPEHHUMU BBIUYUCIUTEIHHBIMU
ceTssMU (PMHAHCOBOW OpraHU3aIUU

H

H|T

BCA.2

KoHTposab oTcyTcTBUS (BBISIBIEHNE) aHOMAJIBHON CETEBOM
AKTUBHOCTH, CBA3aHHON C BO3MOYKHBIM
HECAHKIIMOHUPOBAHHBIM MH(OPMAITMOHHBIM
B3aMMOJECHCTBUEM MEXIY BBIUUCIUTEIBHBIMU CETAMU
(uHaHCOBOM OpraHu3alyy U ceThio MHTEpHET

BCA.3

KoHTpoinb oTcyTcTBUS (BBISBICHUE) AHOMAJIBLHON CETEBOM
AKTUBHOCTH, CBA3aHHON C BO3MOYKHBIM
HECAHKIIMOHUPOBAHHBIM MH(POPMAITMOHHBIM
B3aMMOJECHCTBUEM MEXAY CETMEHTaMU, IPeAHA3HAaYE€HHBIMU
JUIS pa3MeIIeHNsl 001LEA0CTYIHBIX 00BEKTOB AOCTYIA (B
TOM 4Hciie 0aHKOMATOB, IUIATEKHBIX TEPMHUHAIIOB), U CETHIO
HNHutepuer

BCA 4

KonTtpomns oTcyTcTBUS (BBISIBICHNE) aHOMAJIBHOMN CeTeBOM
AKTUBHOCTH, CBSI3aHHOW C BO3MOXHBIM
HECaHKIMOHUPOBAHHBIM JIOTUYECKUM JOCTYIIOM K pecypcaM
JOCTYIIA, PA3MELIEHHBIM B BBIYHCIUTEIBHBIX CETAX
(uHaHCOBON OpraHU3alMy, MOAKIIOUYEHHBIX K CETH
HNHutepuer

BCA.S

KoHTpoab oTcyTcTBuUS (BBISIBIEHNE) aHOMAJIBHON CETEBOM
AKTUBHOCTH, CBA3aHHON C BO3MOYKHBIM
HECaHKLIMOHUPOBAHHBIM YJJAJICHHBIM JIOCTYIIOM

BCA.6

KoHnTponb oTcyTcTBUs (BBISIBIEHNE) aHOMAIBHON CETEBON
aKTUBHOCTH, CBA3aHHON C BO3MOYKHBIM
HECaHKLMOHUPOBAHHBIM JIOTHUECKHUM JIOCTYIIOM K pecypcam
JOCTYTIa, Pa3MEIIEHHBIM BO BHYTPEHHUX BBIYMCIINTENBHBIX
ceTsX (PMHaHCOBOW OpraHU3aluN

BCA.7

KoHnTponb oTcyTcTBUS (BBISBIIEHNE) AHOMAJIBHON CETEBOM
aKTUBHOCTH, CBA3aHHON C BO3MOYKHBIM
HECaHKLIMOHUPOBAHHBIM JOCTYTIOM K ayTeHTU(HUKAIIMOHHBIM
JAHHBIM JIETAIBHBIX CYOBEKTOB JOCTYIA

www.consultant.ru

HafexXXHaa nNpaBoBad noaAepXXkKa

CrpaHuua 41 u3 104


https://www.consultant.ru/
https://www.consultant.ru/

"IOCT P 57580.1-2017. HaumoHanbHbIM cTaHaapT Poccuiickoit Gepepaumu.

Be3sonacHocTb hMHAHCOBbIX (6aHKOBCKMX) onepauumit. 3amTa ...

[okymeHT npepoctasneH KoHcynbTaHTI0C

[aTta coxpaHeHus: 08.08.2023

BCA.8

KoHTposib oTcyTcTBUS (BBISIBIIEHNE) AHOMAJIBHON CETEBOM
aKTUBHOCTH, CBSI3aHHON C BO3MOKHBIM OCYILECTBIEHUEM
aTak Tumna "oTka3 B 00CIy)KHBaHUU'", IPEANIPUHUMACMBIX B
OTHOILLIEHUH PECYPCOB JOCTYIA, Pa3MELICHHbBIX B
BBIUUCIIUTENILHBIX CETSAX (PMHAHCOBOW OpraHU3aIH,
MOJIKJIFOYEHHBIX K ceTd MIHTepHeT

BCA.9

brokupoBanue arak Tuna "oTKasz B 00CIy)KUBaHUHU" B
MacmTabe BpeMeHH, OJIM3KOM K pealbHOMY

BCA.10

KonTtpons u obecrieueHre BO3SMOKHOCTH OJIOKUPOBKH
HEeXeNaTEeNbHBIX COOOIICHUI ANEeKTPOHHOU ouThl (SPAM)

BCA.11

Peanuzanus koHTpoiIs, npengycMoTpenHoro mepamu BCA.1 -
BCA.9 nacrosueil Tabnuiibl, MyTeM CKaHUPOBAaHUS U
aHaJM3a ceTeBOro Tpaduka MeXAy IpyniaMyu CErMEHTOB
BBIYUCIIUTENILHBIX CeTeH (PHMHAHCOBOI OpraHu3anuy,
BXO/ISIILUX B Pa3HbIe KOHTYPHI 0€30M1aCHOCTH

BCA.12

Peanuszanus koHTposis, npenrycMorpennoro mepamu BCA.1 -
BCA.9 nacrosueil Tabnuiibl, myTeM CKaHUPOBAaHUS U
aHaJIM3a ceTeBoro Tpauka B Ipeesax CerMeHTa KOHTypa
0e3onacHOCTH

BCA.13

Peanuszanus koHTpoIIs, npexycMoTpeHHoro mepamu BCA.1 -
BCA.9 nacrosuieil Tabnuiibl, myTeM CKaHUPOBAaHUS U
aHaJIM3a CeTeBOro Tpauka MEXIy BEIYMCIUTEIbHBIMU
ceTsIMH (PMHAHCOBOM OopraHu3anuu 1 cetbio HTEepHET

7.3.2.3 BazoBblii cocTaB Mep MO PETUCTpPAllMd COOBITHH 3aluThl WHGOPMAIUHU, CBSI3aHHBIX C
pe3yabTaTaMl MOHMTOPUHIA M KOHTPOJISL COAEP)KUMOTO CETEBOT0 Tpaduka, MIPUMEHUTEIBHO K YPOBHAM
3a1uThl HH(GOpMaluU IpuBeaeH B Tadnuie 17.

ba3oBsIii cocTaB Mep 1O perucTparuu COOBITHI 3alUTHI
nH(OpMAIINH, CBI3aHHBIX C pe3yIbTaTaMd MOHUTOPHUHTA

Y KOHTPOJISL COJIEP>KUMOTI0 CETEBOI0 Tpaduka

YcnoBHoe YpoBeHb
obo3Hauenue Copep:xaHue Mep CUCTEMBI 3alllUThl HH(OpPMALIUN o
i HOMep uHpopMaun
Mepbl 312 |1
BCA.14 Perucrpanus ¢paxToB BHIABICHHS aHOMAJIbHOMN CeTeBON H|T]|T
aKTUBHOCTH B paMKax KOHTPOJIS, IPEAYCMOTPEHHOIO

Tabmuma 17
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mepamu BCA.1 - BCA.8 tabnuib 16

7.3.3 IMognpouecc "3amura nHGOpMaIUU, IEpEe1aBaeMOM 110 BEIYUCIUTEIBLHBIM CETsIM"

7.3.3.1 @uHaHcOBasg oOpraHuM3anusi JOJDKHA NPUMEHSATh MeEpbl MO0 3amuTe HH(OPMAIH,
nepe1aBaeMoi 10 BBIYHCIUTEILHBIM CETSM.

7.3.3.2 ba3oBsIif cocTaB Mep M0 3amuTe HHHOPMAIIUH, TIepPeIaBaeMOM 110 BEIYUCITUTEILHBIM CETSIM,
MPUMEHUTEIHHO K YPOBHSIM 3aIUTHl HHPOPMAIIUHU PUBEIEH B Tadimie 18.

Tabmuua 18

bazoBblit cocTaB Mep 110 3amuTe nHHOpMaInu,
repeaaBaeMoil 10 BIYUCITUTEIBHBIM CETAM

YpoBeHb

3aIUTHI
ConeprxkaHre Mep CUCTEMBI 3alTUThl HHPOPMAILIUH uH(pOpMaIUK

YcioBHOE
o0o3HayeHe
1 HOMEp

MepBI 3021

3BC.1 [IpumeHeHne ceTeBbIX MPOTOKOJIOB, 00ECIEUNBAIOIINX T | T|T
3alIUTY MOJIMHHOCTH CETEBOT0 COETMHEHNUs, KOHTPOJIb
IEJIOCTHOCTH CETEBOTO B3aMMOJICHCTBHSI U PEATM3ALIUIO
TEXHOJIOTUH JIByXCTOPOHHEH ayTeHTH(PUKALUN TTPU
OCYIIECTBICHHH JIOTHYECKOTO JIOCTYIIA C UCIIOJIb30BaHHEM
TEJIEKOMMYHHUKAI[MOHHBIX KaHAJIOB U (WJIN) JIMHUH CBSA3H, HE
KOHTPOJIUPYEMBIX (DMHAHCOBOM OpraHU3aIfei

3BC.2 Peanuzanus 3amuThl ”HPOPMALIUU OT PACKPBITUS U T|T| T
MoU(UKAIH, TPUMEHEHHUE ABYXCTOPOHHEN
ayTeHTU(UKALUY TIPH ee Tepeiade ¢ UCII0JIb30BaHHEM CeTH
WHuTepHeT, TeNeKOMMYHUKAIIMOHHBIX KaHAIOB U (UJIN)
JIMHUN CBSI3U, HE KOHTPOJIUPYEMBIX (PMHAHCOBOM
OpraHu3anuen

7.3.4 Iloampouecc "3amuTta 6€CIpoBOIHBIX ceTen"

7.3.4.1 IlIpumensiembie (PMHAHCOBOM OpraHu3alell MepHI 1O 3aIIUTe OECIIPOBOIHBIX CETEH JTOKHBI
o0ecIieunBars:

- 3alllUTy I/IH(l)OpMaI_II/II/I OT PaCKpLITUSA U MOI[I/I(I)I/IKEU_[I/II/I IIpU UCIOJIb30BAHUN 6CCHpOBOI[HBIX CCTCfI;
- 3alIMUTY BHYTPCHHHUX BBIYHUCIIUTCIbHBIX ceTel IIpH UCII0JIBb30BaHUN 6eCHpOB0}1HHX ceTeﬁ;

- perucTpanuio COObITUH 3aIUThl WH(POpPMAIMK, CBA3aHHBIX C MCIIOJB30BAHUEM OECIIPOBOIHBIX
CEeTeN.
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7.3.4.2 ba3oBwIii cocTaB Mep IO 3amuTe WHOOPMAIMKU OT PACKPBITUS W MOAU(PUKAIIUN TIPH
UCIOJIb30BAHUU OECIPOBOJHBIX CETEeH MPUMEHHTEIHHO K YPOBHSM 3allUThl MH(OpPMAIMKU TPUBEICH B

Tabimne 19.
ba3oBblii cocTaB mMep 1o 3amure HHGOPMaIUU OT PACKPBITUS
¥ MOJU(UKAIIMY TIPH UCTIOJIL30BAHUU OECIIPOBOTHBIX CETEH
VYcimoBHOE YpoBeHE
obosHaueHme CopepxaHue Mep CUCTEMBI 3aIUTHI HH()OPMAIIUN o
1 HOMep Y p p uHpopmaruu
MepbI 31211
3BC.1 AyTteHTH(UKaLKS YCTPONCTB JOCTYIA TEXHUUECKUMHU T|T| T
CpelICTBaMH, peaTu3yIOIUMH PYHKIIUU OECIIPOBOIHOTO
CETEeBOI0 COEeIMHEHUs (TOUKAaMH JIOCTYIA MO IPOTOKOIY
Wi-Fi)
3b6C.2 3amuTa HHPOPMAIUH OT PACKPBITUS U MOIU(DUKAIINA TTPH T | T|T
ee mepejiaye ¢ UCIOJIb30BaHUEM MTPOTOKOJIOB
0ecrpoBOIHOTO JTOCTYyIa

Tabmuua 19

7.3.4.3 bazoBblil cocTaB MEP IO 3alIUTE BHYTPEHHUX BBIUMCIUTEIBHBIX CETEN MPU HUCIIOJIb30BAHNN
OecIpOBOJHBIX CETel MPUMEHUTEIBHO K YPOBHAM 3alIUThl HH(GOpMauu npuseaeH B Tadnuie 20.

bazoBbrrii cocTaB MCp 10 3alIUTE BHYTPCHHUX BBIYHUCIIUTCIIbHBIX

ceten IIpU UCIIOJIb30BAHUN 6eCHpOBOI[HLIX ceTei

YcnoBHoe YpoBeHb
0003HaYeHHE Conepkante Me 3aLUThI
& HOMe p P CHCTEMBI 3aIIUTHI HHPOpPMAIHH MHpOpMALN
MephI 31211
3BC.3 Pa3menieHne TEXHUYECKUX CPEACTB, PEATU3YIOIINX H | T|T
¢dbyHKIIMN 6€CITPOBOAHOTO COSTUHEHUS, B BBIEIICHHBIX
CerMEHTaX BBIYMCIUTENbHBIX ceTell (PMHAHCOBOI
OpraHu3aluu
3b6C.4 Peanuzanus cereBoro B3aumoencTBusa u cereBor m3oisituu | H | H | T
Ha ypOBHE HE BBIIIE BTOPOTO (KaHAJIBHBIN) TIO
CEMUYPOBHEBOW CTaHIAPTHON MOJEIU B3aUMOIECUCTBU
OTKpPHBITBIX cucteMm, onpenenenHoit B [OCT P UCO/MBK

Tabmuma 20
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7498-1, BHyTpEHHUX BBIYUCIUTEILHBIX CETeH (PUHAHCOBOMA
OpraHU3aIMi U CETMEHTOB BBIYHMCIICHHBIX CETEH,
BBIJICJICHHBIX B COOTBETCTBUU ¢ TyHKTOM 3bC.3 Hactosien
TaOJIULIBI

3BC.5 Peanmuzanusg cereBoro B3anMonencTsus U cereBord m3ommstumu | H | T | H
Ha YpOBHE HE BBIIIE TPETHETO (CETEBOM) IO CEMUYPOBHEBOM
CTaHJAPTHOW MOJICIIA B3aUMOACHCTBHUS OTKPBITHIX CHCTEM,
omnpenenenHoid B 'OCT P MCO/MDK 7498-1, BHyTpeHHUX
BBIYMCIIMTENIBHBIX CETeH (PMHAHCOBOI OpraHU3aluy U
CErMEHTOB BEIYHCIICHHBIX CETEH, BhIJICIICHHBIX B
cootBeTcTBUH ¢ Mepoi 3bC.3 HacTosIIeH TaOaIUIIBI

3bC.6 MesxcereBoe SKpaHUPOBaHUE BHYTPEHHUX BbhruucauTensublx | H | T | T
ceTell GMHAHCOBOW OpraHU3AIMKM U CETMEHTOB
BBIYMCIICHHBIX CETEH, BBIJIEJICHHBIX B COOTBETCTBUU C MEPOU
3BC.3 nacrosmei TabiunIbl, BKIOYast QUIBTPALNIO JAHHBIX
Ha CETEBOM U IPUKJIATHOM YPOBHSIX CEMUYPOBHEBOU
CTaHJIapTHOW MOJIENI B3aUMOJICUCTBHUS OTKPBITBIX CUCTEM,
onpenenenHoit B 'OCT P UCO/MDK 7498-1

3bC.7 Peanuzanus 1 KOHTPOJIb HH(POPMALTMOHHOTO H| T|T
B3aMMOJICHCTBHS BHYTPEHHUX BBIYMCIUTEIBHBIX CETEH
(uHAHCOBOW OpraHU3alMK U CETMEHTOB BBIYHCIIEHHBIX
CeTeH, BBIJIETICHHBIX B COOTBETCTBUHU ¢ Mepoit 3bC.3
HacTosIIeH TaOInIbl, B COOTBETCTBHH C YCTAHOBJICHHBIMU
MPaBUJIAMH U TIPOTOKOJIAMHU CETEBOTO B3aHMMO/ICHCTBUS

3bC.8 brnoxupoBaHne NONBITOK MOAKIIOUYEHUS K OECIIPOBOIHBIM H| H|T
TOYKaM JIOCTYIa C HE3aperuCTPUPOBAHHBIX YCTPOHCTB
JOCTYTIa, B TOM YHCJIE U3-3a TPE/IEJIOB 3/IaHUN U
COOpY>KeHHH (PMHAHCOBOW OpraHU3aIlH

7.3.4.4 Ba3zoBbIii COCTaB Mep TO PETHCTPAllUd COOBITHH 3alIUThl WH(OPMAIUHU, CBS3AaHHBIX C
UCIOJIb30BaHUEM OECIPOBOTHBIX CETEH, MPUMEHUTEIHHO K YPOBHSM 3aIUThl HH()OPMALIUK TIPUBEICH B
Tabiune 21.

Tab6muma 21
ba3oBblil cocTaB Mep 1Mo perucTpanuy COObITUI 3aIUThI
nH(OpMaIINH, CB3aHHBIX C UCTIOJIh30BAaHUEM OECITPOBOIHBIX CETEi
YcnoBHoe YpoBeHb
0003HaueHue Copep:xanrie Mep CUCTEMBI 3aIIUTHI HH()OPMALIUN 3allUThI
1 HOMED uHpopmaruu
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3b5C.9 Perucrpanus mOnbITOK MOAKIIOYEHUS K O6€CIIPOBOTHBIM H| H|T

TOYKaM JIOCTYIIa C He3aperuCTPUPOBAHHBIX YCTPOUCTB
JOCTYIIa, B TOM YHCJIE U3-3a IPEesioB (PUHAHCOBOM
OpraHu3aluu

3b6C.10 Peructpanus usMeHeHu napaMeTpoB HACTPOEK CPEACTB U H|T|T
CUCTEM 3aIluThl HH)OpMALIHK, 00ECTICUUBAFOIINX
pealin3ainio CerMEHTAINH, MEKCETEBOT0 SKPAHUPOBAHUS U
3aIUThl BHYTPEHHUX BBIYHCIUTEIIBHBIX CETeH (PHMHAHCOBOM
OpraHM3alliy U CErMEHTOB BBIUYMCIICHHBIX CETEH,
BBIJICJICHHBIX B COOTBETCTBUU ¢ Mepor 3bC.3 tabmuiisr 20

7.4. IIpouecc 3 "KOHTPOIIb 11ETOCTHOCTHU U 3aMIMIEHHOCTH HHHOPMAITMOHHON HHPPACTPYKTYphI"

7.4.1 Tlpumensiemple (UHAHCOBOW OpraHU3alMell MeEpbl 10 KOHTPOJIO IEJIOCTHOCTH U
3aIUIIEHHOCTH UH()OPMAIMOHHOM HHAPACTPYKTYPHI JOIHKHBI 00ECTIeUNBATh:

- KOHTPOJIb OTCYTCTBHUSI M3BECTHBIX (OMHMCAHHBIX) YA3BUMOCTEH 3amIUThl MHPOPMALUU OOHEKTOB
uHpopMaTHU3aLuY;

- OpraHM3alMl0 M KOHTpPOJIb pa3MelleHus, XpaHeHuss U oOHoieHus [1O uHbopmannoHHON
UHPPACTPYKTYPBHI;

- KOHTpOJIb cocTaBa u nenaoctHocTH [10 nHpopmannoHHONH HHPPACTPYKTYPHI;

- pEerucTpanuio COOBITMHM 3aluUThl HMH(MOPMAIMM, CBS3aHHBIX C pe3yJbTaTaMU KOHTPOJIS
L[EJIOCTHOCTH U 3aIIMILEHHOCTH NHPOPMAITMOHHON UHPPACTPYKTYpHI.

7.4.2 bazoBblii cOCTaB Mep MO KOHTPOJIO OTCYTCTBHMS HM3BECTHBIX (OMMCAaHHBIX) YSI3BHUMOCTEH
3auThl HHGQOpMalUKU 00BEKTOB MHPOPMATH3ALUUN MPUMEHUTENBHO K YPOBHSM 3aIlUThl MH(YOpPMALUU
npuBeJeH B Tabmuie 22.

Tab6muma 22
ba30BbIil cocTaB Mep 10 KOHTPOJIO OTCYTCTBHS U3BECTHBIX
(omucaHHBIX) YS3BUMOCTEH 3alIUThI UHpOpMaLu
00BEKTOB MH(POPMATH3AIUU
YcnoBHoe YpoBeHb
o0osHayeH e Coneprxanre Mep CUCTEMBI 3alTUTHI HHPOPMAITUH o
1 HOMeEp p p P uH(popManuu
MephI 3121
[3U.1 KonTtponb oTcyTcTBUs 1 00ecrieueHrne OnepaTuBHOTO H|T|T
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YCTPaHEHHMS U3BECTHBIX (OMMCAHHBIX) YSI3BUMOCTEH 3alUTHI
WH(POPMAIINH, HCIIOTB30BAaHUE KOTOPBIX MOYKET ITO3BOJIUTH
OCYIIECTBUTh HECAHKIIMOHUPOBAHHOE (HEKOHTPOJIUPYEMOE)
WH(POPMAIIMOHHOE B3aMMO/ICHCTBHE MEX/Ty CETMEHTaMHU
KOHTYpPOB 0€30I1aCHOCTH U UHBIMU BHYTPCHHUMMU CCTAMU
(UHAHCOBOW OpraHU3aIuu

11312

KoHTposab oTcyTcTBUS U 00ecieueHre onepaTuBHOrO
yCTpaHEHUS H3BECTHBIX (OMHCAHHBIX) YSA3BUMOCTEH 3alUTHI
nH(pOpMaIIUHY, UCTIONIH30BAHHE KOTOPHIX MOXKET MO3BOJIUTH
OCYIIECTBUTh HECAHKIIMOHUPOBAHHOE (HEKOHTPOJIUPYEMOE)
nH(OPMALIMOHHOE B3aMMOCHCTBHE MEX1Y BHYTPEHHUMU
BBIYHCITUTEIILHBIME CeTSMU (DMHAHCOBOW OpraHW3aIu U
ceTbro IHTEpHET

I131.3

KonTtposns oTcyTcTBHS M 00eciieueHne onepaTUBHOIO
YCTpPaHEHUS U3BECTHBIX (OMHCAHHBIX) YA3BUMOCTEH 3alUThI
uH(OpMalNH, UCIIOIb30BaHUE KOTOPBIX MOXET MO3BOJIUTH
OCYILIECTBUTh HECAHKLIMOHUPOBAHHOE (HEKOHTPOJIUPYEMOE)
MH(GOPMALMOHHOE B3aUMO/ICHCTBHE MEX]ly CErMEHTaMH,
npeIHa3sHauYCHHBIME [T Pa3MELIeHHs 00IIEeOCTYITHBIX
00BEKTOB J10CTYyMNA (B TOM yHuclie 0aHKOMATOB, MIATEKHBIX
TEPMHUHAJIOB), U ceThbio MIHTepHET

I131.4

Kontponb oTcyrcTBus 1 0OecrieueHrne onepaTuBHOTO
yCTpaHEHUs M3BECTHBIX (OMHCAHHBIX) YA3BUMOCTEH 3alIUTHI
nH(}OpMaIIUHU, UCTIONb30BaHHE KOTOPHIX MOXKET IIO3BOJIUTH
OCYUIIECTBUTh HECAHKIIMOHUPOBAHHBIN JJOTUYECKUNA TOCTYII K
pecypcam J10cTyna, pa3MEIeHHbIM B BBIUMCIUTENbHBIX
ceTsiX (PMHAHCOBOW OpTaHHU3AINH, TOJKIIOUEHHBIX K CETH
HNHutepuer

I131.5

Kontponb oTcyrcTBus 1 0OecrieueHrne onepaTuBHOTO
yCTpaHEeHHs U3BECTHBIX (OMUCAHHBIX) YA3BUMOCTEH 3alUTHI
nH(pOpMaIUU, UCTIOJIH30BAHNE KOTOPHIX MOKET MTO3BOJIUTh
OCYUIIECTBUTh HECAHKIIMOHUPOBAHHBINA yIAJIEHHBIN JOCTYI

[I31.6

KonTtponb oTcyTcTBUs 1 00ecrieueHrne onepaTuBHOTO
YCTPaHEHUS U3BECTHBIX (OMMMCAHHBIX) YI3BUMOCTEH 3alTUTHI
nH(OpMaIINH, UCTIONTH30BAHHE KOTOPHIX MOXKET TTO3BOJIUTH
OCYIIECTBUTh HECAHKITMOHUPOBAHHBIN JJOTUYECKUN JTOCTYII K
pecypcam I0CTyIa, pa3MEeIeHHBIM BO BHYTPEHHHX
BBIYMCIIUTEIIBHBIX CETSIX (DMHAHCOBOM OpraHU3aIluu

031.7

KonTtpons oTcyTcTBHA M 00ecieueHne onepaTHBHOIO
YCTpaHEHUS U3BECTHBIX (OIMCAHHBIX) YA3BUMOCTEH,
npenycMoTpeHHbix Mepamu L[3M1.1 - 1[31.6 HacTosiuei

www.consultant.ru

HafexXXHaa nNpaBoBad noaAepXXkKa

CrpaHvua 47 w3 104


https://www.consultant.ru/
https://www.consultant.ru/

"IOCT P 57580.1-2017. HaumoHanbHbIM cTaHaapT Poccuiickoit Gepepaumu.

Be3sonacHocTb hMHAHCOBbIX (6aHKOBCKMX) onepauumit. 3amTa ...

[okymeHT npepoctasneH KoHcynbTaHTI0C
[aTta coxpaHeHus: 08.08.2023

TaOJIMIIBI, TyTEM CKAaHUPOBAHUS M aHAIIN3a TTapaMeTPOB
HACTPOEK CEPBEPHOrO U CETEBOT0 000PYI0BaHUS

113118

KoHTpoab oTcyTcTBUS U 00ecrieueHre onepaTuBHOrO
YCTPaHEHHUsI U3BECTHBIX (OMUCAHHBIX) YSI3BUMOCTEH,
ykazaHHbIX B myHkTax [[3U.1 - [I31.6 HacTosmiel TabuIibl,
MyTEM CKaHUPOBAHUS U aHAJM3a COCTaBa, BEPCUH U
napameTpoB HacTpoek npukiagHoro 10, [1O AC u
cucremHoro 110, peanusyromiero GpyHKIuHu o0eceyeHus
3aIuThl HHGOPMAITUHU U (MJTH) BIUSIOIIET0 Ha 00ECIICUCHHE
3amuUThl HGOPMAIIUH (J1aiee B HACTOSIIEM pa3Jiese -
cuctremnoe [10) <*>, ycTaHOBJIEHHOTO Ha CEPBEPHOM U
ceTeBOM 000pyA0BaHUU

131.9

Kontposnb oTcyrcTBus n obecrieueHrne onepaTuBHOTO
YCTPaHEHUs U3BECTHBIX (ONMMCAHHBIX) YA3BUMOCTEH,
npenycmoTpeHHbix Mepamu L[3M1.1 - 1[31.6 nacrosiueit
TaOJIMIIbI, TyTEeM CKAaHUPOBAHUS U aHAJIM3a COCTaBa, BEPCUl
1 napaMmeTpoB HacTpoek npukiagHoro 10, [10O AC u (unn)
cucremHoro 110, ycranosnennoro Ha APM nosns3oBateineit
1 DKCIUTYaTallMOHHOTO IepCoHaa

1I31.10

Kontponb oTcyrcTBus 1 0OecrieueHrne onepaTuBHOTO
YCTpaHEHUs U3BECTHBIX (OMHMCAHHBIX) YA3BUMOCTEH,
npenycmoTpeHHbix Mepamu L[3U1.1 - 1[31.6 nacrosiueit
TaOJMIIBI, TyTeM CKAaHUPOBAHUS M aHAJIN3a COCTaBa, BEpCUi
Y IapaMeTpOB HACTPOEK CPEJCTB U CUCTEM 3alUThI
uHpopMauu

[31.11

Orpannyenue (3anper) ucnosib3oBanus Ha APM
I0JIb30BAaTEJEeH U FKCILTYaTaIl[MOHHOTO IIEpCOHaa,
3aJIeiiCTBOBaHHBIX B BBIITOJHEHUH OM3HEC-TIPOIIECCOB
¢unancoBoi opranuzanu, [10, peanuzyromiero GyHKIuu
1o pa3paboTke, oTiaaAKe U (i) TectupoBanuto [10

<*> B tom uucne [10 onepaunonusix cucreM, [10 CYB], TIO cepBepoB mpuiioxeHui,

I1O cucrem BUpTyanu3anuu.

7.4.3 ba3oBsIii cocTaB MCp IO OpraHu3alu U KOHTPOJIKO pasMCHICHUA, XPAaHCHHUA U OOHOBJICHUS

[1O npuMeHUTENBHO K YPOBHSM 3alIUThl HHPOpPMAIH PUBE/EH B Tabnuie 23.

ba3oBblii cocTaB Mep 1O OpraHu3ali U KOHTPOJTIO

PasMCIICHUA, XPAHCHUSA U oonosaeHus [10

Tabmauma 23
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YcaoBHOE
00o3HaucHUE
1 HOMED
Mepbl

Copep:xaHue Mep CUCTEMBI 3alIUThl HH(OPMALIUU

YpoBeHb
3aIINTHI
uHpopMaun

312 |1

[31.12

KoHTponb pazMenieHusi 1 CBOEBPEMEHHOTO OOHOBIICHUS Ha
CepBepHOM U ceTeBoM obopyaoBanuu [10 cpeacTB u cucreM
3amuThl nHGopManuu, npukinagaoro [10, T10 AC,
cuctemHoro I10 u curHaTypHbIX 0a3 CpPelICTB 3alIUTHI
nH(OPMAILIUY, B TOM YHCIIE C IEIbI0 YCTPAHCHHUS
BBISIBJICHHBIX YSI3BUMOCTEH 3aIMThl HH(POPMAIHH

OO0 | T

I131.13

KouTpons pazMenieHus 1 CBOEBPEMEHHOT0 OOHOBIICHHUS Ha
APM nonw3oBaresnei u sKCIUTyaTaiimoHHoro nepconana [0
CPEICTB M CUCTEM 3aluThl HHGopMaluu, npukiaanoro 110,
110 AC u cuctemuoro 110, B TOM 4HncIe ¢ HeIbI0
YCTPaHEHHUsI BbISIBJICHHBIX YSI3BUMOCTEH 3aIUThI
uHpOpMaIu

[131.14

KonTpons paboTocniocoOHOCTH (TECTUPOBAHUE) U
npaBUIBHOCTU (pyHKIMOHMpOoBaHUs AC mociie BhIIOJTHEHUS
obnosnenuii [10, mpegycmorpernHoro mepamu L[31.12 u
I13M1.13 Hacrosiieil TabauIbl, BHITOIHIEMOTO B CETMEHTax
pa3paboTKU U TECTUPOBAHUS

[I31.15

KoHTposib oTCyTCTBUS U 00ecTieueHne OnepaTuBHOTO
YCTpaHEHUS! U3BECTHBIX (OMMCAHHBIX) YSI3BUMOCTEH 3aIlUThI
nH(pOpMaIUY TocTie BeINONIHEeHUs 00HOoBIeHui 110,
npeaycMmoTperHHoro mepoit 1[3M1.12 nacrosiieit Tabauib

[13U.16

ObecneueHre BO3MOKHOCTH BOCCTAHOBIICHUS 3TAaJTOHHBIX
korwmii [TIO AC, I1O cpenctB u cUCTEM 3aLTUTHI
nHdopmanuu, cucteMHoro [10 B ciaydasx HEITaTHBIX
CUTyaLui

[3U.17

Hanuuue, y4eT u KOHTPOJIb LIETOCTHOCTH ATAJIOHHBIX KOIHUN
I10 AC, T1O cpencts u cucteM 3alIMThl HHPOPMAIIHIH,
cucremHoro 110

[I3U.18

Hanuune, y4eT u KOHTPOJIb LIETOCTHOCTH ATAJIOHHBIX
3HauyeHni mapamerpoB HacTpoek [0 AC, cuctemuoro I10,
1O cpencTB 1 cucteM 3alUThl HHOPMAIMU, BO3SMOXKHOCTh
BOCCTAHOBJICHHS YKa3aHHBIX HACTPOEK B CIydasx
HEIITaTHBIX CUTYyaluil

[31.19

KOHTpOJII: HCJIOCTHOCTH U JOCTOBCPHOCTHU UCTOYHUKOB
MOJTYYEHUS TIPU pacTIpoCcTpaHeHnu U (i) ooHoBieHnu [10
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AC, I1O cpencTB u cUCTEM 3aIlIUTHI HHPOPMALINH,
cuctemHoro I[10

7.4.4 ba3oBblii cocTaB Mep MO KOHTPOJO cocTaBa u uenoctHoctd 11O wmH(bopmanmoHHON
UHQPACTPYKTYPhI IPUMEHHUTEIIFHO K YPOBHSM 3aIUTHI HHPOPMAIMK IPUBEICH B Ta0muIe 24.

Tabnuua 24

ba3oBblii cocTaB Mep 0 KOHTPOJIIO cocTaBa U 1ieioctHocTu [10
nH(OPMAMOHHON UHPPACTPYKTYPHI

YcaoBHoe YpoBeHs
obosHaieHHe ConeprkaHue Mep CHCTEMbI 3allIUThI HH(OpMAIUU HH(S;CI,J;I;I;iHH
U HOMED
MEpBbI 3 | 2 )

[31.20 Kontpoub coctaBa pa3penieHHOro ais ucnonb3zoBanus [10 O| T | T
APM mnonp30Bareneii U AKCIUTyaTallHOHHOTO IepCoHaa

[131.21 HckmoueHne BO3MOXHOCTH YCTaHOBKHU U (MJIN) 3aIlycKa O|T | T
Hepa3peueHHoro s ucnonb3oBanus [10 APM
I10JIb30BATENEH U AKCILTyaTallMOHHOT O TIepcoHaa

[I31.22 Kontpoins coctaa [10 cepBepHoro 0060pyoBaHus H|O| T

[131.23 Kontpoins coctaBa [10 APM nonb3oBateneii u H|T|T
AKCIITYaTaI[MOHHOTO TIEPCOHANa, 3aIyCKaeMOro mpu
3arpy3Ke OoneparuoOHHOW CHCTEMBI

[131.24 KonTpons nenoctHocTH 3amyckaeMbix KoMnoHeHTos 110 H| H|T
AC Ha APM nosnp30Barenei u HKCIUTyaTallMOHHOTO
nepcoHana

[31.25 Peanusanus 1oBepeHHOM 3arpy3Kn ONEPALMOHHBIX CUCTEM H|H|T
APM nonp30Bareneil ¥ SKCIUTyaTalMOHHOTO TIEPCOHANA

[31.26 KoHTpo:b (BBISBICHNE) UCTIONB30BAHUS TEXHOJIOTUN H|T|T
MOOMIBHOIO Koga <*>

<*> B Tom umcne Java, JavaScript, ActiveX, VBScript u wuHBIE aHaJTOrHMYHBIE
TEXHOJIOTHH.

7.4.5 ba3oBBIA COCTaB Mep MO PETUCTPAIMU COOBITHM 3alUThl WHPOPMAIUM, CBS3aHHBIX C
pe3ylnbTaTaMd  KOHTPOJS IEJIOCTHOCTH M 3aIIUIIEHHOCTH WHGOPMAIMOHHON HHQPPACTPYKTYpHI,
MPUMEHHUTEIHHO K YPOBHSM 3alIUThl HHGOpMAIUH NPUBEIEH B Ta0nuie 25.
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Tabauma 25

ba3oBblil cocTaB Mep M0 perucTpanuy COObITUI 3aIUThI
nH(pOpMAaINH, CBSI3aHHBIX C Pe3yIbTaTaMH KOHTPOJIS IIEIOCTHOCTH
Y 3alIUIIEHHOCTH HH(OPMaMOHHON HHPPACTPYKTYPHI

YcaoBHoe YpoBers
obosnatenne Copep:xaHue Mep CUCTEMBI 3alIUThI HH(OpPMALIUN omaian
i HOMEp aep Y 11 pmar uHpopMaun
MephI 31211

[31.27 Perucrparus (akToB BBISIBIICHUS YSI3BUMOCTEH 3aIIUTHI H|T]|T
nHpopmauu

[31.28 Perucrparnus yctaHOBKU, OOHOBIICHUS U (UJIN) yIaJICHUS H|T|T
I1O AC, 1O cpencTB U cUCTEM 3alIUTHl HH(OPMAIIHH,
cucremnoro 10 Ha cepBepHOM U ceTeBOM 000pYyI0BAaHUU

[31.29 Perucrpanus ycraHoBkr, OOHOBJIEHUS U (W) yIaJICHUS H|T]|T
npukiagaoro 10, 11O AC, I1O cpeacTB u CUCTEM 3aIIUTHI
unpopmanuu, cucremuoro [10 na APM nonbs3oBareneii u
JKCINTYaTallMOHHOTO IepcoHana

I131.30 Perucrpanus 3amycka nporpaMMHBIX CEPBHCOB T

[131.31 Perucrpanus pe3ysbTaToB BBIITOJIHEHUS OIEpALUN 110 T
koHTpoto coctaBa [1O cepepHoro obopynosanus, APM
II0JIB30BATENIEHN U IKCITyaTallMOHHOT O TIEpCOHANa

[131.32 Perucrpanus pe3ysbTaToB BBIITOJIHEHUS OIEpaLUN 110 H|T]|T
koHTpouto coctaBa [10 APM nonb3oBaTeneit u
9KCILTYyaTallMOHHOTO IIEpCOHANIA

I131.33 Perucrpanus pe3ysbTaToB BBIITOJIHEHUS OIIEpaLdl 110 H|T]|T
KOHTpoJIt0 coctana [10, 3amyckaeMoro npu 3arpys3ke
onepanroHHol cucteMbl APM nonb3oBaTeneit u
JKCIUTYaTallMOHHOTO IepcoHana

[31.34 Peructpanus pe3ynbratoB BeIoHEHUA onepaunii koutpossi| H | H | T
LIETIOCTHOCTH 3amyckaeMbiX KomrnoHeHToB [10 AC

I131.35 Perucrpanus BbIABIEHUS UCIIOIB30BAHUS TEXHOJIOIMU H|T]|T
MOOMIBHOIO KOJa

[I31.36 Peructpanus pe3yabTaToB BBITOJIHEHUS ONEPALIMI IO H| H|T
KOHTPOJIIO LIEIOCTHOCTH U JJOCTOBEPHOCTH UCTOUYHUKOB
MOJTYYEHUS TIPH pacTIpoCcTpaHeHnu u (i) ooHoBieHnu [10
AC, I1O cpencTB u cUCTEM 3aIIUTHI HHPOPMALIUH,
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cucremuoro [10

7.5. IIpouecc 4 "3amura oT BpeIOHOCHOTO Koja"

7.5.1 [lpumensiemble GUHAHCOBOW OpPTaHU3AIMEN MEPHI IO 3aMIUTE OT BPEJOHOCHOTO KOJIa JTOJIKHBI
o0ecrneunBaTh:

- OpraHu3alyi0 J3IICTOHUPOBAHHOW 3alllMThl OT BPEJAOHOCHOTO KOJa HA Pa3HbIX YPOBHIX
nH(pOpMaLMOHHON UHPPACTPYKTYPHI;

- OpraHM3alHrI0 U KOHTPOJIb IPUMEHEHUS CPEJCTB 3alUTHI OT BPEJOHOCHOTO KO/Ia;

- PCrUCTpaAlHUIO COOBITUH 3allHUThI PIH(bOpMaI_II/II/I, CBA3aHHBIX C peanmaul/leﬁ 3allluThl OT
BPCAOHOCHOI'O KOJA.

[Tpu peanu3anuu npoiiecca "3ammra OT BpeAOHOCHOTO KOa" peKOMEHIAYEeTCs UCIob30Bath [13].

7.5.2 ba3oBblii coCcTaB Mep MO0 OpraHU3alMK ILETOHUPOBAHHOM 3alIUTHl OT BPEIOHOCHOTO KOJa Ha
pa3HbIX YPOBHIX HHPOPMALMOHHON HHPPACTPYKTYPHl IPUMEHHUTENBHO K YPOBHSM 3aILUThl HHPOPMALUU
IIpUBE/EH B Tadnuue 26.

Tabmuma 26
ba30Bblil cocTaB MEp MO OPraHU3ALNHU JIIETOHUPOBAHHOMN 3aIUTHI
OT BPEIOHOCHOTO KOJ/Ia HA Pa3HbIX YPOBHSX
MH(POPMALIMOHHON HHPPACTPYKTYPHI
BEHb
YcaoBHOE Ypose
obosHauenue ConeprkaHue Mep CHCTEMBI 3allMThI HH(pOpMAIUN tomatan
¥ HOMEP p p p uHpOpMAIUH
Mepbl 31211
3BK.1 Peanu3zanus 3ammThl OT BpEIOHOCHOTO KOJa HA YPOBHE T | T | T
¢uznueckux APM nosp3oBareneit 1 9KCIUTyaTalliOHHOTO
IepcoHalIa
3BK.2 Peanusanus 3amuThl OT BPEAOHOCHOTO KOJa HA YPOBHE T|T]|T
BUPTYyaIbHOU HH(POPMALIMOHHON HHPPACTPYKTYPhI
3BK.3 Peanu3zanus 3ammThl OT BpEIOHOCHOTO KOJa HA YPOBHE T | T | T
CEepBEPHOro 000pyIOBaHUS
3BK .4 Peanusanus 3amuThl OT BPEAOHOCHOTO KOJla HA YPOBHE H|T]|T
KOHTPOJISI MEXKCETEBOTro Tpaduka
3BK.5 Peanu3zanus 3ammThl OT BpEIOHOCHOTO KOJa HA YPOBHE T | T | T
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KOHTPOJISI IOYTOBOTO Tpaduka

3BK.6 Peanu3zanus 3amuThl OT BPEIOHOCHOT'O KOJ1a HAa YPOBHE T | T|T
BXOJTHOT'O KOHTPOJISL yCTPOICTB U IIEPEHOCHBIX
(oT4y’KHaeMbIx) HOCUTEIEeH HHPOPMALIUU

3BK.7 Peanusanus 3amuThl OT BPEAOHOCHOTO KOJa HA YPOBHE T|T|T

KOHTPOJISI O0ILEOCTYIHBIX 0OBEKTOB AOCTYIIA (B TOM YHCIIE
0aHKOMATOB, IJIATEKHBIX TEPMUHAIIOB)

7.5.3 ba3oBblii cOCTaB Mep IO OpPraHM3allMd W KOHTPOJIIO IPUMEHEHHS CPEICTB 3aIIMUTHI OT
BPEIOHOCHOTO KOJIa MPUMEHHUTENIFHO K YPOBHSIM 3alIUTHI HH(OpMAIMK PUBEACH B Ta0bmuue 27.

Tabmuma 27

ba30BbIi1 cocTaB Mep 110 OpraHU3alUK U KOHTPOJIIO IPUMEHEHUS

CPCACTB 3alllUTHI OT BPCAOHOCHOI'O KOJa

YcnosHoe YpoBeHs
obosnatienne ConeprkaHue Mep CUCTEMBI 3allMThI HH(OpMAIUN omaian
o HOMeEp aep P 11 pmarg uHpopMauu
Mepbl 31211
3BK.8 O YHKIIMOHUPOBAHHUE CPEJICTB 3AIIUTHI OT BPETOHOCHOTO T|T]|T
KOJila B IOCTOSIHHOM, aBTOMaTHYECKOM PEXUME, B TOM UHCIIE
B YaCTH YCTAHOBKH UX OOHOBJIEHUH U CUTHATYPHBIX 0a3
JaHHBIX
3BK.9 OYHKIIMOHUPOBAHUE CPEICTB 3AIUUTHI OT BPEJOHOCHOIO T|T]| T
koja Ha APM nons3oBareneil ¥ 3KCITyaTallHOHHOTO
NepCoHaja B PE3UIEHTHOM peKUMe (B PeXUMeE Service - Uis
ornepaioHHoi cucremel Windows, B pexxume daemon - st
orepaunoHHOM cucteMbl Unix), UX aBTOMaTHYECKUH 3aITyCK
IIPH 3arpy3Ke ONepariOHHON CHCTEMBI
3BK.10 [IpumeneHne cpeicTB 3aUThI OT BPEIOHOCHOTO KOJIa, T | T | T
peanu3yonmx GyHKIHIO KOHTPOJIS LETOCTHOCTH UX
MPOrPaMMHBIX KOMIIOHEHTOB
3BK.11 KoHTpoab OTKIII0YeHHS 1 CBOEBPEMEHHOTO OOHOBIIEHUS T|T| T
CPEICTB 3aIIUTHI OT BPEIOHOCHOTO KO/1a
3BK.12 BelnonHeHne eKeHeIeIbHbIX ONlepaliil 10 MPOBEACHUIO T | T|T
IIPOBEPOK HA OTCYTCTBUE BPEAOHOCHOTO KOJa
3BK.13 Hcnonb3zoBanue cpeACcTB 3alIUThI OT BPEAOHOCHOTO KOJIa T | H|H
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Pa3IMYHBIX IPOU3BOJUTENCH, KAK MUHUMYM JUIsl YPOBHEH:
- ¢pusnueckue APM monp30oBaTeneil 1 SKCIUTyaTalluOHHOTO
[IEpPCOHAIA;

- cepBepHOE 000pyI0BaHUE

3BK.14

Hcnonb30BaHue CpeaCcTB 3alIUTHI OT BPEIOHOCHOTO KOJa
Pa3IMYHBIX IPOU3BOJUTENCH, KAK MUHUMYM JUIsl YPOBHEH:
- ¢pusnueckue APM mosp3oBaTeneil 1 SKCIUTyaTalluOHHOTO
[IEpPCOHAIA;

- cepBepHOE 000pYyI0BAHUE;

- KOHTPOJIb MEKCETEBOTO Tpaduka

3BK.15

BrinosiHeHUE TPOBEPOK HA OTCYTCTBUE BPEAOHOCHOTO KOJIA
MyTeM aHanu3a HHPOPMAITMOHHBIX TOTOKOB MEXTY
CEeTMEHTaMU KOHTYPOB 0€30TIaCHOCTH M WHBIMH
BHYTPEHHUMU BBIUYUCIUTEIBHBIMU CETSIMHU (PMHAHCOBOM
OpraHu3alyu

3BK.16

BelnonnHeHne npoBepoK Ha OTCYTCTBHE BPEJOHOCHOIO KOJa
IyTeM aHaiu3a HH(POPMAIIMOHHBIX TOTOKOB MEXTY
BHYTPEHHUMH BBIYHCIUTEIBHBIMH CETSIMH (PUHAHCOBOU
opraHu3anyu u cetbro MaTepuer

3BK.17

BrimonHeHne npoBepoK Ha OTCYTCTBUE BPEIOHOCHOTO KO/Ia
MyTeM aHaIu3a UHPOPMAIIMOHHBIX TOTOKOB MEXTY
CerMeHTaMU, MpeAHa3HAYeHHBIMH ISl pa3MEIICHHS
00IIeIOCTYITHBIX 00OBEKTOB JOCTYyIA (B TOM YUCIIE
0aHKOMATOB, MJIATE)KHBIX TEPMHUHAJIOB), U CeThi0 MIHTepHET

3BK.18

BxonHO KOHTPOJIb BCEX YCTPONCTB U MIEPEHOCHBIX
(oTuyxkmaeMbIx) HocuTenel nHGopMalnu (BKIIOYAs
MOOUJIbHBIE KOMITBIOTEPHI U (IICII-HAKOIUTENH ) IEPE]T UX
HCIOJIb30BAHUEM B BBIUMCIIUTENBHBIX CETSIX (PMHAHCOBOM
OpraHu3aIu

3BK.19

BxoaHo11 KOHTPOJIb YCTPOWUCTB U MIEPEHOCHBIX
(oTuy’KIaeMbIX) HOCUTEIEeH HHPOPMALIMH TTepe]T NX
HCIOJIb30BAaHNUEM B BBIUMCIIUTEIBHBIX CETAX (PUHAHCOBOM
OpraHu3alyy, B BBIIEJICHHOM CETMEHTE BBIYUCIUTEIILHON
CEeTH, C UCKIIOYEHHEM BO3MOXKHOCTH HH(POPMAIIIOHHOTO
B3aUMOJICYCTBUS YKa3aHHOI'O CETMEHTA U UHBIX CETMEHTOB
BBIYMCIIMTENIBHBIX CeTe (PMHAHCOBOM OpraHu3anuu (Kpome
YIIPaBJISIONIET0 HH(OPMAIIMOHHOTO B3aUMOJICHCTBUS 110
YCTaHOBJICHHBIM IIPaBHJIaM U MPOTOKOJIaM)

3BK.20

Brinonnenue npeaBapuTeNbHBIX IPOBEPOK HA OTCYTCTBUE
BPCAOHOCHOI'O KOJa YCTaHABJIMBACMOI'O UJIU U3MCHACMOI'O
[TO, a Takke BBINMOJHEHUE TPOBEPKH MOCJIE YCTAHOBKH U
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(wm) nu3menenus [10

3BK.21 3anpeTr HEKOHTPOJIUPYEMOTO OTKPBITUS O|T | T
CaMOpPAacCHaKOBBIBAIOIINXCS APXUBOB U UCIIOIHSIEMBIX
¢aiinos, momy4yeHHbIX U3 cetu MHTEpHET

7.5.4 ba3oBBIA COCTaB Mep MO PETUCTpPAIlMKd COOBITHH 3allUThl MH(POpPMALUH, CBS3aHHBIX C
peaM3anmeil 3amuThl OT BPEIOHOCHOTO KOJA, NMPUMEHUTEIBHO K YPOBHSM 3allUThl HH(OpMAIMH
npuBe/ieH B Tabmwuie 28.

Tabnuma 28

ba3oBblil cocTaB Mep M0 perucTpanuu COObITUI 3aIIUThI
nH(OPMAIINH, CBA3aHHBIX C peaTn3aIuei 3aIUThI
OT BPEIOHOCHOT'O KOJa

YcnosHoe YpoBeHb
obo3HaueHue CopneprxaHue Mep CHCTEMBI 3alUTHI HH(OpMAIUN o
¥ HOMEP Aep P m pman uH(pOopMaIuH
MepBI 31211
3BK.22 Perucrpanus onepanmii o npoBeIeHUIO IPOBEPOK HA T|T|T
OTCYTCTBHE BPEAOHOCHOIO KOZa
3BK.23 Perucrpanus ¢paxToB BBIABICHHS BPEIOHOCHOTO KOJIa T|T| T
3BK.24 Perucrpanus HEKOHTPOJIUPYEMOIO UCIIOIb30BAHMS T|T]| T

TEXHOJIOTUHA MOOUJIBHOTO KOoJga <*>

3BK.25 Peructpanus cooeB B pyHkuuonupoBanuu cpenct 3aumtsl | T | T | T
OT BPEJOHOCHOTO KOJa

3BK.26 Perucrpanus cOoeB B BbIMONIHEHUH KOHTpoJs (mpoBepok)Ha | T | T | T
OTCYTCTBHE BPEIOHOCHOI'O KOJIa

3BK.27 Peructparus oTKIIFOYEHUS CPEJICTB 3alUTHI OT T | T|T
BPEIOHOCHOI'0 KOJIa

3BK.28 Perucrpanus HapymeHui HeJI0CTHOCTH TPOTrPAMMHBIX T|T| T
KOMITOHEHTOB CPEJICTB 3aIIUTHI OT BPEIOHOCHOTO KO/1a

<*> B Tom umcne Java, JavaScript, ActiveX, VBScript u wuHBIE aHaJIOrMYHBIE
TEXHOJIOTHH.

7.6. Ilponecc 5 "lIpenorBpamienue yreuek nHbopmaruu'

7.6.1 IlpumensiemMble (PMHAHCOBON OpraHU3aLMEl MepHhI 1O MPEIOTBPALICHUIO yTeYeK HHPOPMALUU
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JOJI?KHBI 00ecIeunBaTh:

- 6JIOKI/IpOBaHI/Ie HCPA3pCHICHHBIX K HUCIIOJIB30BAHHWIO U KOHTPOJIb PAa3pCUICHHLIX K HMCIIOJIb30BAHUIO
IMOTCHIUHAJIBHBIX KaHaJIOB YTCUYKHU I/IH(bOpMaI_II/II/I;

- KOHTpOJb (aHanu3) WHPOpPMALMHU, MEpeaBaeMOil MO pa3peleHHbIM K HCHOJIb30BAHUIO
MOTEHIMAJIbHBIM KaHaJlaM yTeUKH UH(OpMaIuy;

- OpraHU3aLMIO 3aIIMUTHI MAIIMHHBIX HOocuTenel nadopmaru (MHIN);

- perucTpanuio COOBITMH 3alMThl HMH(OPMAIMK, CBA3aHHBIX C pealu3alueil 3aluThl 110
MPEJOTBPALICHUIO YTEUKH HH()OPMAITHH.

[Tpumeuanue - Pekomennanum, obecreunBaroie CHIYKEHUE PUCKOB YTEUYKH MH(OpMAIMK ITyTeM
MOHUTOPHUHTA U KOHTPOJISI UHPOPMAIIMOHHBIX TOTOKOB, PUBE/ICHBI B [14].

7.6.2 ba3oBbIii cocTaB Mep MO OJOKMPOBAHUIO HEPA3PEHICHHBIX K HCIOJIB30BAHUIO U KOHTPOIIO
pa3pelieHHbIX K HCIOJIb30BAHUIO MOTEHIIMAIBHBIX KaHAOB YTEYKH WHGOpPMAIMU MPUMEHUTEIBHO K
YPOBHSIM 33U THI HH(OpMAIMK MTPUBECH B Tabmwmie 29.

Tabmuua 29
ba3oBblil cocTaB Mep 10 OJIOKMPOBAHUIO HEPA3PEIICHHBIX
K HCIIOJIB30BAHUIO U KOHTPOJIIO Pa3pEIICHHBIX K NCIIOJIb30BAHUIO
MOTEHLIMAJIbHBIX KaHAJIOB YTEUKU MH(POpMALIIU
YcaoBHOE YpoBeHs
obosHauenue Copep:xaHue Mep CUCTEMBI 3alllUThl HH(OpMaLIUN o
U HOMep P 1Y P uHpopMauu
Mepbl 31211
IIYH.1 bnokupoBaHue Hepa3peleHHOM U KOHTPOJIb (aHaIH3) H|T]|T
pas3peleHHo nepeaayn HHPOpMAaIKU KOH()UIEHIINATIBHOTO
XapakTepa Ha BHELIHHUE apeca MIEKTPOHHON IOYTHI
IIYN.2 bnokupoBanue Hepa3peleHHOM U KOHTPOIIb (aHaIH3) H|T|T
paspeleHHo nepeaayn HHPoOpMaIui KOH(PHUIEHITHAIBHOTO
xapakrepa B ceTb IHTEpHET C HCII0Ib30BaHUEM
nH(pOpMaMOHHON HHPPACTPYKTYPHI (PMHAHCOBOM
OpraHM3aIuu
IIyn.3 bnokupoBanue Hepa3peeHHOM U KOHTPOIIb (aHaIH3) H|T]|T
paspeleHHo neyatu nHGOpMaluy KOH(PUIAEHIIMATILHOTO
Xapakrepa
[Iyn.4 bnokupoBaHue Hepa3peIeHHOro U KOHTPOJIb (aHaIH3) H|T|T
pa3pelIeHHOro KONMPOBaHUs HHPOPMALIUU
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KOH(UISHIIMATLHOTO XapaKTepa Ha MePEHOCHBIC
(oTuykIaeMble) HOCUTETU HH(OpMAITUU

7.6.3 ba3oBblil cOCTaB Mep 10 KOHTPOITIO (aHAIU3y) HHPOpPMALIKH, TIepelaBaeMOi 0 pa3peIeHHbIM
K MCIOJIb30BAaHMIO MMOTEHIIMAIBHBIM KaHaJlaM YTeUKH MH(OpManuu, IPUMEHUTEIBHO K YPOBHSIM 3alUThI
uHpopmanuu npuseaeH B Tadnuie 30.

Ta6muma 30

basoBblii cocTaB Mep 110 KOHTPOJIIO (aHaIu3y) UH(popManuu,
nepeaaBaeMoi o pa3pelIeHHbIM K UCIIO0JIb30BaHHUIO MTOTEHIUAIBHBIM

KaHaJlaM yTe4KH WH(OpMaIuu

YcaoBHoe Yposenn
obosnauenue CopneprkaHue Mep CUCTEMBI 3allMThl HH(pOpMALUN Sonnan
1 HOMEp p p p nHOpMAaIH
Mepbl 31211

IIYNn.5 KoHnTeHTHBIN aHaIN3 nepeiaBaeMoil HHpoOpMaIiu 1o H|T]|T
MIPOTOKOJIaM MCXOJIAIIEr0 IOYTOBOro 0OMeHa

I[IYN.6 Benenue ennHoro apxuBa 3J1€KTPOHHBIX COOOIIEHHI ¢ H|T]|H
apXUBHBIM JIOCTYIIOM Ha CPOK HE MeHee 6 Mec. U
OTepaTUBHBIM JIOCTYIIOM Ha CpPOK He MeHee 1 Mec.

IIyn.7 Benenue ennHoro apxuBa 371€KTPOHHBIX COOOIIEHHI ¢ H|H|T
aApXUBHBIM JIOCTYIIOM Ha CPOK HE MEHEE OJIHOTO rojia U
OTepaTUBHBIM JJOCTYIIOM Ha CPOK HE MeHee 3 Mec.

IMIYNn.8 OrpaHnueHue Ha repeyeHb MPOTOKOIOB CETEBOTO H|T|T
B3aMMOJEHCTBHS, HCIIOJIb3YEMBIX JJIs1 OCYIIECTBIICHUS
nepeayl COOOIIEHUH FIEKTPOHHON MOYTHI

IIyn.9 OrpanuueHue Ha nepedeHb popmaroB (ailIoB JaHHBIX, H|T]|T
pa3pellIeHHBIX K IIepelaye B KaueCTBE BIOXKEHUI B
COOOIICHUS DIIEKTPOHHOMN TTOYTHI

ITYN.10 OrpanudeHue Ha pa3Mepsl (paiioB NaHHBIX, nepegaBaembix | H | T | T
B Ka4eCTBE BIOXKEHUH B COOOILIEHHS SJIEKTPOHHON MOYTHI

ITYNU.11 KontenTtHbIil aHanu3 uHpopMaIy, nepeaaBaeMoil B ceTh H|T]|T
WHuTepHeT ¢ ucnoiab3oBaHuEM HHPOPMAIIMOHHOM
MHPPACTPYKTYpPbI PHUHAHCOBOI OpraHU3aluu

ITYN.12 Knaccugukanus pecypcoB cetu MHTEpHET € LIeNbIO H|T]|T
OJIOKMPOBKH JIOCTYyIA K CaliTaM WJIM THIIAM CalTOB,
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3alPCUICHHBIX K UCIIOJIB30BAHUIO B COOTBCTCTBHHU C
YCTaHOBJICHHBIMH IIpaBUJIaMHU

ITYA.13 OrpanuueHue Ha IepeYeHb MPOTOKOJIOB CETEBOr0 H|T|T
B3aUMOJICHCTBUS U CETEBBIX MOPTOB, UCIIOJIb3yEMbIX MPU
OCYILIECTBIICHIH B3aUMOJICUCTBUSA C ceThio MIHTepHET

[TYN.14 | 3anpet xpaHeHus 1 00pabOTKu HHGOPMAITIH H|O | O
KOH(UICHIMATLHOTO XapaKkTepa Ha 00bEeKTax JAOCTYIIA,
pa3MEIlEeHHBIX B BEIYUCIUTEIBHBIX CETSIX (PUHAHCOBOMN
OpraHH3aIliH, TTOJIKIFOUYCHHBIX K ceTH MHTepHeT

ITYU.15 KonTenTHblll aHaM3 HHGOpMAaLIUY, BEIBOAUMON Ha II€4aTh H|T]|T

I[IYN.16 Hcnonb3oBanre MHOTOPYHKIIMOHANBHBIX yeTpoiictB medat | H | H | T
C BO3MOXKHOCTBIO ITOJIy4E€HUS PE3YJIbTATOB BBITOJIHEHUS
3aJJaHMs Ha MevaTh 10 Naposto U (WIK) NepcoOHATIbHON
KapTOYKE JOCTYIa

I[TYNU.17 KonTenTHslil aHaM3 nHOpMaLUY, KONUPYEMON Ha H|T]|T
IIEPEHOCHBIE (OTUYKJaeMble) HOCUTENU UH(OpMaIK

ITYN.18 biioxupoBaHue Hepa3peLICHHBIX K UCIIOIb30BAHUIO TIOPTOB H|T]|T
BBOJa-BbIBOAa HH(popmanuu CBT

I[TYNU.19 |bnokupoBaHre BO3MOKHOCTH UCIIOJIb30BAHUS H|T]|T
HE3aperuCTPUPOBAHHBIX (HEpa3peleHHbIX K
HCIOJIb30BAaHUIO) IEPEHOCHBIX (OTUYKIAEMBbIX) HOCUTENEH
uHpopManuu B MHGOPMAITMOHHONW UHPPACTPYKTYpe
(uHaHCOBOW OpraHMU3aIH

7.6.4 ba3oBblii cocTaB Mep IO OpraHM3alMU 3allUThl MAIIMHHBIX HOCHUTEJIeH WH(pOpMaLuu
MPUMEHHUTEIBHO K YPOBHSAM 3alIUThl HHPOpMAIMK NpuBeaeH B Tabnuie 31.

Tabmuma 31
ba3oBblii cocTaB Mep 1O OpraHu3aly 3alUThI
MAaIIMHHBIX HOCHUTENEH nH(opMaru
YcnoBHoe YpoBeHb
obo3nadeHue Coneprxanne Mep CUCTEMBI 3alTUThI HHPOPMAITUH PR
1 HOMeEp p p P uH(popManuu
MCPBI 3 2 1
ITYN.20 | VY4er u koHnTposs ucnons3oannsd MHU, npeanasnauennsix | O | O | O
JUTsl XpaHeHus nHpopManuu KOHPUACHIINATHHOTO
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Xapaxkrepa
ITYN.21 JlokyMeHTapHOE OIpeIeJICHUE MOPsIIKa UCII0JIb30BAHUS U O[O0 /|0

noctyna k MHU, npeana3sHauyeHHbIM 171 XpaHCHUS
nHpopMaMy KOH(PHUICHINATBHOTO XapaKTepa

ITYN.22 Mapxkuposanue yurensix MHU O

ITYN.23 Crupanue nnpopmayu KOHPHIESHIMATHLHOTO XapaKkTepa ¢
MHMU cpeacTamu, o6ecrieunBarOIUMU TTOJHYIO
Mepe3aruch JaHHBIX, IPU OCYyIIeCTBIeHUH BhiBoga MHU u3
SKCIUTyaTalluy WM BeIBOJA U3 3kciutyatauuu CBT, B coctaB
KOTOPBIX BXOAT ykazanuele MHU, a Taxxe npu
He0OXOIMMOCTH UX Iepeiadyll B CTOPOHHUE OpraHu3aluu

[IYN.24 | Crupanue nadopmarmn KoHbuaeHampHOTO Xapakrepac | H | T | T
MHMU cpeactBaMu rapaHTUPOBAHHOTO CTUPAHUS UITH
crocoboM (cpeacTBOM), 00ECIICYNBAIONTIM HEBO3MOXKHOCTh
MX BOCCTaHOBJICHMS, IPU OocylecTBIeHUnU BbiBoga MHU u3
JKCIUTyaTalluy WM BeiBoJa U3 skciutyarauuu CBT, B cocras
KOTOPBIX BXOAT ykazanuele MHU, a Taxxe npu
HE0OXOIMMOCTHU UX Mepeladyll B CTOPOHHUE OPTaHU3aIuH

ITYN.25 Crupanue nndopmanyy KoHUACHIMAIBLHOTO XapaKTepa C T|H|H
MHU cpencrBamu, 06ecrieynBaIONUMU TOTHYIO
nepe3anuch JaHHBIX, P nepeaaye (Mepe3akperieHnn)
MHMU mexty paGOTHUKaMU U (WJIN) CTPYKTYPHBIMH
Mo/ipa3esieHusIMU (PUHAHCOBOW OpraHU3aLUI

I[TYN.26 Crupanue nadopmannu koHpuaeHManpHoro xapakrepac | H | T | T
MHMU cpencrtBaMu rapaHTUPOBAHHOTO CTUPAHUS UIIU
croco0oMm (CpeacTBOM), 00ECTIEYHBAIOIIUM HEBO3MOKHOCTh
UX BOCCTAHOBJICHMS, TIPU Mepenaue (mepe3akperieHnn)
MHU mexy paboTHUKaMU U (UJIM) CTPYKTYPHBIMU
MOJIpa3/ieNIeHusIMU (PUHAHCOBOM OpraHu3aluu

[TYN.27 |lludpoBanue napopmauu KOHPHUIECHINATHHOTO H| H|T
xapakrtepa npu ee XxpaneHnu Ha MHU, BeiHOCUMBIX 32
npezensl ((MHAHCOBOW OpraHU3aIlH

7.6.5 ba3oBBIA COCTaB Mep MO PETUCTPAIMU COOBITHI 3aIlUTHl WH(POPMAIUM, CBS3aHHBIX C
peanu3anyell 3amThl 0 MPEJOTBPANICHUIO YTEYKH HH()OPMAINH, IPUMEHHTEIBHO K YPOBHIM 3alIATHI
uHopManuy IpuBeeH B Tadnue 32.

Tabnuma 32
Ba3oBbIii cocTaB Mep 1O perucTpaluu COOBITHIA 3aIUTHI
uH(pOpMalNH, CBSI3aHHBIX C pealn3aliel 3aluThl
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0 NMPEAOTBPAILEHUIO YTeUKU HH(OpMaLIUU

YcnoBHoe Yposenn
obosHauenne Copep:xaHuie Mep CUCTEMBI 3alIUThI HH(OpPMALIUN tomaian
1 HOMep ACP p 11 pman MH(pOpMaLUU
MCPBI 3 2 1
ITYN.28 | Peructpanus ucnoiab30BaHus pa30J0KUPOBAHHBIX IIOPTOB H| T|T
BBOJ1a-BbIBOAa nHpopManmu CBT
ITYN.29 Perucrtpanus onepanuii, CBSI3aHHBIX C OCYILIECTBICHUEM H| T | T
noctymna paboTHUKaMU (PMHAHCOBOW OpraHHU3AIHH K
pecypcam cetu MHTEepHET
[TYN.30 | Perucrpanus ¢axToB BEIBOAA WHPOPMAIIMY HA MT€YATh H| T|T
ITYN.31 Perucrpanus pe3ysbTaToB BBIITOIHEHUS KOHTEHTHOTO H|T]|T
aHanuza uHdopmanuu, nperycMoTpennoro mepamu [1YI.5,
IIYU.11, IIYN.15, ITYNU.17 tabmuus! 30
I[TYW.32 | Peructpauus aeiicTBuii o yuery u cuaruto ¢ yuera MHU, O[O0 /|0
MpeHa3HauYeHHBIX A7 XpaHeHus! uHpopmamu
KOH(PHUACHITMAIBHOTO XapaKkTepa
ITYN.33 Peructpanus ¢akroB ctupanus nHpopmanuun ¢ MHU O[O0 /|0

7.7. Ilpouecc 6 "YnpapieHne HHIMACHTAMH 3aIUThl HHpopMarun'
7.7.1 Hoampouecc "MOHUTOPUHT M aHATIU3 COOBITUIN 3alIUTHI HHGOpMauu'"

7.7.1.1 IlpumensiemMble (pUHAHCOBOI OpraHu3anMeil Mepbl 10 MOHUTOPUHTY M aHaIu3y COOBITUH
3amuThl HHGOPMAITUHU JOHKHBI 00€CTICUNBaTh:

- OpraHM3aliii0 MOHUTOPHHTA JaHHBIX pErucTpaluy O COOBITHSIX 3alUThl WH(OpMALINU,
(hopMHUPYEMBIX CpPEeICTBAMU M CHCTEMaMH 3aIlUThl HHGOpMAINK, 00beKTaMu HHGOPMATH3AIlUH, B TOM
YHClie B COOTBETCTBUU C TPEOOBAaHUSMHU K COJEp)KAHUIO 0a30BOr0 COCTaBa Mep 3alIMTHl MH(OpMAIHH
HACTOSIIEr0 CTaH/1apTa;

- cOOop, 3aIIUTY U XpaHEHUE JAaHHBIX PETHUCTPALMU O COOBITHSX 3aIIUTHl HHPOPMALIUY;
- aHaJIM3 JIAHHBIX PETUCTPALMU O COOBITHSIX 3alIUThl HHPOPMAIUH;

- PEerucTpanno COOBITHH 3aUThl HH(POPMAILIUHU, CBA3aHHBIX C ONEpalUsAMH 110 00paboTKe JaHHBIX
pErucTpalyu 0 COOBITUSAX 3AIUTH HHPOPMAIIIH.

[lpu peamuzauum mnoampouecca "MOHMTOPUMHT W aHalIM3 COOBITUH 3amIUTHl UHPOpMaLUU"
pexkomenyetcst ucnosibzoBath [ OCT P UCO/MBK TO 18044.
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[Tpumeuanue - PekoMengauu no oOHapy>KeHUIO MHIUJIECHTOB MH(OPMAIIMOHHONW 0€30MacHOCTH U
pearupoBaHMIO HA MHIIUACHTHI HHPOPMALIMOHHOM O€30MacHOCTH MpHUBeacHBI B [15].

7.7.1.2 Ba3oBBIii cOCTaB Mep NO OpPraHMU3alUU MOHUTOPHUHIA JAHHBIX PETUCTPAIMU O COOBITHSIX
3amuThl MHpOpMayH, (GopMupyeMbIX 00beKTaMH HH(OpMATHU3AIMK, NPUMEHUTEIBHO K YPOBHIM
3amuThl HHGOPMAIIUU TIpUBEIeH B Tadwmie 33.

Tab6muna 33

ba3oBblii cocTaB Mep 1O OpraHU3ald MOHUTOPUHTA JTAHHBIX
pErucTpalmu 0 COOBITUAX 3aUTHI HHOpMaU, GOPMUPYEMBIX

o0beKTaMu HHPOpMaTU3aLUU

YcaoBHoe YpoBeHE
obosnasienne CopneprxaHue Mep CHCTEMBI 3alUTHI HH(OpMAIUN o
i HOMeEp Y p pMall uHpopmauu
MEpHI 3121

MAC.1 Opranuzanys MOHUTOPUHTA IAHHBIX PErUCTPALlUU O T|T]|T
COOBITHSX 3alIUTHI HHPOPMALIUHU, POPMUPYEMBIX
TEXHUYECKMMHU MepaMH, BXOJSIIMMH B COCTaB CUCTEMbI
3a1uThl HH(pOpMaLIUN

MAC.2 Opranu3zaiys MOHUTOPUHTA JAHHBIX PETUCTPALIUH O H|T]|T
COOBITHSX 3aIIUTHI HHPOPMALIUH, POPMUPYEMBIX CETEBBIM
000py/I0BaHUEM, B TOM YHCJIE AKTUBHBIM CETEBBIM
000opyZ0BaHUEM, MapUIPyTU3aTOPaAMH, KOMMYTaTOpaMHu

MAC.3 Opranuzanys MOHUTOPHUHTA JAHHBIX PETUCTPALIUH O H|T]|T
COOBITHSX 3alIUTHl HHPOpMAIIH, POPMUPYEMBIX CETEBBIMU
MIPUIIOKEHUSIMHU U CEpBUCAMU

MAC.4 Opranusanys MOHUTOPHUHTA JAHHBIX PETUCTPALUU O H|T]|T
COOBITHSIX 3aIIUTHI HHPOPMALIUU, POPMUPYEMBIX
cucteMHbIM 110, onepantnonasiMu cuctemamu, CYB/]

MAC.5 Opranusanys MOHUTOPHUHTA JAHHBIX PETUCTPALUU O T|T| T
COOBITHSX 3alUTHI HHGopManuu, popmupyemsix AC u
MPUIIOKECHUSIMHU

MAC.6 Opranusanys MOHUTOPHUHTA JAHHBIX PETUCTPALUU O T|T| T
COOBITHSIX 3aIIUTHI HHPOPMALIUU, POPMUPYEMBIX
KOHTpOJIEpaMH TOMEHOB

MAC.7 Opranusanys MOHUTOPHUHTA JAHHBIX PETUCTPALUU O H|H|T
COOBITHSIX 3aIIUTHI HH(POPMALIUU, POPMUPYEMBIX
CpelncTBamMu (CHCTeMaMu) KOHTPOJIS U yIIpaBICHUS
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JOCTYIIOM

7.7.1.3 ba3oBblli cocTaB Mep IO COOPY, 3alIUTE W XPAHCHUIO JaHHBIX PETHCTPALMH O COOBITHIX
3amUThl HOPMAIIMU IPUMEHUTETHHO K YPOBHSM 3aIIUTH HHPOPMAIUH MPUBEACH B Tadiuie 34.

bazoBeblii cocTaB Mep 1o cOOpy, 3aIUTE U XPAHCHUIO TAHHBIX
perucTpainuu 0 COOBITUSAX 3aIIUThI HH(DOPMALIUU

YcaoBHOE
0003HaueHne
1 HOMEp
MepbI

ConeprxaHue Mep CHCTEMBI 3alIUTHI HH(OpMAIUN

YpoBeHb
3aIUTHI
uHpopmauu

3

2

1

MAC.8

LlenTpanu3oBaHHBIi COOP TaHHBIX PETUCTPALIMU O COOBITHUAX
3amuThl HHGOpMaLUU, GOPMUPYEMBIX O0BEKTAMHU
nHpopMaTuzamuu, onpeaeneHupx mepamu MAC.1 - MAC.7
Tabnuist 33

H

T

T

MAC.9

I'enepanyst BpeMEHHBIX METOK JUISl JaHHBIX PETUCTPALIMU O
COOBITHAX 3aLIUTHI HHPOPMAIIMK U CUHXPOHU3AIUH
CHCTEMHOI'0 BpeMeHHU 00BbEKTOB HH(OpMaTH3alNY,
UCIOJIb3yeMBIX JUIsl (POPMUPOBaHMSL, COOpa U aHAINU3a
JAaHHBIX PErHCTpaLVH

MAC.10

KonTponbs popMupoBaHUs TaHHBIX PETUCTPALUU O
COOBITHSX 3alIUTHl THPOPMAIIUN 0OHEKTOB
uHpopmartuzanuy, onpeaeiaeHubx mepamu MAC.1 - MAC.7
Tabnuuel 33

MAC.11

Peanu3zanus 3a1MThl JaHHBIX PETUCTPALIUU O COOBITHSIX
3alIUThl UH(OPMAIMK OT PACKPBITHS U MOJIU(PUKALIH,
JBYXCTOPOHHEN ayTeHTU(UKAIUU MIPU Nepeiade TaHHbIX
pErUCTpalMy ¢ UCIIOIb30BaHuEM cetu MHTepHeT

MAC.12

ObecneueHne rapaHTUPOBAHHON JOCTABKH JTAHHBIX
perucTpalnmu 0 COOBITUSAX 3aIIUTHI HHOOPMALIUK TTPU UX
[EHTPATU30BaHHOM cOope

MAC.13

PesepBupoBaHne HEOOXOMMOro 0ObeMa MaMsATH JIs
XpaHEeHUS JAHHBIX PETUCTPAIH O COOBITHSX 3aIUTHI
uHpopMauu

MAC.14

Peaﬂmaum{ 3alUThI JaHHBIX PErucTpanuu o CO6BITI/I$IX
3amuTthl nHGopmaruu ot HCJI nmpu ux xpaneHuu,

Tab6muna 34
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o0ecreyeHre eI0CTHOCTH U JOCTYITHOCTH XPaHUMBIX
JAHHBIX PErUCTPALIUU

MAC.15 ObecnevyeHre BO3MOKHOCTH JIOCTYIIA K JTAHHBIM T | T | H
pETHUCTpAIMH O COOBITUSAX 3AIIUTHI HH()OPMAIIUY B TCUCHUE
Tpex JIeT

MAC.16 ObecnevyeHre BO3MOKHOCTH JIOCTYIIA K JJAHHBIM H H|T
pErUCTpaIyy O COOBITUSX 3AIUTH HH(POPMAIIH B TEUCHUE
IISITH JIET

7.7.1.4 Ba3oBbIii coCcTaB Mep 1O aHAIHM3Y JAHHBIX PETHCTPALMU O COOBITHSAX 3alIMTHl HHPOPMALIUU
NPUMEHUTEIBHO K YPOBHSM 3alIUTHI HH(OpMALIUKU IPUBECH B Taduie 35.

Tabauua 35

ba3oBelii cocTaB Mep 10 aHaIM3Y AaHHBIX PErUCTPALIUH
0 COOBITHSX 3alUThl HH(OPMaLIUU

YcaoBHoe YpoBeHb
obosHauenue CopepxaHre Mep CUCTEMBI 3aIUTHI HH()OPMAIIAN P
1 HOMEp P p p nHOpMAIH
MepbI 3 | 2 )
MAC.17 ObecrnieyeHre BO3MOXXHOCTH BBITIOJTHEHHSI ONIEpaLin H|T|T

HOpMaIu3aluu (MpUBEACHUS K eTUHOMY Qopmary),
¢bubTpanuy, arperalui U KiaaccuuKauy JaHHbIX
perucTpanmu o COOBITUAX 3aIIUThI HH(OPMALIUN

MAC.18 O0ecrieueHre BO3MOKHOCTH BBISIBIEHUS U aHainn3a cooprtuit | T | T | T
3aIuThl HH(GOPMAIIUH, TOTEHIIMAIEHO CBSI3aHHBIX C
WHIIMJIEHTaMH1 3aIuThl nHpopmaruu, B ToMm uucie HCI <*>

MAC.19 | OGecrnieueHre BO3MOKHOCTH OTIPEICTICHUS COCTaBa T|T| T
JeicTBUH U (M) onepanuii KOHKPETHOTO CyObeKTa
nocTyna

MAC.20 | OGecrnieueHre BO3MOKHOCTH OTIPEIEICHHUS COCTaBa T|T| T

necTBUi 1 (MJK) onepanuii CyObeKTOB JIOCTyTa IpU
OCYUIIECTBJIEHUH JIOTUYECKOTO JOCTYNa K KOHKPETHOMY
pecypcy gocryna

<*> [lepedeHb cOOBITHI, TMOTeHIMANIBbHO CBsi3aHHBIX ¢ HCJI, pexomeHIyembIX amst
BBISIBIICHUSI, PETHCTPALIMN U aHATN3a, IPUBEJICH B MIPUIIOKEHNN B K HacTosIeMy CTaHaapTy.

7.7.1.5 ba3oBblii cOCTaB Mep IO pPETHUCTpalMU COOBITUH 3alUThl WH(POPMAIMU, CBA3AHHBIX C
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oIepanusIMi o 00pabOTKe TaHHBIX PETHCTPALMH O COOBITUAX 3alIUTHl HH(POPMAIIUH, TPUMEHHUTEIHHO K
YPOBHSIM 3aIUTHI HH(OpMAIMK MTpUBECH B Tabmuie 36.

Tab6muna 36

ba3oBbIil cocTaB Mep 10 peructTpanuu COObBITUIN 3aIUThI
nH(pOpMaLIH, CBI3aHHBIX C ONEpalUsIMU 10 00pabOTKe JaHHBIX
pEerucTpanuu 0 COOBITUSX 3AIUTHI HH(pOpMAIH

YcnoBHOE YpoBeHb
obosnasienne CopepxaHue Mep CUCTEMBI 3aIUTHI HH()OPMAIIUN HHZ)a:;iI;I;HH
1 HOMED
MepBI 3 | 2 )

MAC.21 Peructpanus napymenuii u c6oeB B popmupoBanun ucoope| H | T | T
JAHHBIX O COOBITUAX 3AIIUTHI UHPOpPMALIUU

MAC.22 | Peructpanus A0CTyIa K XpaHUMBIM JaHHBIM O COOBITUSX T|T|T
3alUThl HH(OpMALUU

MAC.23 Perucrpanus onepaumii, cBsizanubix ¢ usmeHenuem npasun | H | T | T
HOpMaIu3auuu (MpUBEACHUS K eTUHOMY Qopmary),
¢bubTpanuy, arperaiu U KiaaccuuKauy JaHHbIX
perucTpanmu o CoOBITUAX 3aIIUThI HH(OPMALIUN

7.7.2 Nonmponece "OOHapyKeHHe HHIUIEHTOB 3aIUThl HHPOPMALIMU U pearupoBaHue Ha HUX"

7.7.2.1 IlpumeHsieMble (PUHAHCOBOM OpraHU3alUeil Mepbl 0 OOHAPYKEHUIO MHIUJACHTOB 3alllUThI
uHOpMaLUY U pearupoBaHue Ha HUX JJOJDKHBI 00eCIeuynBaTh:

- 0OHapyKeHUE U PEerucTpalyio HHIIMIEHTOB 3alllUThl HH()OpMAaLINH;
- OpraHU3aLMIO pearnpoOBaHMs Ha MHIMJCHTHI 3alIUTHl HH(pOpMaIumy;
- OpraHu3alIo XpaHEeHUs U 3alIUTy HHpOopMauK 00 MHIUACHTAX 3alIUThl HHPOpMAaIIHH;

- perucTpanuio COOBITHH 3amMThl HMH(GOPMAIMK, CBS3aHHBIX C pe3yJbTaTaMH OOHapYKEHUs
MHIUACHTOB 3alIUThl HHPOPMAIMN U pearnpoBaHus Ha HUX.

[Tpu peanuzanuu noamnpoiecca "OOHapyXeHHEe HHIIUIECHTOB 3alIUThl MHOPMAIIUU U pearupoBaHUe
Ha HUX" pekoMeHayetcs ucnoib3oBath [[OCT P UCO/MOK TO 18044.

[Tpumeuanue - PexomeHnganuu no oOHapyXEHUIO WHIUIEHTOB HH(OPMAIIMOHHON 0€30MacHOCTH U
pearnpoBaHMIO Ha MHIUACHTHI HH(POPMAIIMOHHOM Oe30macHoCTH puBeneHsl B [15].

7.7.2.2 Ba3oBbIii cocTaB Mep MO OOHAPYKEHUIO U PETUCTPAIIMU UHITUACHTOB 3aIIUTHl HHPOPMAIIHH
MPUMEHUTEHHO K YPOBHSM 3aIlMThl HHPOPMALIMHU NPUBEIEH B Tabnuie 37.
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Tab6muma 37

ba3oBelii cocTaB Mep 10 OOHAPYKESHUIO U PErHCTPALUU
MHIIUJICHTOB 3aIlUThl HHPOPMALUU

YpoBeHb

3aIUTHI
ConeprxaHue Mep CUCTEMBI 3alTUThI HHPOPMAIIUH uH(pOpMaIUK

VYcinoBHOE
0003HayeHne
U HOMEp

MCPbI 3 2 1

PU.1 Perucrpanus napopMaii o cCOOBITUAX 3aTUTHI O|T | T
uH(pOpMalNH, TOTEHIMAIBHO CBA3aHHBIX C HHIMICHTaMHU
3anmThl nHpopmanuu, B ToM unciie HCJI, BEISIBICHHBIME B
paMKax MOHUTOPHMHIA U aHAJIM3a COOBITUIN 3aIUTHI
uHpOpMaIu

Pn.2 Perucrpanus nadopmanim, moTeHIMAILHO CBI3aHHOH C O|T | T
MHIMJIEHTaMU 3a1luThl HHPopmanuu, B ToM unucie HCJL,
IIOJIyYE€HHOM OT paOOTHUKOB, KJIMEHTOB U (UJIN)
KOHTpareHToB (PMHAHCOBON OpraHu3aluu

PN.3 Knaccugukanus MHIUASHTOB 3alUThI HH(OPMAIUU C O|O0 | T
Y4ETOM CTEIEHHU UX BIUSHUS (KPUTUYHOCTH) HA
IpeocTaBlIeHUue (PUHAHCOBBIX YCIIYT, pean3aluio
OHM3HEC-TIPOLIECCOB U (MJIM) TEXHOJIOTMYECKHUX MPOIIECCOB
(¢buHaHCOBON OpraHu3aluu

P14 YcTaHoBIEeHUE U IPUMEHEHHE €UHBIX MPABUJI ITOITYYEHUS O[O0 /|0
0T paOOTHHUKOB, KIIMEHTOB U (WJIM) KOHTPAre€HTOB
(¢uHaHCOBOM OpraHu3aly HHGOPMALIUY, TOTEHIUAIBHO
CBSI3aHHOM C MHIMJIEHTaMU 3aIIUThl HHPOPMALIUU

PU.5 YcTaHOoBIEHUE U IPUMEHEHHUE €AUHBbIX NpaBui peructpauuu | O | T | T
U KJIacCU(PUKAMU UHIIMJIEHTOB 3aIlIUThl HHPOpPMAaIIUH B
YaCTH COCTaBa U COJIEPKaHUs aTpHOyTOB, ONMHUCHIBAIOIIUX
MHUUACHT 3alUThl UHHOPMAIIUH, U UX BO3MOMXKHBIX
3HA4YECHUU

7.7.2.3 ba3oBblii cOCTaB Mep M0 OpraHU3alMM PEarnpOBaHUS HA WHIMIEHTHI 3alUThl HHPOPMALIUU
MIPUMEHHUTEIHHO K YPOBHSM 3alIUThl HHGOpMaIuU IpuBeieH B Tabmuie 38.

Tabmmma 38
ba3oBblii cocTaB Mep 1O OpraHu3aliy pearupoBaHus
Ha WHIIMICHTHI 3aIIUTHI HH()OpMALIUN
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YcaoBHOE
00o03HaueHne
U HOMEp
MepbI

ConeprxaHue Mep CHCTEMBI 3alIUTHI HH(OpMAIUN

YpoBeHb
3aIUTHI
uHpopmaruu

312 |1

PH.6

VYcranosnenne u IMPUMCHCHUEC CAUHBIX IIpaBUJI
pcarupoBaHusl Ha MHIUJICHTBI 3allIUThI I/IH(bOpMaI_II/II/I

O[O0 /|0

PA.7

OmnpeneneHue U Ha3HaYEHUE POJICH, CBA3aHHBIX C
pearupoBaHMEM Ha MHIUIEHTHI 3aIIUThl HHPOPMALIUU

P18

Omnpenenenne 1 Ha3HAYCHUE POJICH, CBA3aHHBIX C
pearupoBaHUEM Ha WHITHJICHTHI 3aIIUTHl HHPOPMAIUH -
pOJIeH TPYIIIBI pearupOBaHMsI HA WHITUICHTHI 3aIIUTHI
unpopmanuu (I'PU3N)

PN.9

Boinenenue B cocraBe ' PU3U cnegyromumx 0oCHOBHBIX
pouei:

- pykoBoautens [ PU3U, B ocHOBHBIE (hyHKIIMOHATILHBIE
00513aHHOCTH KOTOPOTO BXOAHUT 00ECTIEYCHUE ONIEPATUBHOTO
PYKOBOJCTBA pearnpOBaHUEM Ha MHIUACHTHI 3aILUTHI
nH(popMaLuu;

- oneparop-aucneryep ['PU3U, B ocHOBHEIE
(hyHKIIMOHATBHBIE 00s3aHHOCTH KOTOPOTO BXOIUT
obecrieyeHre cOopa U perucTpauy HHGopMauuu oo
MHIUACHTAX 3alIUThl MH(pOpMaLny;

- aHanutuk 'PU3U, B ocHOBHBIE (DyHKIIMOHATIbHBIE
00513aHHOCTH KOTOPOT'O BXOJUT BBIIIOJIHEHUE
HENOCPEACTBEHHBIX JEHCTBUI 110 pearnpoBaHUIO Ha
MHIUACHT 3alUThl HH(OpMaIUK;

- cexperapb [ PU3U, B ocHOBHBIE (PYHKIIMOHATIbHbIE
00513aHHOCTH KOTOPOT'O BXOJUT IOKYMEHTUPOBAHHE
pE3yJIbTaTOB pearnpoBaHMs HA UHIUJEHTHI 3alUThI
nHpopmanuu, GopMUPOBaHNE AHATUTUYECKUX OTYETOB
MaTEepUaJIOB

PHN.10

CBoeBpeMeHHOE (OTIepaTUBHOE) OMOBEIIECHNE YJICHOB
I'PU3U o BBIABICHHBIX HHITUACHTAX 3aIIUTHI HHOOPMAITUU

PN.11

[Ipenocrasnenne unenam I'PYU3U npas nornueckoro u
(U3MYEeCKOro 10CTyna U aJMUHUCTPATUBHBIX TOTHOMOYHIA,
HE0OXOIMMBIX JJIsl IPOBEACHUS pearnpoBaHus Ha
MHIMJICHTHI 3aIIUThl HH()OpMaIiu

PU.12

[IpoBenenue pearupoBaHus Ha KaXIbli 0OHAPYKEHHBIH
MHIUJICHT 33U Thl HH(OPMALMH, BKIOYAIOLIETO:
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- AHAJIU3 UHIUJCHTA,

- OIpeAeNICHNE HCTOYHUKOB U IPUYMH BO3HUKHOBEHUS
VHIIAJICHTA;

- OLIEHKY ITOCJIEICTBUI MHIMACHTA Ha PEJOCTABICHUE
(UHAHCOBBIX YCIYT, peaTu3aliio OU3HEC-TIPOLIECCOB MU
TEXHOJIOTUYECKHX MPOLECCOB (PMHAHCOBOM OpraHu3alnu;
- IPUHATHE MEP 110 YCTPAHEHUIO MOCIEACTBUN NHIIUICHTA;
- INIAHUPOBAHUE U IPUHATUE MEP 10 MPEAOTBPALIEHUIO
IIOBTOPHOI'0 BO3HUKHOBEHMS MHIIUICHTA

PU.13 VYcranoBneHue U IpUMEHEHUE €IMHBIX TIPaBUII cOOpa, O]0O0|O
(uKcauu ¥ pacnpocTpaHeHuss HHGopMaIuu oo
WHITUACHTAX 3aIIUTHI HH)OpMaIu

PU.14 VYcTaHOBIEHNE U IPUMEHEHUE €AMHBIX IIPABUII 3aKPBITHS O[O0 /|0
MHIIUJICHTOB 3aIIUThl HHPOPMALUU

7.7.2.4 bazoBeIil cOCTaB Mep MO OPraHW3AlWU XPAHEHHS W 3aIIuTe UHPOPMAIUU 00 WHIMIECHTAaX
3aMUTHl HH)OPMALUH IPUMEHUTEIHHO K YPOBHSM 3alUTHl HH(GOpMAIMU PUBEZCH B Tadmuie 39.

Tabmuua 39

ba30BbIif cocTaB Mep MO OPraHU3alUU XPAHEHUS U 3aLIUTE
nH(popManuu 006 UHIMICHTAX 3alUThl HHPOPMAIIUH

YcnoBHoe YpoBeHb

obosHaseie ConeprkaHue Mep CUCTEMBI 3allMThI HH(OpMALUN Do
1 HOMEp Acp p 1 pmai nHOpMAIH
Mepbl s |2 |1
PN.15 Peanuzanus 3amutel uHGOpManuu 06 nHiuaeHTax 3amutel | T | T | T

nadopmanuu ot HCJI, oGecriedeHune 1eocTHOCTH U
JOCTYITHOCTH YKa3aHHON MHGOpMaIuu

PU.16 Pasrpannuenue nocrymna uienoB ' PU3U k unpopmatmn o6 | H | T | T
MHIUACHTAX 3alIUThl HH)OPMAIIUK B COOTBETCTBUU C

OTIpECIIEHHBIM PACIIPEAEIEHUEM POJIEH, CBSI3aHHBIX C
pearupoBaHMEM Ha MHIMIECHTHI 3aIlUThl HHOpMaLUU

PN.17 ObecrnieueHrie BO3MOXHOCTHU AOCTYIa K HH(opmanuu 00 T|T]|H
MHIMJICHTAX 3alUThl HH()OPMAIUK B TEUEHUE TPEX JIeT

PU.18 ObecnieueHrie BO3MOKHOCTH JIOCTYTa K HHPOpMALIUU 00 H| H|T
WHIMICHTAX 3aUThl HHOOPMAIH B TEUECHHE TISATH JIET

7.7.2.5 ba3oBblii cOCTaB Mep IO PETUCTpPAlMU COOBITUH 3allUThl WH(POPMAIMU, CBA3AHHBIX C
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pe3ynbTaTaMu  OOHapy)KEHHsI HHIMJICHTOB 3allUThl HMHGOOpPMAIMM M pearupoBaHUs Ha HUX,
MPUMEHUTEIHHO K YPOBHSM 3aIIUTHI HHPOPMALUH npuBeieH B Tadmuie 40.

Ta6muna 40

ba3oBbIil cocTaB Mep 10 peructTpanuu COObBITUIN 3aIUThI
uH(pOpMalnK, CBSI3aHHBIX C pe3yJIbTaTaMU OOHAPYKEHUS
WHITUACHTOB 3alIUThl MHPOPMAITUHU ¥ pEarnpOBAHUS HA HUX

YcnoBHOE YpoBeHb
obosnasienne CopepxaHue Mep CUCTEMBI 3aIUTHI HH()OPMAIIUN HHZ)a:;iI;I;HH
1 HOMEp
MEpBI 3 ) .
PU.19 Peructpanus noctyna k nadopmanuu o0 HHIMAEHTAX T | T | T
3alUThl HH(OPMAIHN

7.8. Ilpouecc 7 "3ammra cpeapl BUpTyaau3auuu"

7.8.1 Ins oGecrieyeHns TOMHKHOTO YPOBHS 3aIUTHl HH(GOPMAIIUU TP MCIIOJIE30BAHUH TEXHOJIOTUH
BUPTyalU3alli, OpraHU3allMOHHbIE M TEXHUYECKHE Mepbl, MPHUMEHSEMble JUIl 3aIlUThl CPEJbl
BUPTYaJU3aIlH, SBISIOTCS JIOTIOJHUTEIFHBIMA M TIPUMEHSIIOTCS B COBOKYIHOCTH C WHBIMH MeEpaMu
3alIUThl HH(OPMAIIMK, YCTAHOBIEHHBIMU HACTOSIIUM CTaHIAPTOM.

I[OHOJ'IHI/ITCJ'IBHBIG OpTraHHu3alMOHHBIC W TCXHUUYCCKHUE MCPBI, IMPUMCHACMBIC IJId 3allUThl CPCAbI
BUPTYyaJIU3allUH, OMNPCACIIAOTCA JIA CICAYIOUNIUX IIPOLECCOB (HO,[[HpOI_IeCCOB) 3alllUThBI I/IHq)OpMaI_[I/II/I,

nepeyucieHsbix B 7.1.1 HacTosIero craniapra:

- UIeHTU(QUKALKS, ayTeHTU(UKALM, aBTOpU3aLus (pa3rpaHUdeHre JOCTyIa) IpU OCYIIECTBICHUN
JIOTMYECKOT0 JOCTYIa;

- CCTMCHTAIUA U MEKCECTECBOC 3KPAHUPOBAHUEC BHIYUCIIUTCIbHBIX CeTel.

7.8.2 [lpumensiemble (pUHAHCOBOM OpraHu3allieil Mephl MO 3alIUTe CPEAbl BUPTYaIU3alUuU JOJKHbI
obecneunBarh:

- OpraHu3alyio WACHTU(UKAIUY, ayTeHTU(UKAUK, aBTOpU3alUK (pa3rpaHUYEHUs JO0CTyIa) Mpu
OCYILIECTBIEHUM JIOTUYECKOTO JOCTyla K BUPTYaJbHBIM MalllHHAM M CEPBEPHBIM KOMIIOHEHTaM

BUPTYyaJIN3aL1N;

- OpTraHM3alMI0 ¥ KOHTPOJb HH(POPMAIIMOHHOTO B3aMMOJICHCTBHS U HU3OJSIIMA BUPTYaTbHBIX
MaIllnH;

- OpTraHH3aluIo 3alluThI 06p8.30B BUPTYAJIbHBIX MAIlINH,

- perucTpanuio coObITHI 3aIIUTH HTHPOPMAIUH, CBI3aHHBIX C JOCTYIIOM K BUPTYaJIbHBIM MallliHAM
U CEpBEPHBIM KOMIIOHEHTaM BUPTYaIU3aALNH.
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[Ipumeuanue -

Pekomenpanuu mno obecrneyeHH0 HHMOOPMALMOHHONW O€30MacHOCTH  IpH

UCIIOJIb30BAHUM TEXHOJIOTHH BHPTyalIHM3alldM B paMKax peaau3alud OaHKOBCKHX TEXHOJOTHMYECKUX
nporieccoB npuseaeHsl B [16] u TOCT P 56938.

7.8.3 ba3oBbIlli cocTaB Mep MO OpraHu3alud HICHTU(PHUKANUM, ayTeHTU(UKAIIMH, aBTOPH3ALNU
(pa3rpaHuyeHusl JIOCTYIa) MPU OCYIIECTBIEHUU JIOTMUECKOTO JOCTyNa K BUPTYaJIbHBIM MallMHAM U
CepBEPHBIM KOMIIOHEHTaM BUPTYaJIM3allMd IPUMEHUTENBHO K YPOBHSAM 3alUThl HHPOPMAIK TPUBEICH

B Tabimue 41.

bazoBeIii cocTaB Mep 10 OpraHu3anvy HIeHTH(GHUKALNH,
ayTeHTU(UKALMHU, aBTOPU3ALMH (pa3rpaHUYEHUS JI0CTYTIA)
IIPU OCYIIECTBIIEHUH JIOTHUECKOTO I0CTYIA K BUPTYaIbHBIM

MallliHaM U CEpBEPHBIM KOMIIOHEHTaM BUPTYyaIU3aluu

YcaoBHOE
0003HaueHne
¥ HOMEp
MepbI

Copep:xaHuie Mep CUCTEMBI 3aIIUThI HH(OpPMALIUU

YpoBeHb
3aLUThI
uH(popManuu

312 |1

3CB.1

Pa3rpaHquHHe N KOHTPOJIb OCYIICCTBJICHUA
OJIHOBPEMEHHOI'0 J0CTYIA K BUPTYaJIbHbIM MallIUHAM C
APM nonp30BaTenei U SKCIUTyaTallMOHHOTO MepcoHana
TOJIBKO B TIpeieax OJTHOTO KOHTYpa 6€30MacHOCTH

H|T]|H

3CB.2

Pasrpannuenne u KOHTPOJIb OCYIIECTBICHUS
OJTHOBPEMEHHOT'0 JOCTYIA K BUPTYaJbHbIM MaIlIMHAM C
APM nonp30Barenel U SKCILTyaTallMOHHOTO MepCcoHaa
TOJIBKO B TIpEJiesiaXx OJTHOTO KOHTYpa O€30MacHOCTH Ha
YPOBHE HE BHIIIE TPETHETO (CETEBOI) IO CEMUYPOBHEBOM
CTaHJIapTHOW MOJIENIN B3aUMOJIECTBUS OTKPBITBIX CUCTEM,
onpeaenenHoii B 'OCT P MCO/M3K 7498-1

3CB.3

Pa3rpaHquHI/Ie H KOHTPOJIb OCYICCTBJICHUA
OAHOBPEMCHHOI'O JOCTYyIla BUPTYAJIbHBIX MAlllMH K CUCTEME
XpaHCHUA NAHHBIX B IIPEACTIAX KOHTYpa 0e30ImacHOCTH

3CB.4

Pa3srpannuenue 1 KOHTPOJIb OCYILECTBICHHUS
OJIHOBPEMEHHOTO JIOCTYIa BUPTYaJIbHBIX MAIINH K CHCTEME
XpaHEeHHUs JaHHBIX B MpeJiesiax KOHTYpa 0e30MacHOCTH Ha
YpOBHE HE BBIIIE TPETHETO (CETEBOI) M0 CEMUYPOBHEBOM
CTaHIapTHON MOJIENH B3aUMOJIEHCTBUS OTKPBITBIX CUCTEM,
onpenenenHoi B 'OCT P UICO/MOK 7498-1

3CB.5

Wnentudukanus u ayTeHTU(GUKAIUS T10JIb30BaTeNei

Taomauua 41
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CEpBEPHBIMU KOMIIOHEHTaMHU BUPTYaIU3alUuu U (WIN)
CpeACTBaMU LIEHTPAJIM30BAHHBIX CEPBUCOB ayTEHTU(UKALIUH
IIPY IIPEIOCTABIECHUN JOCTYIA K BUPTYyaJIbHBIM MAIIMHAM

3CB.6

Peanuzanus HEOOXOJMMBIX METOAOB MPEAOCTABICHHS
JOCTyIa K BUPTYaIbHBIM MaIlIMHAM, 00€CIIeUHBAIOIINX
BO3MOKHOCTB JOCTYIIA C UCIIOJIb30BAaHUEM OJIHUX
ayTEeHTU()UKALMOHHBIX JaHHBIX TOJBKO K OJHOM
BUPTYaJIbHOW MalllMHE

3CB.7

Peanu3zanus HEOOXOAUMBIX METO/I0B IIPEIOCTABIICHUS
J0CTyIa K BUPTYaIbHBIM MallllHAM, 00€CIIeUnBaIOIINX
BO3MO’KHOCTB JIOCTYIIA C UCIIOJIB30BAHUEM OJHUX
ayTeHTU()UKALMOHHBIX IaHHBIX TOJIBKO K OJHOM
BUPTYyaJIbHOU MamMHe ¢ oqHoro APM nonb3oBarens win
9KCILTYyaTallMOHHOT'O IIEpCOHaIa

3CB.8

ObecnieueHrie BO3MOKHOCTH NPUHYAUTEIbHON OIIOKUPOBKU
(BBIKJIFOUEHUS1) YCTAHOBJIEHHOM CECCUU padOThI
[10JIb30BATENsl C BUPTYaJIbHON MAlIMHON

3CB.9

KonTposnb 1 npoToKonupoBaHue J0CTyma
AKCIUTYaTallMOHHOI'O IIEpCOHAaNa K CepPBEPHBIM KOMIIOHEHTAM
BUPTYaIU3alMU U CUCTEME XPAHEHUSI JaHHBIX C
peann3anuen 1Byx(HakTOpHON ayTeHTU(UKALUN

3CB.10

Pa3menienue cpeacTB 3amuThl HHGOPMAIIMH, UCTIOTB3YEMBIX
JUTSL OpTaHU3aIlUU KOHTPOJIS ¥ TIPOTOKOIMPOBAHUS IOCTYTIA
AKCILTYaTaIMOHHOTO TIePCOHANa K CEPBEPHBIM KOMIIOHEHTAM
BHUPTYaIM3aI[UU ¥ CUCTEME XPaHCHHSI TAHHBIX HA
¢uznueckux CBT

3CB.11

Peanu3anus npaBui yrpasiieHHUs IpaBaMH JOIMYECKOTO
J0CTyMa, 00ecneunBaloIias 3arpeT 0JHOBPEMEHHOTO
COBMEIIIEHUS OJTHUM CyOBEKTOM JIOTHYECKOTO JJOCTYIa
cnenyromux GyHKITAN:

- CO3/1aHUE BUPTYAIbHBIX MAIIMH, yIIpaBlieHHe o0pa3amMu
BUPTYaJIBHBIX MAIIMH Ha ATalax uX >KU3HEHHOTO IHKJIIA;

- IPEIOCTaBJIEHUE JIOCTYIA K BUPTYaJbHBIM MallliHAM,
BKJTIOYAst HACTPOWKY BHPTYaIbHBIX CETMEHTOB
BBIUUCIIUTENILHBIX CETeH U MPUMEHSIEMbIX CPEACTB 3aIUThI
nHpOpMAIMY Ha YPOBHE CEPBEPHBIX KOMIIOHEHTOB
BUPTYyaJU3aIiH;

- YIIpaBIIEHUE CUCTEMBI XpaHEHHsI TAaHHBIX;

- yIpaBJIeHUE HACTPOMKaMH IMIIEPBU30POB;

- KOH(QUTYpUPOBaHNE BUPTYAIbHBIX CETEH B paMKaX CBOETO
KOHTYpa 06e301acHOCTH
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3CB.12 Pa3menienue cepBepHbIX U MOJb30BaTeNbckux komnonentos | H | O | O
AC Ha pa3HbIX BUPTYaJIbHbBIX MalIMHAX

7.8.4 ba3oBblii cOCTaB Mep IO OpraHMU3alMM CErMEHTAlUd M MEKCETEBOrO0 SKpPaHUPOBAHUS
BBIUUCIIUTENIBHBIX CETel, NpelHa3HAYEeHHBIX JUIl pa3MEIleHHs BHUPTYalbHbIX MAIlUH M CEPBEPHBIX
KOMIIOHEHT BUPTYaJIU3aIlH, IPUMEHUTEIBHO K YPOBHSM 3aIUTHl HH(OpMaIK puBeeH B Tabuie 42.

Tabauua 42

ba30Bblii cOcTaB Mep 1O OpraHU3alu U KOHTPOJIEO
MH(OPMALIMOHHOTO B3aUMOACHCTBUS U U3OJISILIUH
BUPTYaJIbHBIX MallIMH <I>

<I1> Mepbl 0 OpraHM3ali M KOHTPOJIO HHPOPMAIMOHHOTO B3aMMOACUCTBHUS M H3OJALUU
BUPTYQJIbHBIX MAIIUH TPUMEHSIOTCS B COBOKYITHOCTH C MEpPamMHu IO CETMEHTALMH U MEXKCETEBOMY
SKPAHUPOBAHUIO BHYTPEHHHUX BBIYMCIUTEIbHBIX ceTeil (cM. Mepbl CMD.1 - CMD.13 tabmawums! 13).

YpoBeHb

3alIUThI
Coz[epmaHHe MCP CUCTEMBI 3alIUTHI I/IH(i)OpMaHI/II/I I/IH(i)OpMaI_II/II/I

YcinoBHOE
0003HaueHue
1 HOMED

MCPBI 3 2 1

3CB.13 Beizienenue B BBIYUCIUTENBHBIX CETAX (PMHAHCOBOM H|T]|T
OpraHM3alMK OTAEIbHBIX CETMEHTOB (TPYIII CErMEHTOB), B
TOM YHCJI€ BUPTYaIbHBIX, UCIIOJIB3YEMBIX I Pa3MEIIECHUS
COBOKYITHOCTH BUPTYaJIbHBIX MAIlIUH, IPEAHa3HAYE€HHBIX
JUIS pa3MELICHHs] CEPBEPHBIX KOMIIOHEHT AC, BKIIFOUEHHBIX
B pa3Hble KOHTYPBI 0€30MaCHOCTH

3CB.14 Beizienenue B BBIYUCIUTENBHBIX CETAX (PMHAHCOBOM H|T]|T
OpraHM3allK OTAEIbHBIX CETMEHTOB (TPYIII CETMEHTOB), B
TOM UHCIJIE BUPTYaIbHBIX, UCIIOJIB3YEMBIX I Pa3MEIICHUS
COBOKYITHOCTH BUPTYaJbHBIX MAIlIMH, IPEAHA3HAYEHHBIX
g pazmenieHuss APM none3oBareneil u
9KCILTYaTallMOHHOT O IEPCOHAJIA, BKIOYEHHBIX B pa3HbIe
KOHTYpPBI O€30MacCHOCTH

3CB.15 Opranuzanus HTHPOPMALMOHHOTO 0OMEHa MEXy H| H|T
CerMeHTaMu (rpynnaMu CETMEHTOB) BbIUMCIUTEIbHBIX
cerei, onpeaeneHHblx Mmepamu 3CB.13 u 3CB.14
HacToAIIel Ta0IuIbl, PU3NIECKUM 000pyI0BaHHEM
(mporpaMMHO-amnmapaTHIM KOMIUIEKCOM) U (KJIN)
IIPOrPpaMMHBIMH CPEJCTBAMHU MEKCETEBOI0 SKPAaHUPOBAHMUS,
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(YHKIMOHUPYIOUIMMHU Ha YPOBHE THIIEPBU30pA CPEJIbI
BUPTYalIU3aluu

3CB.16 MexceTreBoe skpanupoBaHue cermeHToB (rpymm cermenToB) | H | T | T
BBIUHCIIUTENBHBIX CETEH, onpeaeneHHbIx mepamu 3CB.13 n
3CB.14 nacTtosmel TaOHIbl, BKIHOYas GUIbTPALIIO
JTAHHBIX Ha CETEBOM U MPUKIATHOM YPOBHSIX
CEMHYPOBHEBOW CTaHIaPTHON MOJIEIH B3aUMOJICHCTBUS
OTKPBITBIX cucteM, omnpenenenHoi B 'OCT P MICO/MBOK
7498-1

3CB.17 Peanuzanus 1 KOHTPOIb HHPOPMAITHOHHOTO H|T|T
B3aUMOJICHCTBUS MEXKy CerMeHTaMu (TpynnamMu
CErMEHTOB) BHIYMCIUTENBHBIX CETeH MepamMH, YKa3aHHBIMU B
nynkrax 3CB.13 u 3CB.14 Hacrosiieit Tabauibl, B
COOTBETCTBUH C YCTAHOBJICHHBIMU IIPABUIIAMU U
MIPOTOKOJIAMHU CETEBOTI'0 B3aUMOCHCTBUSA

3CB.18 Peanm3arus mep 3amute nHbpopmanuu 3CB.15 - 3CB.17 H|H]|T
HacToAIIeH Ta0IuIbl PU3UYECKUM 000PYIOBAHUEM
(TporpaMMHO-anapaTHEIM KOMIUIEKCOM) U (KJIH)
MPOrPaMMHBIMH CPEICTBAMU MEKCETEBOTO IKPAaHUPOBAHUS,
(YHKITMOHHUPYIOIIUX HA YPOBHE TUTIEPBU30Pa CPEIIBI
BUPTYaIH3aluU

3CB.19 Opranu3anus 1 KOHTPOJIb HH(POPMAITMOHHOTO H|H]|T
B3aMMO/JICHCTBUS MEKY BUPTYaJIbHBIMU MalllMHAMM Pa3HbIX
AC B COOTBETCTBHH C YCTAaHOBJIEHHBIMH NIPAaBUJIAMH U
MIPOTOKOJIAaMHU CETEBOI'O B3aMMOJEHCTBUS

3CB.20 HckinroueHne BO3MOKHOCTH HH(POPMAITMOHHOTO H|T]|T
B3aMMO/JICICTBUS U NTEpeHOca HHPOPMAITUN MEKITY
CETMEHTaMU BBIUMCIIUTEIbHBIX CETEN, BXOJAIIMMHU B pa3HbIe
KOHTYpBI 0€301TaCHOCTH, C UCIIOIb30BaHneM APM
I10JIB30BATEJIEN U IKCILTYaTal[MOHHOTO IEPCOHAa,
AKCILTyaTUPYEMBIX JJISl OCYIIECTBIEHUS JOCTYIIA K
BUPTYaJIbHBIM MallIMHAM Pa3HBIX KOHTYPOB 0€3011aCHOCTH

3CB.21 Belnenenne oTaenbHbIX JOTHYECKUX PA3AEIIOB CUCTEMBI H|T]|T
XpaHEHUs JaHHBIX JUIsSl K&KI0r0 U3 KOHTYpOB 0€30MacHOCTH

3CB.22 Beinenenue otaenbHbIX cerMeHTOB yrpasieHus, Bkotopeix | H | H | T
pacnonaratorcs APM skcrutyaTallMOHHOTO NIEPCOHAa,
WCIOJIb3YEMbI€ JUIs BHITIOJTHEHUS 3a7a4
aJIMMHHUCTPUPOBAHUS CEPBEPHBIX KOMIIOHEHT
BUPTYQJIM3AIIUN U CUCTEMBI XpaHEHHUS JTaHHBIX <*>

<*> JlomycKaeTcsl MCIOJb30BaHUE €IWHBIX CErMEHTOB YIPAaBJICHUS, BBIICISEMBIX B
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pamkax BbinosiHeHUs: Mepbl 3CB.22 u mepel CMD.9 Tabauner 13.

7.8.5 ba3oBelii cocTaB Mep IO OpraHu3alMHM 3alUThl 00pa30B BUPTYAJIbHBIX MAIIIUH
MPUMEHUTEIHHO K YPOBHSM 3aIIUTHl HHPOPMALIMHU NPUBEIEH B TabiuIe 43.

ba30BbIi1 cOcTaB Mep 110 OpraHU3aLMK AU T
00pa30B BUPTYaJIbHBIX MAIlIUH

Tab6muna 43

YcaoBHOE
0003HaueHne
1 HOMEp
MepbI

ConeprxaHue Mep CHCTEMBI 3alIUTHI HH(OpMAIHN

YpoBeHb
3aIUTHI
uHpopmauu

312 |1

3CB.23

PersniameHTanus 1 KOHTPOJIb BBIOJIHEHHUS:

- orepanuii B paMKax KU3HEHHOTO LIMKJIa 0a30BbIX 00pa3oB
BUPTYaJIbHBIX MAIINH;

- onepanuii Mo KOMMPOBAHUIO 00pa30B BUPTYaIbHBIX MALIUH

H| OO

3CB.24

Bxurouenue Toapko B 6a30BbIe 00pa3bl BUPTYaIbHBIX
MaruH cienytomiero [10:

- [1O TexHMuecKux Mep 3alIUThl HHPOPMAIIHH,
MPHUMCHACMBIX B ITPCACIIaX BUPTYAJIbHBIX MAIllMH,

- 110 AC

3CB.25

OTHeceHne KaXI0W U3 BUPTYaIbHBIX MAIlIUH TOJIBKO K
OJIHOMY M3 KOHTYPOB 0€30MacHOCTH

3CB.26

KoHTpOIb 11€710CTHOCTH, BBINOIHAEMBIN IPU 3aITyCKe
(3arpy3ke) BUPTyaIbHON MaIlIUHBIL:

- 6a30BOro 00pasza BUPTYaTbHOU MalINHbL;

- [10, BKIJIFOUEHHOTO B M0JIb30BATENBCKUI MPO(UIH
BUPTYaJIbHOW MAILIMHBI;

- napameTpoB HacTpoek 1O TexHMYecKux Mep 3alIuThl
nH(pOpMalIUY, TPUMEHSEMBIX B IIpeJienax BUPTYaIbHbBIX
MalIiH

3CB.27

3arnper Ha KOIMPOBAHHUE TEKYIIUX 00Pa30B BUPTYAIbHBIX
MamuH, ucnoss3yromux CK3U, ¢ 3arpykeHHbBIMU
KpUNTOTpapUUECKUMH KITFOYaMU

3CB.28

3arnper Ha KOIMPOBAHHUE TEKYIIUX 00Pa30B BUPTYAIbHBIX
MaIlliH, UCIOJIb3YEMBIX JJI PEATU3aluA TEXHOJIOTHHI
Buptyanusanuu APM nonb3oBareneit
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3CB.29 3anpeT coXpaHeHUs1 U3MEHEHUH, IPOU3BEACHHBIX H| H|T
MOJIb30BATEISIMU B IPOIecce padOThl MX BUPTYaJIbHBIX
MalllH, B 6a30BOM 00pa3e BUPTYyalIbHBIX MaIlluH

3CB.30 KoHTpo:nb 3aBepiieHus: ceanca paboThl OIb30BaTENICH C H| T]|H
BUPTYaJIbHBIMU MallIHHAMU

3CB.31 KoHnTtposb 3aBepiienus ceanca paboThl MOJIb30BATENCH C H| H|T
BUPTYyaJIbHBIMU MAIIMHAMU U 00€CII€UeHUE TIOCIENYIOLIEeH
paboThl BUPTYaIbHOW MAIIMHBI C UCIIOJIb30BaHUEM 0Aa30BOTO
obpaza

7.8.6 ba3oBbIli cocTaB Mep MO PETUCTPAllMU COOBITHI 3alUThl MH(DOpPMAIMH, CBS3aHHBIX C
JOCTYIIOM K BHUPTYaJIbHBIM MalllMHAM U CEPBEPHBIM KOMIIOHEHTaM BUPTYyalW3alli, MPUMEHUTEIBHO K
YPOBHSM 3alIUThl HH(GOPMAIH MPUBECH B Tabnuie 44.

Tabnuua 44
bazoBelii cocTaB Mep 10 perucTpaluy COObITUIN 3aIUThI
nH(OPMAIINH, CBSI3aHHBIX C JOCTYIOM K BUPTYaJIbHBIM MallliHAM
Y CEpPBEPHBIM KOMIIOHEHTAaM BUPTYyalIu3aluu
YcnoBHoe YpoBeHs
obosnatienne ConeprkaHue Mep CUCTEMBI 3allMThI HH(OpMALUN tomaan
1 HOMEp p p p uHbOpMaIU
MepbI 31211

3CB.32 Perucrparnus onepaimii, CBsI3aHHBIX C 3aITyCKOM T|T| T
(O0CTaHOBKOI) BUPTYyaIbHBIX MAIIUH

3CB.33 Perucrpanus onepauuii, CBI3aHHBIX C U3MEHEHUEM H|T]|T
[IapaMeTpPOB HACTPOEK BUPTYaJIbHBIX CETEBBIX CETMEHTOB,
peaIn30BaHHBIX CPEICTBAMU THIIEPBU30PA

3CB.34 Perucrpanus onepanuii, CBI3aHHBIX C CO31aHUEM U T|T]|T
yaJ€HUuEM BUPTYaJbHBIX MaIINH

3CB.35 Peructpanus onepanuii, CBSI3aHHBIX C CO3/IaHUEM, T|T]|T
M3MEHEHHEM, KOITMPOBAaHUEM, YAaJeHHeM 0a30BbIX 00pa30B
BUPTYaJIbHBIX MalllUH

3CB.36 Perucrpanus onepanmii, CBSI3aHHBIX C KOMMPOBAHUEM T|T]|T
TEKYIIMX 00pa30B BUPTYaJIbHBIX MAIIUH

3CB.37 Perucrpanus onepanuii, CBI3aHHbIX C U3MEHEHUEM IIPaB T | T|T
JIOTUYECKOTO JOCTYyINa K CEpBEPHBIM KOMIIOHEHTaM
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BUPTyaJIU3allun
3CB.38 Perucrpanus onepaiuii, CBSI3aHHBIX C U3MEHEHUEM T|T| T
mapaME€TpOB HACTPOCK CEPBECPHBIX KOMIIOHCHTOB
BUPTyaJIU3allun

3CB.39 Perucrpanus oneparuii, CBSI3aHHBIX ¢ ayTeHTU(UKaUEH U T | T|T
aBTOpHU3AIMEH SKCIUTyaTallMOHHOTO TIEPCOHANA TIPU
OCYIIECTBICHUH JIOCTYIA K CEPBEPHBIM KOMIIOHEHTAM
BUPTYaIN3aIIH

3CB.40 Peructparnus onepaiuii, CBI3aHHbBIX ¢ ayTeHTU(UKALUEH U T|T]|T
AaBTOPH3ALMEH TOJIB30BATENECH IPHU OCYILIECTBIECHUH JOCTYIIA
K BUPTYyaJbHbIM MaIIMHAM

3CB.41 Perucrpanus onepaimii, CBSI3aHHBIX C 3aITyCKOM H|H]|T
(octanoBkoif) 1O cepBepHBIX KOMIOHEHT BUPTYaIU3AINH

3CB.42 Peructparus onepanuii, CBSI3aHHBIX C U3MEHEHUEM T | T | T
MapaMeTPOB HACTPOECK TEXHUYECKUX MEP 3aIIUTHI
nH(pOpMAaLIUY, UCTIOIB3YEMbIX ISl pean3aliii KOHTPOJIS
JIOCTYTIAa K CEPBEPHBIM KOMITOHEHTaM BUPTYyaJU3alluu

3CB.43 Perucrparnus onepaiuii, CBsI3aHHBIX C U3MEHEHUEM T|T| T
HACTPOEK TEXHUUYECKUX Mep 3aIIUTH HHPOPMAIIIH,
HCIIOJIE3YEMBIX JIJISi 00ECTICUCHUS 3aIUThI BUPTYATbHBIX
MariuH

7.9. Iponece 8 "3ammra nHGOPMAIIMK NIPH OCYLIECTBICHUN YJAJIEHHOIO JOIMYECKOro JOCTYIa C
HCIOJIb30BaHNEM MOOMIIbHBIX (IIEPEHOCHBIX) YCTPOMCTB"

7.9.1 IlpumeHsemble (UHAHCOBOM OpraHM3alUel Mepbl MO 3amMTe HWHPOPMALUU TpU
OCYLIECTBICHUM YAAICHHOIO JIOTMYECKOrO JIO0CcTyna paOOTHUKOB (DMHAHCOBOH OpraHuzanuu C
MCTOJIb30BaHUEM MOOUJIBHBIX (TIEPEHOCHBIX) YCTPOMCTB JOKHBI 00ECTIEUNBATH:

- 3aIUTY UH()OPMAITUU OT PACKPBITHS U MOAU(PUKAIIMH MPU OCYIIECTBICHUH yIaJIEHHOTO JOCTYIa;
- 3alUTY BHYTPEHHUX BBIYUCIIUTENIBHBIX CETEN NIPU OCYILECTBICHUN YAAIEHHOIO I0CTYNA;

- 3ammTy WH(QOpPMAIUU OT PACKPHITUA W MOAUUKAIMU TpU €€ 00padOoTKe W XpaHCHWH Ha
MOOUITBHBIX (TIEPEHOCHBIX) YCTPOHUCTBAX.

7.9.2 Ba3oBblii cocTaB Mep MO 3amuTe HHPOpPMALMM OT PACKPBITHS W MOAUUKALHUK TpU
OCYILIECTBICHUH YNAJIEHHOTO JOCTyNa NMPUMEHUTENBHO K YPOBHSIM 3alllUThl MH()OPMAIMK NpHUBEJEH B
Tabmume 45.

Tabmauma 45
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ba3oBblil cocTaB Mep 1o 3amuTe HHPOPMAIUU OT PACKPBITUS
U MOAM(UKALIUY TIPU OCYIIECTBICHUN YAAJICHHOTO I0CTYIIa

YcnoBHoe Yposenn
o0o3HaYeHHE SalllHTbL
i HOMEp ConeprxaHue Mep CHCTEMBI 3alUTHI HH(OpMAIUN uH(pOpMaIH
Mephl 31211
3V .1 OrnpeneneHne nNpaBuil yIaJ€HHOTO JOCTYIA U IEPEUHs O]0O0]|O
pPEeCypCOB O0CTyNa, K KOTOPHIM MPEAOCTaBISETCS
yIJIEHHBIN JOCTYI
3V].2 AyTteHTudukanys MOOMIbHBIX (TIEPEHOCHBIX) YCTPOUCTB T|T| T
yIAJIEHHOTO JOCTyINa
3V /.3 [IpenocraBiieHne ynajieHHOTO JOCTYIIA TOJIBKO C H| T | T
HCI0JIb30BaHNEM MOOMIIbHBIX (IEPEHOCHBIX) YCTPOMCTB
JOCTYIIA, HAXOALIMXCS 0/l KOHTPOJIEM CUCTEMBI
LEHTPAIN30BAaHHOTO YIIPABJICHUS 1 MOHUTOPUHIA (CUCTEMBI
Mobile Device Management, MDM)
3V/].4 Peanuzanus 3amuThl ”HPOPMALIUU OT PACKPBITHUS U T|T]| T
MoaU(UKAIH, TPUMEHEHNE ABYXCTOPOHHEN B3aUMHOMN
ayTeHTU()UKALUU YIaCTHUKOB HH(POPMALIMOHHOTO 0OMeHa
IIpH €€ nepeade Mpyu OCYLIECTBICHUN yIaJ€HHOTO
JIOTUYECKOTO JOCTYyTa

7.9.3 ba30BbIil cOCTaB Mep IO 3alIUTe BHYTPEHHUX BBIYHUCIUTEIBHBIX CETEH IPU OCYLIECTBICHUN
YAAJIEHHOTO JOCTYyNa MPUMEHUTENBHO K YPOBHSAM 3alllUThl HH(OpMAaLUK pUBeieH B Tabauie 46.

bazoBrriii cocTaB MCEp 110 3alIUTE BHYTPCHHUX BBIYUCIIUTCIBHBIX

ceTen IMpU OCYHICCTBJIICHUHN YAAJICHHOI'O JOCTYyIIa

YcnoBHoe YpoBeHb

obosmaseue Copep:xaHrie Mep CUCTEMBI 3aIIUThHI HH()OPMALIUN o
¥ HOMEp ep p 1 pman MHpOPMALHH
MEpBI s |21
V.5 Wnentudukanus, 1ByxpaktopHas ayTeHTUPHUKALUSA U T|T| T

aBTOpH3alMs CyObEKTOB JIOCTYIIA MOCTIE YCTaHOBICHUS
3aIUIIEHHOT0 CETEBOI0 B3aMMOJIEHCTBHYS, BHITOJTHEHUS
ayTeHTU(UKaLuK, MperycMoTpeHHoi mepamu 3Y (.2 u
3V 1.4 Tabmummr 45

Tabmuma 46
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3V].6 3ampeT npsMoro CETeBOro B3aMMOICHCTBUS MOOMIBHBIX H| T
(epeHOCHBIX) YCTPOUCTB AOCTYIA U BHYTPEHHUX CeTeil
(uHAHCOBOW OpPTraHU3aIMK HA YPOBHE BBIIIE BTOPOTO
(KaHaJIBHBIN) IO CEMUYPOBHEBOU CTaHIAPTHOM MOJIETH
B3aUMOJICHCTBUS OTKPBITBIX cucTeM, onpeneneHnoil B 'OCT
P UCO/MDBK 7498-1

3Y.7 Peanuzanus noctyna k pecypcam cetu MHTEpHET TOJIBKO H|T
yepe3 HHPOPMAMOHHYI0 HHPPACTPYKTYPY (PUHAHCOBOK
OpraHM3alliy M0CJIe YCTaHOBJICHHUS 3aIUIIIEHHOTO CETEBOTI0
B3aUMO/ICHCTBUS, BBITIOJIHEHUS ayTEHTU(DUKAIINH,
npeaycMmotrperHHoi mepamu 3Y /1.2 u 3V 1.4 Tabmunbr 45

3V].8 KonTenTHslit ananus nnpopManuu, nepeaaBaeMon H|T
MOOUJIBHBIMU (IIEPEHOCHBIMH) YCTPOICTBAaMH B CETh
HHTepHeT ¢ ucnoyib30BaHeM HHPOPMALIMOHHOM
UHPPACTPYKTYPHI PHHAHCOBON OpraHU3aIiN

3VI.9 Peanu3arust 1 KOHTPOIH HHPOPMAITHOHHOTO T | T
B3aUMOJICHCTBHSI BHYTPEHHUX BBIYHUCIUTEIBHBIX CeTel
(uHAHCOBOW OpTraHU3aIMK U MOOMIIHHBIX (TIEPEHOCHBIX)
YCTPOMICTB B COOTBETCTBUHU C YCTAaHOBJICHHBIMH ITPaBHIIAMU
Y IPOTOKOJIAMH CETEBOTO B3aUMOAECUCTBHUS

7.9.4 Ba3oBblil cocTaB Mep MO 3auuTe MHGOPMALMU OT PACKPBITUA M MOJU(PHUKALMU MPU ee
00paboTKe U XpaHEHWH Ha MOOMJIbHBIX (IIEPEHOCHBIX) YCTPONUCTBAX MPUMEHUTENBHO K YPOBHSIM 3alIUTHI

uHopMalny IpuBeIeH B Tabnure 47.

Tabnuma 47
ba3oBelii cocTaB mMep 1o 3amute HHGOPMAITUU OT PACKPBITUS
1 MoaudUKAIMKU TpU ee 00pabOTKe U XpaHEHUU Ha MOOMIIBHBIX
(TIepeHOCHBIX) yCTPOHCTBAX
YcnoBHoe YpoBeHb
obosmaseue Copep:xaHrie Mep CUCTEMBI 3aIIUThHI HH()OPMALIUN o
1 HOMEp p p p uH(bOpMAIU
MCPBI 3 2 1
3V.10 [IpuMeHeHne cucTeMbl HEHTPAITM30BAHHOTO YIIPABIICHUS U H|T]|T
MoHuTopuHra (MDM-cucrtemsl), peaiu3yromiei:
- U poBaHNE U BO3MOKHOCTD YIaJICHHOTO y/IaIeHUs
nH(pOpMaIUY, TOTYYCHHON B Pe3yIbTaTe B3aUMOJICHCTBUS C
MH(POPMaIMOHHBIMU pecypcamMu (PMHAHCOBOW OpraHU3AIINH;
- ayTeHTH(PHKAIMIO MTOJIb30BaTeNei Ha YCTPOUCTBE IOCTYIIA;
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- OJIOKUPOBKY YCTPOHCTBA 110 UCTEYEHUH ONPEACTICHHOTO
IIPOMEKYTKA BPEMEHU HEAKTUBHOCTH I10JIb30BATENS,
TpeOYIOUIYIO BHIIOJIHEHHSI TIOBTOPHOM ayTeHTH(HUKAIINN
I10JIb30BaTENs Ha YCTPOMCTBE 10CTYIIA;

- yrpaBiieHue ooHoBieHusIMHI cucteMHoro [10 ycTpoiicTs
JOCTYIa;

- yIpaBJieHUE apaMeTpaMy HaCTPOEK OE30MaCHOCTH
cucrtemuoro I1O yctpolicTB nocTyna;

- YOpaBJIE€HUE COCTAaBOM U 0OHOBIEHUSIMU NpukiIaaHoro 110;
- HEBO3MOXHOCTb UCIOJIb30BAHUS MOOMIIBHOTO
(nepenocHoro) yctpoiicta B pexume USB-Hakonurens, a
TaKXe B PeKUME OTIIA/IKH;

- yOpaBJieHUE KIH04eBOi HH(pOpMalnel, UCII0Ib3yeMOM s
OpraHU3alMK 3aLIUIEHHOI0 CETEBOr0 B3aUMO/ICHCTBHS;

- BO3MOXHOCTb OIPEENICHUSI MECTOHAX 0K ACHUS
yCTpOICTBA JOCTYIA;

- peructpanuio cMeHbl SIM-kapThl;

- 3arpeT nepeHoca MH(opMauu B 00JauyHble XpaHWINIIA
TAHHBIX, PACTIONIOKEHHBIE B OOIIETOCTYITHBIX CETSIX
(mampumep, 1Cloud);

- obecrieueHre BO3MOKHOCTH IIEHTPAIM30BaHHOTO
YIIPaBJIEHUS © MOHUTOPUHTA IpU cMeHe SIM-kapThl

V.11 ObecrieueHre 3aMUThH MOOMIBHBIX (TIEPEHOCHBIX) T | T
YCTPOWCTB OT BO3JIEHCTBHUI BPELOHOCHOTO KOAA
3V.12 Crupanue nadopmanyy KOHQUIACHIMATIBHOTO XapaKTepa C T | T

MOOMJIBHBIX (IIEPEHOCHBIX) YCTPOHCTB CPeJICTBAMH,
o0ecrneunBarIIUMHU MOJIHYIO Nepe3alnuch JaHHbIX, TPU
OCYILECTBICHUH BbIBOJJa MOOMIIBHBIX (TIEPEHOCHBIX)
YCTPOMCTB U3 3KCILTyaTallUH, a TAKKE IIPH HEOOXOIUMOCTH
UX Mepeavu B CTOPOHHUE OPTaHU3ALNH, MEXIY
paboTHUKAaMU U (UJIM) CTPYKTYPHBIMH MOAPA3/IEICHUSIMU
(buHaHCOBON OpraHu3aluu

8. TpeboBaHus K OpraHu3aliy U YIPABIECHUIO 3aIIUTON HH(OpMaLUU

8.1. O0mIMe mOJI0KEHN

8.1.1 Paznmenst 8 u 9 HacTosIIEr0 CTaHIAPTa YCTAHABIMBAIOT TPEOOBAHUS K COJIEpP:KaHUIO0 6a30BOTO
cocTaBa Mep 3alIUThl HH(OOPMAITUHU, BXOSIINX B COCTAB CUCTEMbI OpPTraHU3aIlMU U yIPABICHUS 3aIUTON
nH(pOpMaIlUY, HAMpaBIEHHBIX Ha OOecreueHue OHKHOW IMOJTHOTHI M KayecTBa peaiu3allid CHCTEMBI
3amuTHl HHHOPMAITUH.

8.1.2 Mephbl CUCTEMBI OPTaHU3ALMH U YIIPABICHUS 3alIUTON HH()OPMAITH TPUMEHSIOTCS:

- Ha CHCTEMHBIX YPOBHSAX MH(POPMaMOHHON HHPPACTPYKTYPHI (OMpeIeIeHHBIX B 6.2 HACTOSIIETO
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crannapta). TpeOoBaHUS K COAEPKaHHUIO 0A30BOr0 COCTAaBa MEpP CUCTEMbl OPraHM3alMM U YIpPaBIICHUS
3alIUTON HH(pOPMAIMH, TPUMEHIEMBIX Ha CUCTEMHBIX YPOBHSIX, YCTAHOBJICHBI B HACTOSIILIEM pa3ierie;

- Ha 3Tanax >KU3HeHHOro nukia AC U NpUIOKEHHUH, UCIIONb3yeMbIX JUIsl 00pabOTKH, Mepeaadn u
(wnn) XpaHeHHsl 3aIuIaeMold HHGOPMAIMK B PaMKaX BBITIONHEHUS U (WIM) 00€CIIeUCHHsI BBITOJHEHUS
OM3HEC-TIPOLIECCOB WJIM TEXHOJIOTUYECKUX IMpoleccoB (UHAHCOBOM opraHu3anuu. TpeOoBaHUS K
COJIEp’KaHUI0 0a30BOTO COCTaBa MEp CHUCTEMBbl OpraHU3allMd W YIPaBICHUS 3alUTONW WH(OpManuu,
MIPUMEHSIEMbIX Ha dTanax *u3HeHHoro nukia AC v NPUIIOKEHUH, YCTaHOBJICHBI B pasjiene 9 HaCTOALIEro
CTaHJapTa.

8.1.3 Mepbl cuCTeMbl OpraHU3alliy U YIPABICHHS 3alIUTON MH(OPMALIUK Ha CUCTEMHBIX YPOBHSX
MIPUMEHSIFOTCS JUISI KQKJIOTO OTACIBHOTrO Tpoliecca (HampaBlIeHuUs) 3aIlUThl MHOOPMAIIUK U3 YHCIIa Mep,
ONpEJIEICHHBIX B pa3jiee 7 HaCTOSIIEro CTaHaAapTa.

8.1.4 Mepsl cucTeMbl OpraHu3aluy U YIPaBICHUS 3allUTON MH(OPMALUK Ha CUCTEMHBIX YPOBHSX
IPUMEHSIOTCS B paMKax CIEAYIOIMX HAalpaBIeHUH 3alUThl HHPOpMaLUK:

- Hanpasienue 1 "[InanupoBanue mporecca cucrtemsl 3amuTel nHGopMmanuu" ("IlnanupoBanue");
- HanpaBiieHue 2 "Peanu3anus nporecca cuctemsl 3amuThl nHGopmaruu” ("Peanuzanusa");
- Hanpasienue 3 "Kontpons nmpouecca cucremsl 3anmthl nHGopmarun” ("Kontpons"),

- Hampasinenue 4 "CoBeplIEHCTBOBaHME Ipollecca CUCTEMbl 3alUThl  MH(popmMaruu"
("CosepienctBoBanue").

8.1.5 CmocoObl peanu3aliid Mep CHUCTEMbl OpPraHU3allMd M YIPaBICHUs 3alUTON WH(pOpMAaInHy,
YCTaHOBJICHHBIC B TAOIHUIIaX pa3jieia 8§ HaCTOSIIEro CTanaapTa, 0003Ha4deHb! Kak B 7.1.6.

8.2. Hampasnenue 1 "I[lnanupoBaHue npoiecca CUCTEMBbI 3alUThl HHpopMaru"

8.2.1 B pamkax wnampaBienus "l[lmanupoBanue" ¢QunHaHCcOBas opraHuzamus 00ecleuYnBaeT
omnpezaeneHue (MepecMoTp):

- 00J1aCTH IPUMEHEHUS TIPOIIECcCa CUCTEMBI 3aIIUThl HHPOPMAIUH;

- COCTaBa MPUMEHSEMBIX (a TaKke HEe NMPUMEHSIEeMbIX) Mep 3allMThl MHPOPMALMU U3 YHCIa MeEp,
oTpesieNIeHHBIX B pa3zjenax 7, 8 u 9 HacTosIIero cranaapTa;

- COCTaBa M COJIEPIKaHUs Mep 3alIUThl HH()OPMAIINH, SBISIOMIUXCS JOMOJIHUTEIHHBIMU K 0a30BOMY
COCTaBy Mep, ONpPEACICHHBIX B pa3fenax 7, 8 m 9 HaACTOSIIEro CTaHIapTa, ONMpPEAeNIIeMbIX Ha OCHOBE
aKTyallbHBIX yrpo3 3alMThl WHpOpMAIuu, TpeboBaHWN K 3amure WHGOPMAIUH, YCTAHOBIEHHBIX
HOPMAaTHBHBIMHU IIPABOBBIMH aKTaMH B 00J1acTH oOecrieueHust 0€30MMacHOCTH U 3alUThl HHPOPMAIIHH;

- TOps/Ka TPUMEHEHHs Mep 3alluThl MH(OpMAlMU B paMKax MpoIecca CHCTEMBI 3allUThl
nH(pOpMaLINH.

Peanuzanus nesrenbHOCTH B paMmkax HanpasieHus "lIlnanupoBaHue" oCylecTBIIsSIETCS Ha OCHOBE
MOJUTUKM (PUHAHCOBOM OpraHM3allii B OTHOIIEHUM LEJEBBIX IOKa3aTeleld BEIWYMHBI JIOIYCTHMOTO
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OCTAaTOYHOTO OIEPAIMOHHOIO pHUCKa (PHUCK-alIeTHuTa), CBS3aHHOTO C obecriedyeHrueM Oe30MacHOCTH
uH(poOpMalUK, a TaKKe MNpH HEOOXOJUMOCTH HAa OCHOBE pE3YIbTaTOB JIEATEIHHOCTH B paMKax
HanpasieHus "CoBeplieHcTBOBaHKE" .

[Tpumeuanue - PekoMeHIanuu 1o JOKYMEHTHUPOBAHHUIO NESATEIBHOCTH B 00JIACTH OOECTeUeHUs
uHGOPMAIIMOHHOM 6€30MacHOCTH MPHBEaACHBI B [17].

8.2.2 Ba30Bblii cocTaB Mep IUIAHHPOBAHHUS IPOIIECCa CHCTEMBI 3alUThl HHGOPMAIMK [TPUBEICH B
Tabauie 48.

Tabmuma 48

ba3oBblii cocTaB Mep IJIaHUPOBAHUS MTPOLECCA
CUCTEMBI 3alIUThl HHPOpMAITUU

YpoBeHb

3aIUTHI
ConeprxkaHue Mep CUCTEMBI 3alTUThl HHPOPMAIIUH uH(pOpMaIUK

VYcinoBHOE
0003HaueHue
¥ HOMEp

MCPbI 3 2 1

I131.1 JlokyMeHTapHO€e onpeieJeHre 00JacTH IPUMEHEHUS O[O0 /|0
Ipolecca CUCTEMBI 3aIUThl HHPOpMaLuu <*> i ypoBHEH
WHPOPMAIIMOHHON HH(PACTPYKTYPHI, ONPEeTICHHBIX B 6.2
HACTOSILETro CTaHaapTa

I131.2 JIoKyMeHTapHOe OIpeieJIeHHe COCTaBa (C yKa3aHUEeM O[O0 /|0
COOTBETCTBHS HACTOSIIIEMY CTaHJIAPTY) U CONEP KAHUS
OpraHU3aIMOHHBIX MEp 3alUThI HH(OPMAIUU, BBIOPAaHHBIX
(rHaHCOBOM OpraHM3alMel U peaTu3yeMbIX B paMKax
npolecca CUCTEMBI 3aIUThHI HHPOpMaLUU

I131.3 JIoKyMEeHTapHOE OIpeIeICHHE OPsIIKa TPUMEHEHUS O[O0 /|0
OpraHMU3alMOHHBIX MEp 3alUTHI HH(OpMaLUHY,
peain3yeMbIX B paMKax IPOLEcca CHCTEMBI 3allIUThI
nHpopManun

1131.4 JloKyMeHTapHOE OIpe/IeJIEHNE COCTaBa (C yKa3aHUEM O[O0 /|0
COOTBETCTBHS HACTOSIIIEMY CTaHJIAPTY) U COEP KAHUS
TEXHUUYECKUX Mep 3alIuThl HH(POpMaIuH, BBIOpaHHBIX
(uHaHCOBOW OpraHu3alyeil 1 peau3yeMblX B paMKax
IpolLecca CUCTEMBI 3aIllUThl HHPOpMAaIUK

I131.5 JIokyMeHTapHOE OIpeIeIeHue OpsiKa IPUMEHEHUS O[O0 /|0
TEXHUYECKHUX MEp 3alUThl HH(POpPMAIUH, pealn3yeMbIX B
paMKax mpoliecca CUCTeMbI 3aIUThl HHPOPMAIUH,
BKJIIOYAIOILETO:

- IpaBUJIa pa3MEIICHNs TEXHUUECKUX MEP 3alUThI
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uHpopmanuu B HH(GOpMaIIMOHHON HH(PPACTPYKTYpeE;

- apaMeTphl HACTPOEK TEXHUUECKUX MEp 3aIlUTHI
uHpopManuy 1 HHHOPMAITMOHHON HHPACTPYKTYPHI,
NpeAHa3HAUYCHHBIX JUIA Pa3MEIICHNS TEXHUIECKUX Mep
3amuUThl HHOpMAITUU <**>;

- PYKOBOJICTBA MO IPUMEHEHHIO TEXHUYECKUX MEp 3aIUThI
nHpopManuu (BKIIOYAIOIINE PYKOBOICTBA 110
HKCIUTyaTallH, KOHTPOJIIO SKCIUTyaTalluy M UCTIOIb30BAHUIO
10 HA3HAYEHUIO TEXHUYECKUX Mep 3aIIUThl HHPOPMALIUH);
- COCTaB poJieil 1 IpaBa CyObEKTOB AOCTYIa, HEOOXOIUMBIX
111 00ECTIeYeHUsI IPUMEHEHUS TEXHUUECKUX MEP 3aIlIUThI
uHpOpMaIHH (BKIIOYAIOIIETr0 SKCIUTyaTalnio, KOHTPOJIb
HKCIUTyaTalliH U UCITIOJIb30BaHME 110 HA3HAYEHUIO Mep
3aIUTHl HH(OPMAITUH)

<*> (O0nacTe NPUMEHEHHUS IPOLIeCcCa CHUCTEMbI 3alIUThl MHGOPMAIIUU OIpeaeseTcs B
COOTBETCTBHUH C MOJOKCHUSIMU HOpMAaTUBHBIX akTOB banka Poccum.

<**>  JlapaMeTpbl HACTPOEK KOMIIOHEHTOB WH(GOPMAIMOHHON UHGPACTPYKTYPHI,
MpEeIHA3HAYCHHBIX JUISI  Pa3MEINEHUs TEXHUYECKMX Mep 3amm|Thl  HHpopmamw,
OTIPEIETISIOTCA B CIIy4ae HEOOXOIMMOCTH.

8.3. Hanpasnenue 2 "Peanuzanus npoiecca CUCTEMBbI 3alIUThI HHPOpMau”

8.3.1 J[lesaTenbHOCT, B pamKax HampasieHMs "Peammzanusa" BbIOJNIHAETCA IO pe3ylbTaTam
BhIoTHeHUs Hanpasienuil "[Inannposanue" n (mmm) "CosepmeHcTBoBanue” (cm. 8.2 u 8.5 Hacrosmero
CTaHJapTa COOTBETCTBEHHO).

B pamkax nanpasienus "Peanusanus” ¢prHaHCOBas OpraHu3anus 00ecreynBaeT:
- IOJDKHOE IPUMEHEHHE Mep 3allluThl THPOPMALIUY;

- OompeneneHre poJiel 3ammThl WH(POPMALWH, CBSI3aHHBIX C TIPUMEHEHHEM Mep 3alluThI
uH(pOpMaINH;

- HA3BHAYCHHUEC OTBECTCTBCHHBIX JIUIL 3a BBIITOJTHCHUC poneﬁ 3alllUTHI I/IH(l)OpMaI_II/II/I;
- HOCTYIMHOCTD pCaJIM3allu TCXHUYICCKHUX MCP 3alIUThI I/IH(I)OpMaL[I/II/I;

- IPUMEHEHNE CPEJICTB 3aIIUTHI HHGOPMAITUH, TPOIISIIINX B YCTAHOBICHHOM TMOPSAKE MPOIEAYPY
OILICHKH COOTBETCTBHS [B TOM YHCIIE TPOrPaMMHBIX (IIPOTrPAMMHO-AMIAPATHBIX) CPEACTB, B KOTOPBIX OHH
peann30BaHbl, UMEIONTNX HE0OX0oAuMbIe (DYHKIIMHM O€3011aCHOCTH |, B CIy4asx, KOTJa MPUMEHEHHE TaKhX
CPEICTB HEOOXOAUMO [UIsl HeWTpanus3aluu yrpo3 Oe30MacHOCTH, OMpPENEIeHHBIX B MOJENH Yrpo3 u
HapymmTeneil 6e3onacHoctd nHGopManuu GUHAHCOBON OpPTraHU3AIINH;

- oOyudeHue, TMPAKTUYECKYI0O TMOATOTOBKY (IIE€PENOAroTOBKY) paOOTHHUKOB  (PMHAHCOBOM
OpraHU3aIlH, OTBETCTBEHHBIX 32 IPUMEHEHUE MEP 3aLIUThl HH(OPMAIIHIH;

- TIOBBIIIICHUE OCBEIOMJICHHOCTH (MHCTPYKTaX) paOOTHUKOB ()MHAHCOBOW OpraHU3AIMK B 00JIACTH
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3a1uThl HHGOPMAIUH.

[Tpumeuanue - PekoMeHgaIum 1mo onpeaeneHuo NoTpeOHOCTe opraHu3aiuu 0aHKOBCKOW CHCTEMBI
Poccuiickoit denepanuu B pecypcax, HEOOXOAMMBIX I pealiu3alliu IPOIECCOB HHGOPMAIIMOHHON
0€30IMMacCHOCTH, H TIO MPOBEICHUIO0 KOHTPOIIS 3(PPEKTUBHOCTH UCIIOIB30BAHUS ITHX PECYPCOB MPHUBEICHBI

B [6].

8.3.2 ba30BbIif cOCTaB Mep 10 pealu3aliy MPOIECCa CHCTEMBI 3allUThl HH(GOPMAIIUK MPUBEICH B
Tabaure 49.

Tab6muna 49

ba3oBblii cocTaB Mep 1O peain3aluu nporecca
CUCTEMBI 3alIUThl HHPOpMAITUU

YpoBeHb
3aIUTHI
Copep:xaHuie Mep CUCTEMBI 3alIUThI HH()OPMALIUN uH(pOpMaIUK

VYcinoBHOE
0003HayeHue
¥ HOMEp

MCPbI 3 2 1

P3U.1 Peanuzarust yuera 00b€KTOB M peCypCoOB JOCTYIIA, OO0 | T
BXOJISIIIUX B 00J1aCTh MPUMEHEHUS MPOLIECCAa CUCTEMBI
3a1uThl HH(GOpPMaLKK, 1715 YpOBHENH HH(OPMaLMOHHON
UHPACTPYKTYPHI, ONPEIETICHHBIX B 6.2 HACTOSAIIEr0
CTaHJapTa, B TOM YHCIIe OOBEKTOB JIOCTYIIA,
PacIoyIoKEHHBIX B MyOJINYHBIX (0OIIEIOCTYIHBIX) MEeCTax
(B TOM uncie OaHKOMaTax, IUIATEXKHBIX TEPMUHAIIAX )

P3U.2 Pazmenienue u HacTpoiika (KOHPUTYPUPOBAHHKE) OO0 | T
TEXHUYECKUX Mep 3alUThl HH(popMaIuu B
nH(pOpMaLMOHHON UHPPACTPYKTYpE (PUHAHCOBOM
OpraHM3alyu

P31.3 KonTtpons (TecTupoBaHue) NOTHOTHI pealn3aluu O[O0 /|0
TEXHUYECKUX Mep 3alIUThl HHPOpMaUN

P31.4 Haznauenue pabotHrukaMm ¢puHaHCOBON opranuzanuu poied, | O | O | O
CBSI3aHHBIX C IPUMEHEHUEM Mep 3alUThl HHOpMaIuu, U
YCTaHOBJIEHHE 00513aHHOCTU U OTBETCTBEHHOCTH 32 UX
BBITNIOJIHEHUE

P31.5 OmnpeneneHne aul, KOTOPBIM pa3peleHbl 1eHCTBUS 11O O]0O0]|O
BHECEHHIO U3MEHEHHUH B KOH(PUTYpaLIHI0 HHPOPMALMOHHOM

UHQPaCTPYKTYpPHI

P31.6 Peanu3zanus skcrutyaraiuu, uCnoiab30BaHus no HazHauenuto | O | O | O
TEXHUYECKUX MEp 3alUThl HH()OpMaIIH
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P311.7

Peanu3anus npuMeHeHUs] OPraHU3AIMOHHBIX MEP 3alUThI
nHpopmaruu

P31.8

Peanuszanus 1eHTpanu30BaHHOTO YIIPABJICHUS
TEXHUYECKUMHU MEPaMHU 3alIUThl HH(popMamu <*>

P31.9

ObecneueHne JOCTYITHOCTH TEXHUYECKUX MeEp 3aIlUThI
nHpopManuu:

- IPUMEHEHHUE OTKa30yCTOMYUBBIX TEXHUYECKUX PEILICHU;
- pe3epBUpOBaHUE UH(POPMALIMOHHON UH(PACTPYKTYPHI,
HE00X0AUMOM 1151 PYHKIIMOHUPOBAHUS TEXHUYECKHX MEp
3alUThl UH(OPMALIUH;

- OCYIIECTBIIEHUE KOHTPOJII O€30TKA3HOTO
(YHKIMOHUPOBAHUS TEXHUUECKUX MEp 3aIIUThI
nH(pOpMAIHH;

- IPUHATUE PETrIAMEHTHUPOBAHHBIX MEp 10 BOCCTAHOBJICHUIO
OTKAa3aBIINX TEXHUYECKUX MEp 3alIUTH HH)OpMAIIH
MH(POPMALMOHHOM HH(PPACTPYKTYPbI, HEOOXOJUMBIX AJIS UX
(GyHKIMOHUPOBAHUS

P3U1.10

ObecrieueHrie BO3MOXKHOCTU COITPOBOXACHUS TEXHUUECKUX
Mep 3alUThl HH(OPMAIMK B TEYCHHE BCETO CPOKA UX
WCTIOJIH30BAHUS

P3U.11

[Ipumenenue cepTu(pUIMPOBAHHBIX IO TPEOOBAHUAM
6e301acHOCTH HH(POPMALIUU CPEICTB 3AIUTHI HHPOPMALIUU
He HUxke 4 Kkiacca <**>

P31.12

[TpumeHeHne cepTUPHUIUPOBAHHBIX MO TPEOOBAHUAM
0e30MmacHOCTH HH(OPMALIUU CPEJICTB 3aLIUTHI HHPOPMALIUU
He HIDKe 5 Kimacca <**>

P31.13

[TpumeHeHMe cepTUPHUIMPOBAHHBIX MO TPEOOBAHUAM
0e30MmacHOCTH HH(OPMALIUU CPEJICTB 3aLUIUTHI THPOPMALIUU
He HIKe 6 Kiacca <**>

P31.14

ITpumenenne CK3U, nmeronux kinacc He Huxe KC2 <**>

P3U.15

OOyuenue, npakTH4yeckas MoJAroToBKa (IepenoAroToBKa)
pabOTHHKOB (DMHAHCOBOW OpraHU3AIMH, OTBETCTBCHHBIX 32
MIPUMEHEHHE Mep 3aIUThl HH()OPMALIMK B paMKax Ipoiiecca
3aIuThl HH(OPMaLIUU

P3U1.16

[ToBbITIIEHNE OCBETIOMIICHHOCTH (MHCTPYKTAX ) pAaOOTHUKOB
(rHAHCOBOM OpraHMU3aIMK B 00JIACTH pean3alliy mpolecca
3amuThl HHGOPMAITUH, TPUMEHEHHST OPTaHU3aIMOHHBIX MEp
3amUThl HH(OPMAIIUH, UCTIOIH30BAHMS 110 HA3HAYCHUIO
TEXHUYECKUX Mep 3alIUThl HPOpMaIUU
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<*> [leHTpaJM30BaHHOE YIPABIICHUE pEATH3yeTCS I TEXHHUUYECKUX MEp 3allUThI
nHpopManuu,  MHOXXECTBEHHO  pa3MmemniaemMbix Ha  APM  monbp3oBateneit u
9KCILIYaTallMOHHOI'O IIEpCOHAIA.

<**> B cnydasix, Korja IpUMEHEHUE TaKUX CPEACTB HEOOXOIMMO JJIsi HeUTpalu3aluu
yrpo3 0€30MacHOCTH, ONPEACICHHBIX B MOJEIM Yrpo3 W HapylmuTened O0e30macHOCTH
nHpopmanuu (UHAHCOBON OpPraHU3AIINU.

8.4. Hanpasnenue 3 "KoHTpoib mporiecca CUCTEMBI 3aluThl HHGOpMaun'

8.4.1 JlesarenbHOCTh B pamkax HampamieHus "KoHTposp" noKHA oOecreurBaTh JOCTATOYHYIO
YBEPCHHOCTh B TOM, YTO TNPUMEHEHHE MEp 3allUThl WH(POPMAIMU OCYIICCTBIISICTCS HAJICIKAIIM
0o0pa3oM M COOTBETCTBYET MOJUTHKE ()MHAHCOBOW OpPraHW3allMM B OTHOIICHUHU LEJIEBBIX MOKa3aTenei
BEJIMYUHBI JIOMYCTUMOT'O OCTaTOYHOTO OIEPAllMOHHOTO pUCKa (PUCK-ANIETHTA), CBA3AHHOTO C
obecrieueHreM 0€301MacHOCTH MH(OPMAITUH.

[Tpumensiemble (UHAHCOBOM OpraHM3alMel Mephl 3alIUThl HH()OPMAIMH JTOJKHBI 00eCIIeYnBaTh
KOHTPOJIb:

- 00J1aCTH IPUMEHEHUS MPOLIECCa CUCTEMBI 3alIUTHI HH(OPMAIIHH;

- JIOJDKHOTO TPHUMEHEHHsS Mep 3alluThl MH(OpMAIMM B pPaMKax IPOLECCa CUCTEMbI 3allUThI
uHpOpMaINH;

- 3HaHUH paOOTHUKOB (PMHAHCOBOI OpraHM3aliy B 4YaCTU MPUMEHEHUS MEp 3alllUThl HH(OPMALIUH.

8.4.2 ba3oBplii cocTaB Mep KOHTpOIA MpoIlecca CUCTEMBbl 3aIlMTHl MH(pOpMAMKU TpPHUBEIEH B
Tabmure 50.

Tabmuma 50
ba3oBblii cocTaB Mep KOHTPOJIS Mpolecca
CUCTEMBI 3alIUThl HHPOpMAITUU
BEHb
VYcnoBHOE Ypose
obosHaueHme Copep:xaHrie Mep CUCTEMBI 3aIIUThHI HH()OPMALIUN omatan
¥ HOMEP p p p uHpOpMAIUH
MCPhbI 3 2 1
K31.1 Kontponb aktuueckoro coctaBa 00beKTOB M pECypCOB O|0O0 | T
JIOCTYTIa, BXOJIAIINX B 00J1aCTh MPUMEHEHHS MpoIiecca
CUCTEMBI 3alIUTHI MHPOPMAIIUU, HA COOTBETCTBUE YUETHBIM
JaHHBIM, JOPMUPYEMBIM B paMKaX BBIITOJHEHUS MEPHI
P3U.1 tabmumer 49
K31.2 KonTposib 3KkcrTyatanuy U UCoJIb30BaHus 1o Ha3HayeHuto | O | O | T
TEXHUUYECKUX MEp 3alUThl HHPOPMAIIH, BKIFOYAIOIIUH:
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- KOHTPOJIb (PaKTHUECKOTO PA3MEUICHUsI TEXHUYECKUX MEp
3amuThl HH(OpMauK B MHGOpMaMOHHON HHPACTPYKTYype
(uHAHCOBON OpraHU3alNH;

- KOHTPOJIb (JaKTUYECKUX IapaMeTPOB HACTPOCK
TEXHUYECKUX MEp 3alUThl HH)OPMAIMH U KOMIIOHEHTOB
UHPOPMAIIMOHHON MHAPACTPYKTYPHI, TPEJHA3HAYEHHBIX
JUISL pa3MELICHUsI TEXHUYECKUX MEp 3alUThl HH(POpMaLUU

K31.3 KoHTpo:b 3kcmtyataliuy ¥ UCroib30BaHus 1o HazHaueHuto | O | O | O
TEXHUYECKHUX Mep 3alUThl UHPOPMAIIUHU, BKIIOYAIOIIHIA:

- KOHTPOJIb HA3HAYEHUS POJIEH, CBA3AHHBIX C AKCILTyaTalluen
Y UCTIOJIb30BAaHUEM 110 HA3HAYCHUIO TEXHUYECKUX Mep
3alIUThl HH(OPMAIIHH;

- KOHTPOJIb BBIIOJIHEHUS PYKOBOJICTB IO IKCILTyaTalluu U
HCIOJIb30BAHUIO 110 HA3HAYEHUIO TEXHUYECKUX MEp 3aIHUThI
nHpopmaruu

K31.4 [leproanueckuii KOHTPOJIb (TECTUPOBAHUE) MOJTHOTHI O| T | T
peanu3ainuy TEXHUYECKUX Mep 3alIUThl UHPOpMaLIUU

K3H.5 KoHTposb nprMeHeHNs] OPraHU3alMOHHBIX MEP 3alUThI O[O0 /|0
uHpopMauu
K3H.6 KonTtpons 6e30Tka3zHOro pyHKIMOHUpOBaHUs Texuuyeckux | O | T | T

CpEICTB, OOHApyKEHUE U JIOKAIU3alUs OTKa30B
(G YHKITMOHUPOBAHMS, IPUHITHE MEP 110 BOCCTAHOBJICHUIO
OTKa3aBIINX CPEJICTB M MX TECTUPOBAHUE

K31.7 [IpoBenenue npoBepok 3HaHUI paOOTHUKOB (PMHAHCOBOM O[O0 /|0
OpraHM3allK B YaCTH MPUMEHEHUS MEp 3aIIUThI
uHpOpMaIUU B paMKax MpoIecca CUCTEMBI 3aIlUThI
uHpopmanuu

K31.8 dukcanus pe3ynbTaToB (CBUAETENLCTB) IPOBEICHUS O[O0 /|0
MEPONPUATHIA O KOHTPOJIIO pealn3alliy MPOLEcca CUCTEMBI
3anIUThl HH(OPMAIIHH, TIPOBOMMEIX B COOTBETCTBHH C
mepamu K3U.1 - K3W.7 nactosieit Ta0auist

8.4.3 ba3oBblii cocTaB Mep KOHTpOJIA TIpoLEecca CUCTEMbl 3allMThl MHQOPMALMU B YacTH
perucTpanuu coobITH 3anThl HHpOpMauy npuBereH B Tadaume S1.

Tabmuma 51
ba30Bblii cOcTaB Mep KOHTPOJIS MPOIECCA CUCTEMBI 3aIUThI
UH(GOpPMAIIMU B YaCTH PETUCTPALIMU COOBITUIN 3alTUTHI HHPOPMAITUU
VYcnoBHOE ConeprxaHre Mep CUCTEMBI 3alTUThl HHPOPMAITUH YpoBeHb
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00o03HaucHUE 3aIIUThI
A HOMEDP uHpopmaruu
MEpHhI
312 |1
K31.9 Perucrpanus onepanmii mo ycranoke u (wm) oonosnennto | H | T | T

I1O TexHMYECKUX CPEACTB 3alIUTHI HHPOPMALIUU

K3H1.10 Perucrpanus oneparuii mo ooHoBnenuto curHarypusix 6a3 | H | T | T
TEXHUYECKHUX CPEJICTB 3allUThl HHPOPMALIUH (B CIIydae UX
HCII0JIb30BAHNUS)

K31.11 Perucrpanus onepanuii o u“3BMEHEHUIO IapaMEeTPOB H|T|T
HaCTPOCK TEXHUYECKUX MEp 3alUThI HH(OPMAIUU 1
nH(pOpMaMOHHON UHPPACTPYKTYPHI, MPEAHA3HAYEHHBIX
JUTS pa3MENICHHS TEXHUYECKUX Mep 3alTUThl HHPOpMAITUU

K3U1.12 Perucrpanus c6oeB (0TKa30B) TEXHUUECKUX MEP 3aILUThI H| T|T
nHpopmanuu

8.5. Hanpasnenue 4 "CoBeplieHCTBOBaHKE MPOIIECCa CUCTEMBI 3aIUThl HHGOopManuu"

8.5.1 MestenpbHOCTh B paMkax HampaBiieHusi "CoBepIIEHCTBOBaHME" BBHITIOJNHSIETCS HAa OCHOBE
pE3yNbTATOB MPOBEACHUS MEPONPUATUI MO OOHAPYXKEHHIO HWHIMACHTOB 3allUThl HHPOpPMAIUN U
pearupoBaHUI0 HAa HUX, OOHAPYKEHHUIO HEJOCTATKOB B OOECIEYEHWH 3allUThl MH(OPMAIIUU B paMKax
HanpasineHus "KoHTponb", a Takke B clydyasx W3MEHEHHUs TMOJIUTUKH (UHAHCOBOW OpraHU3allid B
OTHOIIIEHWW TPUHIHUIIOB U TPUOPUTETOB B pEATU3alMU CHUCTEMBbI 3aIUThl HH(GOPMAINH, IEIEBBIX
MOKa3aresei BeMTUYMHBI TOIYCTUMOTO OCTATOYHOTO OTIEPAIMOHHOTO pUCKa (PUCK-ANIEeTUTa).

[Tpumensiemble (hMHAHCOBOW OpraHu3alnMel Mepbl B pamkax HampasiieHus "CoBepiueHCTBOBaHHE"
JOJDKHBL  o0ecrieunBaTh (OPMHPOBaHHWE U (PUKCALMIO PEHIEHHH O HEOOXOAMMOCTH BBINOIHEHUS
KOPPEKTUPYIOIINX WA NMPEBEHTUBHBIX JEHCTBHUM, B YaCTHOCTU MEPECMOTP NPUMEHSEMbIX MEp 3alUThI
uHpopmanuu. IIpu 3TOM HemocpeAcTBEHHas 1eATEIBHOCTh M0 COBEPIICHCTBOBAHUIO MPOLECCA 3ALTUTHI
nH(pOpMallUK BBIMOJIHIETCS B paMKax HarpasieHus "Peanusanus" U npu HEOOXOAMMOCTH HalpaBiIeHUS
"IInanupoBanue".

8.5.2 ba3oBhIif cocTaB Mep MO COBEPUIEHCTBOBAHMIO MPOLIECCA CHUCTEMBI 3alUTHl MH(POpPMAIUU
npuBeJeH B Tabmuie 52.

Tabmnnma 52
ba30BbIil cocTaB Mep 10 COBEPILIEHCTBOBAHUIO MTPOIIECCa
CUCTEMBI 3aITUThI HHPOPMAITUH
YcnoBHOE YposeHb
0003HaueHue ConeprxaHne Mep CUCTEMBI 3alTUThI HHPOPMAITUH 3aIIUTHI
1 HOMEp uHpopMaun
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Mepbl 312 |1
C31.1 [TpoBenenue u pukcanys pe3yabTaToB (CBUACTEIHCTB) O[O0 /|0

aHaJIM3a He0OXOIMMOCTH COBEPLICHCTBOBAHMUSI ITpoliecca
CHCTEMBI 3alIUTHI HH(POPMALIUU B CITyYasX:

- 00Hapy>KeHUs UHIIUACHTOB 3alIUThl HHPOPMAIUH;

- 0OHapyKeHUS HEJOCTATKOB B PAMKaX KOHTPOJISI CHCTEMBI
3aIuThl HH(OPMALIUU

C31.2 [IpoBenenue u puxcaius pe3ynbTaToB (CBHIETEIHCTB) O]0O0]|O
aHaJIn3a HEOOXO0IMMOCTH COBEPILICHCTBOBAHMUSI ITpoliecca
CUCTEMBI 3alIUTH HHPOPMAIIMH B CITy4YasiX U3MEHEHUS
MOJINTUKA (DMHAHCOBOW OPTaHHU3AIMH B OTHOIICHHUH:

- 0051aCTH MPUMEHEHUS MPOoIlecca CUCTEMBI 3alTUThI
nH(pOpMAIHH;

- OCHOBHBIX NPUHITUIIOB U IPUOPUTETOB B peain3aliuu
IpoIriecca CUCTEMBI 3alUThl HH()OPMAIUK;

- [IeTIeBBIX TIOKa3aTesiel BETMUUHBI JOTYCTHMOTO
OCTAaTOYHOTO OTEPAIMOHHOTO PHUCKA (PUCK-ANIETUTA),
CBSI3aHHOTO C oOecrieueHueM 0e30macHoCcT nHGOopMaIuu

C31.3 ITpoBenenue u pukcays pe3yabTaToB (CBUAETEIHCTB) O[O0 /|0
aHaJIM3a HEOOXOIMMOCTH COBEPILICHCTBOBAHMUS ITpoliecca
CHCTEMBI 3alIUTHl HH(POPMALIUU B CITyYasX:

- U3MEeHEeHMI TpeOoBaHuil K 3a1uTe nHpopMaluy,
OIpeJIeJIEHHBIX MTPaBUJIaMH TIATEXKHOM CUCTEMBI <*>;

- I3MCHEHHI, BHECEHHBIX B 3aKOHOJATEILCTBO Poccuiickoit
denepanyy, B TOM YUCIIe HOpMaTUBHBIE akThl banka Poccun

C31.4 dukcanys peleHnuil 0 IPOBEACHUN COBEPILIECHCTBOBAHUS O[O0 /|0
IpolLecca CUCTEMBI 3alllUThl UH(POpPMAaLMK B BUJIE
KOPPEKTUPYIOIINX WU IPEBEHTUBHBIX NEHCTBUIM,
Harpumep:

- IepecMoTp 00JaCTH NPUMEHEHHUS TIPOIIecca CUCTEMbI
3alUThl HH(OPMALINN;

- IEPECMOTP COCTaBa U COAEP>KAHUS OpPraHU3aLMOHHBIX MEP
3aluThl HH(GOpPMaLUK, MPUMEHSEMBIX B paMKax Ipolecca
CHCTEMBI 3allIUTHl HH(OPMALINH;

- IEPECMOTP COCTaBa TEXHUUYECKUX MEp 3alllUThI
uH(pOpMaINY, TPUMEHIEMBIX B paMKaX MpoIecca CUCTEMbI
3aIuThl HH(OPMaLIUU

<*> [IpuMeHsieTcs TOJIBKO AJI yYaCTHUKOB TUIATEKHBIX CUCTEM.

0. TpC6OBaHI/I$I K 3al1UTeC I/IH(I)OpMaI_II/II/I Ha 3Tarax XU3HCHHOI'O
OUKJIIa aBTOMAaTU3UPOBAHHBIX CUCTEM U HpI/IJ'IO}KCHI/Iﬁ
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9.1 Hacrosumii pa3zen ycTaHaBIMBaeT TPeOOBaHMS K COAEPKaHUIO 0a30BOr0 COCTaBa MEP 3aIIUTHI
uHpopManuu Ha dTamax ku3HeHHoro mukia AC W TPUIOKEHUH, JKCIUIyaTUPYeMBIX B paMKax
IPEeOCTaBICHHUsT OM3HEC-TIPOLECCOB M (MJIM) TEXHOJIOTMYECKUX IMPOIECCOB (DMHAHCOBOW OpraHU3aluy
(nanee mpu coBMecTHOM ynnoMuHaHuu - AC).

9.2 JleATenpbHOCTh IO 3amuTe HWHPOPMAMK HaA CTagusx >Ku3HeHHoro 1wmkima AC momkHa
pean30BbIBATHCA MTyTEM:

- pa3Menienust komnoHeHToB AC B 3aluIIeHHON HHPOPMAIIMOHHOM HH(PACTPYKTYpE, 1151 KOTOPOU
Ha CHUCTEMHBIX YPOBHSX PEaM30BaHbI MPOIECCHl CHCTEMBI 3allUThl WH(OPMAIMHU, ONpEACICHHBIC B
paszferne 7 HacTOSIIEro CTaHAapTa;

- CO3/IaHUs W OOECIEUCHUs MPUMEHEHHS CUCTEMBI 3aIlUThl MHPOpPMAIUHU 1T KOHKpeTHOH AC,
peanu3yronieil oTeNbHbIE JAOMOJHUTENbHBIE (M0 OTHOUICHHIO K TpeOOBaHUSAM paszfena § HACTOALIETO
crangaprta) GyHKIuM 3auuThl nHGopMmanuu st AC, He pealTu30BaHHbIC Ha CHCTEMHBIX YPOBHSX.

9.3 IlpumeHnsieMble (PMHAHCOBOM OpraHu3alieil Mephl Ha dTanax >KU3HEHHOro Iukia AC JOMKHBI
o0ecreynBaTh:

- OIlpe/ieIeHne COCTaBa Mep 3allUThl MHpOpMauuu, peanusyeMblx B AC (Mep CUCTEMbl 3alllUThI
uHpopmanuu AC);

- HOJIDKHOC IMMPUMCEHCHUC U KOHTPOJIb IPUMCHCHU A MEP CUCTCMBI 3allIUThI I/IH(i)OpMaLII/II/I AC,

- KOHTpOJIb OTCYTCTBUS YSA3BUMOCTEH 3amuThl HHpopMmanmuu B npukiaaHom [1O AC wu
MHGOPMALMOHHOM HHPPACTPYKTYpE, NpeAHa3HaueHHOH 11 pa3menenus AC;

- KOHQUIEHIIMATHHOCT 3alTUIIIAeMO UH(POPMAIIUH.

[Mpumevanue - PekomeHmanuu mo obOecredyeHUur0 MHPOPMAIMOHHOW OE30MacHOCTH Ha CTaIusiX
xwu3HeHHOTOo nukiaa AC mpuBeacHsl B [18].

9.4 CnocoObl peanuzanuu Mep 3aluThl HHPOpPMANMK Ha 3Tamax >ku3HeHHoro mukia AC B
Tabnuiax pasnena 9 HacTosIIero cTaHAapTa o0o3HaueHbl kak B 7.1.6.

9.5 bazoBeiii coctaB mep 3amuThl uHbopmaruu Ha dtane "Coszmanue (Moaepumsarus) AC"
npuBeJeH B Tabmuie 53.

Ta6muma 53
bazoBblit cocTaB Mep 3amuThl HHpOpPMALIUK Ha dTare
"Co3nanne (Moaepau3zanus) AC"
YcnoBHoe YpoBeHb
obo3HaueHue Copep:xaHue Mep CUCTEMBI 3aIlUThl HH()OpPMALIUN o
¥ HOMEp ACP p 111 pMalg UH(pOpMaLUU
Mepbl 31211
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KII.1 JlokymeHTapHOE OmpeieJIeHuEe ePeUHsl 3alUIaeMOon O]0O0]|O
nHpopManuu, mIaHupyeMoit k 0opadotrke B AC

KI11.2 JlokyMeHTapHOE ompeieJIeHuEe COCTaBa (C yKazaHuEM OO0 ] O
COOTBETCTBUS HACTOSIIIIEMY CTaHJIAPTY) U COJIEpKaHUS MEp
cucteMbl 3anuThl nHGopMauu AC
(pyHKIIMOHATBHO-TEXHUYECKUX TPEOOBAHMIA K CUCTEME
3amuThl nHpopmaruu AC)

K113 JlokyMeHTapHOE OIpe/ieSICeHUE B IPOEKTHOU U O]0O0]|O
AKCIUTYaTallMOHHOM TOKYMEHTAIIMU Ha CUCTEMY 3aITUTHI
unpopmanuu AC:

- COCTaBa U MOPSAKA MIPUMEHEHUS TEXHUYECKUX U (1IN
OpraHMU3aIMOHHBIX MEP CUCTEMBI 3alTUThl HHPopMaruu AC;
- MapaMeTPOB HACTPOEK TEXHUUYECKUX MEP CUCTEMBI 3aIIUTHI
unpopmanuu AC 1 KOMIOHEHTOB HHPOPMAITIOHHOM
MHQPACTPYKTYPBI, TPESTHAZHAYCHHBIX JIJIS pa3MEIICHUS
YKa3aHHBIX TEXHUYECKUX Mep <*>

XKIT.4 Peanuzanus ynpasieHus BepcusiMu (COOpKaMu) U H|O | O
W3MEHEHUSAMHU CO3aBaeMOoro (MOJAEPHU3UPYEMOIO), B TOM
quciie TecTupyemoro, npukiaagsoro 110 AC,
OCYILIECTBIISIEMOTO JUISl LIEJIH:

- KOHTPOJIS peasin3auuy pyHKIUH 3auThl HHGOpMAIUK B
onpeneneHHou Bepcun (cOopke) npukiaanoro [10;

- IPUHATHUS MEp, MPETATCTBYIOLINX
HECAaHKIIMOHHUPOBAHHOMY BHECEHHIO H3MEHEHUI B BEpCUU
(c6opkm) npuxnagaoro [10

KI5 Hcnonb3oBaHue (KOHTPOIb UCTIOIH30BAHUS) CETMEHTOB H|O | O
pa3paboTKU U TECTUPOBAHMUS, BBIIETICHHBIX B COOTBETCTBUU
¢ Mepoit CMD.6 tabnuis! 13, npu co3aanuu
(MonepHu3anMu), BKIO4as TectupoBanue, AC

XKILI.6 Konrtpons npenocrasienus u obecneuenue parpannueaus | O | O | O
JIOCTYTIa B CETMEHTAX pa3padOTKHU U TECTUPOBAHUS

K117 Peanu3zanus 3anpeTa ucroab30BaHUs 3alUAIIAEMON OO0 ] O

nH(pOpMAaIIUU B CETMEHTaX pa3padOTKU M TECTUPOBAHUS
<EFE>

KI1.8 [Ipumenenune npuknagaoro [10 AC, ceptudummpoBannoro | H | O | O
Ha COOTBETCTBHE TPEOOBAHUAM 110 0€30MaCHOCTH
nH(popManuy, BKIt0Yas TpeOOBaHUS 10 aHATU3Y
YSI3BUMOCTEW U KOHTPOJIIO OTCYTCTBHS HEAECKIAPUPOBAHHBIX
BO3MOXXHOCTEH, B COOTBETCTBHH € 3aKOHOIATENBCTBOM
Poccutickoit denepanuu wiy B OTHOLIEHUH KOTOPBIX
IIPOBE/IEH aHAJIMN3 YA3BUMOCTEH 10 TPEOOBAHUAM K
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OLICHOYHOMY YPOBHIO JoBepus He Hibke ueM OY /[ 4 B
cootBetcTBUH ¢ TpeboBanusmu ['OCT P MICO/MBK
15408-3 <***>

XKI.9 KoHTpo:b (TecTupoBaHUE) MOJHOTHI pealu3aluu Mep O[O0 /|0
cucteMbl 3anuThl nHGopMauu AC
(pyHKIIMOHATBHO-TEXHUYECKUX TPEOOBAHMIA K CUCTEME
3amuThl nHpopmaruu AC)

KIIL.10 [IpoBeaenune monepuuzanuu AC nmpu M3MEHEHUH O]0O0]|O
TpeOOBAaHUH K COCTaBY M COJIEPIKAHUIO MEP CUCTEMBI
3amuThl nHGopManuu AC (GyHKIIMOHATBLHO-TEXHUYECKHE
TpeOoBaHuil K cucreme 3amuThl nHGopmarwu AC)

KI.11 JlokyMeHTapHOE OIpe/ieJICHUE B IPOEKTHON U O[O0 /|0
9KCIUTYaTallMOHHOW JOKYMEHTAIMM HA CUCTEMY 3alllUThl
uHpopmanuu AC <*F***>:

- cocTaBa M MOpsAKa MIPUMEHEHHs! KIIMeHTaMu (PMHAaHCOBOM
opranusanuu npukiaasoro 110 u (win) TeXHUYECKUX U
(W1K) opraHu3aIMOHHBIX MEP 3aIIUTH HH(pOpMaIUH (J1anee
IIPU COBMECTHOM YIOMUHAHHH - KIIMEHTCKHE KOMITOHEHTHI);
- IapaMeTPOB HACTPOEK KIMEHTCKUX KOMIIOHEHTOB U
nH(}OpMaLMOHHON UHPPACTPYKTYPHI KIMEHTOB (PMHAHCOBOU
OpraHu3alMH, IpeAHa3HAYCHHOH U1 pa3MeleHHs
KITMEHTCKAX KOMITOHEHTOB;

- OMMCAHUS Mep M0 00ECTICUEHUIO HCII0JIb30BaHNS KIIMEHTOM
OTIpe/ieNIEHHBIX I0BEPEHHBIX Bepcuil (COOpPOK) MPUKIATHOTO
110

<*>  JlapameTpbl HAacTpOEK KOMIIOHEHTOB HH()OPMALMOHHOW HHPPACTPYKTYpHI,
MpeIHAa3HAYEHHBIX JUIs  pa3MEIlEeHUsT TEXHUYECKHMX Mep 3alMThl HH(OpManuu,
OIIpEeNIeNIAI0TCS B ClTyyae HeOOXOAMMOCTH.

<**> 3a UCKII0YEHHEM KOHPUTYypallMOHHOW MH(OpMAaLMU, ONpeNeistoned napaMeTpbl
pabotsr AC.

<k*E> B cnmyyasix, IpelyCMOTPEHHbIX HOpMaTHBHBIMU akTamu banka Poccuu, u (mnm)
€CIIi B COOTBETCTBUM C MOJETBIO YIpo3 W HapyumuTesneil 0e30macHOoCTH HH(GOpMAIH
(UHAHCOBOW OpraHu3allid, Yrpo3bl, CBSI3aHHBIE C HAIMYUEM  YSI3BUMOCTEH U
HE/IEKJIAIMPOBAaHHBIX BO3MOKHOCTEH B pukiiagHoM [10 AC, npu3HaHbI aKTyaJIbHBIMU.

<kEHES JlokymMeHTapHOE omnpeneneHne B cooTBeTcTBUU ¢ Mepoit JKII.11 BemonHsIeTcs: B
cllydae He0OXOJUMOCTH.

9.6 bazoBrIit cocTaB Mep 3amuThl nHGopManuu Ha dtane "Broa B skcrmyaranuio AC" mpuBeseH B
tabnuie 54.

Tabnuua 54

bazoBelii cocTaB Mep 3aIuThl THPOPMALIMU HA HTAIe
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"BBon B skcrmyatanuio AC"

VcioBHOE YposeHb
0003HauCHHE ConeprxaHue Mep CUCTEMBI 3alTUThI HHPOPMAIIUH HH?;E;T;EHH
1 HOMED
Mepbl 3 2 1
KII.12 Pasmemenue u HacTpoiika (KOHQUTYPHPOBAHUE) O]0O0|O
TEXHUYECKUX MEP CHCTeMbI 3amuThl nHpopmaruu AC B
MH(POPMAIIMOHHON HHPPACTPYKTYpPE, UCTIONB3YEeMON ISt
HETIOCPEICTBEHHOM pean3aiuu OU3HEC-TPOIECCOB UITH
TEXHOJIOTHYECKHX MPOIECCOB (DMHAHCOBOW OpraHU3aIluU
(manee - mpoMBIIIJIEHHAS Cpea), B COOTBETCTBUU C
MOJIO)KEHUAMH IPOCKTHOM U AKCIUTYyaTal[MOHHOM
JIOKYMEHTAIUN
KII.13 KoHTposb (TecTupoBaHUE) MOJTHOTHI PeaIU3aIluU MEP O]0|O
cucTeMbl 3amuThl HHpopmaru AC
(pyHKIHOHATBHO-TEXHUYECKUX TPeOOBaHUIl K cHcTeMe
3amuThl nHGopManuu AC) B IPOMBIIUICHHOHR cpefie
KII.14 Peanuzarus konTposs 3amumienHoctTd AC, Bmovaroriero | H | O | O
<*>:
- TECTUPOBAHUE HA IPOHUKHOBEHHE;
- aHaJM3 yA3BUMOCTEN cucTeMbl 3auThl HHbopMaruu AC u
nH(}OPMaLMOHHON UHPPACTPYKTYPHI IPOMBILIUIEHHON
cpenbl
<*> [lo pemenuro ¢GUHAHCOBOW opraHuzanuu npu mojaepHuzaruu AC mpoBoaUTCS
KOHTPOJb 3aIIHUIIEHHOCTH TOJBKO DSIEMEHTOB HWH(OPMAIMOHHONW WHOPACTPYKTYPHI,
MOABEPTHYTHIX MOJACPHU3AIUH.

9.7 ba3oBsIil cocTaB Mep 3amMThl MHGOpMaMK Ha dTane "Jkcruryatanus (compoBoxaenue) AC"
npUBeJeH B Tabmuie 55.

Tabmuma 55
bazoBblit cocTaB Mep 3amuThl HHpOpPMAIUK Ha dTare
"Dxcrmmyararnus (conpoBokaenue) AC"
YcnoBHoe YpoBeHb
obosnatienne Copep:xaHue Mep CUCTEMBI 3alllUThl HH(OPMALIUN o
¥ HOMEp ACP p 11 pMalg UH(pOpMaLUU
Mepbl 3121
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K15

Peanuzanust KOHTPOJIS SKCIUTYaTallUl TEXHUYECKUX Mep
cucreMsl 3auThl nHGopMmanuu AC B COOTBETCTBUHU C
IIOJIOKEHUSAMM IIPOEKTHOM M 3KCIUTYyaTallMOHHON
JOKYMEHTAIMH, BKIFOYAOLIETO:

- KOHTPOJIb (PaKTHUECKOTO PA3MEUICHUsI TEXHUYECKUX MEp
3alIUThI B IPOMBILIICHHOH cpelie;

- KOHTPOJIb (PaKTHUECKUX apaMeTPOB HACTPOEK
TEXHUYECKHUX Mep 3allUThl HH(pOpMaLUK U
MHGOPMALIMOHHON HHPPACTPYKTYPHI, IpeTHA3HAYEHHON /IS
pa3MelleHHs] TEXHUYECKUX Mep 3alluThl HHpOpMaun

KIL16

Peanu3anyst KOHTPOJIS IPUMEHEHHSI MEP CUCTEMBI 3aIIUTHI
uHpopmarnu AC

KIL17

Haznauenue u peanuzanys KOHTPOJIS 1€ATEIbHOCTH JIULI,
OTBETCTBEHHBIX 32 SKCILTyaTalUIO (COMPOBOXKIECHUE)
crcteMbl 3auThl nHpopMmanuu AC

KIL18

ObecrieueHrie BO3MOXKHOCTU COITPOBOXKACHUS TEXHUUECKUX
Mep cucTeMbl 3auThl nHpopmanuu AC B TedeHHE BCETO
CpOKa MX MCITOJIb30BAHHS

HKIL.19

ObecrnieueHre JOCTYITHOCTH TEXHUYECKUX MEP CUCTEMBI
3auThl nHpopmarmu AC:

- IPUMEHEHHNE 0TKa30yCTOMUMBBIX TEXHHYECKIX MEp;

- pe3epBUpOBaHUE TeXHNYEeCKUX cpeicTB AC, He0OXOAMMBIX
st GYHKIMOHUPOBAHUS TEXHUYECKUX MEp;

- OCYILIECTBIIEHUE KOHTPOJIsI O€30TKa3HOTO
(GYHKIIMOHUPOBAHUS TEXHHUYECKUX Mep;

- IPUHATHE PETJIAMEHTHPOBAHHBIX MEp 10 BOCCTAHOBJICHUIO
OTKAa3aBIIUX TEXHUYECKUX Mep U TeXHHUeCKuX cpeacts AC,
HEOO0XOAUMBIX JUIS UX (PYHKIIMOHUPOBAHHUS

HKIL.20

Peanu3zanus npoBeaeHUs €XETr0HOI0 KOHTPOJIS
3amumeHHocTH AC, BKIIFOYAIOIIEro:

- TECTUPOBaHUE Ha IPOHUKHOBEHUE;

- aHAJIN3 YSI3BUMOCTeH cucteMsl 3auThl nHGopmau AC u
nH(OpPMaLMOHHON UHPPACTPYKTYPHI IPOMBILIUIEHHON
Cpensl

KII.21

ObecnieueHne ONepaTUBHOTO YCTPAHEHUS BBISBICHHBIX
ysi3BUMOCTeH 3amuThl uHGopmanuu AC, BKiIrodas
ySI3BUMOCTH IpukiaaHoro 110

KIL.22

Peructparus Buecenus nsmeHenunii B AC, BKIIrogast
oOHoBIeHue npukiagHoro [10

KIL.23

Peructparnus onepanuii mo U3MEHEHUIO MapamMeTPOB
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HACTPOCK TCXHUYCCKUX MEP CUCTCMBbI 3allIUThI I/IH(i)OpMaL[I/II/I
AC

K11.24 Peanuzarust KOHTPOJIS B cerMeHTaxX pa3padOTKU U H|O|O
TECTHPOBAHUS KOPPEKTHOCTH (HYHKITMOHUPOBAHHS CUCTEM
3amuThl nHGopmaruu AC rmocsie BHECEHUS U3MEHEHUH B
AC, Britouast o0HoBieHHs npukiaanoro 110

KI.25 Peanuzanus ynpasieHus BepcusiMu (cOOpkamu) u H|O|O
nu3MeHeHussMu npukiagHoro 110 npu ero o6HOBIEHNN
(Monudukammm)

9.8 bazoBblii cocTaB Mep 3ammThl MHQOpMaNMKM Ha dTane "DKcilyaranus (COMPOBOXIEHUE) U
cHaTHE ¢ KciuryaTanuu AC" mpuBeseH B Tadbnuue 56.

Tabmuna 56

ba3oBsIil coctaB Mep 3amuThl HHGOPMAIIUU Ha Tarle
"Oxcruyaranus (COMPOBOXKACHHE) U CHATHE ¢ KcIuryaTauuu AC"

YcnoBHoe YpoBeHb
obosnatienne ConeprkaHue Mep CUCTEMBI 3alMThI HH(OpMAIUN omaran
1 HOMEp p p p uHbOpMaIU
MeEpBI 3121
KI1.26 [IpunsaTre Mep o 0OECIEUSHHIO 3aUTH HTH(OPMAIIH OT O]0O0]|O
HECAHKIIMOHMPOBAHHOT'O KOIMPOBAHUS U PacIIpOCTPaHEHHUS
KLL.27 ObecnieueHne 3aIUThl PE3EPBHBIX KOMUI 3aIIMIIAeMON H|O|O
uHpopmanuu
K11.28 Peanuzarust KOHTPOJIS YHUUTOXKEHUS 3aIIAIIIAEMOI H|O | O
nHpOpMalUU B CIydasix, KOT/la yKa3aHHas HHPpOpMaIus
00JIbIlIEe HE UCTIOIB3YETCS, B TOM YHCIIE COJEpKalleiics B
apxuBax, ¢ npuMeHenuem mep [1YN.23 - [TYN.26 Tabnuiisl
31

[Tpunoxxenne A
(cipaBoUHOE)

. OCHOBHBIE ITOJIOXKEHWA
BA30BOM MOJEJIN YI'PO3 1 HAPYHIUTEJIEWU BE3OITACHOCTHU NTHOOPMAILIN
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A.1 OcHoBoif i peanu3zanuu (UHAHCOBOW OpTraHU3AMEN CUCTEMBl 3aIUTHl HH()OpPMAIHH
SIBIISTIOTCS pa3paOOTaHHbBIE U YTBEPKIACHHBIC MOJICNIN YIPO3 M HapyIIuTenei 0e30macHocTd HHQOpMAaITHH.

Crenenp AeTanu3alnny COAEPKUMOrO MOJENEH yrpo3 U HapymuTeneil 6e30macHoCcTH HHpOpMAIHN
MOXET OBITh pa3INYHa U ONPEEIISIETCS peaIbHBIMU ITOTPEOHOCTSIMU (QPMHAHCOBOM OpraHU3aINY.

A.2 Mopenu yrpo3 U Hapymmreneid 0e3omacHOCTH MH(OPMAIMKM HOCSAT MPOTHO3HBINA XapakTep H
pa3pabaThIBalOTCSl HA OCHOBE ONBITA, 3HAHUI U MPAKTUKN (UHAHCOBOW opraHu3anuu. Yem TouHee clenaH
MIPOTHO3 B OTHOLICHWM AKTYaJbHBIX U1 (PUHAHCOBOW OpraHM3aluu yrpo3 06e30macHOCTH WHGOpMALUH,
TeM ajekBaTHee M dPdekTuBHee OyAyT IUIAaHHPYEMbIe M MPEeIIPUHUMACMbIe YCHIHS 110 00eCIIeYEeHHIO
TpeOyeMoro ypoBHs 3amuThl nHpopMarmu. [Ipu 3TOM crieayeT yauThIBaTh, 9TO CO BPEMEHEM YTIPO3bI, UX
UCTOYHHKH W COITYTCTBYIOIIME PUCKH MOTYT HM3MEHAThCs. [loaTOMy Momenu yrpo3 WM HapyluTenen
Oe3omacHOCTH HMH(POPMAIUHM CIIEAyeT MEpPUOANYECKH IlepecMaTpuBarh, Ui 4ero B (prHAHCOBOI
OpPraHM3alfH JIOJDKHBI OBITh YCTAHOBJICHBI M BBINOJHATHCS TIPOLENYPHl PETYISIPHOTO aHalIn3a
HEO0OXOIMMOCTH UX MEPECMOTPA.

A3 B cnywsae ortcyrcTBUS Y (PMHAHCOBOW oOpraHu3anuu IOTEHIMANa, HEOOXOJUMOTro Jis
CaMOCTOSITEITLHOW pa3paboTKy MOJIeNIeld yrpo3 U HapyIIUTeNel 0e30macHOCTH HH()OPMALIUH, YKa3aHHBIC
MOJIETIM PEKOMEHJYeTCs COCTaBJIATh C TMPHUBICUYCHHUEM CTOPOHHHX OpraHu3anuid, 00JaJaromux
HGO6XOIII/IMI>IM OIIBITOM, 3HAHUSIMHU U KOMHCTCHHHCﬁ.

[Tpu paspaboTke Mopmened yrpo3 W HapymuTenell 06e30macHOCTH HHGpOpMalMKU HEOOXOIUMO
YUUTBIBaTh, YTO U3 BCEX BO3MOKHBIX OOBEKTOB aTaK ¢ HAaMOOJIbLIEH BEPOSTHOCTHIO HAPYIIUTEIL BIOEpET
HauOosee cnab0 KOHTPOJIMPYEMBIH, TI/Ie €ro MAeATeNbHOCTh OyJIeT OCTaBaThCsl HEOOHapy>KEHHOM
MakcuMaiabHO Joiro. [loaTomMy Bce KpUTHUECKHE ONEpallid B paMKax OW3HEC-IIPOLECCOB H
TEXHOJIOTHYECKUX TMPOLEeCCOB (PMHAHCOBOW OpraHU3alllM, I7le OCYLIECTBIsAETCS 000 B3auMoJelicTBre
CyOBEKTOB JIocTyna ¢ 00beKTaMHU HH(OPMATHU3aIMH, JOHKHBI 0COOEHHO THIATEIbHO KOHTPOIUPOBATHCS.

A4 Ha xaxaoM wu3 ypoBHeH HH(OPMAIMOHHOW HWH(PPACTPYKTYphl, ONpEAEICHHbIX B 6.2
HACTOAILEr0 CTaHAapTa, aKTyalbHbIE yrpo3bl O€30MaCHOCTH MH(POPMAIMM M MX HWCTOUYHUKU SBIISIOTCS
pa3IMYHBIMHU.

OnHOM W3 OCHOBHBIX IEJNell  3JIOyMbIIUIEHHUKa  siBisietcss  ocymiectBienne HCI  k
UHPOPMAIIMOHHBIM pecypcaM Ha ypoBHe AC W NpUIOKEHHH, OHKCIUIyaTUPYeMbIX B paMKax
OM3HEC-TIPOLIECCOB MJIM TEXHOJIOTMUECKUX MPOIeccOB (MHAHCOBOM OpraHu3aluu, 4ro dosee 3¢ HeKTUBHO
JUIsl 37I0YMBIIIJICHHUKA U OnacHee A1l GUHaHCOBOW opranu3zaiuu, yem ocyiectienue HCJI uepes nnsie
YpOBHH, TPEOYIOILIETO CeU(PUIECKUX 3HaHUH, pECYPCOB U BPEMEHH.

[lenbro 370yMBIIUIEHHUKA TAaK)KE MOYKET SIBJISATHCS HAPYLIEHUE HENPEPHIBHOCTU IPENOCTABIICHUS
(MHAHCOBBIX YCIYT, OCYIIECTBICHHS OM3HEC-TIPOLIECCOB MIIM TEXHOJIOTMUYECKHX MPOLIECCOB (PMHAHCOBOM
OpraHM3aly, HalpUMep, MOCPEACTBOM pPACIpPOCTPAHEHUS BPEIOHOCHOTO KOJA, LEIEHAINpPaBICHHBIX
KOMITBIOTEPHBIX aTaK UM HapyLIEHUs PaBUJI SKCIUTyaTallud Ha YPOBHE aIllapaTHOro o0ecredeHusl.

A.5 OCHOBHBIMH TUIIAMH UCTOYHHKOB yrpos 0€30IMacCHOCTH I/IH(I)OpMaI_[I/II/I SABJIAKOTCA:

- HeOJIarONPHUSATHBIE COOBITHS TEXHOTEHHOTO XapaKTepa;
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- cOou M O0TKa3bl B paboTe 00BEKTOB U (HMJIH) PECypCOB JOCTYIIA;

- 3aBUCHUMOCTb IPOIECCOB OKCIUTyaTalUd OOBEKTOB HH(OpMaTH3alUd OT HMHOCTPAHHBIX
MIOCTABIIMKOB WJIH ITPOBAMIEPOB YCIYT;

- BHYTPCHHHE HapyUIUTEIH O€30MacHOCTH HH(GOpMAIMM - JIMIA, B TOM 4HCIe pabOTHUKU
(buHaHCOBOM OpraHU3ali U paOOTHUKU MOAPSAIHBIX OPTaHU3ALUN, PEATU3YIOIINE YTPO3bl 0€30MaCHOCTH
uH(pOpPMALUU C UCIIOIB30BAaHUEM JICTAJIbHO MPEJOCTaBIEHHBIX UM MPaB JOTMYECKOTO WIIN (PU3NYECKOTO
JOCTYIA;

- BHEITHHE HAPYIIUTENN 0€30MacHOCTH UHPOPMALIUY - JIUIIA, B TOM YUCIIe PAOOTHUKN (PUHAHCOBOM
OpraHM3alfM, peaJu3yIolue Yrpo3bl 0Oe30macHOCTH HHpOpManuu 0e3 HCHONIB30BAHMS JICTAIBEHO
MPEOCTABICHHBIX TPAB JOTMYECKOTO WIH (PU3MUECKOTO JIOCTYIA, a TAKKE CYOBEKTHI, HE SBIISFOIIUECS
paboTHHKaMu (pUHAHCOBOW OpraHM3aLUH, PeaH3YIOIIUE IeICHANPAaBICHHBIE KOMIBIOTEPHBIE aTakH, B
TOM 4YHCJIE€ C UENbI0 JIMYHOTO OOOTAlIeHUs] WM OJOKHPOBAHUS INTATHOTO ()YHKIIMOHHPOBAHUS
OM3HEC-TIPOLIECCOB MM TEXHOJIOTMYECKUX MPOLECCOB (PMHAHCOBOM OpraHU3aLny.

A.6 K unciy nHambomnee akTyaJlbHBIX MCTOYHHMKOB yrpo3 Ha YPOBHE alllapaTHOrO OOecredeHus,
YPOBHE CETEBOT0 000PY/I0BaHMSI U YPOBHE CETEBBIX MPUIIOKEHUI U CEPBUCOB OTHOCSTCS CIIEAYIOIINE:

- cOou 1 0TKa3bl B paboTe 0OOBEKTOB JIOCTYIIA,

- BHYTPCHHHE HApYyUIMTENN O€30MacHOCTH WH(OpPMAIMU [IKCILTyaTallHOHHBIH, BCIIOMOTATEIbHBIN
(TeXHUYECKH) MEepCOHaN|, OCYIIECTBIAIONINE IIeJICHANPABICHHOE JECTPYKTUBHOE BO3JCHCTBHE Ha
OOBEKTHI IOCTYTIA;

- 3aBUCUMOCTL MPONECCOB 3KCILTyaTalluu 00BLEKTOB A0CTYyIMa OT MHOCTPAHHBIX IMOCTABIIUKOB HJIN
IIPOBANCPOB YCIIYT;

- BHEUIHME HapylmuTenu Oe3omnacHOCTH HHGOpManuy, 00JaJarolllve 3HAHUSMU O BO3MOXKHBIX
YA3BUMOCTSIX 3alUThl HH(OPMAIIUH;

- BHEIIHHME HapyluTeNu Oe3omacHocTH MHpopMmanuu, opranusyromnme DoS, DDoS u nHble Bubl
KOMIIBIOTEPHBIX aTaK;

- KOMOMHHUpPOBAaHHBIE HCTOYHUKU YyTpO3: BHEIIHHME U BHYTPEHHHE HapyHIMTEIH O€30MacHOCTU
uHpopMaIny, 1eHCTBYIOIINE COBMECTHO U (MJIN) COTIIACOBAHHO.

A.7 K umncny Haunbosiee aKTyalbHBIX HCTOYHHMKOB YIpO3 Ha YPOBHE CEPBEPHBIX KOMIIOHEHTOB
BUPTyaJU3allii, MPOrPaMMHBIX HH(PPACTPYKTYPHBIX CEpBUCOB, OINEPAIIMOHHBIX CHUCTEM, CHCTEM
yrpaBiieHus 6a3aMu JaHHBIX U CEPBEPOB MPUIIOKEHUN OTHOCSTCS CIEAYIOLIHE:

- BHYTpPEHHUE Hapymurtenu Oe3onmacHOCTH HH(OpManuu (3KCIUTyaTallMOHHBIA IEpCOoHaN),
OCYILIECTBIISIOLINE 1IeJIEHANpaBJIeHHbIE JECTPYKTUBHBIE BO3JICHCTBHS Ha PECYPCHI IOCTYIIA;

- BHYTpPEHHUE HapymuTenu Oe3omacHOCTH HH(OpMauK (3KCIUTyaTallMOHHBIA IEepCOHaN),
peanu3yrolme yrpo3sl 0€30MacHOCTH HHPOPMALIUH C UCTIOIb30BAHUEM JIETAIBHO NIPEIOCTABICHHBIX MpaB
JIOTUYECKOI0 JIOCTYIIA;
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- cOom u oTka3bl B pabdote [10;

- 3aBUCUMOCTbH IPOILIECCOB IKCILTyaTallu pecypcoB aocTyma, 10 oT MHOCTpaHHBIX MOCTABIIMKOB
WJIM [IPOBAIEpOB YCIIYT;

- BHCIIHUE HApYIIUTENu O€30MacHOCTH WH(pOpMaluu, 00JaJaoNIfe 3HAHUSAMU O BO3MOXKHBIX
YSI3BUMOCTSIX 3aLUThI HUH(OPMALIUH;

- KOMOWHUpPOBAHHbIE WCTOYHMKH yrpo3: BHEIIHHUE W BHYTPEHHHE HAPYIIUTENTH O€30IacHOCTH
uHpopMaluy, 1eHCTBYIOIINE B CTOBOPE.

A.8 K uucny Haubornee axkTyaJdbHbIX HCTOYHUKOB yrpo3 Ha ypoBHe AC U NpUIIOKEHUH,
IKCIUIyaTUPYEMbIX B paMKax OM3HEC-IPOLECCOB M TEXHOJIOTMYECKUX IIPOLECCOB (PUMHAHCOBOM
OpraHu3alHH, OTHOCATCS CIEAYIOILHUE:

- BHYTPEHHHE HapymuTean Oe3omacHOCTH HHGOpMaiuu (IOJIb30BaTeIM W AKCIUTyaTalldOHHBINA
nepcoHan AC u TpHUIIOKEHUH), peaTn3yoIIue Yyrpo3bl 0€30MacHOCTH WHPOPMAIIUU C HCIIOb30BAHHEM
JICTAJIBHO MPEIOCTABJICHHBIX MPaB JIOTHYECKOTO JTOCTYIIA;

- BHEUIHME HapylmuTenau Oe3onacHoCcTH HHGpOpManuy, 00JaJarollve 3HAHUSMU O BO3MOXKHBIX
YA3BUMOCTSIX 3alllUThl HHGOPMALIUU;

- 3aBUCHUMOCTH IMMPOLECCOB JKCILITyaTallun ACwu HpI/IJ'IO}KeHI/Iﬁ OT MHOCTPAaHHBIX MOCTAaBIINKOB WJIA
IIPOBANCPOB YCIIYT;

- KOMOMHHUpPOBAaHHBIE HCTOYHUKH YIpoO3: BHEIIHWE M BHYTPEHHHE HapyHIUTEIH O€30MacHOCTU
uH(poOpMalny, 1eHCTBYIOIINE B CTOBOPE.

A.9 HauGonpmmmu BO3MOKHOCTSIMU JIJIsi HAHECEHUS yiiepOa pruHaHCOBOM opraHu3amuu 00JagaroT
ee coOCTBeHHbIE PaOOTHHUKHU. B 3TOM ciydae copepkaHUEM AeATeIbHOCTH HAPYIIUTENS SBISETCS MPIMOe
HEIeTIEBOE HCITOJIb30BAaHKE TPEAOCTABICHHBIX TpaB (Gu3nueckoro M (WJIM) JOrmYecKoro pocryma. [Ipu
STOM OH OYyJIET CTPEMUTHCS K COKPBITHIO CIIEJIOB CBOEH eATeIbHOCTH.

Buewnuii  HapymuTens 6e30macHOCTH  HMH(OpManMM, Kak IpaBWiIO, HMMEET COOOIIHUKA
(coOOIHUKOB) BHYTpU (pUHAHCOBOU opraHuzauuu. [Ipu yciaoBuu TOMHKHOTO cOOMI0IeHHUs TpeOOBaHUH K
3amyTe nHGOpMalKY, B TOM 4Hcie TpeOOBaHUM K COAEepkKAHNIO 0a30BOr0 COCTaBa, COCTABY MEP 3aLUTHI
uHpOpMAllUY, YCTAHOBJIEHHBIX HACTOSALIMM CTaHJAPTOM, COOJIIOJIEHHS MpHHLIMOA '"3HAaThb CBOETO
paboTHuKa", peanu3alUs  yrpo3  BHEUIHUMH  HapylIUTEIsIMH  0e30macHOCTH  MH(pOpMaluw,
JEUCTBYIOIUMH CaMOCTOSITENIbHO, 0€3 COYYacCTHUKOB BHYTPHM (PMHAHCOBOW OpraHH3alMy, 3HAYUTEIHHO
3aTpy/HEHA.

[Ipunoxenne b
(cipaBoYHOE)
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COCTAB 11 COIEP’XKAHUE OPTAHM3ALIMOHHBIX MEP, CBA3AHHBIX
C OBPABOTKON ®MHAHCOBOU OPI'TAHU3AIMEN ITEPCOHAJIBHBIX JAHHBIX

b.1 Lemn o6pabotku IIJJH m0mKHBI OBITH JOKYMEHTAIBHO YCTAHOBJICHBI W YTBEPXKICHBI
PYKOBOZCTBOM (pMHAHCOBOM OpraHU3aIHU.

b.2 B ¢unancoBoil opranuzanuu J0JDKHA OBITH YCTaHOBJIEHA HEOOXOIUMOCTH OCYIIECTBICHUS
YBEJOMJICHHS YIOJIHOMOYEHHOTO OpraHa o 3ammure npaB cyowbekroB I1JlH 06 ob6paborke I[1ln u
OpPraHU30BaHa JEATENBHOCTh 110 CBOEBPEMEHHOMY HANpABJICHUIO YKa3aHHOTO YBEIOMJICHUS B
COOTBETCTBHUH ¢ TpeOboBaHusAMH [8].

b.3 B (¢wuHaHCOBOII OpraHW3amMy JOJDKHBI OBITH YCTaHOBIIEHBI KpuTepuu oTHeceHus AC x
MH(GOPMALMOHHBIM cucTeMaM nepcoHaibHbIX AaHHbIX (MCITIH).

b.4 B ¢uHaHCOBOW OpraHW3aIluyl JOJDKHBI OBITH ONPE/IEIICHBI, BBIIOIHATHCS, PETUCTPUPOBATHCS U
KOHTPOJIUPOBAThCSA Ipolenypsl yuera pecypcoB [1/]H, B Tom uncne yuera UCII/IH.

s kaxxnoro pecypcea I[1J1H 101KHO ObITH 0OECTIEUEHO:
- ycraHoBJeH#ue e oopadorku [1/1H;
- YCTAHOBJICHHE U COOIIOACHNE CPOKOB XpaHeHus [1/IH u ycnoBuii npekpameHust ux oopadoTkw;

- OmpelereHue IepeuHs U kareropuit oOpabateiBaembix [IJ[H (cmeumanbubie kateropuu I1/[H,
onomerpuueckue [1JIH, [1/1H, momydeHHbIe U3 00IIEIOCTYIMHBIX UICTOYHUKOB, Ui uHbie [1/1H);

- BBINOJIHEHUE MpoLeayp ydyera konudectBa cyobekToB [1/IH, B ToM uucne cyobekroB I1/IH, He
SBJIAIOIINXCS paOOTHUKAMHU (PHHAHCOBOW OpraHHU3aliy;

- BBITIONTHEHUE orpanndenust oopadotku [1/10 noctukenuem nenu odpadotku [1]1H;
- COOTBETCTBHUE CO/IepKaHUs U 00beMa oOpabdaTbiBaeMbix [1J[H ycTaHOBICHHBIM HENIIM 00pabOTKH;

- TOYHOCTbh, IOCTATOYHOCTb U aKTyanbHOCTb [1/[H, B TOM YnCIlie O OTHOILEHUIO K IeJIsIM 00paboTKH
I1H;

- BBINIOJTHEHHWE YCTAHOBJICHHBIX NMPOLEAYp MoyyueHHus: coriacus cyobekToB I1J[H (MX 3aKOHHBIX
npencraBuTenei) Ha o0pabotky ux IIJ[H B ciydae, eciu mojlyyeHue Takoro corjacus HeoOXOIUMO B
COOTBETCTBHH ¢ TpeboBaHusMH [8];

- BBINIOJIHEHUE YCTAHOBJICHHBIX MpOLENyp MHoidy4deHus coriacus cyobektoB I[I/IH Ha mepemauy
obpabotku ux IIJ[H TpeTbUM JHIIaM B cllyyae, €CJIM TOJYYCHHE TaKOro COIJIaCUsl HEOOXOJUMO B
COOTBETCTBHH ¢ TpeboBauusmu [8];

- mpekpaienue oopadorku [1/1n n yauuroxxenue a1b6o odeznumuuBanue [1/[H no gqocTmxkeHnn nenei
00paboTku, o TpeboBanuio cyobekrta [1JJH B cityyasx, mpeaycMoTpeHHbIX [8], B TOM 4mcie mpu OT3bIBE

cyosexkrom I1/1H cornacust Ha 0O6pabotky ero I1/{H.

b.5 B ¢unancoBO#l opraHu3anuy JT0KHBI OBITh ONPECIICHBI, BBITIOIHATHCS, PETUCTPUPOBATHCS U
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KOHTPOJIMPOBATHCS MPOLIEAYPHI MPEKpalieHust 00padoTku [1J[H 1 MX YHHUYTOKEHHS JTHOO0 00€3TMINBAHUS
B CPOKH, YCTaHOBJICHHbIC [8], B ciieayromux ciydasx:

- Mo JocTyxkeHuu neian obpadorku I1J[H (eciu MHOE HE MPEAYCMOTPEHO TOTOBOPOM, CTOPOHOMU
KOTOPOTO, BBITOJONPUOOPETATEEM WU TIOPYYUTEIIEM IO KOTOpoMmy sBisieTcss cyOwnekT I1/[H, wHBIM
corjalieHrueM Mex 1y (MHAHCOBOW opraHu3aiueit u cyorexkrom [1/1H);

- or3biBa cyobekToM I1/[H cormacust Ha oOpabotky ero I1/[H u B ciywae, ecnu coxpanenue 11/[H
Oonee He TpeOyeTcs s 1eneit oopadborku I1/IH (ecnu MHOE HE MPETYCMOTPEHO OTOBOPOM, CTOPOHOM
KOTOPOTO, BBITOJONPUOOPETATEIEM WU TOPYYUTEIIEM IO KOTOpOMY sBiisieTcsi cyOwbekT IIJ[H, WHBIM
COTJIallIEeHUeM MEXIy opraHusaiueii 0ankoBckoit cucreMbl PO u cyonextom [1/1H);

- ecmu II[lH SBASIOTCS HE3aKOHHO TOJNYYEHHBIMH WM HE SIBISIOTCS HEOOXOJMMBIMH IS
3asBJICHHOM 11eJIn 00pabOTKU;

- BBISBJICHHSI HelpaBoMepHoi o0padoTku [1JIH, ocymiecTisieMoii (MHAHCOBON OpraHu3anuel Win
00pabOTUMKOM, JIEHCTBYIOIIMM IO €€ MOPYYCHHIO, €CIH 00ecreynTh MpaBoMepHoCcTh oOpaboTku [1/{H
HEBO3MOKHO;

- BBISIBJICHHS HeTIpaBoMepHOil 00pabotku [1/1x 6e3 cornmacus cyobekra [1/1H.

B cnyuae orcyrctBusi Bo3MoxkHocTH yHMuTOXeHUs [IJlH mmbo ob6e3nmuuuBanus [1/Jn B TeueHue
Cpoka, ycTaHoBieHHoro [8], ¢uHaHCcOBas opraHu3amus oOecreunBaeT UX OJOKHPOBAHUE C
nocienyomuM obecrieuenueM yHuutoxkeHus: [1J[H. Yuuutoxkenue [I/lH mpoumsBomuTcs HE mMo3aHEE
IIIECTU MECSIIEB CO JHS X OJIOKUPOBAHMUS.

b.6 B ¢uHaHCOBOW opraHuszanuu JOHKHA OBITH OINpPENEeHa, BBIMOIHITHCS U KOHTPOJIUPOBATHCS
NOJIUTUKA B OTHoIIeHMH oOpabotku [1/IH, a Takke B ciaydae HEOOXOAMMOCTH YCTaHOBIJIEHBI MOPSIKU
obpabotku [/l mist ornensHbix pecypcoB [1JIn. s pecypcoB I1JIn, oOpabaTtsiBaembix B AC, B TOM
yucie MCII/H, nopsnok ob6padotku I1JIH MOXeT SBIAATbCA YaCThIO SKCIUTYaTallHOHHOM TOKYMEHTaLuU
Ha AC u pa3pabarbiBaThCs Ha Tane coznanus (Moaepuusanun) AC.

Yka3aHHbIE JOKYMEHTBHI:
- ONPENENAIOT MPOLEAYPHI TpeaocTaBiaeHus aocrymna Kk [1/1H;

- OMpEJENAOT Mpoueaypsl BHeceHUs: m3MeHeHuil B [1/[H ¢ menpio oOecrmieueHuss MX TOYHOCTH,
JIOCTOBEPHOCTH M aKTyaJIbHOCTH, B TOM YHCJIE TTO OTHOIICHHIO K 11eisiM 00padoTku [1/1H;

- OMPEENAIOT MPOLEAyphl YHHUTOXKEHHUsS, o0e3nnunBanus iaubo OnokupoBanus [IJInH B cimydae
HEOOXOMMOCTH BBIMIOJTHEHUS TAKUX MIPOIIEIYD;

- OTIIPEIEINAIOT MPOIEeTyphl 00padoTku oOparienuii cyorekToB I1/[H (MX 3aKOHHBIX MPEICTABUTENCH )
ISl ciydaeB, npeaycMoTpeHHbIX DenepanbHbiM 3ak0oHOM "O TNEpCOHAIbHBIX JAHHBIX', B YaCTHOCTH
MOPSAIOK MOATOTOBKH WHpopMaruu o Hamuuuu [1/[H, oTHOCsAmMXCS K KOHKpeTHOMY cyOowekty I1/IH,
nH(popMauy, HeOOXOAMMOU Il MPEJOCTABICHHUS] BO3MOXHOCTH O3HaKOMJIeHUs cyobekToMm [IJIH (mx
3aKOHHBIX TpenactaButenei) ¢ ero I1/IH, a Takxke mpouenypsl 00paboTku obOpamieHHi 00 YTOYHEHUH
[1/Ia, ux OJOKMPOBAaHWUW WM YHUUYTOXKCHHH, eciau [IJ[H SBISIOTCS HEMOTHBIMH, YCTapEBIIUMH,
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HETOYHBIMH, HE3aKOHHO MOJYYECHHBIMH WM HE SBJISIOTCS HEOOXOAMMBIMH U YCTAHOBJICHHOH IICIIH
00paboTKu;

- ONpENeNAT HpOILEAypbl 0OpPaOOTKH 3ampoca YIOJHOMOYEHHOIO OpraHa IO 3alldTe IpaB
cyonexToB [1/1H;

- ONpENessIIOT MPOLEAyphl HoydeHust cornacus cyobekta [1[JH Ha 00paboTky ero II/IH u Ha
nepenayy oopaborku ero I1/In TpeTbum unam;

- omnpedesnstor  mpoueaypbl  nepemaun  I[IJIlH mexny monbs3oBatensimu - pecypca  I1/IH,
npeaycMarpuBaromniero nepenauy I[IJ[H Tonpko wmexay paboTHHKamMu (UHAHCOBOM OpraHU3aIINH,
UMEIUMU A0cTyI K [T/1H;

- OIIPEACIAIOT npouenypsl nepenauu 1I/[H TpeteuMm aunam;
- ONIPENIEISIIOT MPOLEYPhl PA0OTHI ¢ MaTepUaIbHbBIMU HocuTesaMu 11/1H;

- ONPENeNSIOT MPOIEeNyphl, HEOOXOIUMBIE ISl OCYIIECTBJICHUS YBEJOMJICHHS YIIOJHOMOYEHHOTO
oprasa 1o 3amuTe rnpas cyobekToB [1JIH 06 o6padoTke [1/IH B cpoku, ycTtaHoBiIeHHBIC [8];

- OMpEAeISIIOT HEOOXOAMMOCTh NMPUMEHEHHsI THUIOBBIX ()OPM JOKYMEHTOB JUIS OCYIECTBIICHHS
obpabotku [1/11 u mpoueayps! padotsl ¢ Humu. [log THIOBOH hopMoit JOKyMeHTa MOHUMAETCs IabIIOH,
OJlaHK JOKyMEHTa WIHM JApyras yHuduiupoBaHHas (opma JOKyMeHTa, HCHoJib3yemas (UHAHCOBOU
opranu3zanuei ¢ nenasto coopa I1/1H.

b.7 ®unaHcoBas opraHuzanus JODKHAa OMNYyONMKOBaTh MJIM UHBIM 00pa3oM oOecneduThb
HEOIpaHUYEHHBIN JOCTYN K JOKYMEHTY, ONpeeNIAIoeMy ee MOJIUTUKY B OTHOLIeHnu oopadotku I1/1H, a
TaK)K€ K CBEJIEHUSM O pealn3yeMbIX TpPeOOBAHUAX IO OOEClEeYeHHIO Oe30MacHOCTH IMEPCOHANbHBIX
JAHHBIX.

b.8 B ¢unaHcOBOI opraHmzanuu JOMKHO OBITh YCTAHOBJEHO, B KakKUX Cllydasx HE0OXOJUMO
nojrydeHue cornacus cyorekroB II/IH, mpu 3TOM ¢dopma M MOPSAOK MOIYUYEHHs COIJIaCUsl CYyOBEKTOB
[1/T1 70MmXKHBI OBITH pETIIAMEHTHUPOBAHBI.

b.9 B ¢unancoBO#l opraHu3anyu JOKHBI OBITH OMpPEENeHbI, BHIIOIHATHCSA, PETUCTPUPOBATHCS U
KOHTPOJIMPOBATHCSA MPOLENAYPHI yueTa Jull, umeromux goctyn K I[1/1x.

JlokymMeHT, ompenensomMil TepedyeHb Jul, uMewmmx jgoctyn k I[IJIH, yTBepxkmaercs
pyKoBOAHTENeM (DMHAHCOBOM OpTraHU3aIUH.

b.10 O6pabotka I1/In paboTHHKamMK (PHAHCOBOM OpraHU3aALUU JOJKHBI OCYIIECTBISATHCS TOJIBKO C
LEJIbI0 BBIMOJHEHUS UX JOJKHOCTHBIX O0S3aHHOCTEH.

b.11 B ¢unancoBoi#l opraHu3aiuil JOHKHBI OBITH OMPEEICHbI, BBITIOTHATHCS, PETUCTPUPOBATHCS H
KOHTPOJIMPOBATHCS TPOIEAYPHl O3HAKOMJICHHS PAOOTHHKOB, HEMOCPEICTBEHHO OCYIICCTBIISIONINX
obpabotky I1/IH, ¢ momoxkeHusMu 3akoHoaarenbcTBa PO W BHYTpEHHUMH JOKyMEHTaMH (UHAHCOBOM
OpraHu3aIyM, CoIepKalluMH TpeOboBaHus 1Mo 00paboTke U obecreyeHuto 6e3omacHoctu [1JIH B wacTu,
Kacarolencs uxX JOJLKHOCTHBIX 00sI3aHHOCTEA.
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b.12 B ¢unancoBoii opranuzaiuu JOKHBI OBbITh OMPEIEIICHbI, BBIIOIHITHCS, PErUCTPUPOBATHCS U
KOHTPOJMPOBATHCSA MPOLEAYpPHl ydeTa MOMEUICHWH, B KOTOPBIX ocymiecTBisieTcs obpaborka [1/1H, a
TaK)Ke J0CTyINa paOOTHUKOB M MHBIX JIMII B TIOMEILIEHUs, B KOTOPBIX BejaeTcst oopadoTka [1][H.

b.13 Tlpu pabdore ¢ MHU II/lH ngomxkHO OBITH O00ECIIEYCHO BBIOJHCHUE COACPKAHUS,
npeaycMmoTtpernHoro mepamu [1YH.20, ITYN.21, [TYN.22, [TYWN.24 u [TYI.26 Tabmunsl 31, a Takxke:

- 06ocobnenue [1/11 oT nHOM MHPOPMAINK, B YACTHOCTH IyTeM (HUKcaluy UX Ha oTAeabHbIXx MHU
[1/1H, B cnenuanbHBIX pa3aenax WM Ha Mojsix GopM aokyMeHToB (mpu oOpabotke [1/lH Ha OymasKHBIX
HOCHUTETIAX);

- xpanenue 111, menu o6pabOTKH KOTOPHIX 3aBEJOMO HECOBMECTUMBI, Ha OT/eaIbHBIX MHU;

- peructpauust u yder mect xpaneHuss MHU I1[ln ¢ dukcauueir kareropuu oOpadaTbIBaeMbIX
MEePCOHANBHBIX JaHHBIX (crenuanbubie kareropuu [11n, 6uomerpuyeckue [1/1n, I1/IH, monxydyenHnsle u3
OOIIEOCTYTHBIX HMCTOYHUKOB, wiu uHbe [1/{H), BKirouas pasmenpHOe XpaHeHue pecypcoB I1/1H,
00paboTKa KOTOPBIX OCYIIECTBISIETCA C PA3IMYHBIMU LENSIMH;

- YCTAaHOBJICHWE W BBINIOJIHCHUWE TMIOPSJIKA TapaHTHUPOBAHHOTO YHUYTOXXKCHHS (CTUPAHWS)
nadpopmanuu ¢ MHU I1/1H.

b.14 Xpanenue I[1/[H m0MKHO OCYIIECTBIATHCS B (hOpME, MO3BOJISIIONICH ONMPEACTUTh CYOBEeKTa
IT[In He nonbiie, yeM 3Toro TpedyroT enu oopadotku [1/1H, ecnu cpok xpanenus [1/IH He ycTaHOBIIEH
(benepanbHBIM 3aKOHOM, JIOTOBOPOM, CTOPOHOM KOTOPOT0, BBIFOI0IPUOOpETaTeNIeM WM MMOPYUUTEIEM 110
KoTopoMmy siBisieTcst cyonbekt [1/1H.

b.15 O6menocrynusle uctouynuku I1J[H co3garoTcs u myOauKyroTCs (UHAHCOBOM OpraHu3anueit
TOJIBKO JJIs 1I€JIM BBIMOJIHEHHs TpeOOoBaHM 3akoHOaTenbeTBa Poccuiickoit @enepanuu. B ¢punancosoit
OpraHM3alKi JOJKHBI OBITh OIpPENECHBbI, BBINOJHATHCA, PETUCTPUPOBATHCS U KOHTPOJIUPOBATHCS
nporenyps! nyonukanuu [1/IH B oOmieioctynubix ucrounukax [1/1H.

b.16 ITopyuenue obpabotku 1[I TpeTheMy nuily (manee - 06pabOTUMK) JOJKHO OCYIIECTBIATHCS
Ha OCHOBAHMHU JOroBopa. B ykazaHHOM JOroBOope JOJKHBI OBITH ONpeAeTeHbl INepedyeHb JelcTBUi
(onmepanuii) ¢ IIJIH, koTopsie OyAyT coBepiaThCs OOpPabOTYMKOM, W e 00paOOTKU, TOJDKHA OBITh
yCTaHOBJIEHA 00s13aHHOCTHh 0OpaboTumka obecreunBath OezomacHocTh [I/IH (B TOM 4ymcne coOmroaarh
koHpuaeHuansHocTh [1/1H) mpu ux oOpadoTke, HE packpbIBaTh U HE pacnpocTpanaTh [1/lH 6e3 cornacus
cyowbekra [1/1H, ecnu uHOE HE MPeyCMOTPEeHO (peepanbHbIM 3aKOHOM, a TaKXKe JOJDKHBI ObITh yKa3aHbI
TpeboBanusi 1o obecneuenuto OezonmacHoctu [1/IH. Ilpu mopydenun ob6bpabotku IIJIH oOpaboTumky
¢uHaHCOBasE opraHu3alys J0JDKHA MOMYYUTh corjacue cyowekrta I1/IH, ecnu MHOE HE MPETYyCMOTPEHO
3akoHo aTenbcTBOM Poccuiickoit denepanmm.

b.17 B ¢uHaHCOBOI OpraHu3aluy J0KHBI ObITh OMPEAETICHBI, BBITOIHATHCS, PETUCTPUPOBATHCS U
KOHTPOJIMPOBAThCSl  MPOLEAYpPHI, BBHIMOJHSIEMbIE B  Clydasx HEOOXOIUMOCTH  OCYHIECTBIICHHUS
TpaHCrpaHu4HOM nepenauu I1/1H.

b.18 B ¢unaHcoBO# opraHu3auy JOKHO ObITh HA3HAYEHO JIMII0, OTBETCTBEHHOE 332 OpraHU3aIUI0
obpabotku [1/Ix. [TomHOMOYMS nUIlAa, OTBETCTBEHHOTO 3a opranm3anuio oopadbotku I1/IH, a Takxke ero
IpaBa 1 00S13aHHOCTH JIOJDKHBI OBITh YCTAHOBJICHBI PYKOBOJICTBOM (PMHAHCOBOM OpraHU3aIlHy.
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IIpunoxenue B
(cipaBoYHOE)

ITEPEYEHD
COBBITUI 3ALIUTHI THOOPMALMY, TIOTEHLIMAJIBHO CBSI3AHHBIX
C HECAHKIITMOHMPOBAHHBIM JOCTYIIOM U MHIIMAEHTAMMU 3ALINUTHI
NHOOPMAILIMHU, PEKOMEHIYEMBIX J1JIA BEIABJIEHN A,
PETUCTPALIMN 1 AHAJIN3A

B.1 [leficTBus 1 (WiIK) onepanyu Mo CO3AaHUI0, YIAJCHHUIO, KOTTMPOBAHHUIO PECYPCOB JIOCTYIIA.

B.2 JleiictBust u (MJIM) Omepanuy MO CO3JIaHUIO, YIAJCHHIO, OJOKUPOBAHUIO, Pa30JIOKHPOBAHUIO
YUYETHBIX 3amuceil.

B.3 JeiicTBus u (wam) oneparyu mo u3MEHEHHUIO (IIPEA0CTaBICHUIO) MPaB JIOTUYECKOTro JIOCTYTIA.

B.4 [eiictBus u (wnu) onepanuu 1o noakaroueHnto CBT K BBIYUCIUTENBHBIM CeTAM (PHHAHCOBOI
OpraHu3alyHy.

B.5 [leiictBus 1 (MiaM) onepanuy 1o 3arycKy MporpaMMHBIX ITPOLIECCOB.

B.6 [leficTBus u (Un) onepanyy Ipyu OCYIIECTBIEHNUH JIOTHYECKOTO I0CTYIIA.
B.7 ®akThl BeIABIICHUS YSI3BUMOCTEH 3aIIUTHI HHOOPMAIIUH.

B.8 ®akThl BBISIBIIEHUS BPEIOHOCHOTO KOJ1a ¥ (MJIM) MOOMIJIBHOTO KOJIA.

B.9 ®akTb! BIABIECHUS MONBITOK OCYILECTBICHNS BTOPKEHUIN U CETEBBIX aTak.
B.10 ®dakTeI BRIABICHHS aTak TUIA "OTKa3 B 00CITy)KHBaHUU".

B.11 [leiictBus u (Wiau) omnepauuy, HamnpaBleHHblE Ha HM3MEHEHHE MpPaBUJ CErMEHTAllUd HU
MEXKCETEBOI0 HIKPAaHUPOBAHUS BRIYUCIUTEIbHBIX ceTell (PMHAHCOBON OpraHU3aliH.

B.12 JleficTBust 1 (M1K) onepanuy o U3MEHEHHIO MTapaMeTPOB HACTPOECK TEXHUUECKUX MEP 3alHUThI
uHpOpMaNMK, TapaMeTpoB HacTpoek cuctemMHoro IO, BrusiommMx Ha oOOECIeYeHUEe 3allUThI
uHpopMaIuu.

B.13 ®axTsl BbIsSIBICHUS HapylIeHUH 1 c00€eB B paboTe TEXHUYECKUX Mep 3allUThl HH(pOpMaLUH.

B.14 ®axTh! BBISBICHUS HapylleHUH U cO6oeB B yctaHoBieHUH (0OHOBieHuu) 110 u mapamerpos
HaCTPOEK TEXHUYECKUX MEp 3aIUThl HH(GOPMAIUH, KX CUTHATYpPHBIX 0a3 (B cIydae WX MCIOJIb30BaHUN).

B.15 ®axTh! BBISBICHUS HapylIeHUH U cOOEB B yCTaHOBIEHUHU (0OHOBIeHMH) cucTeMHoro I10 u
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nmapaMETpoOB €ro HaCTPOCK, BIIMAIOIIUX HA obecneyenne 3alIUThI I/IH(l)OpMaHI/II/I.

B.16 [e#ictBuss u (wiu) omepanuu 1o u3MeHenuto coctaBa [10 APM nonws3oBateneid u
OKCIUTYaTallAOHHOTO TME€PCOHaja, B TOM 4YHCIE 3allyCKaeMOro aBTOMATHYECKH TIPU 3arpys3ke
OTIEPAITMOHHBIX CUCTEM.

B.17 JletictBus u (1) orepaliuu 1o u3MeHeHuo cocrtaa [10 cepBepHOro 000pya0BaHHMS.

B.18 ®akrtbl BbiBieHus HapyweHud unenoctHoctu [IO AC na APM nosb3oBareneil u
HKCIUTYaTal[MOHHOTO IIepCOHAaIa.

B.19 ®axTel BbISBICHHS HapyUIEHUH JOBEPEHHOM 3arpy3ku ONEpalMoOHHBIX cucteM APM
I10JIB30BATENEHN U IKCITYyaTallMOHHOIO TIEPCOHAIA.

B.20 ®akTtbl BbIABIEHMS] HapyLIEHUN LEIOCTHOCTH ATalloHHbIX komuil [IO, B TOM umcie mnpu
OCYILECTBJICHUM UX PACIIPOCTPAHEHUS U (UIH) OOHOBJICHHUS.

B.21 ®axThl BBISIBIEHHS CMEHBI MU (WJIM) KOMIPOMETAllMM ayTeHTU(UKALMOHHBIX JaHHbIX,
UCHOJb3YEMbIX JUISl JOCTYIA K CEPBEPHOMY U CETEBOMY 000pY10BAHUIO.

B.22 JleiictBus 1 (Uiau) omepanuu co CpeACTBaMU KpunTorpaduueckoil 3amuTel HHGOpMaLuu U
KIII0YeBOI MH(pOpMaIHEH.

B.23 NleiictBus 1 (Wiin) omepanuy MO UCHOJIb30BAaHUIO Pa30JOKMPOBAHHBIX KOMMYHUKAIIMOHHBIX
MIOPTOB.

B.24 JleiictBusa u (Wiu) omepamuu Mo Tepenade WHOOpPMAIMU C HUCIOIH30BAHUEM JJIEKTPOHHOM
MOYTBHI.

B.25 [leiictBus u (mM) onepainuu Npu OCyIIECTBICHUH JOCTyNa K pecypcam cetu VHTepHeT.

B.26 [leiictBug u (wiM) omepanuy MpH OCYIIECTBIEHUH JOCTYyNa K CEpBEPHBIM KOMIIOHEHTaM
BUPTYaIU3allMU BUPTYyaJIbHBIMU MallIMHAMMU, JOTUYECKUMHU pa3zesiaMy WK TOMaMHU.

B.27 ®axTbl BbIsABIEHUS HAPYIIEHUI IPU JOBEPEHHOM 3arpy3Ke BUPTYaJIbHBIX MaIIVH.
B.28 JleiicTBus 1 (W1K) onepamyu Npu aIMUHUCTPUPOBAHUM CUCTEMBI XpaHEHUS TaHHBIX.

B.29 [leiictBus u (WiK) omepariu 1mo UCIOIb30BaHUIO TTOJKOHTPOJIBHBIX MOOUIBHBIX YCTPONCTB.

BUBJINOT'PADUA
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PC BP UBBC-2.6-2014 Oenepanu. ObOecrieueHne  HMHPOPMAITMOHHOM

0e30IIacHOCTH Ha CTaaudaXx >JKH3HCHHOI'O IIHKJIa
ABTOMATU3UPOBAHHBIX 0OaHKOBCKHX CHUCTEM
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