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Mpeaucnosune

Llenu, ocHOBHble MpUHLMMLI 1 06LLMe npaBuria nposedeHns paboT No MeXrocyaapCcTBEHHOW cTaHaap-
Tn3aumm yctaHosneHbl FOCT 1.0 «MexrocygapcTBeHHas cuctema ctaHgapTusauumn. OCHOBHbIE MONOXEHNSA»
n FOCT 1.2 «MexrocyaapcTBeHHas cuctema ctaHpgaptusaummn. CTaHaapTbl MEXrocyaapCTBEHHbIE, NpaBuna
N pekoMeHOaunm no MexrocyqapcTBeHHOM cTaHgapTu3aumu. MNpasuna pas3paboTku, NPUHATUS, OBHOBIEHNS
N OTMEHbI»

CBeaeHunA o ctaHgapTe

1 NOAINOTOBJIEH ®epepanbHbIM rocyaapCTBEHHbIM yupexaeHnem «defepanbHblil uccnegoBaTerb-
ckuin ueHTp «MHdopmaTtuka n ynpasneHue» Poccuickon akagemumn Hayk» (PUL NY PAH), ObwectBom ¢
OrpaHNYEeHHON OTBETCTBEHHOCTLIO «LleHTp 6e3onacHocTn nHgopmauumy» n OBLLEeCTBOM C OrpaHUYEeHHOW OT-
BETCTBEHHOCTbO «HpopmaumoHHo-aHanutnyeckun ueHTp» (OO0 NABLL) Ha ocHoBe cob6CTBEHHOIO NEPEBO-
a Ha PyCCKMI A3blK aHIMOSA3bIYHOW BEPCUM JOKYMEHTA, YKa3aHHOro B NyHKTe 5

2 BHECEH MexrocygapCTBeHHbIM TEXHUYECKMM KOMUTETOM No ctaHgaptuaaumm MTK 022 «MHdopma-
LMOHHbIE TEXHONOTNM»

3 MNMPUHAT MexrocyaapCTBEeHHbIM COBETOM MO CTaHO4AapTM3auMu, METPONorun 1 ceptudukanmmn (npo-
Tokon ot 30 noHsa 2021 r. Ne 141-)

3a NPUHATME NporosiocoBanu:

KpaTKoe HanMmeHoBaHMe CTpaHbl KO,EI, CTpaHbl Mo COKpaLLI,eHHoe HanmeHoBaHWe HauMoHanbHOro opraHa

no MK (UCO 3166) 004—97 MK (MCO 3166) 004—97 Mo cTaHaapTU3aLmMm

ApmeHus AM 3AO «HauwmoHanbHbIN opraH No cTaHAapTU3auun
n meTponoruny Pecnybnukn ApmeHus

Benapycb BY loccranpapt Pecny6nukn Benapycb
Knprunansa KG KblprelactaHgapT
Poccus RU Pocctangapt
Y3bekucTaH uz Yactangapt

4 TMpukaszom defepanbHOro areHTCTBa MO TEXHUYECKOMY PErynMpoBaHUI0 M METPOSIOrMK OT 2 Wons
2021 r. Ne 611-cT mexrocygapcTtBeHHbin ctaHgapT FOCT ISO/IEC TS 19249—2021 BBegeH B OeWCTBUE B
KayecTBe HaumoHanbHoro ctaHgapTa Poccuiickon ®eaepaumm ¢ 30 Hosopsa 2021 .

5 Hactosiwun ctaHgapT uaeHTnyYeH mexayHapogHomy aokymeHTy ISO/IEC TS 19249:2017 «MHdopma-
LMOHHbIe TexHonorun. MeTtoael 1 cpefctea obecneyeHns 6esonacHocTu. Katanor npuHUMNOB NOCTPOEHUS ap-
XUTEKTYPbI N NPOEKTUPOBaHUA 6e3onacHbIX NPOAyKTOB, cucTeM M npunoxeHun» («Information technology —
Security techniques — Catalogue of architectural and design principles for secure products, systems and
applications», IDT).

ISO/IEC TS 19249:2017 paspabotaH nogkommutetom SC 27 «MHGpopmaumoHHas 6e3onacHoOCTb, knbep-
Be3onacHoCTb 1 3aLmTa KoHraeHUnanbHocTU» CoBMeCTHOro TexHnyeckoro komuteta JTC 1 «MHdpopmauu-
OHHble TexHornornm» MexayHapoaHoOW opraHusaumm no craHgaptusaumm (1ISO) n MexayHapogHom anekTpo-
TexHunyeckomn kommccun (IEC).

Mpy NpMMEHEHMN HacCTOSLLEro cTaHdapTa peKOMeHAYETCSl UCMOMb30BaTb BMECTO CCbINTOYHbIX MeXay-
HapOAOHbIX CTaHZAPTOB COOTBETCTBYHOLLME UM MEXIOCYAAPCTBEHHbIE CTaHAAPTLI, CBEAEHUSI O KOTOPbLIX NpuU-
BeOeHbl B AONOMHUTENBLHOM NpunoxeHun JA.

JononHuTeneHble CHOCKW B TEKCTE CTaHAapTa, BblOENEHHbIE KYPCMBOM, NPUBEAEHbI NS MOSICHEHUS
TeKcTa opurmHana

6 BBEJJEH BINEPBbIE
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UHpopmayust o egedeHuu 8 Oelicmeue (rnpekpaweHuUU Oelicmeusi) Hacmosiu,e2o cmaHdapma u usme-
HeHUU K HeMy Ha meppumopuu yKka3aHHbIX 8bllie 20cydapcme rybruKkyemcs 8 yKkasamersix HayUuoHaslbHbIX
cmaHOapmos, uzdasaeMbix 8 3Mux 2ocydapcmeax, a makxe e cemu lHmepHem Ha calimax coomeemcmay-
FOUWUX HayUoHallbHbIX Op2aHo8 1o cmaHOapmu3sayuu.

B cniyqae nepecmompa, U3MeHEHUSs Unu omMeHbl Hacmosiuje2o cmaHdapma coomeemcemsytowiasi UH-
gopmayus 6ydem onybnukosaHa Ha oguyuanbHOM UHmMepHem-catime MexeocydapcmeeHHO20 cogema o
cmaHOapmusayuu, Memposio2uu u cepmugukayuu 8 kamarioze «MexzaocydapcmeeHHble crmaHOapmbi».

© ISO, 2017 — Bce npaBa coxpaHsitoTcs
© IEC, 2017 — Bce npaBa CoxpaHaTCS
© CrangaptmHgopmM, odhopmrieHne, 2021

B Poccurckon ®egepaunm HaCTosLWMNA cTaHaapT He MOXET ObITb MONTHOCTbLIO UMK
0P YacTUYHO BOCMNPOU3BEOEH, TUPAXMPOBAH N pacnpoCcTpaHeH B Ka4ecTBe ohuLmanbHoro
n3gaHusa 6e3 paspelueHnss PegepanbHOro areHTCTBa No TEXHUYECKOMY PEryniMpoBaHuio

1N METpOoormm
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BBepeHune

B HacTosiem ctanHgapTe onucaHbl NPUHLMILI MOCTPOEHUST apXUTEKTYPbI U NMPOEKTUPOBaHUS, KOTOpble
MOTyT MCMONb30BaThCs Npu paspaboTke 6e30nacHbIX NPOAYKTOB, CUCTEM U MPUIOXKEHWUIA.

Llenb HacTosiLLlero ctaHgapTa — onucaTb 3TU MPUHLMNLI CTPYKTYPUPOBaHHBIM 06pa3oM, oxapakTepu-
30BaTb CaM MPUHLMM, onMcaTb, Kak ero MOXHO MCMOoSb30BaTh, Kak OH MOXET NoaaepKunsatb 6e30nacHOCTb U
Kak 9TO MOXET MOMOYb B OLieHKe 6e3onacHOCTM NPoAyKTa, CUCTEMBI U MpUNoXxeHus. HacToswmii ctangapT
MOXET NPUMEHSATLCS NPU NPOBEAEHUN OLIEHKM MHCpOPMaLMOHHOM 6e30MacHOCTH, BbIMONIHAEMOWN C MCMOSb30-
BaHuem ISO/IEC 15408 u ISO/IEC 18045.



NHdopmaunoHHasa cuctema "TexHopmaTtus"

Nonpaeka k NOCT ISO/IEC TS 19249—2021 WHcpopmauuoHHbie TexHonorui. Metoasl 1 cpeacTea
obecnevyeHnna 6GeszonacHocTu. Katanor npMHUMNOB NOCTPOEHUA apPXMTEKTYPbl U NPOEKTUpOBaHWUA
Be3onacHbIX NPOAYKTOB, CUCTEM U NPUMOXEHWUIA

[arta BeegeHna — 03.09.2021

B kakom mecte

Hane4varauwo

[DonwHo BriTe

Mpeancnoswe. Tabnuua corna-
COBaHMA

KazaxcTaH KZ loccTanpapt Pecnybnukm
KasaxcraH

(MYC Ne 11 2021 r.)
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M E X T OCUYOAPG CT BEHUHDbB # C TAHAIAPT

UHdopmaLMoHHbIe TEXHOOrnmn
METO[Abl U CPEOCTBA OBECNEYEHUA BE3OMNACHOCTU

KaTtanor NMPUHUUMNOB NOCTPOEHUA apXUTEKTYPbI
U NpoeKTupoBaHunsa 6e30nacHbIX npoaykKroB, CUCTEM U npuno»(el-mﬁ

Information technology. Security techniques. Catalogue of architectural
and design principles for secure products, systems and applications

Darta BBegeHna —2021—11—30

1 O6nacTb NnpuMeHeHus

HacTtoswuin ctaHgapT npeacTtaBnseT cobon KaTanor NpMHUMUNOB NOCTPOEHUS apXUTEKTYPbI U MPOEKTU-
pOBaHMs, KOTOpble AOMNYyCKAETCA UCMONb30BaTh Npy paspaboTke 6e3onacHbIX NPOAYKTOB, CUCTEM U MPUIOXKe-
HUIA, a TaKke PyKOBOACTBO MO 3(PEKTUBHOMY UCMONMb30BAHUIO 3TUX MPUHLMNOB. Kaxabii NpUHLMN NOCTPO-
€eHUs1 apXUTEKTYPbl 1 MPOEKTUPOBAHMS ONMUCLIBAETCS C UCTIONb30BaHMEM OOLLEN CTPYKTYPbl, ONPenensitoLLen
Lenb 1 NPeNMYLLECTBO NPMHLUUMNA NPOEKTUPOBAHNS, TO, KakMM 06pa3om OH MOXET crnocobcTBoBaTh pa3paboT-
ke Ge3onacHOro NpogykTa, CUCTEMbI UMK NPUIOXEHNS, Er0 3aBMCMMOCTb OT OPYIUX NMPUHLMINOB, ONMUCAHHbIX
B katanore. [Ins Kaxgoro npuHuMna npeacTtaBneHbl NPUMepPbI TOro, Kak OH MOXET ObiTb peann3oBaH, kak OH
MOXET cnocobCcTBOBaTL CBOMCTBAM M (DYHKLMAM 6E30MacHOCTU U Kakme Opyrne acnekTbl OJMKHbI ObiTh Npu-
HSITbl BO BHUMaHWEe B NPUBEAEHHOM NpuMepe, YTOObl Takke yunTbiBaTb TpeboBaHUS, He CBA3aHHbIE C Oe3-
OMNacHOCTbLIO, TakMe Kak yaoOCTBO MCMONb30BaHNS U MPOU3BOAUTENBHOCTb.

B HacTosem cTaHgapTe npuBeaeHbl pekoMeHaaLmMm no pa3paboTke 6e3onacHbIX MPOAYKTOB, CUCTEM U
NPUNOXEHWI; OH HanpaBneH Ha obecneyeHne bonee 3aHEKTUBHON OLIEHKN CBOMCTB Be30nacHOCTU, KOTopble
OOIMKHbI peann3oBbiBaTb 3TW NPOAYKTbI, CUCTEMbI U NMPUIOXEHNS.

HacTtoswun ctaHgapT oTHocutcs k obnactu npumeHenust ISO/IEC 15408 n ISO/IEC 18045 v agpecosaH
Kak paspaboTyvkam, Tak 1 cneymanncTamM no oueHke 6e3onacHOCTM NPOJYKTOB, CUCTEM U NPUMOXEHUNA.

HacTtoswuin ctaHgapT He yCTaHaBNMBAET HUKaKMX TPeOOBaHMIM K OLEHKe, MPOLIECCY OLIEHKM UM peanu-
3aumn.

2 HopmaTuBHbIe CCbISNKH

B HacTosilem cTaHgapTe MCnornb30BaHbl HOPMATUBHBIE CCbINKM Ha criedyolme cTaHaapTel [ansg aatu-
POBaHHbIX CCbINTOK NPUMEHSIIOT TONBbKO YKa3aHHOE M34aHWMEe CCbINIOYHOro CTaHAapTa, Ans HeAaTUPOBaHHbIX —
nocrnegHee u3gaHve (Bknovas BCe U3MEHeEHUs]:

ISO/IEC 15408-1, Information technology — Security techniques — Evaluation criteria for IT security —
Part 1: Introduction and general model (MHopmaumoHHble TexHonorun. MeTtoabl U cpeacTea obecnevyeHus
BesonacHocTn. Kputepum oueHkn 6e3onacHOCTU MHAOPMAaLMOHHBIX TexHornornii. Yacts 1. BeegeHne n 06-
Las Moaernb)

ISO/IEC 15408-2, Information technology — Security techniques — Evaluation criteria for IT security —
Part 2: Security functional components (MHdopmaumoHHble TexHonorun. MeTtoabl 1 cpeacTesa obecneveHus
6esonacHocTn. Kputepum oueHkmM 6e30nacHOCTU MHPOPMaLMOHHbBIX TEXHOMNOrMN. YacTb 2. PyHKUMOHaNbHbIE
KOMMOHeHTbI 6e30nacHOCTM)

U3paHue ochmumansHoe
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ISO/IEC 15408-3, Information technology — Security techniques — Evaluation criteria for IT security —
Part 3: Security assurance components (MIHpbopMaunoHHble TexHonornn. MeTtoabl u cpefcTea obecrnevyeHus
©esonacHocTn. Kputepum oueHkn 6e3onacHOCT! MHAOPMALVOHHBIX TexHonornin. Yacte 3. KOMNOHEHTbI Ao-
Bepus kK 6e3onacHoCTn)

ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security evaluation
(MHbopmaumoHHble TexHonormn. Metogbl 1 cpeacTBa obecneveHus Ge3onacHocT. MeTogonorus OLEeHKM
6e30nacHOCTM MHPOPMALIMOHHBIX TEXHOIOMIA)

3 TepMuHbI U onpeaeneHus

B HacToqwem ctaHgapTte npumeHeHbl TepMuHbl no ISO/IEC 15408 n ISO/IEC 18045, a Takke cneayto-
LLME TEPMMUHbI C COOTBETCTBYIOLLMMMW ONpeaeneHUsMu:

3.1 cBOoMCcTBO 6e3onacHocTu (security property): CBONCTBO CMCTEMbI UM NPUNOXKEHNS, KOTOPOE UMEET
peluatollee 3HadeHe Ans OOCTMXeHUs uenen 6e3onacHOCTU, onpedeneHHbIX Ans CUCTEMbl UMK NpUoxe-
HUS.

3.2 aTpubyT 6e3onacHocTu (security relevant attribute): ATpnbyT, HasHa4yeHHbIN O0BbLEKTY, CyObLeKTY
U1 Nonb3oBaTeN CUCTEMbI UMK NPUNOXEHNS, KOTOPbIA UCMONb3yeTcs Ana obecneyeHns cobnogeHus no-
nNTKN 6Ge30NacHOCTML.

3.3 npuBunerus (privilege): KoHkpeTHbIN aTpmnbyT 6e3onacHoCcT ansa cybbekta unu nonb3oBarens, Ko-
TOPbIA MO3BOMSET STOMY MOSb30BATENIO MM CyObLEKTY BbINOMHATL CreumanbHble OEeNCTBUS, CBsI3aHHbIE C
aTuM atpubytom Be3onacHoCcTu.

3.4 cnyx6a npo3payHoro wudpoBaHus (transparent encryption service): Ycnyra, npegocraengemas
cucTemon, kotopasi Nnbo Bceraa BkNtoYeHa, MMbo MOXeET ObITb BKIOYEHA afAMUHUCTPATOPOM, aBTOMATUYECKN
3alMdpOoBbIBaOLLas U AeluMdpOBbIBaOLWLAs OaHHbIE B MOCTOSIHHOM XpaHUIULLE WM B KaHamax cBs3u, O
KOTOPOWN Monb30BaTeNb, XpPaHALWNA NN NepefaroLlnin AaHHbIe, HEe 3HAET, YTO AaHHada cnyxba wudpoBaHus
paboTaer.

MpumevyaHne — MNpumepamum 9BNSOTCA CNyXObl aBTOMAaTNYECKOrO WNEPOBAHUS OUCKOB (Hanpumep, camo-
LWndopytoLmMecs QNUCKN) UnNn TYHHENMPOBaHME KaHarna CBsI3W Yepes NMHUI0 CBA3WN, 3almieHHbIn IPSec nnm TLS.

4 MpUHUUNBbI NOCTPOEHUSI APXUTEKTYpPbl 6e30NacHbIX NPOAYKTOB,
CUCTEM U1 NPUNOXKEHUN

4.1 O6Lwme nonoxeHus

CospgaHue 6e3onacHoOro npogykTa, CUCTEMbl UNN NPUNOXEHNSA TpebyeT He TOMNbKO peanusauun QyHKLW-
OHarnbHbIX TPeBOBaHWIA, HO N aPXUTEKTYPbI, KOTOpPas NO3BONAET APMEKTUBHO OCYLLECTBMATL ONpeaeneHHble
cBovicTBa 6e30NacHOCT, KOTOpbIe NPOAYKT, CUCTEMA UMW NPUNOXKEHNE OOMKHbI obecneynsaTtb. CNOocoBHOCTb
NPOTUBOCTOSATL aTakaM, C KOTOPbIMU MPOAYKT, CUCTEMAa UMK MPUIOXKEHWE MOTYT CTONKHYTLCSA B npegnonara-
eMoln onepaLuoHHON cpede, BO MHOrOM 3aBUCUT OT apXUTEKTYpbl, KOTopas BriokMpyeTt aTn atakm unu, ecnu
OHW He MOryT BbITb 3aBNOKMPOBaHbI, NO3BONSET OOHAPYXMBATbL Takne atakn n/Mnv MMHUMU3NpPoBaThb ywepo,
NpUYMHAEMbIA TakuMu atakamu. CTpyKTypupoBaHMe NPOAYKTa, CUCTEMbl UMW NPUNOXEHUSA B BblOENEHHbIe
OOMEHbI, KOTOpble M30NMPOBaHbI APYr OT Apyra n MoryT obMeHuBaTbCs aHHBIMU TOMbKO C UCMONb30BaHUEM
YeTKO onpedeneHHbIX KaHanoB CBA3W, rAe MOryT MPUMEHSTLCS onpedeneHHble nonuTukn 6esonacHocTn, —
3TO N €CTb OBLWNIA apXUTEKTYPHBIN MPUHLMM, KOTOPbIA A0IMKEH OblTb NpuMeHeH. CTpyKTypa apXMTekTypsbl, UC-
nonb3yoLwas Taknme JOMeHbl, A0IMKHa ObITh TLaTenbHO NnofobpaHa, 4Tobbl 0becnednTs cObNoaEHNE CBOMCTB
n TpeboBaHMIn Ge30MacHOCTU, a TaKkke CoaencTBOBaTb peanusaumm TpeboBaHUn, He CBA3aHHbIX ¢ 6esonac-
HOCTbI0. Takas CTPyKTypa Takke He AOIMKHA Bbl3bIBaTb HEAOMYCTUMOIO CHUXEHMWS BbICTPOAENCTBUSA NPOAYKTa,
CUCTEMbI UNK NpUnoxeHus. MNMouck npaBunbHOro banaHca B CTPYKTYpe apXMTEKTypbl, kKoTopas obecnevmsana
Obl BbINONHEHWE BCex TpeboBaHWM K NPOAYKTY, CUCTEME UIN NPUMOXKEHNIO, ABMSETCS OCHOBHBLIM NPegMETOM
06CyXOAEHUSA apXUTEKTYPHbIX NPUHLMMNOB, U3MOXEHHbBIX B 3TOM pasgere, KOTopble MOryT MCMOoNb30BaTbCs CO-
BMECTHO C COOTBETCTBYHOLLMMW MPUHLIMNAMWN MPOEKTUPOBAHMS.

CyuiecTByeT HECKONMbKO PyHAaMeHTarnbHbIX NPUHLMNOB 6e3onacHoCTH, KoTopble Heobxogumo cobrto-
AaTb HE3aBUCUMO OT NPUHLMMNOB NOCTPOEHUS apXUTEKTYPbI NN NPOeKTUpoBaHUs. OHM N3BECTHbI yXKe AaBHO
1 BnepBble ObINy 3a00KyMEHTUPOBaHbI B MICCNEA0BaHUN, NPoBeAeHHOM No nopyyexuto MNMpasutensctea CLUA
B 1972 rogy [1]. PyHOaMeHTanbHbIE NPUHLIMNGI
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- peanu3aumst PYyHKUMIN 6e30NacHOCTM JOIMKHA OblTb TakoMW, YTOObI 3TM OYHKUMM HEBO3MOXHO ObINO
06OVTY NN NOOMEHNTb HEHAAEXHbIM KOOOM;

- (pyHKUMM BE30NacHOCTM OOMKHbI ObITh BbI3BaHbl KaXAbIA pa3, korga Heobxogumo OCyLLEeCTBUTL Bbl-
MorHeHve NonMTuKM 6e3onacHoCTy;

- YacTb MPOAYKTa, CUCTEMbI UMK MPUIOXKEHWS, peanuayowas QyHKUMM 6e30nacHOCTU, JOMKHA ObiTb
JOCTaTodHO Mana, 4YTobbl ee MOXHO ObINo NpoaHanM3vMpoBaTh HAa KOPPEKTHOCTb U BO3MOXHbIe MOBOYHbIE
ahbdeKTbI, KPUTUYHBIE ANA 6e30NacHOCTU.

B 6onee no3gHux oTyeTax [2] YacTn NpPoAyKTa, KOTOPbIE OOMKHbI ObITb JOBEPEHHBIMU A1 BbINONTHEHUS
nonmTnk 6e30MacHOCT U KOTOPbIE YAOBNETBOPSAOT BbILLEONUCAHHBLIM MPUHLMNaM 6e30nacHOCTU, Ha3biBakoT
«OOBEPEHHON BbluMCTIMTENBHON Gason» unu [B6.

Psi4 npyMHUMNOB NPOEKTUPOBaHKMS, YTOMSIHYTbIX B 3TOM cneundurkauum, yxxe obin BBegeH B [3] B 1974 .

B HacTosiwee Bpems VT-NpoayKTbl U CUCTEMbI 3HAYUTENBHO YCMOXHUIIUCL U TeMepb 4acTo pacnpo-
CTPaHSOTCS, Mornarasicb Ha BHELIHUX NPOBaWAEpoOB YCMYr, 1 OXBaTbIBalOT Gofee LWMPOKUIN CNekTp OYHKLMNA
B6esonacHocTn. 310 TpebyeT Gonee CroXHbIX aPXUTEKTYP U KOHCTPYKLIMIA, M HACTOSALWLMI CTaHg4apT npegocTas-
nsieT onMcaHne NPUHLMNOB NMOCTPOEHUS apXMTEKTYPbl U MPOEKTUPOBAHMS C COOTBETCTBYHOLLMMMK acrnekTamu
BesonacHocTu.

4.2 PasgeneHune Ha JOMEHbI

4.2.1 O6wue nonoxeHus

PasgeneHnvne Ha OOMEHbl — 3TO MPUHLUMM MHKANCYNSALMN KOMINOHEHTOB, OaHHbLIX W/UNn NnporpamMmm B OT-
OernbHble 06bEKTbI, KOTOPLIMW MOXHO YNPaBnATb HE3ABMCKMMO, BKIOYas Ha3Ha4yeHne npae 1 Apyrux atpuoy-
TOB 6€30MacHOCTU KaxxgoMy AoMeHy. Mexay JoMeHaMu MoryT ObiTb OnpeaeneHbl KaHanbl CBs3u, peannso-
BaHHble TakMM 0Opa3oM, YTOObl KOHTPONMPOBaThL B3aMMOLEWCTBUE MEXOy AOMEHaMW, a Takke Mo3BOMNATb
OOMEHY, Mony4atoLemMy 3anpoc U3 Apyroro JOMeHa Nno KaHany CBs3v, MAEHTUOULMPOBATL 3anpalunBatoLLnn
OOMEH 1 COOTBETCTBYHLLE pearMpoBaTh Ha MNOMy4YEHHbIN 3anpoc.

Mommmo 6e3onacHOCTU, MOTYT CyLLECTBOBATb Pas3fUYHbIE MPUYMHBI NS CTPYKTYPUPOBAHUS CUCTEMBI,
NPUNoXeHns 1 T. 4. HacTtoawmi ctaHgapT paccmaTpuBaeT TOMbKO MPUYMHBI CTPYKTYPUPOBAHUS, CBA3aHHbIE
¢ 6e3onacHoCTbIo.

C TOYKM 3peHus 6e30nNacHOCTM pa3geneHne NPoayKTa, CUCTEMbI UITU MPUINOXKEHUS Ha OTAENbHbIE JOMe-
Hbl MOXET ObITb 3hheKTUBHBIM METOAOM ANs 06beanHeHNst PyHKUMIA U 0OBEKTOB, TPEDbYOLLMX BbIENEHHOIO
Habopa npuBWMern, Npae AOCTyna, UK AN OTAENEHNst KPUTUYHBIX (PYHKLUNIA U OOBbEKTOB OT MEHEE KPUTUY-
HbiX. PasgeneHne JoMeHoB 0COBEHHO BaXKHO U NOME3HO, ECNN ONpeAeneHHble CBOMCTBa 6e30nacHoOCT! MOryT
ObITb COMOCTAaBMNEHbI C BblAENEHHBIMU AOMEHAMU, U JOKa3aTeNnbCTBO TOrO, YTO CUCTEMA UMW NPOAYKT YAOB-
NEeTBOPSIET 3TMM CBOMCTBAM, MOXET OblTb OFpaHU4YEHO NPOBEPKON 3TUX BbIAENEHHbIX JOMEHOB.

PasgeneHne JOMEHOB 4acTo CBA3aHO TakkKe C pacnpeaenieHHON CTPYKTYPO CUCTEMbI UITN NPUIIOXKEHUS,
Korga oTAenbHble JOMEHBI peanun3oBaHbl B PU3NYECKM pa3geneHHblX YacTax NpoaykTa u obMeHnBaroTCs AaH-
HbIMW Yepe3 CeTeBble CoeaunHEeHus. B Taknx apxmuTekTypax OgvMH OOMEH MOXET peanv30BbiBaTb HEKOTOPLIN
obLLKMIA cepBUC, KOTOPBIN UCMONb3YETCA Cpady HEeCKONMbKMMU cucteMamu. MNpumepamm cnyx6 6esonacHocTw,
npegocTaBnsAeMbiX TakuM 06pa3oMm, ABNATCA CryXObl KaTanoros, ClyX0Obl LEHTPanNM30BaHHOW ayTeHTUdU-
Kaumu, crybbl ynpaeneHus ceptucpmkataMmm unm cnyxobl LEHTPanM30BaHHOIO YNpPaBneHNs 4OCTYNOM.

4.2.2 TpuHUUnbI onpeaeneHusi CTPYKTYp AOMEHOB

Mpu pasgeneHun NPUNOXEHUS UNN CUCTEMbI Ha OTAENbHbIE JOMEHbI CreQyeT y4uTbiBaTb HE TOMbKO
coobpaxeHus 6esonacHocT. B HacToswem cTaHgapTe NepevvcreHbl TONbKO MPUYMHbI, CBA3aHHbIE C 6e3-
OMacHOCTbIO, KOTOPbIE CriedyeT yYnTbiBaTh NpU onpeaeneHnn JOMEHHOW CTPYKTYpPbI.

MepBonpuynHa Ans onpegeneHns JOMEHOB C TOYKM 3peHns 6e30NacHOCTM 3akm4aeTcst B TOM, YTOObI
OTAENUTb KOMMOHEHTBI NMPUMOXEHUS MU CUCTEMbI C 0BLLMMM aTpubyTamy 6e30nacHOCTM, TakKUMK Kak npa-
Ba, AOCTyM K channam u T. 4., OT OPYrMX KOMIMOHEHTOB C pasnu4yHbIMK atpubytamm 6esonacHocTu. Xopoluas
CTPYKTypa MO3BOMSIET KaXXAOMY AOMEHY paboTaTb ¢ MUHMMarbHbIM HAabopom npaB, HEOOXOAUMbBIM ANS Bbl-
norHeHns ceoen 3agayn. Kpome Toro, n3onupoBaHne JOMEHOB C YETKO OonpedeneHHbIMU 1 yrpaBnsaeMbiMm
nHTEpencamm n cBA3IMMU MEXAY HUMU NO3BONSAET Nerko obHapyxmBaTb OLIMOKK, OrpaHMYMBaThb UX pacnpo-
CTpaHeHWe 1 peanu3oBbIiBaTb CTpaTErnto rmyookor 3awmuTel. [JoMmeHbl AOMMKHbI ObITb OTAENEHbI APYr OT Apyra,
4YTOObI B3aMMHOE BNUSHUE MEXOy AOMeHaMu ObINo orpaHnYeHo 1 ynpaengemo. Metog, ncnonb3dyemblin Ans
N30NMpPOBaHKs, 3aBUCUT OT onepauuoHHon cpefbl. OTaenbHble JOMEHbLI MOTYT ObITb peann3oBaHbl B pasnmy-
HbIX PU3NYECKMX CUCTEMAX, CBSI3AHHbLIX MeXJy CODOWM HEKOTOPOW CETbI, OHU MOTYT ObiTb peanu3oBaHbl pas-
NMYHBIMX BMPTYarnbHbIMM MalLMHAMW, KOTOpble OOMEHUBAKOTCA AaHHBIMWU Yepe3 MeXaHW3Mbl, MpesocTaBns-
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emMble 6a30BbIM MMNEPBM3OPOM, UM OHU MOTYT ObITb peann3oBaHbl Kak OTAeNbHbIE NPOoLEeCChl, paboTatowme
B OfepaunoHHOM cucteme. B aTux cnyyasx mexaHu3m pasgerneHusi obecnednBaeTcs annapaTHOW YacTblo,
rMNepBM30OPOM MITN OMEepPaLMOHHON CUCTEMOW. B ocTanbHbIX Cryvasx NpuIioXeHue unm cucreMa MoryT camo-
CTOSATENBHO peann3oBaTtb YPOBEHb, KOTOPbIV MPeACTaBnseT oOLWnn MexaHn3m pasgeneHuns (4acto ¢ UCMOoMb-
30BaHMEM BCMOMOraTesfibHbIX (DYHKLMIA OCHOBHbIX annapaTHbIX CPEeACTB UMK MPOrpaMMHOro obecnedeHus).

YacTo xopoLuen cTpaterven SBnseTcs HageneHne JOMEHOB, NOABEPXKEHHbIX atake, MMHUMAaIbHbIM Ha-
B6opom npae, HeobxognMmbIx 4N nx padoTel. [JoBepue K TakMM AOMEHaM CO CTOPOHbI APYrMX AOMEHOB TaKKe
OOMKHO OblTb OrpaHUYeHo, YTo TpebyeT OT OPYrMX AOMEHOB BbINOMHEHWS OOMOMHUTENBHBIX NPOBEPOK AaH-
HbIX, KOTOPbIE OHM MOMYyYatloT OT TaKMX AOMEHOB C Honee HU3KMM YPOBHEM LOBEPUSI.

4.2.3 MpuHUUNbI NOCTPOEHUA B3aUMOAENCTBUA MeXay JOMeHaMU

MexgoMeHHble CBSA3M TpebyroTcst AN Toro, YTobbl OTAENbHble JOMEHbI MOIMMM B3aVMOL4ENCTBOBATD.
MockonbKy AOMEHbI MMEKT pa3Hble Npasa 1 MoryT ObiTb MOABEPXKEHbI PasfMYHbIM atakam, 06MeH AaHHbIMM
Mexay oTaenbHbIMU JOMEHaMU LOIPKEH KOHTPONMPOBATLCS MOMUTUKON, KOTOpas yYUTbIBAET Yrpo3bl, CBS3aH-
Hbl€ C Pa3nNMYnsaMY B NPUBUNEMMSX U MOKPLITUSAX aTak. Takum obpa3oM, Takasd NonMTUKa OOIMKHa onpeaensTh:

- KaK ogVH OOMEH MOXET A0BEPATb OPYrOMY OOMEHY;

- KaK OVH JOMEH MOXET NMPUHUMAaTb AaHHble, MONyYeHHbIE U3 APYroro JOMeHa (Hanpumep, ecnv aTpu-
OyTam OaHHbIX MOXHO OOBEPATb, €CNN AaHHble ObiNyM NpOaHanM3vMpoBaHbl Ha MPEeAMET MX CUHTaKcmuca U
CTPYKTYpbI, ECNN AaHHbIM obecneyeHa KOHUAEHLMANbHOCTb);

- Kakue npoBepky 6e30nacHOCTM HEOOXOANMO BbINOMHUTD;

- Korga MpUHMMaTh UIN OTKIOHSITb NOMYyYeHHbIE AaHHbIE.

4.2.4 TonuTtukn 6e30nacHOCTU, KOTOPbIe MOTYT ObITb peanM3oBaHbl C MOMOLLbIO pa3ferneHus o-
MEHOB

PasgeneHne OMEHOB MOXHO UCMOMNb30BaTh B KAYECTBE OCHOBbI AMNsi ONpedeneHns nonMTuk nHpopma-
LIMOHHbIX NMOTOKOB MITN NOMNMUTUK pabo4mx NpoLeccoB nyTeM onpeaeneHuns cnocoba B3aMMogencTems JOMEHOB
apyr ¢ gpyrom. IonuTukm MoryT 6bITb onpeaeneHbl Ha OCHOBE MAEHTUUKALMM JOMEHOB U nx atpubyTos,
TakMx Kak npvsunerun. Kpome Toro, ypoBeHb 40BEpPUS K OTAEMbHBIM JOMEHAM MOXET MCMONb30BaThCA A4
obecnevyeHns cobniogeHns NONNTUKN.

4.2.5 NMpumepbl

4.2.5.1 CTpyKTypupOBaHNE CETU Ha JOMEHbI

Cetn moryT BbITb pa3gerneHbl Ha JOMEHbI (CErMEHTbI), A€ CBA3b MeXAy pasnuMyHbIMU JOMEHaMu pery-
nVpyeTcs W3aMu, TakKMMM Kak MapLIpyTM3aTopbl C OYHKLMAMN MEXCETEBOIO 3KpaHa unm bornee CrnoXxHbIMy
yCTpOIiCTBaMM C punbTpaLmeit Ha YpoBHe NPUNOXeHWit. MapLupyTuaaums, a Takke Takue metoasbl, kak VPN
nrm VLAN2), moryT ncnonb3oBaThbcs Anst onpeaenenns cnocoboB CBA3M Mex/y AOMEHaMu, B TO BpeMs Kak
MEXCETEBbIE 3KPaHbl W LUMO3bl KOHTPOSIMPYIOT MPOTOKOM MU KOHTEHT. [onUTUKM ynpasneHmst MHopMaLoH-
HbIMW NMOTOKaMMW, OCHOBaHHbIE HA METKaxX AaHHbIX, Takke MOryT b6biTb 3(pdEKTUBHO peanv3oBaHbl NyTeEM pas-
OeneHns JOMEHOB, Koraa obpasubl «40BEPEHHbIX LUM030BY YNPaBAsoT MHTEpgencaMmm Mexay pasnmyHbIMU
OOMEeHaMM «C OOHOW METKOM» M rapaHTUPYHOT, YTO AaHHble NepeaaroTcs B AJOMEH TONMbKO Torga, Korga Metka
COOTBETCTBYET METKE AOMEHA.

4.2.5.2 PasgeneHune npunoxeHnsa no JoMeHam

Mopo6HOo ceTaAM OTAENbHbIE MPUIOXKEHMS TaKKe MOTYT ObITb pa3aeneHbl Ha AOMEHbI, KOTOpble B JAHHOM
crny4yae npencTaBnsAloT coOoN pasnmyHbie NPoLecchl. TN NPOLECCHl MOTYT ObiTb BHYTPU OOHOW (DU3NYECKON
cucTembl NMBO pacnpeneneHbl MO HECKOMNBKNM cMcTemMam B ceTu. B ogHol cucteme npouecchl 06blYHO pas-
OensaiTcs onepaunoHHON CUCTEMOI NN TMNEPBU3OPOM, KOTOPbIE Takke 0b6ecneunBaroT BO3MOXHOCTb onpe-
OEneHns 1 NCnornb30BaHUsA CnocoboB CBA3M Mexay STUMU MpoLeccamu.

4.2.5.3 CTpyKTypupOBaHNe AaHHbIX B JOMEHbI

Ha gomeHbl MoryT 6bITb pa3geneHbl Takke JaHHbIE B 3aBUCUMOCTM OT BaXKHOCTW AaHHbIX U TpeboBaHui
K nx 3awmrte. Kputnyeckme gaHHble 3aTeM MOryT ObiTb MOMELLEHbI B JOMEH C BbICOKUM YPOBHEM 3aLLuUThl,
Hanpumep B TOT, K KOTOPOMY MOTYT MOSyYUTb AOCTYN TOMBbKO MPOLECCHI C BbICOKMMMW NMPUBUMErMSIMU, UMK TOT,
KOTOpbIN BKMOYaEeT pe3epBUpOBaHMe, YTOObI n3bexatb notepy AaHHbIX. [pyro MeTod CTPYKTYpUpOBaHUS
OaHHbIX B pa3nnyHbiX JOMEHax — 3awndpoBaTe AaHHbIE B KaXXAOM JOMEHE C UCMONb30BaHNEM Pa3HbIX KIto-
yel wndpoaHus. ToT, KTO XOYET NONY4YUTb AOCTYN K MHAOPMaLMK, OMKEH MMETb AOCTYN K K4y JOMEHa
ansa pacwmndpoBku. [JomeHbl Ans JaHHBIX MOTYT ObITb peanv3oBaHbl C MOMOLLbH pasnmyHbIX aninoB (KOTo-

1) VPN — Virtual Private Network (supmyarnsHas yacmasi cems).
2) VLAN — Virtual Local Area Network (supmyanbHas nokansHas cems).
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pble NO3BONAT UCMONb30BaTh Pa3NnyHbIe aTpubyThbl ynpaBneHns 4OCTYNOM), Pa3nMYHbIX JUCKOB C Pa3HbiMM
CBOWCTBaMU HaAEXHOCTU/LIENIOCTHOCTM (Hanpumep, yposHsimm RAID) nnu ucnons3oeate CYB[!) B kauecTse
XpaHunuiia faHHbIX, obecrnevmBaroLero JONONMHUTENBHY 6e30nNacHOCTb, Takyl Kak, Hanpumep, 6e3onac-
HOCTb TPaH3aKUUi.

4.2.6 3ame4yaHMA NO OLeHKe acneKToB 6e30nacHOCTH

B Bonpocax oLeHKkn acnekTamu, KoTopble He0BX0ANMO PacCMOTPETh B MEPBYHO OYepeb, SABMASIOTCS Me-
XaHU3Mbl, UCMOMb3yeMble A1 pasfgeneHns JOMEHOB, U MeXaHU3Mbl, UCMONb3yemMble Ansl CBA3M Mexay AO-
MeHaMMu.

Mpu oueHke acnekToB 6e30nMacHOCTM pa3geneHns JOMEHOB OCODEHHO BaXKHbI MeXaHu3mbl, obecneyn-
BalLLMe pasgeneHne JOMEHOB, CTENeHb U30NSALUMU JOMEHOB ApYr OT Apyra, ynpaBneHue AoMeHamu (ecrnm
MCnonb3yeTcs), Takue Kak co3gaHve, yganeHve AOMEHOB UM U3MEHeHWe npuBuneruin goMmeHoB. Cnegyet
paccMOTpeThb CriedytoLLme acnekTbl:

- BO3MOXHOCTN MEXaHU3MOB pa3ferneHuns, KoTopble N30NNPYT AOMEHbI APYr OT Apyra Takum obpasom,
YTO €4MHCTBEHHBIN CMNOCO0, KOTOPbLIM AOMEHbBI MOTYT BNWUATL APYT Ha Apyra, — 3TO Yepes 3agaHHble MeXaHn3-
Mbl CBS3M;

- ABMNSATCA MM AOMEHbI U UX MPUBUMENMN CTaTUYECKUMU U AMHamMudecknumn. Ecnu oHn aensoTcs
OVHaMm4eckumm, Heobxoaumo co3gaTtb U OLEHUTb Bornee CNoXHY MoAernb, MOKa3blBaLLYH, YTO CBOWCTBA
6e30nacHOCTM CUCTEMBI HE MOTYT ObITh HApyLUEHbI AOMYCTUMOWN ANHAMUKOW.

4.3 MHoroypoBHeBas apxuTeKkTypa

4.3.1 O6wue nonoxeHus

MHoroypoBHeBasi apxuTekTypa — 3T0O Mepapxmyeckasi apxmTekTypa, B KOTOPOM OYHKLIMM OQHOMO YPOBHS
NCMNOMnb3yT YHKLMN ApYroro, 6omnee HU3KOro, YpoBHSA U NPeLOCTaBnsoT OYHKLMM, KOTOPbIE MCMOSb3YHTCS
Ha criegytowleM, 6onee BbICOKOM, ypOBHe nepapxum. O6bIMHO B MHOFOYPOBHEBOW apXUTEKTYPE CaMbIi HUX-
HWIA YPOBEHb NPEAOCTABMSET O4EHb NPOCThIE 6a30Bble PYHKLIMM, KOTOPbIE 3aTEM MCMOSb3YHOTCS CNEayoLLNM,
bonee BbLICOKMM, YPOBHEM 111 peanu3auun 6onee CnoXHbIX OYHKLMI, 3aTeM MCMONb3YHTCS CReayoLwmum
YpOBHEM 1151 obecnedeHuns elle 6onee CroxHbIX PyHKUUA 1 T. 4. Kaxabin ypoBeHb abcTparmpyetcs ot dyHK-
U 6ornee HN3KNX YPOBHEW, MO3BONMAS MCMNOMb30BaTb 3T (DYHKLMM HUKHUX YPOBHEN TOMNBKO TEM (DYHKLIMAM,
KOTOpble OH NpefoCcTaBnser. ATO NO3BOMAET KAXKOOMY YPOBHIO Takke peannsoBaTb CBOK COOCTBEHHYO Nonu-
TMKy 6e30nacHOCTM — MpK YCIIOBMM, YTO MHOIOYPOBHEBAsA apXUTEKTypa peanu3oBaHa Takum o6pasom, 4To He
MO3BOJISIET YPOBHIO 00X0ANTb PYHKLMM NPeablayLLEero HUKHEro YPOBHS U HanpsiMyto MCNomb30BaTb OYHKLMM,
npenocTaBfieHHble ABYMS YPOBHAMMN HUXKE.

MHoroypoBHeBasi apxuTekTypa LUMPOKO MCMOMb3YHTCs Npu pa3paboTke ceTeBbiX MPOTOKOMOB, a Takke
npu pa3paboTke NpunoXxeHun. Ho oHa He yyacTByeT HEMOCPEACTBEHHO B obecrneveHun 6e3onacHoOCTU, Noa-
aepxuBas ygobCcTBO akchnyaTaumMm U mMaclitabvpyemocTb, SBMSALWMECH acnekTamu, NogaepXvBarowumm
6Ge3onacHoCTb 1 fJoBepUe.

4.3.2 NpuHuMNbI onpeaeneHusi ypoBHen

C TOYKM 3peHnss 6e3onacHOCTU YPOBHM NPEAOCTaBAST MEXaHN3M, MO3BONSALLMNIA pacnpenensite yHK-
uumM 6e30nNacHOCTM MO pasHbIM YPOBHSIM, B 3aBUCUMOCTM OT OCHOBHbIX CBOMCTB OYyHKLUA 1 OOBLEKTOB, Npe-
OOCTaBnsieMbIX KaXObIM YPOBHEM, M 3aWwuLLaTh OYHKUMMW, peann3oBaHHbIE Ha nepapxnyeckn bonee HU3KMX
YPOBHSIX, OT BMeLUaTenbCcTBa unm obxoda yHKUMAMN, peann3oBaHHbIMU Ha nepapxnyeckn 6onee BbICOKMX
YPOBHSIX.

[nsa Toro 4To6bl 3aWMTUTE Mepapxmuyeckn bonee HU3KMEe YPOBHM, KaxKabIi YPOBEHb (Mnn Habop cmex-
HbIX YPOBHEW) MOXET ObITb peann3oBaH kak CBOM COOCTBEHHbIN JOMEH C nepapxm4eckn bonee HU3KUMKN ypoB-
HAMUW, UMeoLLMI BonbLue NpUBUIErMin, Yem Gornee BbICOKNE YPOBHMU.

4.3.3 NpuHuMnbl paboTbl UHTEpthencoB, NpeaocTaBnAeMbiX YpOBHEM

YpoBeHb 00bIYHO peanuayeT cnyx0bl 6onee BbICOKOro ypOBHSI, UCNOMNb3yst PyHKUUM npeabigyLiero, 60-
fiee HU3KOro, YPOBHSA. OTO 03HAYAET, YTO BCE OCHOBHbIE CBOMCTBA, HEOOXOAUMbIE ANl peanu3aummn QyHKLmW-
OHarnbHOCTW YPOBHS, MOryT ObiTb MOCTPOEHBI C MCMOMNBb30BAHNEM UHTEP(ENCOB, NPEAOCTABNSAEMbIX NPeabl-
aywmm, 6onee HU3KUM, YPOBHEM. B HEKOTOPbLIX Cry4vasix CIoK MOXET ObiTb pa3peLleH SOCTYN He TOMbKO K
yHKLMAM NpeablgyLero, 6onee HM3KOro, YPOBHS, HO TakkKe U K (DYHKLMSM YPOBHS HIDKE, YeM NpeabiayLLUmi.

) cyBa — cucmema ynpaeneHusi basamu 0aHHbIX.
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4.3.4 MonuTukn 6e30nacHOCTU, KOTOPble MOTYT ObITb peariM3oBaHbl C NOMOLLLI MHOFOypOBHE-
BOW apXUTEKTYpbl

MHOroypoBHEBOCTb HE SABMNSAETCH OCHOBHbIM apXMTEKTYPHbBIM MPUHLMIMIOM, CBA3AHHBIM C KOHKPETHBIMM
nonmTnkamm 6e3onacHoCTn, HO ee MOXHO 3P PEKTUBHO NCNOMNb30BaTh 4118 peanunsaunmn QyHKLMIN 6e3onacHo-
CTM Ha ypOBHe, AOCTYMHOM Gonee BbICOKUM YPOBHAM. Cry0Obl NPO3payHOro LWMdpoBaH1s ABNATCA OOQHUM
13 NPMMEpPOB Takux cnyx6 6e3onacHoCTH, KOTopble MOTyT ObiTh peann3oBaHbl Ha YPOBHE. OTO AOBOMLHO pac-
NpOCTpPaHeHHOe ABMEeHNe Ansi PannoBbiX CUCTEM, a TakkKe AN KpunTorpaduyeckux npoTokosnos. Mogo6HbIM
0o6pa3om Ha BblAENEHHOM YPOBHE MOryT ObiTb peanuaoBaHbl Takke Aapyrme crnyxobbl 6e3onacHoCTH, KOTOpble
NoAAepXKunBatoT CyXbbl 06ecnevyeHns LenoCTHOCTU, KOHTPOIS AOCTyNa U N3BbITOYHOCTH.

4.3.5 Mpumepbl

4.3.5.1 MHoroypoBHeBasi apxXxuTekTypa ¢annoBon CUCTEMbI

Hanpumep, B MHOrOypoOBHEBOW peanu3aummn ¢annoBo CUCTEMbl CaMbll HXHUA YPOBEHb MOXET npe-
OOCTaBnsATb OCTYN TOMBbKO K HEpa3MeYeHHbIM CEKTOpam AWCKa, U ero eAnHCTBEHHast pyHKUns 6esonacHocTu
MOXET 3aKknoyaTbCcs B 06ecne4eHnn LenoCcTHOCTU CEKTOPOB AMcka. BTopon ypoBeHb MOXET 3aTeM co3gaBaTtb
BMpPTYyarnbHbIE OUCKM HA OCHOBE YPOBHSI HEpa3MeYEeHHbIX CEKTOPOB AMCKA Y NPefoCTaBNATb AONOSHUTENbHbIE
dyHKL MM Be30nacHOCTU, Takmne Kak 6a3oBbIi KOHTPOMb AOCTYNa K 3TUM BUPTYyanbHbIM AMCKaM (HanpuMep, no-
3BOMASA Ha3Ha4vaTh UX pasgenam v NpurioXeH1sm), Unn axe peanuaoBbiBaTb PYHKLMOHANbHOCTb MOIHOIO
WndpoBaHMs AUCKa AN 3TUX BUPTYyarbHbIX AMCKOB UMW NyTEM peanu3aunmy yrnyylleHHbIX MexaHn3moB obe-
CreyeHns LenocTHOCTY.

TpeTuin ypoBeHb MOXET 3aTeM peanusoBaTb hanfoBy0 CUCTEMY Ha TEX BUPTYarbHbIX AUCKaX, rae dan-
noBas cuctema obecrneynBaeT CrOXHY (PYHKLMOHANBHOCTb YNpaBneHns 4OCTYNoM (Hanpumep, Ha OCHOBe
cnucka KOHTPOMst AOCTYMNOM u/vnu opyrux atpubyToB 6e3onacHoCTM (hannoB) U BO3MOXHO LUIMGPOBaHME Ha
OCHoBe harnnos.

YeTBepTbIi YPOBEHb HA BEPLUMHE TaKOW (haifioBO CUCTEMbI MOXET ObITb peannsoBaH NpPUNoXeHNeM,
Korga AaHHble hainoB NPeaoCTaBnaTCS OTAENbHBIM NOMb30BaTENSAM NPUNOXEHNs NyTEM peanu3auum cob-
CTBEHHOIO KOHTPOrS AOCTyNa unun apyrmx yHKumuin 6€30nacHOCTM Ha OCHOBE OTAEMbHbIX 3anvcen B dhannax.

4.3.5.2 Kpuntorpadguyeckme gyHKLNn

KpunTorpadgumyeckme dyHKLUMM MOTyT BbiTb Takke peanu3oBaHbl MHOTOYPOBHEBbLIM 0Opa3om. B kaue-
CTBe NpuMepa MOXHO ONpeaennTb CrneayLwmne ypoBHU:

Ha caMbIX HXKHMX YPOBHSAX peanuaytoTcs OCHOBHbIE KpUnTorpaduyeckme NpyuMUTUBEI, Takne Kak anro-
PUTMbI LWIMPOBAHUS, X3LLU-anroOPUTMbl U FeHepaLuus Cry4anHbiX YACen.

Ha cnegyowem Gonee BbICOKOM YPOBHE 3TV (DYHKLMM MCMONb3YHOTCS ANst CO34aHNS U MPOBEPKM LMd-
POBOW MOANWUCKU, KOQOB ayTeHTUMUKaLMM COOOLLEHMI, reHepaumm Kroven, obmeHa Krovamu, yrnpasreHus
KMnoyamm U T. 4.

Cnepyownin ypoBeHb peanuayeT Takme PyHKUMM, Kak NpoBepka cepTudmkara, cosgaHne ceptudukara
N WndppoBaHmne KIHoden.

4.3.6 3ameyaHuA No oLeHke

MHoroypoBHeBasi apxMTekTypa MOXET OblTb UCMOMb30BaHa B npegenax 0gHOro JOBEPEHHOrO JOMeEHa
ONS CTPYKTYPUPOBaHUS PYHKLUA B 3TOM JOMEHE UMM €€ MOXHO MCMONb30BaTh A1 peanu3auum ypoBHEN Kak
CBOMX CODCTBEHHBIX JOMEHOB. B nepBoM criydae HeT HeoOXoaMMOCTH paccmaTpuBaTh Kakne-nmbo KOHKpeT-
Hble acnekTbl oueHKn. B cnyyae, korga ypoBHU peanun3oBaHbl Kak OTAeNbHbIE JOMEHbI, NMPU OLEHKe Heobxo-
anmo ybeamTbes, 4To cObNtoAeHbl NpaBuna pasgeneHns JOMEHOB, U, KPOMe TOro, YPOBHU KOPPEKTHO pacno-
NOXEeHbl OTHOCUTENBHO APYr Apyra. XOTs He 3anpeLleHo, YTobbl ypoBEHb MCNOMb30Ban MyHKLMN HE TOMNbKO
npegblayLLero, Ho 1 bonee rmyBboKNX ypoOBHEW, Takasd peanv3aunsi MOXeT No3BONUTb 000NTU hbyHKUMOHAMNb-
HOCTb 6e30MacHOCTM, peann3oBaHHy Ha ypoBHe. [Npu oueHke HeOOXoAMMO TLLATENbHO NPOoaHanM3MpoBaTb
TaKyto peanu3aunio apxXmTeKTyphbl, YToObl yoeauTbcs, 4To 06xo yHKLMI 6e30nacHOCTM B Takow peanvaaunm
HEBO3MOXEH.

4.4 Uukancynauus

4.4.1 O6wme nonoxeHus

WNHkancynsuust — 3To apXUTEKTYPHbIA NMPUHLIMIM, NPU KOTOPOM OOBEKTbI «MHKaNCyNUpyoTca» dyHKLK-
AMU, UCMOSMb3yeMbIMK ANS JOCTyna K 06bekTam, MaHWUMNyrnMpoBaHUS Unu ynpaeneHns umn. CoBOKYNHOCTb
TaknMX OYHKLUIA, KOTOpbIE MHKANCYNUPYOT 0OBbEKT, MOXHO paccMaTpuBaThb Kak areHTa, ynpaenstowero oob-
eKTOM.
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B Takon koHuenuuu pyHKUMK, KOTOPbIE UHKaNCynupyT 06bEKT, MOryT onpeaensaTe NnonMTuky 6esonac-
HoCcTM Anst o6bekTa. OHM MOryT onpefensaTb cnocod co3gaHus ak3emnnsipa oObekTa, NOTeHUManbHOro ns-
MEHeHUs aK3emnrsipa oobekTa (Hanpumep, ecrnm OObEeKT COCTOUT M3 AaHHbIX, U3MEHATb MECTO M cnocob
XpaHeHus OaHHbIX), @ Takke onpedenaTe NONUTUKY ynpaeneHus AoCcTynoM Ans obbekTa (koTopas Tpebyer,
4YTOObI PYHKLMSA MHKaNCynsuumn morna 6e3onacHo nony4aTb BCO MHopMaumio, HEOOXoanMYH AN NPUHATUS
peLleHns Ha OCHOBE MOMUTUKM 6e30MacHOCTU, HaNpUMep rapaHTUPOBaHHYH NAeHTUdMKaLno CpeacTBoM 40-
cTyna).

4.4.2 MNMpuHUMNbI peanu3auvu MHKancynauum

Korga uHkancynsaums ncnonb3dyetca ang obecneyeHnst 6e30MacHOCTU, areHThl, ynpaengawlwmne oobek-
TOM, MOFYyT TaKke peanun3oBblBaTb pasnuyHblie yHKUMM Ge3onacHoCTH, 3awmwiarolme oobekT. AT dyHK-
uum 6e3onacHOCTM MOTYT, Hanpumep, BKMYaTh B ceds ynpaBrneHne JOCTynoMm, ayauT 6e30nacHOCTH, 3auTy
LeNOCTHOCTM UMY Npo3padHoe WndpoBaHme.

AreHTbl, peanuayrowime yHKUMM 6e3onacHoCTy, HeobxoOUMO OTAENUTb OT HEQOBEPEHHbIX CYLLHOCTEN
W rapaHTMpOBaTh, YTO OHWN HE MOTYT ObITb B3MIOMaHbl UM NMPOUTHOPUPOBAHbI.

4.4.3 NonuTtnkm 6e30NacHOCTU, KOTOPbIe MOTYT ObITb pearnM3oBaHbl C MOMOLbIO MHKaNCynsauum

CywecTByeT psg dyHKUMI 6e30macHOCTH, KOTOpble MOTYT ObITb peanu3oBaHbl areHTamu, MHKancynvpy-
OLLMMM OOBEKT. K HUM OTHOCSITCA KOHTPOSb JOCTYNa K CaMOMy OOBbEKTY, KOHTPOIb TOr0, KOMY pa3peLUeHo UC-
nonb30BaTh onpeeneHHble PYyHKLUMK, paboTaloLLme ¢ 00bEeKTOM, KOHTPOIb YNpaBreHnsi 0ObEKTOM, KOHTPOIb
1 ynpaeneHue atpnbytammu 6e30macHOCT U NPUBUIIETMSIMU, KOTOPbIE areHT CBS3bIBAeT C 0ObLEKTOM, ayauT
NCNonb30BaHusA yHKUUA, obecnevyeHne LenoCcTHOCTU U AOCTYMHOCTU 06bekTa Unu WwnudpoBaHne cogepxu-
MOro 0ObekTa, KOrAa OH XPaHUTCH B KOHTEMHEpPax, HE MONTHOCTLI0 KOHTPOMMPYEMbIX areHTOM (HanpuMep, ecrnm
00bEKThI ABNSAKTCA 3anNMCsMU, XpaHswmMmncs B channe).

4.4.4 MNMpumepbl

B cpene UNIX mexanuam setuid!) nossonsieT acdhdpekTBHO peannaoBaTh UHKancynsumio. Bmecto npeao-
CTaBreHusi NoNb3oBaTernto 4OCTyna, HanpumMep K anny KoHduUrypauum, KOTopbi COAEPXKUT HECKONbKO napa-
METPOB KOHGUIypaLmmn, MOXHO pa3paboTtatb Habop nporpamm, Kaxaas U3 KOTopbix OTBEYAET 3a ynpasrneHne
TONbKO OOHMM M3 3TMX NapameTpoB. Kaxagas M3 aTux nporpaMm 3aTem nonyyaeT Habop atpubyTtoB setuid, B
KOTOPOM Mpu BbI30BE MAeHTUMKaTopa nonb3oBaTensi Nepekno4aeTcs Ha TOT, KOTOpbIN NPeaoCcTaBnseT 4o-
CTYyN ANd YTeHWst 1 3anvcu B pain KoHurypauun. Ecnu HeT gpyrnx nonb3oBaTtenem, MMeLWmux NpaBo AOCTY-
na Kk dpanny, AocTyn k danny KoHdurypaumm (4ns nonb3oBaTernen, He ABMSIOLNXCA Cyneprnonb3oBaTensmm)
OCYLLECTBISETCA TOMbKO Yepes pa3nunyHblie nporpaMmmel setuid. Habop nporpamm setuid moxHo paccmatpu-
BaTb B KA4YE€CTBE areHTOB, MHKaMNCynupyoLwmnx ann KoHhurypauum.

Camu nporpammbl setuid Takke MOryT ynpaBnsTe JOCTYNOM K OTAEMNbHOMY NapaMeTpy KOHurypauuu,
KOHTPONMMPOBaTb 3Ha4YEHUSA 3TMX NApaMeTpPOB, KOHTPONMUPOBATb UX U3MEHEHWS, BECTU NUCTOPUID N3MEHEHWI
C Lernbio BOCCTAHOBIEHMS 3Ha4YeHWI, obecneynBaTb COBMECTUMOCTb C OPYTMMW NapamMeTpamMun, XpaHuTb na-
pameTp TomnbKO B 3aluncpoBaHHOM BuZe u T. 4. Kpome Toro, ata doopma MHKancynsumyM no3eonseT generu-
poBaTb onpeaerneHHy paboTy N0 agMUHUCTPUPOBAHNIO 6€30NacHOCTU 1 YCTaHaBNMBaTb KOHKPETHbIE aaMu-
HUCTPaTMBHbIE PONK, FAe Kaxaas posib MMeeT AOCTYM TONbKO K Heobxogumomy Habopy aaMUHUCTPATUBHBIX
GYHKLMNA.

4.4.5 3ame4yaHus no oueHke 3P peKTMBHOCTU MHKaNCYNALUn

OueHka 3 hEKTUBHOCTI MHKAMNCYNSALMN TPEOYET OT OLEHLLMKA PAaCCMOTPEHUS CREAYOLUX acnekToB:

- 3aBepLUeHa N MHKancynsaumst UnM ecTb NN acnekTbl MHKaMNCynuMpoBaHHOro obbekTa, 4OCTyNHble 6e3
NCMNOMb30BaHUsA IBHO 3adaHHbIX PyHKUNIA;

- MOXET NI MEXaHU3M, peanuaylLmnin camy UHKancynaumo, 6uiTb hanbcndrumpoBat;

- MOXET M MHKancynaums obiTb MogndmumpoBaHa HECaHKLMOHUPOBaHHBIMK CYLLIHOCTAMU (BKIOYast
aTpubyTbl 6€30NMacHOCTM, CBSI3aHHbIE C MHKaNCynsaumen).

4.5 Pe3epBupoBaHue

4.5.1 O6wwme nonoxeHus

PesepBupoBaHne — 3TO apXUTEKTYPHbIA MPUHLIMM, KOTOPLIA NO3BONSET BOCCTAHaBNMBATb Takue are-
MEHTbI, KaK AaHHble, DYHKLUUW, KaHamnbl CBA3M, YCTPOWCTBA U T. 4., Aaxe B criydae owwmnbok. Ecnu Tpebyetcsa
HenpepbiBHas paboTa gaxe B criydae owmnbok unm cboes, pe3epBMpOBaHNE YacTo UCTONb3yeTcs Arst aBToMa-

1) Setuid sensiemcsi gpriacom npas docmyna e onepayuoHHol cucmeme UNIX, komopeblli pa3pewarom rnonb3oeame-
JISIM 3arycKkamb UcronHsaemMble ¢halnbl ¢ npasamu eradenbya unu epynrbl UCMOoMHAeMoz0 ¢hadna.



NHdopmaumnoHHasa cuctema "TexHopmaTtum"

FOCT ISO/IEC TS 19249—2021

TMYECKOro BOCCTaHOBMEHMS. Pe3epBrpoBaHue Takke MOXET MCMONb30BaTbCSA A1 NMOBbILLEHWUS JOCTYMHOCTU
arnemMeHTa, 0COBEHHO eCnM 0XMAAETCH BbICOKash MHTEHCUBHOCTb €ro UCMOMb30BaHUS, 1 OH MOXET UCMONb30-
BaTbCS TONMbKO NOCNEAOBATENBHO UM MMEET OrpaHNyeHs MO NPOM3BOAUTENBHOCTH.

Ecnu pesepBupoBaHve ncnonb3yetca Ans obecnedeHns BOCCTaHOBMNEHMS paboTbl unm obecneveHus
HernpepbIBHOW paboTbl B Criydae oWMBOK Ui cOoeB, BaXXHO MMETb (DYHKLIMOHAbHbBIE BO3MOXHOCTU, CNOCO0-
Hble KaK MOXHO ObiCTpee 06HapyXmBaTb NoTEeHUMarnbHble OLWMOKN 1 cbor 1 onpenensiTb, KAKOW N3 ANEMEHTOB
BCe eLle paboTtaeT npaBunbHO. Kpome TOro, HemcnpaeHble 3MEMEHTbI A0MMKHbI ObiTb ObICTPO 3aMeHEHb! UK
OTPEMOHTMPOBaHbI AN obecneyeHnst OMKHOIO YPOBHSI pe3epBMpOBaHuUs. B npoTMBHOM crnyvae OOMOMHU-
TenbHasi owmbKa nnm cbon B Nnepmog COKpPaLLEHHOro pe3epBUpOBaHMS MOTMyT CTaTb KPUTUYECKAMMU.

B cnyyae, ecnu pesepBnpoBaHuE UCMONb3yeTCs AMsi BOCCTAHOBMEHUS, KpavHe BaXXHO OBHapyxXuTb
owmnbKky unmn cbowr Ha aTane aKcnnyaTaumy, Korga BOCCTAHOBMEHME elle BO3MOXHO. Hanpumep, B cucteme
TpaH3akumi obbIYHO eCTb TOMNbKO pasa nepen hukcaumen TpaH3akumm, Ha KoTopon GyayT paboTtatb npo-
Leaypbl BOCCTAHOBMEHMS.

PesepBrpoBaHue, ncnonb3yemoe A1 NOBbILEHUS JOCTYNHOCTUN, TpebyeT yHKUMIA ynpaBneHusi, KoTo-
pble 6bl pacnpegensany paboTy mexay U3bbITOYHbIMY ANIEMEHTaMU TakuM 06pa3oMm, YTOObI MaKCUMN3MpPoBaTb
MPOMNYCKHYI CMOCOBHOCTb UM MUHMMU3UPOBAaTb MakCMMarbHOE BpEMS OXXMOAHUS.

4.5.2 MpuHUUNbI peanu3aunu N36bITOYHbIX 3JIEMEHTOB

Mpu BbIGOpE N3BbITOYHBLIX ANIEMEHTOB B apXUTEKTYpe CrieayeT yYnTbiBaTb CrieaytoLLme acnekTbl:

- KPUTUYHOCTB/BaXXHOCTb 3NEMEHTA;

- BEPOSATHOCTb OTKa3a 3MEMEHTa;

- TpeboBaHUs K AOCTYMHOCTU arneMeHTa (00bIYHO onpefensaTca TpeboBaHMAMM K MPOMYCKHOM Cnoco6-
HOCTW UIN MaKCUMarnbHOMY BPEMEHW OXNOAHUS/MUHUMANbHOMY BPEMEHW OTKIMKA).

4.5.3 MNpuHUMNbI o6ecnevyeHNss CONOCTaBUMOCTU U3ObLITOYHbLIX ANIEMEHTOB

OcHoBHas npobrnemMa ¢ pe3epBMpoOBaHNEM 3akntoyaeTcs B obecnevyeHny conocTaBUMOCTH N30bITOYHbIX
anemeHTOB. Korga gaHHble XpaHaTca n3bbiTo4HO, Moboe 0BHOBNEHME 3TUX AaHHbIX OOIMKHO OTpaXaTbCs BO
BCEX 3a[eNCTBOBaHHbIX MecTax xpaHeHusi. OWwmnbKM nunu atakm, NpenaTcTByone KOppekTHOMYy obHOBMe-
HMIO BCEX 3TUX obracTen XxpaHeHusl, MPUBOOAT K HECOOTBETCTBMSIM, KOTOPbIE NPOTUBOPEYAT LIeNn pe3epsu-
pOBaHWS 1 MOTYT Jaxe MPUBECTU K HapyLLeHnsaM 6e3onacHocTu. MoaToMy BaxkHO obecnednBaTth NpaBuIibHOE
oTobpaxeHne COCTosAHMS OBOHOBMNEHMWIN, COXpaHEHNEe UHAMKaTopa, Nnoka OBGHOBNEHVE He OydeT 3aBepLuUeHo,
N rapaHTMpoBaTh, YTO OOHOBMEHWS], BbINOMHEHHbBIE TOMBKO YaCTUYHO, MOXHO NMMBO OTMEHUTb, NGO BEPHYTb
COOTBETCTBYIOLLNE AaHHbIE K COCTOSIHUIO O UCTONb30BaHMS.

Mpu peanusaumm pyHKUMA C M3OBITOYHOCTLIO MX BBINOMHEHWE HEOOXOAMMO CUMHXPOHM3UPOBATb AMS
KOPPEKTHOTO UCMOMb30BaHMs PECYPCOB, K KOTOPbIM MOXHO 06paTuThCst TONbKO NOCNeaoBaTenbHO.

4.5.4 NMonuTnkn 6e30MacHOCTU, KOTOpPbIe MOryT ObITb peariM3oBaHbl C UCNONb30BaHUEM pe3ep-
BUPOBaHUs

MN36bITOYHOCTE MOXET NOgAepXKMBaTb OCTYNHOCTb (OYHKLUIA U AaHHBIX TaK Ke XOPOLUO, KakK 1 LenocT-
HOCTb OJaHHbIX. Pe3epBHOE XpaHeHMe JaHHbIX MOXET peLlnTb Npobnembl, CBA3aHHbIE C OLUMGKaMM XpaHeHs
Ha OTAEeNbHbIX CeKTOpax AucKa Uiy BCero AMcKa, HO OHO Takke MOXET OblTb YacTbio MraHa aBapuHOro BOC-
CTaHOBINEHMS, KOrga AaHHble XPaHATCA C M3ObITOMHOCTBIO B pa3HbiX MecTax. Pe3epBrnpoBaHue Takke MOXeT
crnocobcTBOBaTh AOCTYMHOCTU, COXPaHSAst KOMWIO OAaHHbIX, KOTOPbIE YacTo MUCMOMNb3YHTCA UM MOTYT ObITb UC-
Mornb30BaHbl B TEYEHME KOPOTKOrO nepuoga BPEMEHW, B XpaHWMMLLE, K KOTOPOMY MOXHO MOfy4MTb AOCTYM
ObIcTpee, YeM K OObIYHOMY XPaHUMNLLY.

MN36bITOYHOCTE TakKe MOXET UCNOMb30BaTbCA AN MUHMMM3aumK ywepba OT aTtaku, ecnu 3Ta ataka Ha-
LeneHa TONbKO Ha OOWH U3 PE3EPBHbIX MEXAaHU3MOB. OTO MOXHO MCMOMb30BaTh B TEX CIyvasx, Korga TONbKO
OOMH acnekT OYyHKLMN MexaHn3Ma OTKaXeT B pesyrnbraTe ataku. B Takux cnyvasx n3bbITOMHOCTb MOXET UC-
Monb30BaTbCsl Kak MexaHW3M OnpeaerieHnst Toro, YTo YTO-TO NOABEepraeTcs atake, ObHapyXeHUss atakyemom
YHKLMN NN MEXAHN3Ma U BbINONTHEHMS HEOOXOAMMbIX 4ENCTBUN.

4.5.5 Mpumepbl

RAID (M36bITOYHbIN MacCMB HE3ABUCUMbIX OUCKOB) — XOPOLLWIA NPUMEP TEXHOMOMMU, UCMOSb3YHoLLEN
pes3epBUpOBaHME AN MOBbILEHWS HAAEXHOCTU U AOCTYMHOCTU AMCKOBOIO XpaHunuvwia. [Apyrum nprMepom
SBMSIETCSA KNacTepHOe peLleHne C BbICOKOW AOCTYMHOCTbIO, B KOTOPOM Mpu OBHapyXeHUn oTKasa arneMeHTa
Knacrtepa 3agayu, BbIMOMHSEMble OTKa3aBLUMM 3MeMEHTOM KrnacTepa, NepefaroTcst OpyroMy afieMeHTy Kna-
cTepa.

B obounx npumepax nm3bbITOYHOCTbL UCMOMNb3YETCA B COMETAHUN C 0OHapyxeHmem owmnbok/cboes, npu-
OCTaHOBKOW MCMOb30BaHMs NOBPEXOEHHbIX ANIEMEHTOB [0 TeX MOp, NOKa OHU He ByayT ucnpaeneHsbl, N Me-
XaHU3MOM nepe3anycka, KOTOpbIV NO3BONSET aBTOMaTUYECKM CUHXPOHU3NPOBATb UCTIPABIEHHbIN ANIEMEHT A0
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COCTOSIHUS1, KOFAa OH CHOBA MONMHOCTbI0 (PYHKLIMOHUPYET U CUCTEMA AOCTUraeT UCXOAHOMO YPOBHS M30bITOY-
HOCTW.

Kak ynomuHanocb paHee, U3bbITOYHOCTb TaKKe MOXET MCMOMb30BaTbCs Ans 0GHApYy)XeHUs 3noHame-
PEHHOrO U3MeHeHus1 PyHKUMoHana. MNprMmepom MoxeT ObiTb, HanpuMep, He3aBUcUMas peanuaaums KpunTo-
rpaduyeckoro anropuTMa B ABYX pasnuyHbiX JOMEHaXx, KoTopble 6bino 6bl TPyAHO aTakoBaTb OAHOBPEMEHHO.
Ecnu ogHa peanunsauus 6bina 3noHaMepeHHO U3MEHEHa, U, eCnv BblUMCIEHNE KpunTorpadmyeckon dyHKLUMM
ocyllecTBnsieTcs B 06omx Mectax, nMbo Ans KaXaoro Bbi3oBa, MO0 ANis KaX4oro N-ro Bbi3oBa, Takas ataka
OyneT obHapyxeHa Ha paHHen cTagumn 1 HeobxoamMmble AeNCTBUS MOTYT BbiTb NPEANPUHATLHI CBOEBPEMEHHO.

BaxxHenLume acnekTbl M30LITOYHOCTU B CUCTEMAX:

- MexaHM3M OBGHapyXeHMs1 OLLIMGOK, KOTOPbIV AOMKEH 0GHApPYXMBaTb OLLIMOKY 4O TOro, Kak OHa npuse-
OET K NOTeHUManbHO KPUTUYECKUM MOCIEACTBUSIM;

- MexaHu3Mbl, obecrnednBalolne HeNMpPepbIBHY Haanexallyto paboTy CUCTEMbI Aa)Xe Npu BO3HUKHO-
BEHUN OLLNOKY;

- yCTaHOBKa HOBOIO KOMMOHEHTa B3aMeH HencnpaBHoro.

Bo3MoxHbI cuTyaumm, korga obHapy»eHue 3rioHaMepeHHO M3MEHEHHOTO KOMMOHEHTa NPaKTUYeckn He-
BO3MOXHO. Mpumepom sBnsieTcs PyHKLUS reHepaumm criydaiiHbIX YMCer, KOTOPOW MOXHO MaHWUMynvpoBaTb
TakuM 06pas3om, YTO 3M0YMbILLIIEHHMK 3HAET reHepupyeMble CriydyainHble Yncna, XOTsi OHU U MPOXOAST BCe BO3-
MOXHble CTaTUCTUYECKNe TecTbl. B 3ToM nprumepe ncnonb3oBaHne U3BbITOYHbIX, HO HE3aBUCUMbIX reHepaTo-
POB Cry4YanHbIX YACEN MOXET YMEHbLUNTb YSA3BMMOCTb, KOTOPOW NOABEPraeTcsi MaHUMNynMpyemblii reHepaTop
cry4ainHbix Yncen. B cnyyasix, korga cnyyanHble Yicna TpebyroTes Anst UCNoNb30BaHNUS TONBKO OAUH pas, Unu
B CNny4ae reHepauumm kpuntorpadmyeckmx Knoyen Ncnonb3oBaHne OQHOMo W TOro XKe reHepaTopa criyyYanHbIX
yucen ans obeux Lenen MOXEeT NPUMBECTM K YSI3BUMOCTM, KOFda 3MOYMbILLMEHHVK Mony4yaeT UHopmaumo
oaHopa3soBo. [NockonbKy ofHOpa3oBble YMcra obblYHO MepechinatTcs B OTKPLITOM BUAE KaK YacTb KPUMTO-
rpaduyeckoro NPOTOKONa, 3r0YMbILLIIEHHUK MOXET MONy4YnUTb MHEOPMALMIO O COCTOSIHUN MaHUMYMPYyeMOoro
reHepaTtopa Cry4YanHblX Yncen. 3ta MHPOopMaLMs MOXKET MO3BOMNUTb 3MOYMbILLNEHHUKY BbIMUCINTL My 3H-
TPOMMM, UCMONb3yEeMbIi FEHEPATOPOM CRyYanmHbIX YMCEN, UMK 3HAYUTENBHO 0bnerynTb 3Ty 3agady. Mcnonb-
30BaHMNE pasHbIX HE3aBUCUMbIX FEHEPaATOPOB Cry4YalHbIX YNCEN AN pasHbIX Lenen, a Takke UCNonb3oBaHne
pa3sHbIX HE3aBUCUMbIX UICTOYHUKOB SHTPOMMUM Afs KaXA0ro reHepaTtopa cny4dalHblx Yucen MoryT 6biTb adpdek-
TMBHLIMU MeXaHW3MaMK NPOTUBOAENCTBUS Yrpo3e 3rOHaMEPEHHOIO NOBPEXAEHUS] €QUHCTBEHHOIO UCTOYHM-
Ka 3HTPOMMUM UNK reHepaTopa CriyyYarHbIX Ynucen.

4.5.6 3ameuyaHuA No oLeHKe CUCTeMbl pe3epBUpPOBaHUSA

CucteMbl pe3epBUPOBaHUS YacTo NpeaHa3HavYeHbl Anst YCTpaHeHUs: OLMOOK 1 Hernonagok B KOMMNOHEH-
Tax, KOTopble BO3HMKAIOT HE YacTo MNK criyyariHo. Btopoe gonyliueHne coctouT B TOM, YTO 3TW OLLIMGKM Hesa-
BMCUMbI Apyr OT Apyra. Ecnn o6a 371 ycnoBusi He BbIMOMHSAOTCS, Pe3epBMPOBaHNE HE CMOXET PELLNTb Npo-
Gnemy nosiBNeHnst Heroragok B KOMMNOHEHTaX.

[pyroi acnekT n3bbITOYHOCTN — 3TO 3alUMTa OT NPeaHaAMEPEHHbIX aTak, HanpaBneHHbIX TONbKO Ha OAHY
13 U30bITOYHLIX PYHKLMI UM MexaHU3MOB. Takoe pesepBMpoBaHMEe No3BONSIET 0OHaPYKUTb NOTEHLMANbHOE
NMoBpPEXAEHNE UMW 3NOHaMepPeHHOoe yrpaBrieHne 1 UCNPaBUTb ero, NGO OTKMYMB HEUCMPABHYO (DYHKLMIO,
nmbo moandMumMpoBaB ee, MO0 Nepesarpyans PYHKLUIO, YTOObI N36aBUTLCS OT MaHUMYMALUNA.

MoaTomy npu OLEHKE CUCTEM M MPOAYKTOB Ba)KHO, YTOObI OLEHLLMK ONpeaenun Tn olmnbok, KoTopble,
Kak npegnonaraeTcs, yCTpaHATCS U30bITOYHOCThLIO, U NPOBEPUST:

- YTO 3TU OLUMOBKMN MOFYT BO3HUKaTb TOMbKO Ha Cry4aliHOW OCHOBE;

- YTO 3TV OWMOKN BO3HMKAIOT HE YACTO NPU BCEX BO3MOXKHbIX OOMYCTUMbIX 3KCMIyaTalWOHHbIX YCro-
BUSIX;

- YTO BO3HMKHOBEHME O[HOWN TaKoW OLIMOKN He 3aBUCUT OT BO3HUKHOBEHMS! OPYroi oLnGKM.

MpoBepka nocnenHero ycrosus TpebyeT TWaTernbHOro aHanuaa noTeHuManbHbIX 3aBUCMMOCTEN MexXay
N30bITOYHLIMU KOMMOHEHTAMWN, KOTOpPble MOryT MPUBECTU K owmMbKkaM, BO3HMKAKOLWMNM OAHOBPEMEHHO B He-
CKOMbKUX KOMMOHeHTax. O6LLMIA Kod B M3ObITOYHLIX KOMAOHEHTaX — 3TO NPUMEpP NOTEHLMANBHO KPUTUYECKIMX
B3aMMO3aBUCUMOCTEN, KOraa OAuH U TOT XKe HeJoCTaToK B KoJe MOXET NoTeHUMansHo Bbi3BaTb cOol bonee
YeM O[IHOrO U3ObITOYHOrO KOMMOHEHTa MOYTU OAHOBPEMEHHO, OCOGEHHO Korda OAuH KOMMOHEHT 3aMeHsieT
BbILLIEALLWIA U3 CTPOS APYroi KOMMOHEHT 1 paboTaeT ¢ TeMU e AaHHbIMU, KOTOpble BbI3Banu 0TKas Nepeoro.
BeposTHOCTb OTKasa BTOPOro KOMMOHEHTA OYeHb BblCOKa, ecnv 0b6a KOMMOHeHTa paboTalT C OAHMM U TEM
e KOJOM.

C MoMeHTa 06GHapyXeHUs1 OLLMOKN 10 MOMEHTa 3aMeHbl HEMCNPaBHOro KOMMNOHEHTa cuctema paboTaet
C NMOHMXKEHHbIM YPOBHEM U30OLITOMHOCTU, M OLLNOKA, BO3HMKAIOLLAsA HA 3TOM 3Tane, MOXET UMETb KpUTUYeckmne
nocrneacTBus.
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Takoli pexuMm (YHKLUMOHUPOBAHWUA [aeT BO3MOXHOCTb 3J10YMbILLSIEHHMKAM MOMbITaTbCsl BbI3blBaTb
OLWNGKM AOCTATOMHO YacTo AJ1S TOro, YTOObl CMPOBOLMPOBATL BO3HUKHOBEHME XOTst Gbl OQHOM OLWMOKKU B Ta-
KOW KpuTUdeckoi case, NpueoasiLen (B KOHEYHOM UTOre) K 0Tkasy B 0BCYKMBaHWUM, KOTOPbLIN AorkHa Bbina
npegoTBpaTUThL peanv3oBaHHas U3bbITOYHOCTD.

Takum 0Gpa3om, creumanucTbl Mo OLEHKe AOMKHbI MPOaHanmn3npoBaTh TUM OLIMGOK, KOTopble AOSKHa
npegoTBpaLlaTbh N30bITOYHas (PYHKLMOHANBHOCTb, U y6eauTbCs, YTO 3TU OLLUMOKU HEe MOTYT BO3HUKATb Yalle,
4yeM OXUZAaeTCsi 3MOYyMbILLIIEHHMKOM. B MpoTUBHOM criyyae peanv3oBaHHas N30bITOYHOCTb MOXKET OKa3aTbCs
He B COCTOSIHMM 06eCneYnTb 0XXMaaemblil YypOBeHb 3aLLUThI.

4.6 Buptyanusauus

4.6.1 O6wue nonoxeHus

BupTyanusaumsa — 3T0 apXUTEKTYPHBIN NPUHLMM, KOTOPbIN 3MyNUpyeT PYHKLMOHANbHOCTb pearnbHoro
WIN TUNOTETMYECKOTO YCTPOMCTBA, MpoLeccopa, CUCTEMBI U T. . HA APYroM YCTPOWCTBE. OTO NO3BOMSET OXU-
OaTb, 4YTO nporpaMMHoe obecneveHune, paspaboTaHHOe paHee AN HEBMPTYanu3MpoOBaHHOIO KOMMOHEHTA,
OyOeT BbINONMHATLCA 6€3 M3MEHEHUI UK C HEBOMNbBLUMMY U3MEHEHUSIMU HA YPOBHE, 0OecneynBatoLLEeM BUPTY-
anusauuio, unm abcTparMpoBaHmne OT CNOXHON PYHKLMOHANBHOCTU pearibHbIX KOMMOHEHTOB.

Takum obpasom, BUpTyanusawums no3sonseT obecneyntb o6LWmMi NporpaMMHbIA MHTEpenc Ha aBounY-
HOM YpOBHE Aaxe Mpv UCNOMb30BaHWUMN PasfMyYHbIX NAaTtopM unu anemeHToB nnatgopmel. [loatomy BUpTY-
anu3aums siBNsieTCst OAHON M3 KIMYEBbBIX TEXHOMOMMIA, KorAa nporpamma Bo BPEMS UCTIONHEHNSs A0MKHa ObiTb
He3aBMCMMOW OT pearibHOW NaTdopMbl, HA KOTOPOW OHA BbIMOJTHAETCS.

BupTyanusaums ycTpoWcTB pacnpocTpaHeHa Ansi AMCKOB, BUOEOYCTPONCTB M OPYrMX YCTPOWCTB BBO-
Oa—sbiBoga. OHa No3BOMSIET MCNOSb30BaTb HEKOTOPbLIE YNPOLLEHHbIE MHTEpPdENChl Anst paboTbl C 3TUMU KOM-
NMOHeHTaMu, ocTaBnsast 06paboTKy 0COOEHHOCTEN KOHKPETHBIX pearibHbIX YCTPOWCTB YPOBHIO BUPTYanv3aunm.

BupTyanusaumsa npoueccopoB 1 nnatopm MCMONb3yeTcs CerogHsi, YToObl MNO3BOMWUTb HECKOIbKUM
«BMPTYyarnbHbIM MalLIMHaM» paboTaTb Ha ogHoM nnatdopme. Takas apxuTekTypa npegocTtaBnseT bonee cTpo-
roe pasgerneHve, Yem To, KOTOpoe obecneynmBaeTcs pasgeneHMeM MpPoLEeCcCOB U agpecHOro NpocTpaHCcTBa
B OMepauMoHHbIX cuctemax obuiero HasHadeHus. OHa Takke MO3BONSAET TakMM ONEpPaLMOHHbIM CUCTEMAaM
BbIMOMHATLCA Ha HOBOW MnaTdopme 6e3 HeoOXOOAMMOCTM MUCMNOMb30BaHWS HOBbLIX UM MOAUMULIMPOBAHHbLIX
PYHKLMOHaNbHbIX BO3MOXXHOCTEW, NPeAoCTaBnsieMblX 3TOM NnaTtgopMon (Npy yCroBun, YTO YPOBEHb BUPTYa-
nM3auum amynupyeT Bepcuto nrnatopmbl, NOAAEPKUBAEMYHO ONEPALMOHHON CUCTEMON).

BupTyanusaumsa Takke No3BONSET MONb30BATENIO Ha YPOBHE BMpPTyanusauuMm MogenvpoBatb Gonblue
KOMMOHEHTOB, YeM AOCTYMHO B pearnbHol cucteme. OgHMM 13 NEPBLIX NPUNOXKEHU BUPTyanusaLumm 6sina pe-
anusaums BMpTyanbHOW NaMsTi, NO3BOMSIOLLLAS MPUIOXKEHMAM NCMONb30BaTh 60OMbLLE ONepaTUBHON NamATH,
4YeM NpefoCTaBNeHO pearibHON CUCTEMOWN.

4.6.2 NMpuHUKMNbI onpeaeneHus BUpTyanusauum

BupTyanusauma — 310 meTod, KOTopbi obecneynBaeT ypoBeHb abCTpakumu, KOTOpbIA MOXET ObiTb
«BCTaBMEH» MeXAy OBYMS CYLLECTBYHOLLUMMU YPOBHSMU, NO3BONAs Gonee BbICOKOMY ypOBHKO paboTtatb 6e3
N3MEHEHWUI UMN C HE3HAYUTENBHBIMU U3MEHEHUSIMWN Ha HKHEM YPOBHE. YPOBEHb BMPTyanu3auum 4yacTto ab-
cTparvpyetcsi OT CBOWNCTB HWXKHErO YPOBHS, YTO MO3BONSAET YNPOCTUTb BEPXHUI YpOBEHb. BupTyanusauus
TaKKe 4acTo UCMONb3yeTcsa Anst onpeneneHns HECKOMbKUX «BUPTYarbHbIX MAaLLWHY» UMW «BUPTyarnbHbIX pe-
CYpPCOB/yCTPOWCTB» M COMOCTaBMEHWS X C OAHOWN pearibHON MalUWHOW U OAHUM PeCcypcom/ yCTPOWCTBOM.

4.6.3 NMNonuTtnku 6e3onacHoOCTU, KOTOpbie MOTYT GbITb peanu3oBaHbl C MOMOLLLIO BUPTyanusauum

C To4kM 3peHus 6e3onacHOCT BMPTyanm3aunss — 3TO Mpexae BCEro MexaHu3wm, Mo3BOMSOLWMA OCy-
LLECTBNATb pa3aeneHne, JOMNONMHUTENbHbIV KOHTPOSb AOCTYNa Y NPO3payHylo peann3aumio JONOMHUTENbHbIX
dyHKLMI 6e30MacHOCTH, TakMxX Kak crny0bl wndpoBaHus. MNMoatomy B GOMbLUMHCTBE CrydaeB BUMpTyanu3a-
LS peanuayeTcs Kak ypoBEHb (MIN YacTb YPOBHS), KOTOPbIA paboTaeT Mexay UCMONHAEMON NporpaMMon 1
6azoBoK NnaTopmMoN, KOTOpLIN NpeobpasyeT 3anpochl NPUMOXKEHNsT PECYPCOB BUPTYarbHOW nnatdopmbl B
3anpockl pecypcoB pearbHOW NnaTdopmel.

C To4kM 3peHuns 6e3onacHOCTV BUPTyanm3aunss — 3TO apXMTEKTYPHbINA NPUHLMM, KOTOPbIA MOXET ObITb
NCMOMNb30BaH AN peanusaummn psga pasnuyHbiXx QYHKUMIA U MexaHn3MoB 6e30MacHOCT! CnocoboM, MOHAT-
HbIM ANS NPUNOXEHUS, BbIMOSHSOLWErocs Ha YpPOBHE BUPTyanuaauuun. PasgeneHune pasnuyHbIX NpUoXeHun
sABMNsieTcs Hambonee o4eBUOHbBIM, HO Ha YPOBHE BUPTyanusaumn MoryT ObiTb Takke peanvM3oBaHbl KOHTPOIb
JocCTyna, npo3payHoe WwndpoBaHne, N3bbITOYHOCTb, hyHKUMM ayauTa 6e3onacHoOCTW, a Takke ayTeHTudu-
Kauus BHELLIHUX OObEKTOB. YPOBHM BUPTyanu3auny Takke MOryT NpedoCcTaBnsiTh «Knaccuyeckme» yHKUMM
©e3onacHoOCTK, Takne Kak ayTeHTMduKauus nonb3oBaTenem, KOHTPOsb JOCTyNa 1 ayauT.
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4.6.4 MNMpumepbl

BupTyanusauuns ycTponcTs, Hanpumep, No3BorsieT MMUTUPOBAaTb HECKOIbKO YCTPOWCTB, KOTOpble B AeN-
CTBUTENBHOCTW COOTBETCTBYIOT OGHOMY YCTPOWCTBY, 1, Takum 0Opa3oM, NO3BONSIET COBMECTHO UCMONb30BaTh
Takoe YyCTPOMCTBO ynpasnsembiM o6pa3oM. OOMH HACTOSALLMIA XECTKUA OANCK MOXET, HanpuMep, UCMOoMb30-
BaTbCS A1 peanu3auny HECKOMbKMX BUPTYaribHbIX XXECTKMX AMCKOB, MO3BOMISAS NOMb30BaTEN TAKOro BUPTY-
anbHOrO XeCTKOro AMCKa MMEThb MOMHbIA KOHTPOIb Had 3TUM BMPTYyarbHbIM YCTPOMCTBOM, HE BMELLNBAsICb B
paboTy Opyrnx BUPTYarbHbIX XXECTKUX ANCKOB, peann3oBaHHbIX HA 3TOM Xe hn3NYEeCKOM OUCKE.

BupTyanbHas namsaTb NO3BONSET NPUMNOXEHUI0 paboTaTtb Tak, Kak ecnm Obl eMy Obin BbigeneH 60nbLuom
bparMeHT peanbHon namaTu, parMeHT, KOTOpbI MOXeT ObiTb Aaxke Gomnblue, Yem pearnbHas namsaTb, OO-
cTynHas B 6a30BOM cucteme. YpoBeHb BMPTyanu3aunm B 3TOM CIlydae UCMONb3yeT pe3epBHOE XpaHUULLE Ha
XKECTKUX QUCKax Unu ApyroM yCTPOWCTBE XpPaHEHUs], 3a0eNCTBOBAaHHOM B Ka4eCTBE PEe3epBHOI0 XpaHumnuLLa,
M UCMOMb3yeT CTpaTernio nogkadku, YTobbl 3TM YacTy BUPTyarbHOW NaMaTy NOg4epXKMBanNnch peanbHon na-
MSATbI, KOTOPYH MPUITOXKEHME UCTIONb3YET B HACTOSILLIEE BPEMSI.

lMpumMepoM MCMoNb30BaHNUS BUPTyanusaumn Ansg aMynsauum Bcen nnatopmbl MOXET CRYXUTb rvnep-
BM30p. Takasi TEXHOMNOrMsi MO3BONSAET NPOrpamMMHOMY ObecrnedeHunto, HamMCaHHOMY ANst 3TOW NnaTtgopMbl,
BbIMOMHATLCSA Ha YPOBHE BUPTyanusauun 6e3 M3MeHEHUN U C HEKOTOPbIMU MPOCTLIMU U3MEHEHUAMN NS
aganTtauum K amynupyemon nnatdgopme. lNnatdopma, Ha KOTOPOK pa3BEpPHYT MNEPBU30P, MOXKET ObITb MAEH-
TUYHOWM UMM OYEHb MOXOXEN Ha nnatdopMy, KoTopas aMynupyeTcsa (CamoBMpTyanu3auus), a MOXeT 1 nor-
HOCTbIO OTNMYaTbCs (KpoccnnaTopMeHHas BUpTyanu3auus).

4.6.5 3ameuyaHUsi NO oLleHKe YPOBHA BUPTyanusauuu

B 3aBMCMMOCTM OT CBOEro Ha3HaYeHusi ypOBEHb BUPTyanunsaLm MOXET peanun3oBbliBaTb psaa pyHKUniA
n cBoncTB Be3onacHocTu. Ecnmn HecKkonbko pecypcoB COMOCTAaBMEHbl C OOHUM-€OUHCTBEHHbIM, OTAENeHne
BMPTYyarnbHbIX PECYPCOB APYr OT Apyra UMEET KpUTUYECKOe 3HaYEeHNE, N MPUMEHSIIOTCS Te XKe acnekTbl, YTO U
ONS pasgeneHns Ha JOMEHBI.

B GonblUMHCTBE Cy4yaeB YPOBEHb BUPTYyanu3aunm Takke peanusyet yHKUMIO 3Mynsaumm, Kotopas co-
NnoCcTaBnsieT BUPTYyarbHblEe PECYPChI C pearnbHbiMU. Hanpumep, runepsBr3opy HEOOXOAMMO COMOCTaBUTb BUPTY-
anbHble NPOLLECCOpPLI C peanbHbIMX, BUPTYarbHY NaMsaThb C peanbHOW U BUPTyarnbHble YCTPOWCTBA C pearib-
HbIMW 1 rapaHTMpPOBaTh, YTO Pa3fNUYHbIe BMPTYyarbHble MalUWHbI OTAENEHb! APYyr OT Apyra (3a UCKIYEHEM
SIBHOTO pa3peLUeHHOro COBMECTHOIO MCMONb30BaHNsSI pecypcoB). TakMm ob6pas3om, rMnepBu3op O4eHb MOXOX
Ha onepaLMoHHY CUCTEMY, KOTOpasi OTAENSIET afpecHble NPOCTpaHCTBa Apyr OT Apyra. [oaTtomy oueHka ru-
nepBM3opa O4YEHb MOXOXa Ha OLIEHKY OnepaLMoHHON CUCTEMbI B OTHOLLEHWM CBOWCTB COOCTBEHHOW 3aLUMThI 1
OTAENEeHWs pa3nNnYHbIX BUPTYarbHbIX MaLUVH Opyr OT Apyra.

TeM He MeHee CyLLeCTBYET OAMH acnekT, cneunduyHbIA Anst TMnepBrM30pOB, KOTOPbIM YacTo npeHebpe-
ralT: HeobxoaMMo ybeauTbes, YTO Ha BUPTYarbHOM MallvHe He MPOU30NAET NOBbILLEHNUS] NPUBUIETNIA, ECIN
nporpamMmmHoe obecneyeHne, BbiNofnHsaemMoe Ha 6a3e BUpTyanbHOWM MalLvHbl, Byaet paboTaTb HENOCPEACTBEH-
HO Ha peanbHOM 00opyAoBaHMW. Takoe NOBbILEHWE NPUBUMETMI MOXET MPOU30ONTU, ECN AMYNUPyeMbIe pe-
CYPCbl HE MMEIT TOYHO TaKMX Xe CBOWCTB, Kak pearbHble.

5 MpuHUUNbI NPOEKTUPOBaHUA

5.1 O6wume nonoxeHus

B atom pasgene npencrtaBrieH CNMCOK NMPUHUKUMOB MPOEKTUPOBAHUA, KOTOPbIE MOTryT ObITb MCMNOMb30-
BaHbl BMeCTe C npuHunnamum nocCTtpoeHna apxXnTeKkTypbl, ONUCaHHbIMM B NpeabiaylemM pasnene, onda npo-
€KTUpPpOBaHNA CUCTEM, NPOLAYKTOB UIA I'IpVIJ'IO)KGHI/IVI. VX ncnonb3oBaHue nomoraet yOOCTOBEPUTLCA, YTO Npo-
OYKTbl, CACTEMbI UM NPUITOXEHNA, pealin3oBaHHbIE C UCNOJIb30BAHNEM COOTBeTCTByIOLLI,eVI KOMBUHaLMM 3TUX
NPUHUNNOB NMPOEKTUPOBaHUA, obecneynBatoT BbINOSIHEHME 3asiBNIEHHbLIX CBOMCTB 6€30MacHOCTM U CMOCOOHbI
NPOTUBOCTOATb aTakaMm. HEKOTopre N3 3TUX NPUHUNNOB MPOEKTUPOBAHUNA TECHO CBA3a@Hbl C KOHKPETHbIMW
cBoncTBammn 6e3onacHocTu, B TO BpemMA KakK gpyrme mMoryTt rnpuMeHATbCA B LIEJTOM. [ns kaxpgoro anemeHTa
CMnCKa B COOTBETCTBYKOLLEM pasaerne onncaHo, CBA3aH N npuHUmMn npoekTupoBaHUA C KOHKPETHbIMU CBOW-
cTBamu 6e30nacHOCTU, YTO MNO3BONSET Bbl6paTb COOTBETCTBYOLWME NPUHLAIMBI MPOEKTUPOBaHNA B OTHOLLEHUN
cBoncTB 6esonacHoCTH, KOTOPbIM NPOAYKT, CUCTEMa UM NPUNOXEeHNE OO0JKHbI YO0BIETBOPATDL.
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5.2 Cnucok NMPUHUMNOB NPOEeKTUupoBaHna ansa obecneyeHusi 6esonacHoOCTH

5.2.1 Mp1HUMN HAaMMEHbLUIMX NPUBUNETNIA

MpUHLMN HaMMEHBLUNX MPUBUAEMUA — 3TO MPUHLMMN HA3HAYEHUSA MOSb30BATENIO, NMPUIIOKEHUIO UMK
KOMMOHEHTY CUCTEMbI TOSIBKO TEX NPUBUNENNIA, KOTOPbIE HEOOXOAMMbI AMs BbIMOMIHEHMS NOCTaBNEHHOW nepen
HUMW 3aga4n. [NprMeHeHne 3Toro NpuHumna TpebyeT Hanuums Habopa NpUBUNENUIA, KOTOpble MOTYT ObITb Ha-
3HayeHbl 06beKTaM (CTaTUYECKUM U OUHAMUYECKMM), 1151 OFPaHUYeHNst 4OCTyna OObEeKTOB K AaHHBIM UM
PYHKUNAM.

5.2.1.1 OnucaHue NpuHUMNa HAUMEHbLUNX NPUBUMETUIA

MprHLUMN HauMeHbLUMX NpuBUIerMn TpebyeT, 4Tobbl NONb3oBaTENAM, NPUNOXKEHUSAM UM CUCTEMHBIM
KOMMOHeHTaM Obin HazHa4yeH Habop NPUBUIETNAIA, KOTOPbLIA HE MOXET ObITb pacluMpeH 6e3 ABHbIX KOHTPOMU-
pyeMbIX aAMUHUCTPATUBHBIX 4ENCTBMI UMN C MOMOLLIbIO YETKO ONpeaeneHHON U KOHTPONMPYEMON NMOMUTUKM.
ABTOMaTU4YECKOE Ha3Ha4YeHWe NPUBUIETMIN MOXET ObITb NOME3HbIM, KOrga NpUBUIENN, B KOTOPbIX HY>KOAeTCH
CYLLLHOCTb, MOTYT ObITb OnpeAeneHbl C MOMOLLbIO YETKO COOPMYINTMPOBAHHOWM MOIMTUKN HA OCHOBE COCTOSIHUS
CUCTEMbI UMK NMpoaykKTa.

5.2.1.2 CocTtBa 6e30nacHOCTH, NoAAEPKMBAEMbIE MPUHLMMNOM HAaUMEHbLUWX NPUBUIErNIA

Hanun4yme TouyHOM geTanu3aumm NpuBuUNErii, KOTopble MoryT 6biTb Ha3Ha4YeHbl MHOUBMAYabHbIM NOMb-
30BaTensaAM, NPUNOXKEHUSAM UM KOMMOHEHTaM, SBIISIETCS HEOOXOOUMbBIM YCIIOBMEM Afst UCMONb30BaHUSA NPUH-
uuna HauMeHbLUMX NpuBUnernin. Takon Habop NpMBUIIErMIA 3aTEM MOXET UCMONb30BaTbCA ANs AETanM3npo-
BaHHbIX aAMUHUCTPATUBHbIX PONEW, rae Kaxablvi TUM aAMUHUCTPATMBHOIO AENCTBUS OTHOCUTCS K BblAENEHHON
NpVBUMErMKn, KOTOpasi MOXET OblTb Ha3Ha4YeHa Nonb30BaTeNsIM.

Kpome Toro, ns npunoXxeHui npUMeHeHne npuHumuna HaMMeHbLLMX NMPUBUIETNIA MOXET NOBbICUTL Be3-
onacHocTb. OrpaHuy4eHne J4oCcTyna NPUIoXeHUA TONbKO K HEOOXoAMMEIM dhanam u ceTeBbIM cryxbam npe-
NSATCTBYET TOMY, YTOObI AeeKT unmn BpegoHOCHbIN KOA, BHEAPEHHbIV B MPUNOXEHWEe, MO NOMyYnTb AOCTYM,
nospeauTb Apyrne dannbl UNn MCNonb3oBaTh CNyX6bl, He paspeLleHHble A5S NPUNOXEHUs. OTO, KOHEYHO,
TpebyeT, 4ToObI MpunoXxeHne ObINO OTAENEHO OT APYTMX MPUNOXEHUI (HAaNpUMep, Kak OTAENbHbIE NPOLIECCHI)
1 4TOGbl OHO BbIMOMHAMNOCH B Ccpefe, KOoTopasi NO3BOMNSAET Ha3Ha4YaTb MHAMBUAYaNbHbIE NpaBa NPUNOXEHUIO
(Hanpumep, 4TOObI MPUNOXEHWE BbIMOMHANOCH C BblAENEHHbIM MAEHTUHUKATOPOM, KOTOPOMY MOTYT BbIThb Ha-
3Ha4YeHbl CBOW NPUBUIIErn).

OrpaHunyeHne Habopa NpMBUMETrMIA O MUHUMArbHOIO YPOBHS TPebyeT obHapyXeHUs owmnbok, a Takke
CUTyauui, Koraa HeOBEPEHHbIE NMOMb30BaTENM UM HEAOBEPEHHBIN KO NOoMy4atoT AOCTYM K pecypcam, K Ko-
TOPbIM 3Ta CYLLHOCTb HE UMeeT gocTyna. [103ToMy 3aLmMTa KPUTUYECKM BaXKHBbIX PECYPCOB, a TakkKe paHHee
oBHapyXeHne oWnBOK N KPUTUHECKOTO NMOBEAEHUS SABMSTCSA BaXKHbIMM CBOMCTBaMU 6E30MacHOCTU, KOTO-
pble NOOAEPKMBAKOTCS NPUMEHEHNEM NPUHLMMNA HAUMEHBLUNX NPUBUMETUN.

5.2.1.3 AcnekTbl/3aBUCMMOCTM, KOTOpPble HEOOXOOUMO YYMTbIBATb NPY MCNOMBL30BaHWMM MPUHLMMNA Hau-
MEHbLUMX NPUBUIETNIA

CyLecTByeT KOMNPOMUCC MEXAY CTENEHbIO AeTanu3aLmm NpUBUNErnin U CIIOXKHOCTBIO YNpaBneHns M.
HebonbLlwon Habop nNpuBMAerMn MoxeT NOTpeboBaTh NPEAOCTaBUTb CYLLHOCTM BOMblUe BO3MOXHOCTEN, YEM
HeobxoaMmo Ans BbINOMHEHUs ee 3afadn. B kpaliHem cnydae, korga BCe aAMUHUCTPATMBHbIE NPUBUIIENNN
obbeanHeHbl B 0OHy (HanpyuMep, ecnivm ecTb TONbKO Cynepnonb3oBaTerb), eANHCTBEHHbIA BapyaHT ANs CyLL-
HOCTU, KOTOPOWM HEOBXOOUMO BbINOMHUTBL Kakoe-nmbo AencTBMe MO aAMUHUCTPUPOBAHUIO, — 3TO Ha3Ha4UTb
3Ty CaMyto «CynepnpuBUNETAIOY.

Bonblion Habop NPUBUMErMIA MOXET CHU3UTb STOT PUCK, HO OOBLIYHO TakoW Habop 3HAYMTENBHO YBENU-
YMBAET CMOXHOCTb YNpaBneHust npusunernamn. Mogene npuBMNernini MoXeT CTaTb HACTOMNBbKO CIIOXHOW, YTO
OyneT TpyaHO 0BHapyXMTb BO3MOXHOCTM MO NMOBLILLEHWIO NPUBUIENAN, T.€. KOrga onpeaeneHHbIn Habop npu-
BUNErNi, Ha3HaA4YeHHbIX CYLLHOCTW, NMO3BOMSAET 3TOW CYLLUHOCTU NOMYYUTb NPUBUIIETNIO, HE HAa3HAYEHHYIO eN, B
obxof cpencTB ynpasreHusl.

CyLLeCTBYIOT apXUTEKTYPHbIE MPUHLUUMBI, KOTOPbIE MOTYT MOMOYb B CO34aHNM AETann3MpoBaHHbIX MOAe-
new NpUBUMEruin, KOTOPbIMN TaKXKe He CIIMLLKOM CIOXHO ynpaBnsaTh. MHkancynauna oGbekToB MOXET UCMOSb-
30BaTbCs Kak MeTof 0ObegMHEHMS NPUBUIIENMIA, CBA3AHHbIX C onepaunsiMyi Hag o6beKToM, C caMuM ObbeK-
TOM, a TaKke Ang onpeaeneHnsa MeTo4oB YrpasrneHust 3TUMN NPUBUIErMSMUN Kak YacTb MHKaNCynsaumm. 3ToT
MeTOoZ MO3BOSSIET MCNOMb30BaTb HAOOPLI TMOKNX, pacLUMpsAEMbIX U AeTanM3npoBaHHbIX MPUBUIETNIA, KOTOPbIE
OrpaHnYeHbl Ansi KOHKPETHbIX 0OBbEKTOB, KOTOPbIE HAa3HAYakTCA Y YNPAaBSIOTCS C MOMOLLbIO O6beKTa.

5.2.1.4 Mpumepsl

Mpumepamy NpUMEHEHNsT NPUHLMNA HAUMEHbLLIMX NMPUBUIEMMI ABNSAOTCA:

- OorpaHvyeHue JocTyna K CETEBbIM CEPBUCAM TOMbKO TEMU, KOTOpble Heobxoanmbl s paboTebl cucte-
Mbl UMW NPUIOXEHUS;
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- OrpaHM4YeHne JOCTyna Nob30BaTeNs Uy NPUNOXEHUS K dpannam ToNbKo TEMU, KOTOpble HEOBXoANMbI
Ons paboTbl, U OrpaHMYeHEe PEXMMOB OOCTYNa (UTeHMe/3annCh/BbINMONTHEHNE) TONbKO OAHUM HEOOXOANMBIM;

- CBsi3blBaHME OTAENbHbIX OnepaLmii agMUHUCTPUPOBAHUS C NPUBUMIErMSIMUA U HA3HaYeHWe STUX NPUBK-
nernin agMMHUCTPATUBHBLIM MOSb30BATENSIM B OTHOLLUEHUM aAMUHUCTPATUBHbIX 3a[ad, KOTOpPble OHU AOMKHbI
BbIMNOMHAT;

- BPEMEHHOE NULLIEHME MPUBUIETNIA NPU BbINMONTHEHUM HEHAAEXXHOIO UM NOTEHLMANbHO OMacHOro Koaa;

- Nony4eHne NpMBUIIENUIN UCXOASA U3 COCTOSTHUS CUCTEMbI UITM NPOAYKTA M aBTOMaTUYeCKoe Ha3HavYeHne
NPUBUIMErMIA HA OCHOBE YETKO OMNpPeaeieHHOM MONMTUKN OpraHn3aumm pabdo4dero npotecca.

5.2.1.5 3ame4aHusa nNo oueHke NpUBUIETrUN

Mogaenv Ha3Ha4YeHus1 NPUBUIENAIA MOTYT CTaTb O4YE€Hb CITOXHBIMU NPY YBENUYEHUUN KONMYECTBA U CTene-
HW geTanusauumn npmeunernin. Xots 60onbLIoe KONMYECTBO NPUBUMETMIA MOXET MO3BOSMUTbL OrPaHUYUTb CyLL-
HOCTb TOJIbKO TEMW, YTO el HeOOXOoAMMbI A1 BLINOMHEHWS CBOEN 3a4a4u, ynpaBreHne 00mbLWMMN U COXHbI-
MW Habopamu NPUBUNENNIA TaKKe YacTO CTAHOBUTCS OYEHb CIOXHBLIM. B Takmx CIOXHbIX MOAENAX BO3MOXHO
NOBbLILLEHWE MPUBUIIETUI B Cry4vasiX, KOrAa CYLLUHOCTb MOXET MCMOoNb30BaTh HAabop Ha3HaYeHHbIX el NpUBK-
nervi ans NonyyYeHnst OgHOM U HECKOSTbKUX AOMOSTHUTENbHbIX, HE Ha3HAYeHHbIX el aAMUHUCTPATOPOM UK
NonnUTUKON cucTtemsbl. MNMpocTon npumep — nonb3oBaTenb, MNOMYYMBLUMIA NpaBo cbpacbiBaTb MNaponun Opyrux
nonb3oBaTenen (kak CBoero poaa yHKUMS crny>x0bl nogaepkkn). Ecnmn Takon nonb3oBaTtesib MOXeT COpOCUTb
napornb ApYyroro Nosib30BaTesisi C AOMOSTHUTENbHBIMU NPUBUIIEMMSIMUA, OH MOXET BblaTb cebsi 3a 3TOro nosnb3o-
BaTens v, Takum obpasom, NCnornb3oBaTh NPUBUIIErMM STOMO MOSb30BATENS.

MoBbILEHNE NPUBUIETWIA HE BCEraa Tak MPOCTO U 04EeBUOHO, Kak B Npumepe ¢ yHKUMen crnyxobl noa-
OEepPXKN. ATakn NOBbILLEHNSA NPUBUITETNIA MOTYT MMETb AOBOJIbHO CITOXHbIE Y HEOYEBMAHLIE NyTN aTtaku. Cne-
[oBaTenNbHO, A1 OLIEHKN HEOBXOAMMO BOCCTAHOBUTL CTPYKTYPY NPUBUIIETMIA B CUCTEME M cnocobbl ynpasne-
HUS MW, @ TaKKe ONpeaenuTb cnocobbl NOBLILLEHWS MPUBUITETUI, OT KOTOPbIX CUCTEMA U NPOAYKT AOIDKHbI
ObITb 3alMLLEHbl. BaXXHO OTMETUTB, YTO MHOIME MONMUTUKM YMpaBreHUs: NPUBUIEMMSIMUA HE NpeaHasHavyeHbl
OIS 3anpeTa BceX METOA0B MOBbLILLEHMS NPUBUIErMin. BMecTo 3Toro cyHOCTM C onpeaeneHHbIMU NpuBmIe-
rMAMKN UM Habopammn NPUBUNENNIA LOIMKHbI OblTb JOBEPEHHbLIMU, YTOObLI HE 3110YyNOTPEbNATL MMU. [1s oLUeHKn
Ba)XHO ONPEAEnnTb NPUBUNENNN, KOTOPbIE TPeOYT 6E3yCNOBHOro JOBEPUS K CYLLIHOCTSIM, U NMO0 yoeauTbes,
YTO 3TO 3aA0KYMEHTMPOBAHO Kak JonyLeHne (B criyvae, ecriv CyLLHOCTb SIBNIAETCSA BHELLIHEN N0 OTHOLLEHUIO K
CUCTEME UMK NPOAYKTY), NMMBO 4TO 3TO 6e3ycroBHOE AOBEPME NPUHMMAETCSH BO BHUMaHWE Npu OLEHKE, eCnin
CYLLIHOCTb SIBMSIETCA BHYTPEHHEN MO OTHOLLEHUIO K CUCTEME UIN NPOAYKTY.

B kOHEeYHOM MTOre oueHKa AOMKHa MokasaTb, YTO MO0 MOBbILLEHNE NPUBUIETMIA HEBO3MOXHO, Nnbo
BO3MOXHO TONbKO ANS AOBEPEHHbIX CYLWHOCTEN (KOTopble, Kak mpegnonaraeTcs Unnm EMOHCTPUPYETCS, He
3r10ynoTpebnsoT CBOMMU NPUBUIIETUSIMI).

5.2.2 MMHMMM3aLMA NOBEPXHOCTU aTaku

5.2.2.1 Obwme nonoxeHus

[MOBEPXHOCTb aTakM CUCTEMbI UITM NMPUITOXEHUSA XapaKTepuadyeTcss HabopoM MHTepdencos/cryxob, Ko-
TOpble MOTyT ObITb UCMOMNb30BaHbl HEAOBEPEHHBIMWU Y MOTEHLUMANBHO ONACHBIMU CYLLHOCTAMM AN 3anycka
aTtaku. CBegeHne K MMHUMYMyY 3TOro Habopa BaXkHO ANsl CHMXKEHUSI BEPOSITHOCTU YCMELLIHOro 3anycka aTaku.

5.2.2.2 OnucaHune npuHUMNa MUHUMMU3aUUKN NOBEPXHOCTU aTaku

Pa3paboTumkin CKMOHHLI Moraratb, YTo GONbLUOe KONMYECTBO MHTEPGENCOB NpeaocTaBnsieT Oorblue
rmbkocTn. C Opyrov CTOPOHBI, 3rTIOYMbILUNIEHHUKM NPEANoYMTaloT OOMbLLIOE KONMYecTBO MHTepdelicoB, KOTo-
pble OHU MOTYT MCMNOMbL30BaThb ANs1 NOTEHUMAINbHOW aTaku, NMOCKOMbKY 3TO YBENUYMBAET BEPOSATHOCTb HANTH
NMHTepdenc, NnpurogHbii Ans Hee. NoaTomy, No coobpaxeHnsiM 6e30MacHOCTU, Jydlle MUHUMU3MPOBATb KO-
NINYECTBO UHTEPGENCOB, K KOTOPLIM MOTEHLMNASBHBIN 3MTOYMbILLNIEHHUK MOXET NOfy4YnUTb OOCTYM, YMEHbLUNTb
CNOXHOCTb 3TUX MHTEP(ENCOB U 3aLUUTUTbL UX UCMONb30BaHME Al CBOEBPEMEHHOIO OOHAPYXXEHUSA MOTEH-
LmanbHbIX 3110ynoTpebneHnii Mnn NonbITOK atakn. Takon Nogxofd TpebyeT aHanmn3a Toro, Kakme MHTepdencsl
SIBNSAOTCS YaCTbO MOBEPXHOCTU aTaku, KaKoro Tuna 3royMbILLSIEHHMKN MOTYT 3KCMyaTupoBaTh 3TU MHTEp-
eNcbl U Kakme HaBblKWM Y MOTUBALMIO MOTYT MMETb 3TN 3IIOYMbILLIIEHHUKW. [IpyrumMum cnosamm, Heobxoanmo
NPOBECTM aHanM3 PUCKOB ANt MHTepdencoB, AOCTYMHbIX MOTEHUMANbHOMY 3ITOYMbILUNIEHHUKY, U BNocrea-
CTBUW ONpeaennTb Heobxoanmble OyHKLMM 3aLUThI 4N1S UCNONb30BaHKS 3TUX MHTepdencoB. Korga Bce Bbl-
MOSTHEHO NPaBUIIbHO, BKIHOUYNTL MHTEPMENC B MOBEPXHOCTL aTtaku aBnsaeTcs 6onee 3aTtpaTHbIM N0 CPaBHEHUIO
C NpoBeAeHNEM aHanM3a u 3alMTON MexaHn3ma, BbIMOTHSAEMbIMU B pe3yrnbTaTte aHanmaa pucka, U NoaToMy
YMEHbLLEHNE MOBEPXHOCTN aTakmn obecnevmBaeT Takke 3KOHOMUYECKME NPENMYLLECTBA.

5.2.2.3 CoiicTtBa 6e30MacHOCTH, NoAAEPKMBAEMbIE MPUHLMMNOM MUHUMM3ALMM MOBEPXHOCTM aTaku

MWHMMM3aLUMsT MOBEPXHOCTU aTaku NoadepkKMBaeT CBOMCTBO ©€30MacHOCTU — COOCTBEHHYHO 3aLLMTY.
HebonbLuasi NoOBepXHOCTb aTaku NO3BOMSIET MPOBOAUTL Ooree TuaTenbHy OLEHKY AedeKTOB 1 NoTeHUMarb-
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HbIX aTak, TEM CaMblM CHWXasi PUCK MOSABNEHMST HEPACMO3HAHHbIX YA3BUMOCTEN, KOTOPbIE 3MOYMbILLMEHHNK
MOXET MCMONb30BaTh Kak YacTb CBOEWN aTaku. B 4acTHOCTW, MOXHO 3Ha4YMTENbHO COKPaTUTb AedEKTbI, CBSA-
3aHHbIe C MOBEPXHOCTBIO aTaky Takme Kak HEKOPPEKTHas Uiy HemnorHasi NpoBepka NapameTpoB.

YTo6bl YMEHbLUWNTL pa3Mep MOBEPXHOCTU aTaku, He0HBXO4MMO MpoaHanMa3npoBaTb OYHKLMKU, peannso-
BaHHble B KOMMOHEHTax NpogyKTa UM CUCTEMbI, KOTOpbIE SIBIISIIOTCS KPUTUYHBIMKU Ans 6e3onacHOCTH, KOTO-
pble Takke MOryT ObITb peanu3oBaHbl BHE KPUTUYHBIX KOMNOHEHTOB. Hanpumep, korda ansg 4ocTyna Kk 00bekTy
TpebyroTcsa CnoXHble YHKUUM NpeobpasoBaHus Ansi TOro, YTobbl 06beKT Obin naeHTUMUMPOBaH (Hanpu-
Mep, MOTOMY, 4TO TpebyeTcst NogAep>KaTb HECKOMNBKO MyTen, BEAYLLMX K OOBbEKTY).

5.2.2.4 AcnekTbl/3aBNCMMOCTU, KOTOPblE HEOOXOAMMO YYMTbIBATbL MPU UCMONb30BaHUM MPUHLMNA MUHW-
MU3aLMmM NOBEPXHOCTU aTakm

YMeHbLUEHNE KOnmM4ecTBa MHTEP(ENCOB Ha NOBEPXHOCTU aTakn — 3TO OAWMH acrekT, CHUXKEHWE CIOX-
HOCTW 3TUX MHTepdericoB — Apyron. Oba acnekTa HeO6XO0ANMO YUNTbIBaTb ANA MUHUMMU3ALMM NOBEPXHOCTU
ataku.

MeToa, KOTOpbIN Takke MOXHO MCMONb30BaTh AMs YMEHbLUEHUS pa3Mepa NOBEPXHOCTM aTaku, 3aKrio-
YyaeTcs B AeaKTMBauMmn MHTepdencoB, KOTopble He TpebyoTca Anst KOHKPETHOrO 3K3emnnsipa NpoAayKTa umnm
0119 KOHKPETHOM cucTeMbl. [1oaTomy paspaboTymkmn npogykTa AOMKHbI NPeayCMOTPETb CNocob, MO3BOMNSAOLLNIA
caenatb MHTepdEenchbl BPDEMEHHO MITM MOCTOAHHO HEOCTYMHBIMU A9 ONpeAeneHHON KoHUrypaumm npogykx-
Ta, TEM cambIM MO3BOSAS NOMb30BAaTENSIM MPOAYKTA MUHUMMN3MPOBATh NOBEPXHOCTb aTakn B COOTBETCTBUM C
MX 3KCMyaTaunoHHbIMW NOTpebHOCTAMM.

5.2.2.5 Mpumepsl

lMpumep 1 — Cemesbie uHmMepgelcni

CyuecTByeT ABa NPOCTbIX METOAA MUHUMM3ALMN MOBEPXHOCTU aTakun AN CETEBbIX MHTEP(ENCOB:

- YMEHbLLEHNE KONMMYECTBA OTKPbITbIX CETEBLIX MOPTOB 4O MUHMMArbHOIO, Heo6xoaUMOro Ans paboThbl;

- TYHHenupoBaHWe Kak MOXHO GOmbLUIEro Yncrna OTKpbIThbIX MOPTOB C UCMOMb30BaHMEM KpunTorpaduye-
CKMX NPOTOKOMOB, Takux Kak IPSec nnu TLS.

MepBbI acnekT ymeHbLUAEeT obLlee KONMMYEeCTBO CETEBbLIX NHTEPKENCOB, BTOPON — OrpaHMYMBaEeT Ha-
OOp BO3MOXHbIX 3MOYMbILLNIEHHUKOB TEMU, KTO BraAeeT KrvaMu AN YCTaHOBMNEHMS 3alLMdpOBaHHOMO CO-
eOVHEHUS.

lMpumep 2 — UHmepgbelicbl onepayuoHHOLU cucmeMbl

OnepaunoHHas cnctema obLiero HasHavyeHUss 0bbIMHO NpeanaraeT pasnnyHble Habopbl NHTepPdEeNcos,
KOTOpbIE BKMKOYAOT CUCTEMHbIE BbI30BbI, CETEBLIE NHTEPMENCHI, MPUBUIENMPOBAHHbLIE NPOrPaMMbl, a Takke
UHTepdencobl KoHdUrypawumm n ynpaeneHums. Hepegko Bo3HUKaoT cnegyoLmne npobnemsi:

- onepaumoHHas cuctema npeagnaraeT pasHble CUCTEMHbIE BbI30BbI Af151 O4EHb NOXOXKUX (PYHKLMIA (Ya-
CTO, YTOObI HEe HapyLLaTb COBMECTUMOCTb CO CTapbiMy BEPCUSIMU);

- onepaumoHHas cucteMa npeanaraeT NpUMBUNErMPOBaHHbIE NPOrpaMmbl AN OYHKUUA, KOTOpbIE He
TpeObyoT NpuBMNernin Unu Kkorga Habop NpuBUNErMn nNporpamMMbl 3Ha4YUTENBLHO GonbLue, Yem TpebyeTcs (Ha-
pyLUeHVEe NPUHLMNA HaUMEHbLLMX NPUBUNETNIA);

- onepaumoHHasi CUCTeMa HeAOCTaTOMHO OrpaHWyMBaeT AOCTYN K WHTepdencam KoHdurypauum wu
yrnpasneHns, no3Bornss NoTeHUNanbHbIM 3rI0YMbILLNIEHHUKAM NOMYyYnTb AOCTYN K 3TUM UHTEpPdENncam.

Pa3paboTumk onepawumoHHOM CUCTEMbI MPY BHEAPEHMM HOBOIO MHTEpPeca Ha NOBEPXHOCTL aTaku Uinn
N3MEHEeHNN Takoro nHTepderica AOMmKeH y4YnTbiBaTb CreayoLlmne acnekTb:

- HeobXoaMM N HOBbIV MHTEPMENC, UNKN 3Ta PYHKLNS Takke MOXET ObITb Bbi3BaHa C MOMOLLBIO CyLLe-
CTBYHOLUUX MHTEPEENCOB, BO3MOXHO, C HEDONbLUUMU U3MEHEHUAMY;

- TpebyloTca Ny BCe NpUBUNErNN, HAa3HAYEHHbIE MPUBUIErMPOBAHHON NporpammMe, unu Habop npusune-
rin MoXeT OblTb YMeHbLUeH 6e3 yuepba ansa pyHKLMOHANbLHOCTY;

- MOXHO NW MOMHOCTBIO yAAnuUTb MHTEP(ENC C MOBEPXHOCTU aTaku, OrpaHMumMB OOCTYN K HEMY TOMbKO
[OBEPEHHBIM CYLLLHOCTSIM.

5.2.2.6 3ame4aHus npu oLleHKe NOBEPXHOCTM aTaku

BbisiBNeHne NOBEPXHOCTM aTakM — OOWH M3 BaXKHbIX LLAroB, KOTOPbIA HEOBXOAMMO BbINOMHUTL MpWU
oueHke. OueHLInKY HeobXxoanmMo MAEHTUPULMPOBaTL BCe UHTEPEENCHI 1 UX NapaMeTpbl, K KOTOPbIM MOTEH-
LmarnbHbIN 3M0YMbILLIIEHHUK MOXET MONyYnTb NPSMON SOCTYN UK, NO KparHen Mepe, NOBANATbL Ha HUX. JTO
nepBbIN LWar B KOHCTPYKTUBHOM aHanunse ysassumocTten. OueBnaHo, 4To obwmn obbem paboTt no aHanmay yss-
BMMOCTEN NPSAMO NPOMOPLIMOHANEH pa3mepy NOBEPXHOCTU aTaku, 1 NO3TOMY HebonbLlasi NOBEPXHOCTb aTtaku
YMEHbLUUT TpyAo3aTpaThl Mo OLeHKe B 00racty aHanu3a ysa3BMMOCTH.
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Camo onpegeneHvie NOBEPXHOCTM aTakm 4acto GbiBaeT JOBOMBHO TPYAHbIM, MOCKOSIbKY MOBEPXHOCTb
aTaky MOXET CUJIbHO OTNNYaTbLCSA OT NPOrpamMMHbIX UITW MONb30BaTENbCKUX NHTEPEENCOB, ONMCaHHbLIX paspa-
6oTynkoM. Bo MHOMMX cnyyasix nporpamMMHbIE UK NOMb30BaTeNbCKUe NHTEPdENChI, ONMMCaHHbIE pa3paboTyn-
KOM, SIBMISILOTCS MPOCTO MHTEpdencaMmm K hyHKLMAM-060M04KaMm, KOTopble 3aTEM CaMu Bbi3bIBAKOT MHTepdE-
Cbl HA NOBEPXHOCTM atakun. YacTo 3T 060M0YKM MOXKHO Nerko obonTI, YTO AenaeT orpaHNyeHnsl, Hanaraemble
3TMMK obonovkamm, HeaPEKTUBHBIMMN.

[MoaTOMy OLEHLLMK OOIMKEH ONpeaenvTb NOBEPXHOCTb aTtaky Kak cambll HU3KWUI YpPOBEHb MHTEpderca
nNpogyKTa UM CUCTEMbI, K KOTOPOMY MOTEHLUMAanNbHbIN 3MOYMBILLMIEHHUK MOXET MOy4uTb AOCTyn. 3ayacTyto
310 TpebyeT JoCcTyna K MHopMaLmm, KOTOpY pa3paboTymk He XKeraeT packpbliBaTb. TeM He MeHee 3Ta MH-
dopmaumsa gomkHa ObITb AOCTYMHA B KA4eCTBE BHYTPEHHEN MPOEKTHOM OOKYMeHTauum oT paspaboTyuka, 1
nobas KOHCTPYKTMBHAS OLlEHKa 4OMKHA OCHOBbLIBATLCS HA 3TON JOKYMEHTauun, 4ToObl onpegenvTb NoBepX-
HOCTb aTaku U Ha4yaTb aHann3 NoTeHUMarnbHbIX Y3BUMOCTEWN.

5.2.3 LleHTpanu3oBaHHas npoBepkKa napamMeTpoB

5.2.3.1 Obwme nonoxeHus

BorbLuoe KonnyecTBo ysi3BUMOCTEN, O KOTOPbIX COOBLLAETCA B peno3UTOpUaX YA3BUMOCTEN, BbI3BAHO
HEMONHOW UM HEKOPPEKTHOW NPOBEPKON napaMeTpoB. ATaku nepenonHenuns bydepa nnm nHbeKkumMm — 3ato
NVWb ABa npvMepa aTtak, Bbl3BaHHbIX HEMOITHOW MPOBEPKOW napameTpoB. [103ToMy oyeHb BaxkHO obecne-
YNTb MOSTHYIO U TOYHYIO Banugauuio napameTpoB. Ons JOCTVXKEHUS 3TON Lenyn HeobxoammMo Hannune obLymx
OYHKLMI, NPOBEPSIOLLMX MapamMeTpbl, KOTOpble NO3BONANM Obl NPOBOAUTE €ANHbBINA KOMMINEKCHbIV aHanm3 aTux
GYHKLUMIA HA TOYHOCTb M MOJSTHOTY.

5.2.3.2 OnucaHune npvHUMna LeHTpanM3oBaHHOM NPOBEPKN NapaMeTpoB

LleHTpanm3oBaHHas npoBepka NapameTpoB AOIMKHA rapaHTMpOBaTh, YTO BCE NapaMeTpbl KpUTUYECKMX
OYHKLMI NPOBEPSIOTCS C UCMONb30BaHNeEM obLLero Habopa yHKUMIA MPOBEPKX, KOTOpbIE ObiNy TLLATENbHO
NpoaHanu3nMpoBaHbl HAa TOYHOCTb M MOMNHOTY. KOHEYHO, CcyLlecTByOT 0COBEHHOCT MPOBEPKM NapamMeTpoB B
3aBMCMMOCTM OT MCMONb3YEMOro s3blka, TUna uHTepdenca n Tuna napameTpos. [loaToMy egnHasa peanusa-
LS NPOBEPKN MapamMeTPOB YaCcTO OKa3bIBAETCS HEBO3MOXHOM.

TeMm He MeHee OONbLUMHCTBO CUCTEM Y MPOAYKTOB MMEKT Habopbl MHTEPdENCOB, B KOTOPbIX NPOBEpKa
napamMeTpoB MMEET JOCTAaTOYHO OBLLMX aCcneKToB, YTOObI C HUMWN MOXHO ObINo paboTaTk KakMM-TO LieHTpanu-
30BaHHbIM 06pa3oM. JTOT LeHTPann30BaHHbIA METO MOXET ObiTb €QUHCTBEHHLIM MPMMEPOM KOoAa, HO Yalle
BCEro 3710 ogHa 6ubnuoTeka, K KOTOpoK KoA obpallaeTcs No Mepe HeoOXOAMMOCTH.

TouyHasi n nNonHasa NpoBepka napaMeTpoB 0COOEHHO BaXkHa ANs MHTepdEencoB, KOTopble NpuHaanexar
MOBEPXHOCTU aTaku. Ha aTux nHtepdgencax Hemnb3sa 0XnaaTb, YTO Bbi3biBAOLWUA MX ByOeT npuaepXmBaTbCs
npaBwun, onNpeaeneHHbIX Ang napameTpoB. BMecTo aToro 3noymbilUNIEHHUK MOXET HAMEPEHHO BbI3BaTb 3TU
nHTEepencsl ¢ HeJoMnyCTUMbIMU U NEePeNyTaHHLIMU 3HAYEHUSIMU NapaMeTpPOB.

5.2.3.3 CaolicTBa 6e3onacHOCTU, NOAAEPKMBAEMbIE MPUHLMMNOM LIEHTPanM30BaHHON NPOBEPKMN napa-
METpOoB

LleHTpanu3oBaHHasa npoBepka napameTpoB — BaXkHasi Mepa COOCTBEHHOW 3alyuTbl, MOCKOMbKY MpK
NpaBuUITbHOM NMPUMEHEHWM OHA CHXKAET BEPOSATHOCTb MOSBEHWUS OOHOMO M3 OCHOBHbLIX MCTOYHMKOB YS3BU-
MOCTEMN.

[oBonbHO YacTo napaMeTpbl MHTepdenca, NpuHagnexallero NoBEPXHOCTU aTaku, LerneHanpasneHHO
€03[at0TCs 3MOYMbILLMIEHHWKOM 4151 TECTUPOBAHMS UMW 3KCMyaTaumm noTeHUManbHbIX YA3BUMOCTEN.

5.2.3.4 AcnekTbl/3aBMCMMOCTM, KOTOpPble HEOOXOOUMO YyYMTbIBATh NMPW UCMOMb30BaHWMM MPUHLUMMA LEH-
Tpanu3oBaHHOW NPOBEPKM NapamMeTpoB

Kak ynomuHanock Bbille, ANs LEeHTpann3oBaHHOW MPOBEPKM NapaMeTpoB TpebyroTcss Habopbl UHTEP-
dericoB, KOTOpble MOTYT MCMOMb30BaTh OOLLYH0 METOAOMOIMI0 NPOBEPKU NapamMeTpoB. Bo MHormMx cnydasx
3TO CBSI3aHO C MCMONb3yeMOWN TEXHMKOW peanu3auny (Hanpumep, obLmMi S3blKk NPOrpaMMUpPOBaHNS) MU UC-
nonb3yemMon nnardopmon. Yacto TpebyeTca onpegeneHne HeKoTopbIX OOLWUX cornalleHnii o pa3paboTtke/
BHEOPEHMUN, TakUX KaK MakCMMarnbHasi AnvHa CTPOKM, onpefeneHHble dopmarbl, UnM HegonycTUMble CUM-
BOJIbl U BbIP@XXEHWs1 B CTPOKax, UNn Apyrme BXodHble NapaMeTpbl. TN cornalleHnst OMmkHbI ObiTe onpeae-
neHbl rmobarnbHo, 1 Bce pa3paboTymkmn SOMKHbI OblTb 0CBEAOMIMNEHbI 006 3TMX orpaHuydeHunsix. MiHorga moxer
noTpeboBaTbCs UBMEHEHWE UMW CHATME OrPaHMYEHUI, HO Torga 3T U3MEHeHMs Heobxoaumo 06oCHOBaTL U
MPUHATb, Mpexae Yem B COOTBETCTBUM C HUMK OyayT onpeneneHbl OyHKUMU LEHTPaNn30BaHHOW MPOBEPKM
napameTpoB.

5.2.3.5 Mpumepsl

MexceTeBble aKpaHbl, KOTOPble BbIMOMHSAT (UNBTPALMIO MAKETOB UMK MPOBEPKY MPOTOKOMOB Ha YpOB-
He MPUITOXEHWI, ABMAKOTCS OOHUM 13 NPUMEPOB CIyXObl LIeHTPann3oBaHHOW NPOBEPKN NapaMeTpoB, 0bbIY4-
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HO BbIMOSHSAIOLLEN Takke HEKOTOpble AONOMHUTENbHbIE YHKUMK. [pyron npumep — cneumanuanpoBaHHas
BnbnmnoTeka, KOTOpy pas3paboTyYMKL AOIMKHBI MCMONb30BaTh AN NMPOBEPKM NMapaMeTpoB MpU peanu3aumm
KpUTUYECKNX (DYHKLMIA C MCNOMb30BaHMEM ONpeaeneHHoro a3bika NporpaMmMmMpoBaHus.

5.2.3.6 3ame4aHus No oLeHKe LeHTpanm3oBaHHOM MPOBEPKN NapaMeTpPoB

LleHTpanm3oBaHHas npoBepka NapaMeTpoB MOXET MOMOYb CHU3WUTb 3aTpaTbl Ha OLEHKy. [ToMMMo aHa-
Nn3a TOYHOCTM M MOMNHOTBI MPOBEPKM NapaMeTpOB OLEHLLUKY HEOOXOAMMO pacCMOTPETb CriedyoLLme acneKTbl:

- peanu3oBaHa I MpoBepKa NapaMeTpoB Kak YacTb AOBEPEHHOIO Koda npogykTa unu cuctemsl. B npo-
TMBHOM Cry4ae 3Ty (yHKUMIO MOXHO Nerko 000NTu UM HEUTPann3oBaT;

- MOXHO N 06OWTM MPOBEPKY NapaMeTpoB, HAaNpUMep € NMOMOLLBI MHTEPEENCOB, KOTOPbIE HE BbI3bl-
BalOT LIEHTPanun3oBaHHY NPOBEPKY NapamMeTpoB, HanpumMep, n3-3a gpyroro CeTEBOro NyTu, KOTOPbIA 06XOAUT
LEHTPann3oBaHHyl0 MPOBEPKY MapamMeTpoB, UMK 13-3a TOro, YTO (PYHKLMM NPOBEPKU NapamMeTpoB peanmn3o-
BaHbl C MCMOMb30BaHMEM OPYroN TEXHOMOMMK, B KOTOPOW LeHTpann3oBaHHasi MpoBepka napamMeTpoB — Kak
peann3oBaHO — HE MOXET ObITb BbIMOTHEHA;

- OXBaTblBaET N LieHTpanu3oBaHHasa NpoBepKka napaMeTpoB BCe NapameTpbl MHTepdenca;

- CYLLECTBYHOT NN OrpaHUYeHnst B MHTepderice nnm napameTpbl nHTepdenca, Tpedyrowme AoNomnHu-
TenbHbIX MPOBEPOK, HE BXOASLLUMX B LEHTPANN30BaHHYH MPOBEPKY NapameTpoB. B aTom cnyvae oueHLmKy
Heobxoanmo ybegnTbCs, YTO 3TV AOMNOMHUTENbHbIE OrPaHNYEHUS peanuayTcs camon YHKLMEN.

5.2.4 LeHTpanu3oBaHHbIe 06LMe cnyx6bl 6e3onacHoCTU

5.2.4.1 O0Lwme nonoxeHus

KoHkpeTHble crnyxbbl 6e30nacHOCTV HOCAT OBLLMI XapakTep U UCMOMNb3YHTCS HECKOMbKMMU KOMMOHEH-
Tamu nNpogykTa unm cuctembl. [NpegoctaBnenne atux cnyxo6 6a3oBbIM KOMMIOHEHTOM NPOAYKTa UM CUCTEMBI
ynpoLlaeT 3agayy 1 no3BofseT pacnonaratb 06WMPHBIMU 3HAHUAMW O Pa3NUYHbIX NOABOAHBIX KaMHSIX Npu
peanusaunmn aTon QYyHKLUN.

CyulecTByeT psg cnykb 6e3onacHoOCTH, KoTopble nNpeaocTaBnsatoTcs nmbo 6asoBor nnaTtgopmon (Ha-
npumep, onepaLmoHHON CUCTEMON), NMMBO HEKOTOPOW LIEHTParbHOM CnyX6om B paMkax MHPacTPyKTypbl CU-
ctembl. Ecniv Takue cnyx6bl yxxe obecnevmBaoTca cpegon NpogyKTa unm CUCTEMbI, TO X CNeayeT NCMOoNb30-
BaTb, BMECTO TOro YTOObI peanv3oBbiBaTb OTAEMbLHO.

5.2.4.2 OnucaHune npvHUMNa UeHTpanmMsaumm obwmx cnyx6 6esonacHocTn

LleHTpanm3oBaHHbIe cnyx0bl 6e3onacHOCT 06ecnevmBaloT 3Ha4YUTENbHbIE NPEVMYLLECTBA HE TOMbKO C
TOYKM 3pEHMS peanuaaumm (ogHa crny>ba BMECTO MHOXECTBA PasfnnyHbIX), HO U C TOYKW 3PEHUS yNpaBrneHus.
Ecnu Takue cnyx6bl, kak ayTeHTUMKaLMS Nonb3oBaTtenem, KOHTPOb AOCTyNa v ayauT, 6yayT LeHTpanunso-
BaHHbIMMW, UMW MOXHO ByaeT ynpaBnsaTe eanHO00PasHO 1 UX He HYXXHO ByAeT CUHXPOHM3NPOBAaTb.

XOopoLwwunmMKn KaHamgaTaMum B LIeHTpanum3oBaHHble Cry»0bl 6e30nacHOCTY ABMAIOTCS:

- ngeHTudurkauusa n ayteHTudmrkaumsi nonb3oBaTenen, ynpasneHme NpuBmMnernaMy nosb3oBarenen;

- KOHTpOMb A0CTyNa;

- cbop v oueHKa 3anucen ayauTa;

- Kpuntorpaduyeckue cnyxobi;

- MOHWTOPWIHT U ynpasBneHne 6e30nacHoOCTbHO.

5.2.4.3 CsoiictBa 6e30macHOCTU, NOAAEPXKUBAEMbIE MPUHLUMMOM LieHTpanm3aumm obmx cryx6 6es-
OMnacHoCTU

LleHTpanm3oBaHHbIe Cny>0bl 6€30MacHOCTM MOTyT rapaHTUpPOBaThb COrNacoBaHHy paboTy crnyxo, npe-
JocTaBnsieMbix B 6onee KpynHbIX CUCTEMax, U MOryT YNpOCTUTb YNpaBrieHne CIIOXHbIMU CUCTEMAMM.

5.2.4.4 AcnekTbl/3aBMCMMOCTM, KOTOpPble HEOOXOOUMO YyYMTbIBATb NMPY UCMNOMbL30BaHWMM MPUHLMMA LEH-
Tpanusaumm obLmx cnyxd 6esonacHocTn

Vcnonb3oBaHne LieHTpanm3oBaHHbIX ClyX0 6e3onacHOCTU NoapasyMeBaEeT, YTO MONb30BaTenu 3Tux
cnyx6 moryT 6e3onacHo nmony4aTb K HAM OOCTYM M UCNOMb30BaTb MX. Takow noaxopd TpebyeT, Y4ToObl 3Ty
cny>6bl ObINKM 3aLMLLEHBI OT HECAHKLMOHMPOBAHHOIO JOCTYMNA Y rapaHTMPOBaNu 3aLLMTY KPUTUYECKM BaXKHbIX
OaHHbIX OT HECAHKLMOHUPOBAHHOIO PacKpbITUSi U M3MEHEHWS. Takke HEOOXOAMMO YYNTbIBaTh JOCTYMHOCTb
3TUX cny>x06, 0cobeHHO Korga HeT 6e3onacHon pe3epBHOM PYHKLMOHANbHOCTM Ha cryyain, ecnu cnyxba 6es-
OMacHOCTN HeQOCTYyMHa.

5.2.4.5 Mpumepsl

CywiecTByeT psg cnyx6 6e30nacHOCTH, KOTOPbIEe YacTo peanuaytoTcs Kak LeHTpanmn3oBaHHble CryX0bl
©e30MacHOCTM C UCMONb30BaHMEM, HanpuMep, cnyxobl katanoros, cnyobl PKI (criyx6a oTKpbITbIX Ko4en),
XOCTOB XXYPHAIIOB, a Takke Cnyx0 ynpaBreHusi CETSMU U CUCTEMaMMU.

lMpenocTaBneHne KOHKPETHbIX PYHKLNIA, KOTOPbIE CIIOXHO peanu3oBaTtb 6e3onacHeiM 06pa3om, — O4eHb
BaXKHbIN acnekT. Kpuntorpadguyeckme yHKUNMNM — ONTUMarbHbI TOMY NpUMep. XOTH KaXeTcs, YTO NpaBuiib-
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HO peanu3oBaTb KOHKPETHbIN KpunTorpadu4ecknin anroputM JOCTaTOMHO MPOCTO, NPaKTUKa nokasana, 4Yto
peanu3oBaTtb €ro Takum 06pa3oM, YTOObl OH HE MMEN IKCMyaTUPyeMbIX CTOPOHHUX KaHamnoB, JOBOMbHO TPyA-
Ho. Co BpemeHeM Obinu pa3paboTaHbl 0cobble MeToAbl ANA 3PPEKTUBHOIO NPOTUBOAENCTBUSA TaKMM aTakam
CTOPOHHUX KaHanoB. B To Bpems kak atakm No CTOPOHHUM KaHarnam, OCHOBaHHbIE Ha aHanM3e BO3MOXHOCTEN
U BbI30BE HEMCMPaBHOCTEW, MOTYT ObITb ONACHbIMU A4S cMcTeM, paboTatoLwmx B onpeaeneHHbIX cpejax ¢
OrpaHn4eHHoN pumandeckon 6e30NacHOCTbI0, CTOPOHHME KaHarlbl CMHXPOHMU3aUUnN NPeacTaBnsaoT cobown yrpo-
3y, KOTOpas CyLLEeCTBYET MOYTU BO BCEX CUCTEMAX. YMPOLLEHHbIE peanuaaumm Kpuntorpadmyeckmx pyHKunii
noYTK BCerga NpuMBOAST K yTeYKE MHOPMaLMM U3-3a Pa3HOro BPEMEHU CUHXPOHU3ALMKN AN pasHbIX KM4Yen,
pa3sHbIX COOOLLEHU nnn 06paboTkm owmnboK. B kpariHem crnyvae Takme CTOPOHHME KaHarnbl CUHXPOHU3aLMK
NPOMNyCKakT KPUTUHECKN BaXKHYIO MHADOPMALMIO 1 MO3BONSAKOT 3M0YMbILLUNEHHUKY MONYyYUTb AaHHbIE, KOTOPbIE
OOMKHbI ObINK 6bITh 3aLLMLLEHbI C MOMOLLBIO KpUNTOrpagouiecknx pyHKUNA.

MoaTomy nonesHo NpedocTaBnsTh KpunTorpadmnyeckne PyHKLMN Kak CEPBUC, KOTOPbIN MOXET UCMOMb-
30BaTbCs Pa3NUYHLIMU «KMMEHTAMMUY, U peann3oBaTb B HUX BCe (DYHKLMW 3alLUThbl, HeobXxoaumble Ans Toro,
4YTOObI cAenaTb aTaku Mo CTOPOHHMM KaHaram HEBO3MOXXHBIMY UM HACTOMbKO TPYAHLIMW ANst 9KCNyaTauuu,
YTO 3MOYMBbILLUIIEHHUK, CKOPEee BCEro, He ByaeT TpaTuTb Ha 3TO CBOU PeCcypChbl.

5.2.4.6 3ame4aHus No oLeHKe LeHTpanmn3oBaHHbIX cnyx6 6esonacHocTu

Mpu oueHKe LEeHTpPanNM3oBaHHbIX CyX0 6e30MacHOCTY OLEHLLMK JOMmKeH YoeanTbCsl, YTO 3TU CEPBUCHI
npenocTaBnAlT nHTepdEnchl, KoTopble MOryT BbiTb 6€30NacHO MCNOMb30BaHbI, T. €. KOTopble 0becnevnBaT
Tpebyemyto 3alLMTy AaHHbIX, NepefaBaeMbIX Yepes 3TN MHTepdENChl, rapaHTUPYIOT, YTO cryba MOXeT uc-
Mornb30BaTbCsl TONIbKO aBTOPM3OBAHHBIMM B CIy>X0€e CYLLHOCTAMU U YTO CMeuuann3vpoBaHHble OYHKLMN 1
OaHHble, KOTOPbIE€ OHW MCMOMb3YIOT, 3aLLMLLEHBI OT 3MOHAMEPEHHOTO UCMOMNb30BaHUS 3TMK aBTOPU3OBaHHbI-
MU CYLLHOCTSIMU, M cama cnyba AOoCTynHa, Korga 3To Heobxoammo.

Mpu oueHke Takke Bcerga cnegyeT UMETh B BUAY, YTO TakMe LieHTpanu3oBaHHbIe Cry0bl 6e3onacHocTm
camu ABMsOTCA 06LEKTOM NPUCTANBHOIO BHUMaHUSA NOTEHLMANbHOO 3M10yMbILINIEHHUKA. B3nom Takoro LeH-
Tpann3oBaHHOIO KOMMOHEHTa MOXET NpeacTaBnATb ropa3go 60nblwnn MHTEpPEC ANs 3MOYMbILLIIEHHMKA, YEM
B3/TOM MHOIMX AELeHTPaNn30BaHHbIX CEPBMCOB. [103TOMY OLIEHLLMK AOMKEH MPUHATL BO BHUMAaHMWE, YTO Takas
LeHTpanu3oBaHHasi cnyxba TpebyeT 3awnTbl OT 3MOYMbILLIIEHHWKOB CO 3HAYUTENbHO Gonee BbICOKMM MO-
TeHUManoM HanageHus. [oaToMy ANns TakMx LeHTpanmM3oBaHHbIX CyX0 MOXeET NnoTpeboBaTbCs NPUMEHEHNE
OPYrVX MPUHLMMNOB apXUTEKTYPbl U MPOEKTUPOBAHUSA, TAKMUX KakK N30bITOYHOCTb M MMHUMU3ALIMS MOBEPXHOCTU
atakn. Kpome T0ro, B 60mbLUMHCTBE criyyaeB TpebyeTcs 6onee BbICOKMI YPOBEHb OOBEPUS.

5.2.5 NMogroToBka K 06paboTke OLWMOBOK U UCKNIOYUTENbHBIX CUTYyaLUin

5.2.5.1 Obwme nonoxeHus

Huvkakasa cuctema mnuv npogykTbl HE MOTYT rapaHTMpoBaTb OTCyTCTBME owmnbok. Kpome Toro, Heobxo-
OVIMO ONpefennTb KOHKPETHbIE YCNOBUS 3KcnyaTaumm unm cbom B cpege pyHKLUMOHMPOBAHMSA NpoayKTa unm
CUCTEMBI, YTOObI MOXHO BbINO NPUHATE KOPPEKTMPYOLLME MEPbI.

CnepoBaTenbHO, NpoAyKThl U CUCTEMbI AOSMKHbI ObITh peann3oBaHbl Takum 06pa3oM, YTOObI MO3BONSATHL
0BHapyXMBaTb OLLNOKM UK UCKITHYMTENbHBIE CUTYaumnn, coobLaTb O HUX U MPeanpUHNMaTh aBToMaTnyeckme
aencTBus nmbo Ans ycrpaHeHus, Nnbo Anst MUHUMU3aLMmn NOCneacTBUIA OLLMOKN.

5.2.5.2 OnucaHune npuHumMna obpaboTkn OLLMOOK N UCKITHOYUTENBHBLIX CUTYaLNIA

[nsa nogrotoBkn kK 06paboTke OWNBOK M UCKITFYMTENBHBLIX CUTYaLuin HEOOXOAMMO BbIMOMHUTL Criedyto-
wme OencTBus:

- MOEeHTUdMKaUUSa BO3MOXHbIX OLLUMOOK U UCKIIOYUTENBHBIX CUTYauun, Tpebyrowwmx ocobor obpaboTku
(aToT Wwar Heo6xoaUMO BLIMOMHWUTL Ha aTane onpegeneHns TpeboBaHUIM K NPOAYKTY/cucTeme);

- cneundukaumsa QyHKLUMOHANBbHbLIX BO3MOXHOCTEN, HEOOX0AMMBIX Anst 0GHapyXeHns ownbok nnm uc-
KMIOYNUTENBHbBIX CUTYaLWN;

- cneundukaums yHKUMA 06paboTKM OLLIMBOK UCKITHOUNTENBHBLIX CUTYyaunii;

- cneumduKaums WwaroB A1 Bo3BpaTa U3 COCTOAHMSA 00paboTKn OWMBOOK/MCKMOYUTENBHBIX CUTYaLUn
4N BO30O6HOBMNEHUSA HOpMarbHOW paboTbl UNM ANst KOPPEKTHOIO 3aBepPLUEHUS paboThl BblgENEHHbIX OYHKLNIA
U BCen cucTemMbl/NpogykTa.

5.2.5.3 CeonctBa 6e30nacHOCTU, NogaepXnBaemble NPUHUUNOM 00paboTkn owmnboK U UCKNYUTENb-
HbIX CUTyaLui

O6paboTka oWnbOK M UCKMIOYNTENBHBIX CUTYaUUn JOJMPKHA rapaHTUpOBaTh, YTO BWSIHUE OLLUMOOK uUnn
NCKIMIOYNUTENBHBIX CUTyauui Ha 6e30nacHOCTb CUCTEMbI CBEOEHO K MMHUMYMY. B nyyiiem cnyvyae oHu JOmK-
Hbl rapaHTMpoOBaTh, YTO CUCTEMA UIN NPOAYKT Bcerga HaxoguTcda B «6e3onacHom cocTosiHumy» (paboTtaet B
COOTBETCTBUM C LiensmMu 6e30nacHOCTL), AaXe B Criyvae BO3HVMKHOBEHMS CNEeLMdPUYHbIX OLWMBOK M UCKITHO-
YUTENbHbIX CUTyauuii. Ecnv aTo HEBO3MOXHO, cMCTEMa JOfKHa NpoaHanuanpoBaTh BAWSIHUE OLWNOKM Unu

17



NHdopmaumnoHHasa cuctema "TexHopmaTtum"

FOCT ISO/IEC TS 19249—2021

WCKIIOYUTENBHBIE CUTYaUMK U NPeanpUHATL HAaMMeHee KpUTUYHbIE ENCTBUS, BO3MOXHO, C MOMOLLIbIO YMOf-
HOMOYEHHbIX aAMWHUCTPAaTOPOB.

MN36bITOYHOCTE YacTo MCNOMb3yeTcs Kak CpeacTBO UCMpaBrneHns olwmbok. Bo MHormx criyqasix n3bbitou-
HOCTb MCMONb3yeTca Ans obHapyxeHust ownbkun, a Takke Ans OnpeaeneHvst KOPPeKTUPYHLWNX AENCTBUN,
€CIn1 NpaBusbHbIE 3HAYEHUSA MOTYT ObITb N3BMEYEHbI U3 PE3EPBHbIX AaHHbIX.

5.2.5.4 AcnekTbl/3aBUCUMOCTH, KOTOPble HEODXOAMMO Y4MTbIBaTb NPU MCMONb30BaHUM NpuHUMna obpa-
BOTKM OLINMBOK N NCKMIOYUTENBHBIX CUTYaLUN

B HekoTOpbIX criyyasx cuctema unm NnpogykT MOryT OTCMEXMBaTb ONpeaeneHHble cobbITUs, KOTopble MO-
ryT NPUBECTU K COCTOSAHMSM, Korga ¢ 60nbLION BEPOSATHOCTBIO MOTYT BO3HUKHYTb OLUMOKM UM UCKITHOUYNTENb-
Hble CUTyaL MK, 1 NPeanpUHMMAaTh KOPPEKTUPYOLLME AENCTBUS eLe OO X BO3HUKHOBEHMS. [Tpumepamu MoryT
CMYXWUTb CUTyaUMu, Korga cucTeMa Unm npoaykT NOCTENEHHO 4OCTUMalT CBOUX NpeaenoB aKCcniyaTaunm, Ha-
npvMep Korga TemnepaTtypa NoAHMMAaEeTCsl Bbllle HEeKOTOPOro MOPOroBOr0 3HAYEHWs!, Harpyska Ha CUCTeMy
CTaHOBUTCS CMMLUKOM BbICOKOW, AMCKOBOE NPOCTPAHCTBO NepenorHAeTC Uiy Korga cpeacTBo obHapyKeHus
CeTeBbIX BTOPXKEHUN coobLiaeT o 60mnbLLIOM KoNnyecTBe No403pUTENBHON akTUBHOCTHU, KOTopas caMa no cebe
elLle He MOXET CYMTaTbCHa BTOPXKeHMEM. B aTux cnydasx KoppekTupyoLwme 4encTBUst MOTyT ObITb Npeanpu-
HSATbI 4O Nepexofa B KpUTUYECKOe COCTOSIHME, KOrA4a BO3HUKHET OLUMOKa UMK UCKITFYMTENbHas CUTyaums.

B cnydae BO3HVMKHOBEHMS OLUMOKM UMW UCKITHOYMTENBHON CUTyaunm Heobxoanmo ybeamTbcsi, YTO Kop-
pekTupyoLme AeNCTBUS MO UX UCMPABIEHNIO MOTYT ObITb BbIMOMHEHbI 6€3 BbI30Ba APYrov OLWMOKM UIn Uc-
KnounTensHowm cuTyauun. MNMopoxgeHne Takow e unu nogobHonm owmbku BO BpeMs pearMpoBaHUs 4acto
NUMEET KpUTMYECKNE NOCNEACTBUS, HANPMep Takne, Kak MONHOe NpeKpalleHne PyHKLUMOHMPOBaHNS NPoAyKTa
U CUCTEMBI.

5.2.5.5 Mpumepsl

Mpumepbl 06paboTKM OLLIMBOK N UCKMIOYNTENBHBIX CUTYaLIMIA:

- 0encTBus Mo OBOHapY>XeHWO 1 UCNpaBrneHnio oWnbokK, onpederneHHble AnS NPOTOKONOB CBA3W;

- obHapyxeHne owmnbkn nporpamMmmbl, Korga OHa MbITAETCA NOMyYMTb AOCTYM K 3aLUMLLEHHON NaMsTu
unun obpalyaeTcs K naMaT B MHOW hopMe, YeM OXMAANoch (HanpyMMep, NomnbITKa BbIMOMHWUTL MHCTPYKUMIO B
obnactu namsTn, 0603HaYEHHOW TOMNBKO Kak AaHHbIE);

- obHapyxeHne HeCOOTBETCTBMI B CETEBbIX AAHHbLIX UMK MapamMeTpax KoHurypaumm n nHopmMmmpoBsa-
HWe agMUHUCTpaTopa.

5.2.5.6 3ame4aHusa no oueHke 06paboTKM OLLMOOK U UCKITHYUTENBHBLIX CUTYaLNIA

Ans adbeKTUBHOIO MCNonb30BaHMs NpUHLMNa o6paboTkn OLMOOK U UCKITKUYUTENBHBIX CUTYaLun Tpe-
OyeTcsa onpeaeneHve nepeyHsi onBOK 1 UCKIMIOYUTENBHBIX CUTYauuin, KoTopble TpebyoT o6paboTku, cnocoba
OBHapyXeHUs 3TUX OLLMOOK U UCKITFOUYUTENbHBLIX CUTYaLMN, a Takke AEWCTBUN NPY BO3HMKHOBEHMUN TaKMX OLUK-
BOK MM UCKIMIOYUTENBHBIX CUTYaLMIA, 1 ONpeaeneHre Nyt Bo3BpaTa Kk «6e3onacHoOMy COCTOSHMIO.

Takvm 0bpasom, OLEeHLLMKY HeobXxoaMMO NPOBEPUTH COOTBETCTBUE OLLUMOOK U UCKITHOYMTENbHBLIX CUTYa-
LW, KOTOPbIE JOMKHbI OblTb OBHapY>KeHbI, 3asiBNEHHbIM LiensiM 6e30MacHOCTU, rAapaHTUPYsl, YTO MONYYEHHbIN
nepeyeHb OLWNBOK N UCKMIOYNTENBHbBIX CUTYaLMn JOCTaToOMEH A1 BbIMONHEHMS Lienen 6e3onacHoCTy.

YT0 KacaeTcsa npouecca 06HapyXeHUs, OLEHLIMKY HEOBXOANMO YOOCTOBEPUTBLCH, YTO BCE OLWINOKM 1 UC-
KnounTenbHbIE CUTyaumm, Tpebytowme obpaboTtkn, ByayT 0GHapyXeHb! (T. €. HET HAKaKMX 3K3EMMISIPOB Taknx
OLUMBOK MMM UCKITIOYUTENBHBIX CUTYaLMIA, KOTOpble He Obiny Obl OXBaYeHbl 3a4aHHbIM MPOLLECCOM OOHapy»ke-
Hus1). OcoBeHHOo criedyeT yunTbiBaTh Criydau, Korga OWMOKM UM UCKIIOYUTENBHBbIE CUTyaLuyM BO3HMKAKOT BO
BpeMsi 06paboTku paHee BO3HMKLLUX.

Kak Tonbko aTo OygeT caenaHo, OuUeHLMK JOMmKeH ybeantbes, 4To obpaboTka owmboK JOCTUraeT Ha-
MeYeHHOro adcpekTa He3aBMCMMO OT TOTO, B KGKOM COCTOSIHMM BO3HMKAET owmnbka. OueHLmKy Heobxogmmo
TakKe yaOCTOBEPUTLCS, YTO BCe AENCTBUS, NPeAHa3HavYeHHble Anst 06paboTkm owmnboK, MoryT 6biTb BbINOS-
HeHbl BO BpeMsi 3Toro npouecca. [1ns atoro Heobxogmmo, 4Tobbl Obinm JOCTYMNHBI BCE peCYpChl, HEOOX0aMMble
ans obpaboTkm owmnbok. Hanpumep, npouecc 06paboTkm owmbOoK, KOTOPLIN 3amnyckaeTcsl B Cllydae HEXBATKM
NamsiTu UNn OMCKOBOIO MPOCTPAHCTBA, cam Nno cebe He TpebyeT BblAeNeHns namsaTv UM OUCKOBOro Npo-
cTpaHcTBa. ObpaboTka ownbok, KoTopas AOIMKHA YNPaBnAaTh Neperpy3kon CUCTEMbI, AOIMKHA BbIMOMHATLCS C
[0CTaTOYHO BbICOKMM MPUOPUTETOM, YTODbBI rapaHTUPOBaTh, YTO Ha HEE He MOBMNUSIET CaMa Nneperpyska.
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5.3 Ucnonb3oBaHune NPUHLUMNOB NPOEKTUPOBAHUA NPY NPOEKTUPOBaHUM Ge3onacHoON cucTeMbl
VU NPUIOXKEHUs

5.3.1 Obwwume nonoxeHus

B aTom pasgene onncaHo UCnonb3oBaHMe NPUHLUNOB NPOEKTMPOBaHNS Ha npumepe. Npumepom sBns-
eTCcs cucTema, Kotopasi MO3BONSAET Nonb30BaTento NOAKMIYATLCA K MPUNOXeHuo Yepe3 NHTepHeT, npocma-
TpuBaTb KaTanor 1 3akasblBaTb TOBapbl U3 KaTtanora.

Cuctema pa3buta Ha cnegytoLime KOMMNOHEHTHI:

- (ppoHTanbHas cuctema, K KOTOPOW NOAKMYaETCs NONb30BaTemNb, KOTOpas NPefoCTaBnseT NonbL30Ba-
TenbCKN MHTepdenc Ans NPocMoTpa KaTanora;

- BHYTPEHHSA cucTema, KoTopas COOepXMT Kartanor, NpuHMMaeT 3akasbl, NPOBepsieT UX 1 nomMeluaeTt
3akasbl B 6a3y AaHHbIX 3aKa30B;

- Habop gpyrux cucTem, NPpeLoCTaBNALLMX LLeHTpanM3oBaHHble CnyXbbl 6e3onacHoCTy.

[Mpy NPOEKTMPOBaHMM 3TOW CUCTEMbI MPUMEHSIIOTCS HUXKENPUBEAEHHbIE NPUHLMMBI NPOEKTUPOBaHNS.

5.3.2 MpMHLUMN HaMMEHbLUUX NPUBUNErUIA

MockonbKy opoHTaNbHOM CUCTEME HET HEOOXOAMMOCTM BECTM KaTanor unv obpaluarbcs k 6ase AaHHbIX
3aKasoB, OHa HacTpoeHa Takum 0BpasoM, YTO Yy Hee OTCYTCTBYIOT MPUBMAErUN ANS 3TUX OENCTBUN, a Takke
HeT NpaB Ha NOAKMNIoYEHME K NoBON APYron cUCTEME BO BHYTPEHHEN CETH.

Katanor Takke cooepXuT orpaHudeHHble pasgenbl. OHM XpaHATCs B OTAENbHOW cucTteMe (cepsep
yrpaBneHnst 4OCTYNOM), U PpOHTanbHas cuctema He UMeeT NPSMOro AOCTyNna K 3TUM pasgenam.

Mpouecc BO hpoOHTaNbHON cUCTEME, KOTOPbIVM NPEeAoCTaBnseT MHTepdenc AN BHELHEro nonb3oBare-
nsi, CKOHUryprpoBaH Ang paboTbl 6e3 kaknx-nmbo npas Ha AOCTYN K AaHHBLIM, KPOME TeX, KOTopble CBA3aHbI
C KaTanorom n bopmor Anga pasMeLleHns 3aKkasos.

BHYTpeHHsAs cucTema uMeeT 3anyLleHHbI Npouecc, KOTOpbIN nonyyYyaeT MHgopmauuo o 3akase oT
hpoHTanbHOro cepeepa. ITOT NPOLIECC CKOHUIYPUPOBaH Tak, YTOObl HE MMETb HUKAKOro Apyroro JocTyna,
Kpome gocTyna k 6ase AaHHbIX 3aKasoB.

5.3.3 MMHUMM3aUMA NOBEPXHOCTU aTaKn

®poHTanbHas cuctema CKOHUrypmpoBaHa Tak, YTobbl He UMETb HUKaKUX CETEBbIX MOPTOB C BbIXOAOM
B VIHTEepHeT, KpoMe NopToB, HEOBXOAMMbIX AS1S CBA3M C BHELLUHUMUW Nnonb3oBaTtensmMu. KaHan cBs3u ¢ BHYTPEH-
Hel CUCTEMOM HacTPOeH Tak, YTobbl He BbINO HUKaKUX OTKPLITLIX NOPTOB, KPOME TeX, KOTopble HeobXxoaVMbl
ONS CBA3M C BHYTPEHHEN CUCTEMOW.

BHyTpeHHsAs cuctema, a Takke cuctemMbl, obecrneunBarolme LeHTpann3oBaHHble cryx6bl 6esonacHo-
CTW, YNOMSHYTbI€ HUXE, YCTaHOBMEHbI TakuM 06pa3oM, YTO OHM HE UMEIOT NPSMOro nogknodeHus Kk MiHTepHe-
TY UMK K Kakon-nnbo BHYTPEHHEN CUCTEME, C KOTOPON UM HE HYXXHO B3aMOAENCTBOBATD.

5.3.4 LleHTpanusoBaHHasa npoBepKa napameTpoB

Mpu pa3smelleHny 3akasa ero napamMeTpbl NepefaroTcs Ha LEeHTPann3oBaHHbIN cepBep, KOTOPbIN Mpo-
BEpPSAET KpUTUYECKNe napameTpbl (Hanpumep, MHopMaLmio 0 KpeaUTHOW KapTe, MHOPMaLMIo O nornb3oBaTe-
ne, TaKyto Kak ero ums n agpec). AToT cepBep MCMonb3yeTcs HECKONbKUMU CUCTEMAMM, KOTOPbIE NO3BONSIOT
nonb3oBaTensm pasMeLlartb 3akasbl.

5.3.5 LleHTpanu3oBaHHbIe crnyX0bl 6e3onacHoCcTH

®dpoHTanbHas cuctema NpefocTaBnsAeT Monb3oBaTensaM 3alluuieHHoe coeanHeHve TLS, B koTopom
npotokon TLS peanusoBaH obLien 6ubnuotekon. ITa Gubnuoteka NCNonNb3yeT LLEHTPanM3oBaHHOIM NOCTaB-
Wwmka kpuntorpadum Ans yHKLUUN aCUMMETPUYHOIO WNgpoBaHnsa. OTOT LeHTPanu3oBaHHbIN NOCTaBLUMK
Kpuntorpadun npeactaBnseT cobon BblAeNEHHbIV cepBep, UCMOMNb3YIOLWMN (PU3NYECKM 3aLLULLEHHBIN KPUM-
Torpadhmyeckun conpoueccop. Vicnonb3yeMblin 3akpbIThbI KITHOY XPaHUTCS TONBbKO Ha 3TOM COMpoLueccope U
MO3TOMY HWKOr4a He nonager B NamMsTb BHELLHEro cepsepa. Takum obpa3om, Aaxe eCcnn BHELLHWI cepBep
OyaeT CKOMNPOMETUPOBAH, 3aKpbIThIN KITHOY, UCMOMNb3yeMbl NpU HacTponke TLS-coeguHeHus, He Byaet ckom-
NpoOMEeTUpPOBaH.

Korga dpoHTanbHas cuctema Takke NO3BOMSET MOfb3oBaTensm ayTeHTUULMPOBaTLCH, OHA MOXET
OTNPaBnATb YYETHbIE AaHHbIE NOMb30BaTeNs Ha LeHTparnbHbIN cepBep ayTeHTudukauun. Ecnv nons3osaTtens
YCMELIHO npoLuen ayTeHTUmrKaumo, OH MOXeT NpocMaTpuBaTh AOMOMHUTENbHbIE YacTu KaTanora n pasme-
LLaTb 3akasbl Ha TOBapbl, KOTOPbIE MOTYT BbITb OTMPAaBIEHbl TONMBKO ayTEHTUMULMPOBaHHbLIM NOb30BaTENSM.
UTtobbl onpegenuTb, Kakne AOMOMHUTENbHbIE YacTu KaTtanora paspeLleHo npocMaTprBaTth Norb3oBaTernto,
hpoHTanbHasi cuctema OTNpaBnseT 3anpoc Ha NPOCMOTP 3aKpbITbIX YACTEN KaTanora Ha LeHTpann3oBaHHbIN
cepBep ynpaBneHns JOCTYNoM, KOTOpbIN ypasnseT npaBamMmu 4OCTyrNa nonb3oBaTtenen. AToT cepsep LeHTpa-
NM30BaHHOIO ynpasneHns JocTynom obpabaTtbiBaeT 3anpoc 1 OTNpaBnseT pesynbraThl Ha BHELLHWUI cepBep.
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Takow cnoco® 06paboTkm AaHHbIX 3anpeLLaeT MCNofb30BaHe B3NOMaHHOM (OPOHTaNbHOW cucTembl Anst 4O-
CTyna K 3aKpbITbIM YacTsM KaTtanora.

5.3.6 NopgrotoBka kK 06paboTKe OWMOOK U UCKNOYUTESIbHBIX CUTYaL Ui

W cbpoHTanbHbINA, U BHYTPEHHWIA CEPBEP UCMONb3YIOT OYHKLMU, NpegocTaBngemMble Ux onepaumoHHoOm
CMCTEMOW, Y4TOObI AN 06paboTky OLMBOK M UCKIKUYUTENBHBLIX CUTyauui nepegatb ynpaBneHne OyHKUMAM
obpaTHoro Bbi3oBa Ans foboN Takow OLWMOKN UM UCKIIOYEHWS, 19 KOTOPbIX OnepauyoHHas cuctema no-
3BOMSET yCTaHaBnmMBaTb Takne (OyHKUMM obpaTHoro Bbi3oBa. [NpunoxeHne B 0b6enx cuctemax HammcaHo C
BO3MOXHOCTbIO Nepe3anycka B KOHTPOSbHbIX TOYKax, KOTOPbIE MPUIOXEHVE yCTaHaBNMBaeT yepes onpeae-
NEeHHbIe NPOMEXYTKM BpeMeHU. Korga Bo3HMKaeT owmbKa Unv UCKMNYUTENbHas CuTyaunsi, NpUnoXXeHne npo-
BEPSET ee BO3MOXHYIO MPUYUNHY, a 3aTeM onpeaenserT:

a) ecnu npobrnema He3HaduTenbHa M OMepaunio MOXHO nepe3anycTuTb (Mocre HEeKOTOPOro aHanmaa
OLUMOBKN MIN NCKMOYUTENBHOW CUTyauUmMM U HEKOTOPOW HE3HAYUTENbHOW OYMCTKM), MPUNOXeHNe 3TO AenaeT.
OT0 He AOMKHO BNUATL Ha paboTy;

b) ecnn npobnema 6onee cepbe3Ha 1 BO3MOXHbI BapuaHTbI: a) AarnbHerwasi paboTta HEBO3MOXHa, one-
pauus MOXET nepes3arpy3vTbCsl C NOCNEAHEN B3ATON KOHTPOIIbHOW TOYKU. OTO B HEKOTOPOW CTEMEHN BRMSIET
Ha paboTy (gaHHble, cOBpaHHbIE UNN N3MEHEHHbIE MOCIE NMPOXOXAEHWS KOHTPOIbHOM TOYKM, MOTYT ObITb NO-
TEpPSHbI);

c) ecnu npobnema ete 6onee cepbesHa, MOXET NOTPeboBaTbCs Nepe3anyCcTuTb BCE NpUIoXeHne. 3T1o
TpebyeT HEKOTOPOro aHanM3a Ans nepesanycka ¢ UCnonb3oBaHneM 6e30nacHoOro n cTabunbHOr0 COCTOSHUSA.
BosgencTteue Ha paboTy MOXeT ObiTb Bonee cepbe3HbiM, U Cryba MOXeT He paboTaTb B TEHEHUE BPEMEHM,
HeobxoamMMoro Ans nepesanycka.

B Hawem npumepe BnvsiHME OWNOKN UMW NCKMOYUTENBHOW CUTYaLMM Ha BHELLHIOK CUCTEMY B LIENTOM
MEeHee KpUTUYHO, TaK Kak aTa cucteMa He obHOBNSIET AaHHble. MoXeT ObITb NoTepsiHa TONbKO MHOpMaLuWs,
KOTOpYHO nornb3oBaTernb BBen B hopMy 3akasa. BoccTtaHoBneHne nocne owmboK U UCKIMYMTENbHBIX CUTYya-
LU BO BHYTPEHHEN CUCTEME SIBMSieTCs Bonee KpUTUYHBIM, U NpoLeaypbl, MUHUMU3UPYOLLME BANSHUE Ownb-
KV MITN UCKMIOYUTENbBHBIX CUTYaLMIM Ha 3Ty YacTb CUCTEMBI, JOMKHbI ObITb pa3paboTaHbl bonee aAeTanbHoO.

OTOT NpuMep NoKasbIBaEeT, Kak NMPUHLUUMbI MPOEKTUPOBAHMS MOTYT ObITb MCMOMNb30BaHbl 419 pa3paboTku
CUCTEMbI MITN MPUNOXeHWs1, o6ecnevrBaroLLEero BLICOKMI ypoBeHb 6e3onacHoCcTh. MnHMMM3aums moBEpPXHO-
CTW aTaku 3aTPyAHSIET, HO HE UCKIIOYAET B3MIOM CUCTEMBI. [MPUHLMN HAUMEHbLUMX NPUBUMNENIA HE MO3BOSIS-
€T 3ITOYMbILLIIEHHMKY, YCMELIHO B3IOMaBLUEMY BHELLUHIOK CUCTEMY, MOMYyYnTb NPSAMOW AOCTYM K KPUTUYECKM
BaXXHbIM pecypcam. PyHKUMM NOArOTOBKM K 0OpaboTke OLIMBOK M UCKIIOYUTENBHBIX CUTyauuii MOTyT NOMOYb
0BHapyXWTb B3MIOM M CMPaBUTLCHA C CUTYaLMEN C MUHMMAIbHbLIM BAUSHNEM Ha paboTy. LieHTpanu3oBaHHble
cnyx6bl 6e30MacHOCT NMOMOratoT CHMU3UTb OOLLYHD CTOMMOCTb, HO Takke MOMOrakT 3alMTUTb KPUTUYECKM
Ba)XHblE€ PECYpChl OT 3MOyMbILLIEHHMKA. LieHTpanu3oBaHHasa NnpoBepka napamMeTpoB Takke NoMoraeT CHU3UTb
3aTpaTbl, HO eLle MOXET MMHUMU3MPOBaTh OLLIMOKM, AONYLLIEHHbIE MPU peanv3auny NPOBEPKU NapameTpoB.

6 MeponpuaTUA No oueHKe apXUTEKTYPHbIX NPUHLUNOB

6.1 O6LwmMe nonoxeHust

B aTom pasgene oObsicCHEHbI acneKTbl MPUHLMUMOB NMOCTPOEHNST apXUTEKTYpbl, ONUCaHHbLIX B pasgene 5,
n cemenctea TpeboBaHumn aosepus ADV_ARC, onmcaHHoro B ISO/IEC 15408-3. Pasnen npeactaBnseT cobon
PYKOBOACTBO, KaK MPUHLMMbI apXUTEKTYpPbl, ONpeaeneHHble HAacTOSALWMM CTaH4ApPTOM, COOTHOCATCS C onuca-
HMeMm aToro komnnekca TpedosaHuii B ISO/IEC 15408-3 1 COOTBETCTBYHOLLMX LLArOB OLIEHMBaHUS B METOA0M0-
rn oueHKn 6e3onacHoOCT MHPOPMALIMOHHBIX TexHonormi, onpegenenHon B ISO/IEC 18045. Noatomy B 3TOM
pasgene ucnonbayetcsa TepmuHonorusa ISO/IEC 15408 n ISO/IEC 18045.

ISO/IEC 15408 onpenenseT CTpyKTypy oLeHkM 6e3onacHoCcTv NpogykToB UT, rae dhakTuieckunii npogykT,
noanexalumin oLeHKe, Ha3blBaeTCs «OOBEKT OLEHKN» (OO)”. B atom npogykte UT-yacTb, oTBevatoLasa 3a
peanu3aumio oyHKUMIA 6e3onacHoCTM 1 obecnedeHne cobnogeHns NonnTrkn 6e3onacHoCcTu, onpeaeneHHon
ans npoaykTta T, HasbiBaeTcs «PyHKLMOHANbHBIMW BO3MOXHOCTSIMMU BesonacHocTn O0» (PB0)2).

Kputepun n metogonorusi oueHkm, onvcaHHele B ISO/IEC 15408 u ISO/IEC 18045, He TpebytoT veT-
KOro crefoBaHus onpefeneHHbIM NpUHLMNam apxXMTeKTypbl UM NpoekTupoBaHus. CemencTeo TpeboBaHui
posepust ADV_ARC TpebyeT onucaHus apxuTtektypbl 6e3onacHoctn PBO vactn OO, koTopasa Heobxoguma

1) fanee no mekcmy ucrnons3yemcs cokpauyeHue OO.
2) fanee no mekcmy ucrnonb3yemcsi cokpaujeHue ®B0.
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4N onMcaHus Toro, Kak JOCTUraloTCs CBOMCTBA COOCTBEHHOM 3alunThl, pa3geneHns Ha AOMEHbI U HEBO3MOX-
HOCTM obxoda PyHKUMIM ©e30nacHOCTU. XOTS criefoBaHue onpederieHHbIM MpUHLMNamM NpOeKTUPOBaHUS U
apPXUTEKTYPbl MOMOraeT AoKa3aTb, YTO 3TV NPUHLMNLI cobrogatTcs, oHM He TpebytoTcd aBHO. MNpuHMMas Bo
BHMMaHue, 4to ISO/IEC 15408 paspaboTaH Ans NpMMEHEHMUS K LUMPOKOMY CMEKTPY pasfMyHbIX NPOAYKTOB,
CMNOXHO NpeanucbiBaTh MCMOMNb30BaHWE OnpeaerneHHbIX MPUHLMMOB MPOEKTUPOBAHMS U apXUTEKTYPbI, K TOMY
)X€ 3TO HaKMNaAblBaeT OrpaHnyeHunsl, KOTopble MPOTUBOPEYaT MHHOBALMOHHBLIM pa3paboTkam 6e3onacHbix ap-
XUTEKTYpP 1 npoekTupoBaHuto. Kpome Ttoro, cemernictBo ADV_INT TpebyeT, utobbl PBO Obinn «XOpOoLIO CTPYK-
TYPUPOBAHHBLIMUY U KHE CITULLKOM CIOXHbIMWU», 6€3 Kaknx-nnmbo JONONMHUTENBHBIX NOAPOGHOCTEN. B TO Bpems
kak ADV_ARC siBnsieTcsa yacTbio Kaxgoro npegonpeaeneHHoro yposHs gosepusi B ISO/IEC 15408, ADV_INT
TpebyeTca Tonbko Anst 6onee BbICOKUX NpegonpeaeneHHbiX YPOBHEN J0BEPUS.

TeM He MeHee 04eBMAHO, YTO COBMOAEHNE NPUHLMUMOB NPOEKTUPOBAHUS U apXUTEKTYPbl MOXET NMOMOYb
COKpaTUTb TpyAo3aTpaTtbl Ha OLEHKY. B onnucaHny oTaenbHbIX NPUMHUUMOB NPOEKTUPOBAHNUS U apXUTEKTYPbI
yXKe onMcaHbl HEKOTOPbIe aCMneKThbl, KOTOpbIE CeayeT YYNTbIBaTh NPU OLEHKe. OTOT pasfgen yTO4HAET HEKOTO-
pble 13 3TUX acMeKkTOB M NMOMELLIAET UX B KOHTEKCT OLIEHKU, BbiNosiHsaeMor B cootBeTcTBMM € ISO/IEC 15408 1
ISO/IEC 18045.

KomuTeT no paspaboTke obwmx kputepmeB (CCDB), a Takke HalMOHalbHble CUCTEMbI cepTUdMKaLUM
MOTYT BbINyCKaTb Pa3bsCHEHNSI UM BCTIOMOraTenbHble AOKYMEHTbI, KOTOPbIE OTHOCATCS K apXUTEKTYPHbIM 1
MPOEKTHbIM acnekTaM B LIeNIOM UNn Anst KOHKPETHBIX TEXHOMOMMIA. 3TN pasbsCHEHUS SBNATCA 00A3aTenb-
HbIMW ONs cucTeM cepTudmKauumn, K KOTOPbIM OHU MPUMEHSIIOTCS, U MMEKT NMPUOPUTET Nepes HacTosLEN
TEXHUYECKOW cneumdmrKkaumnen.

ApPXUTEKTYPHbIE PELLEHUS, ONMCaHHbIE B 3TOM cneumduKkaLmmn, MoryT (M AOIMKHbI) UCMOMNb30BaTbCS B CO-
yeTaHuun Opyr ¢ pyroM. ApXMTEKTYPHbIE MPUHLUMUMbLI MOTYT MCMONb30BaThCA AaXe nepapxmyecku. Hanpumep,
OOMEH MOXET COCTOSITb U3 Habopa NOAAOMEHOB, MOXET MCMONb30BaTh pa3derneHne Ha YPoBHU UM MHKan-
CyNALUVIO ANst BHYTPEHHEro CTPYKTYPUPOBaHUA, @ MOXET MCMONb30BaTh METOAbI BUPTyanu3auum unm nabdbl-
TOYHOCTb. AJEKBAaTHOE UCMOMb30BaHNE 3TUX apPXUTEKTYPHbIX MPUHLUMUMOB B MEPAPXMYECKOM MOPSIAKE MOXET
NMOMOYb CHU3NTL 06LLYto crnoxkHocTb OO n obecneunTtb 6onee ahPEKTUBHYIO OLIEHKY.

Cewmencteo ADV_TDS B ISO/IEC 15408 Tpebyer, utobbl OO 6bin pa3but Ha nogcucteMsl, a ans 6onee
BbICOKMX YPOBHEN Takke TpebyeTcs, 4ToObl 3T1 nogcuctemMsl 6biv pa3duTel Ha mogynu. PaspaboTtunk nmeet
HekoTopyto cBobOAY BbIOOPaA NOACUCTEM M MOZYNEN 40 TeX MOp, NOKa CTPYKTypa MOMOraeT OLEHLLUMKY NMOHATb,
Kak peanu3oBaHbl yHKUMM 6e30MacHOCTH, U MO3BONSET OTCNEAWTb 3TO 4O CAMOr0 HWDKHENO YPOBHSI MPOEK-
TMPOBaHWS UNN Jaxe 0O peanu3aumy. Takum obpas3om, CTPYKTypa, NpeacTaBneHHas OLeHLLMKY pa3paboTym-
KOM, CITY>XWT rnaBHbIM 06pa3om Afis Toro, YTo6bl MOMOYb €My NOMYYNTb AeTanbHOe NPeACTaBNEHNE O TOM, Kak
ObInm peanu3oBaHbl hyHKUMM BesonacHocTn. OHa MOXET OTNNYaTLCS OT NPOEKTHON crneuudmrKkaumm, KOTopyLo
OOIMKEH UMeTb pa3paboTymk n KoTopas GonblLle OpUEHTMPOBaHa Ha OCOBEHHOCTN KOHKPETHOIO KOMMOHEHTA,
3a KOTOpbIN pa3paboTymK HeceT OTBETCTBEHHOCTb MMM KOTOPbIN OH OOMMKeH nogdepxuBaTb. PaspaboTtumky
TpebyeTcsa KOHKPETHOE NoKanbHOe NpeAcTaBneHve, Toraa Kak oLeHLL MKy Heobxogmmo nmets 6onee rmobane-
Hoe npepcTaeneHne 06 OO c ToukM 3peHuns obecneyeHns 6e3onacHoOCTy.

OTO MOXET NPMBECTU K TOMY, YTO OMUCaHME MOACUCTEM M MOAyren, cogepxalleecs B 00LLeln NpoekT-
HOW OOKYMEHTaLun, NpeacTaBneHHON OLIEHLLMKY, HE COOTBETCTBYET CTPYKTYpPE B YacTu AENEHUS Ha JOMEHbI,
YPOBHMW UMW MHKAMNCyNMpOBaHHbIE OOBbEKThI. ITO He ABMSEeTCA Npobnemor 4o Tex nop, Noka MOXHO npocre-
OWTb COOTBETCTBME MeXAy STUMM pa3HbiMu npeactaBnenHnsMmm cTpykTypbl OO. OueHLmnKy Takke noTpebyeT-
cs onucaHune cTpykTypbl OO B YacTu pasdueHns Ha AOMEHbI, YPOBHU U/MMW MHKaNCynMpoBaHHbIE OObEKTHI
015 BbINOMHEHUS aHanM3a ysa3BUMOCTEN.

6.2 PasgeneHue Ha goOMeHbI

KoHuenuwus pasgeneHus Ha gomeHbl ynoMmuHaeTcs B ISO/IEC 15408-3 B cemelnictBe TpeboBaHMIM O0-
Bepus ADV_ARC. V3 npeacrtaBneHHOW OOKYMEHTaLMM OLEHLLMKY HEODXOAMMO ONpeaenuTb KOMYECTBO U
TMN JOMEHOB, KoTopble npegocTtasnseT OO, Ha3Ha4YeHre KaX4oro A0MeHa, MexaHU3Mbl, KOTopble OTAENsoT
OOMeHbI Apyr OT Apyra, 1 cnocob B3aMogencTems AOMEHOB A1 o6ecnedeHns yHKLMOHaNbHbIX BO3MOXHO-
cten OO. ADV_ARC onpefenserT, 4To ypoBeHb AeTann3aunm B ONMCaHUN apXUTEKTYPbl JOIMKEH ObITb Takum
Xe, 4UTO 1 onmcaHue, Tpebyemoe ans cemencrtea TpedosaHnn goepuda ADV_TDS. Taknm 06pa3om, OLEHLLNKY
HeobX0AMMO 03HaKOMUTLCSA C TPEOOBaHMAMM K 3TOMY CEMENCTBY AOBEPUS, YTOObI ONpenennTb, Kakon ypo-
BEHb JeTanusauumun 1 NonHoTbl TpebyeTcs And onucaHus MHTEPENCOB U B3aMOLENCTBUSA MEXAY LJOMEHa-
MU, B 6onbLlUMHCTBE CrnyvyaeB CTPyKTypa AOMEHOB cooTBeTCTBYET Aekomnosnumm P50 OO Ha nogcucTemsl.
OT0 conocTaBneHne He MOXeT ObiTb B3aUMHO OOHO3HA4YHbIM, MOCKONbKY pa3paboTunk moxeT pa3buts OO Ha
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noacucTeMsl, cocTosiLue U3 6ornee YeM OHOro JOMeEHa, UM JIOMEHbI, KOTOpble OXBaTbiBaOT HECKOMNBLKO NoA-
cucTteM. Korga oeno AoXoauT A0 AeKOMMO3ULMM Ha Modynu, OAMH AOMEH OOMKEH COCTOSATb U3 OIHOro UMK
HecKonbkuUx Moaynen. Ecnv pasgeneHve Ha nogcucTeMsl U Modynv TPYAHO COOTHECTU ¢ pasaeneHnem ®B0O
Ha [OMeHbI, OLIEHLLMKY CrieflyeT onupaTbCs Ha A0KYMEHTaLuo, KOTopas NMo3BonuT eMy COMocTaBUTb NOACKU-
cTeMbl 1 (rae TpebyeTcsa) Mogynu ¢ AoMeHaMu. ATO BaXKHO AN NOHMMaHMWSA TOro, Kak pasaeneHne Ha 0MeHbI
BMUSIET Ha CBOWCTBA apXUTEKTYpbI: pasdeneHue, COGCTBEHHAs 3aluuTa U HEBO3MOXXHOCTb 06xoaa.

PaznnyHble JoMeHbl 0GbIYHO UMERT pasnuyHbie NPUBUIErMU, CBSA3aHHbIE C 6Ge30MacHOCTLIO, U MOSTOMY
acnekT NoTeHUManbHOro MoBbILLEHUS NMPUBUIIENMIA NPU UCTONBb30BaAHUN UHTEPdENCOB Mexay AOMEHaMu U
acnekT nonyyeHns Unv BbiBofa MHOPMaLIMK, KOTOPYHO JOMEH [I0MKEH COXPaHATL KOHUAeHUManbHON, cTa-
HOBSATCS KpUTUYECKUMU. [TOSTOMY Npu NPOBEAEHUN aHanM3a ya3BUMOCTEN OLEHLLIMKY HEOBGX0AUMO YYUTbIBaTb
crenyoLime noTeHuManbHble Npobrembl 6e30nacHOCTY:

- MOXHO N co3aaTb TAKoW MyTb aTaku, KOTOPbIA UCMOMb3yeT MHTepdECkl MeXay pas3nuyHbIMU AoMe-
HaMu AN NOBbILLEHUSA NPUBUMNETUIA 3NTOYMbILLINEHHUKA;

- MOXET 1 3MOYMbILLMNEHHMK UCMOMNb30BaTh UHTepdenchl K JOMeHY TakuM 06pa3oM, YTobbl nHdopma-
LMS, KOHDUOEHUNANBHOCTL KOTOPOI JOMEH AOIDKEH 3allyLaTh, yTekna K 3MoyMbILLMEHHUKY.

6.3 PazpeneHne Ha ypoBHHU

PasgeneHne Ha ypoBHM 4acTO MUCMOMb3YeTcs, YTOObl YAOCTOBEPUTLCS, YTO 3MOYMbILUMEHHUK MOXET
06onTK onpefeneHHble PYHKLMKN, peann3oBaHHble Ha ypoBHe. [JoBONbHO YacTo yHKuumn 6e3onacHocTu, Ta-
KM€ KaK KOHTpOMb AOCTyna WM MCMONb30BaHWE 37IEMEHTOB YMpaBIieHWsi, peannsyoTca Ha OnpeaeneHHOM
YPOBHE, 1 HWKHWE YPOBHU MpeanonarakT, YTO 3TV 3MEMEHTbI YNpaBreHnst y)Xe Obilnn npumMeHeHbl. B aTom
Cry4yae BakHO 3HaTb, YTO 3TW YPOBHM HENb3s 000NTU, 1 O4EHb BaXXKHO MMETL AOKa3aTenbCcTBa, noyemy. HeBos-
MOXHOCTb 0bxoda — 3To TpeboBaHue, BbipaxkeHHoe B ISO/IEC 15408 B cemelnictee ADV_ARC, n paspabort-
YMK OOIMKEH NPedoCTaBUTb JOKYMeEHTaumo o6 apxutekType, Kotopasi no3sonmna 6bl OLEHLLMKY MOHATb, Kak
NPVHUUN pasfeneHns Ha ypoBHM 6bin npumeHeH B OO.

MopobHo pasgeneHunio Ha JOMEHbI, pa3gereHne Ha YPOBHM MOXKET HE COOTBETCTBOBATh HaMPAMYH pas-
OEneHnto Ha NogcMcTeMbl 1 Modynu. B aTom crnyyae oueHLUK OOMKEH ONnpaThCs Ha 4OKYMEHTauuto, KotTopas
MO3BOJISIET MOHATH B3aMMOCBA3b MEXAY NOACMCTEMAMUN U MOAYNSIMU U MHOTOYPOBHEBOW CTPYKTYPOMN.

TpeboBaHMs K OLEeHKE MHOTOYPOBHEBOW apXUTEKTYpPbI, ncnonb3dyemon B OO:

- OLEHLLMKY HeODOX0OAMMO MMETb BO3MOXHOCTb COMOCTaBUTb MHOTOYPOBHEBYKO apXUTEKTYpY C AoKasa-
TenbCTBaMM HEBO3MOXHOCTU obxoaa, npeacTaBneHHbIMK B gokymeHTaumn ans ADV_ARC, nockonbky pas-
JerneHne Ha ypoBHM UCMONb3yeTcsa Ansa obecneyeHms HeBO3MOXHOCTM obxoga PBO;

- OLEHLLMKY Heobx0OUMO MOHATb U3 JOKYMEHTaUMuW, NpeacTaBneHHON B KaYecTBe AokasaTenbcTea ais
ADV_ARC n ADV_TDS, kak opraHM30BaHO pa3ferieHne Ha YPOBHMU.

Mpu NpoBegeHNM aHanmn3a ysa3BUMOCTEN OLEHLLUKY HEOOXOAMMO PpacCMOTPETL BO3MOXHOCTb CO30aHNS
nyTW aTaku, KOTOPbI OOXOAWT pasfeneHve Ha ypoBHU (T. €. 0OXOAMT MO KpanHelr Mepe OAWH YPOBEHb), U
onpenenvTb, NPUBOAUT NM 3TO K HAPYLUEHMIO XOTs Obl 0OHON U3 Lener 6esonacHocTu, 3asBneHHbix ans 00.

6.4 Mukancynsauums

WHkancynsumust 4acto MCnonb3yeTcs Kak ofHa M3 KOHCTPYKUMI si3blka peanusaumu ons sawuTbl gaH-
HbIX U (OYHKUMIA OT HECAHKLMOHUMPOBAHHOIO AOCTYNa U Ucnorb3oBaHus. [osToMy obecrneveHve pasgeneHus
N HEBO3MOXHOCTU 06x0aa 0ObIYHO BbIMOMHAETCS MCMOMHSAIOLLEN CUCTEMOW, KOTopasi MOCTABMSIETCA C KOMMU-
NATOPOM, Ucnornb3yemMbiM Anst 06paboTku koaa. [oBOMbHO YacTo OLEHLMK HE UMEET AOCTyNa K AaHHbIM 06
0COGEHHOCTSAX 3TOM UCTIONMHSOLLEN CUCTEMbI U IOMKEH [0BEPSATH e,

Takasi KOHCTPYKLUMS MOXET cTaTb NpobnematuyHom, ecnm b0 co3natoTes ¢ UCNONb30BaHNEM HECKOSb-
KX SI3bIKOB MITM KOMMUMSITOPOB, YTO NPUBOAUT K NapannenbHon paboTe HECKOMbKMUX UCTOMHSAOLWMNX CUCTEM.
B Takux cnyyasix MOXeT NonyyYnUTbCs Tak, YTO MHKaMNCYNALUWs, NpeaocTaBneHHas OaAHOW UCTONHSIOWENR cucTe-
MOV, MOXET ObITb NPONyLLEHa UNWN Aaxe AeakTUBMPOBaHa YacTsMu Kofa, CreHepMPOBaHHOIO C UCMOSb30Ba-
H/YeM si3blka NMPOrpaMMUPOBaHNs, KOTOpbIA NMBo BoobLLe He obecrneyvBaeT MHKancynsuuo, nmbo He obe-
CneyvmBaEeT CTPOryt0 MHKancynaumo, nubo BoobLLe AonycKaeT KOHCTPYKLUMMK, KOTopble CNOCOOHbLI NogopBaTh
MHKancynsumio, obecnevnBaeMyto Kakon-nmbo NCMOSHSOLLEN CUCTEMON ANs APYrUX A3bIKoB. B Takol cpeae,
rae NPUCYTCTBYET HECKOMbKO SI3bIKOB MPOrpaMMMpoBaHUs, MHKancynsuus, obecnevynBaemasi KOHKPETHbIMU
NCMOMHAOLWMUMY CUCTEMaMU, BCErAa HaXoaUTCs Mo Yrpo30i.

OTO 3aTpyaHSET OLEHKY pasdeneHns 1 HeBo3MoXHocTU obxoga B0 OO, pa3paboTaHHOro ¢ Mcnonb-
30BaHMEM pasHbIX A3bIKOB. [03TOMY OLIEHLLUKY HEOBXO0AMMO BbIMNOSHUTL HEKOTOPOE NCCIefoBaHMeE B pamKax
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aHanuaa ysi3BUMOCTU, KOTOPOE MO3BOSNT ONPEAENUTb BO3MOXXHOCTb TAaKOro NOAPbIBAa UCMONb3yeMbIX METOL0B
WHKancynsauum, onpeaenitb BO3MOXHbIE KOOOBbIE KOHCTPYKLMM U CNOCODbI MCMONb30BaHNS SA3bIKOB Mporpam-
MMPOBaHMs!, KOTOpblE MOTEHLUMANbHO MOTYT NOAOPBATb MHKaMNCynaumo, obecnedumBaemyo Opyrov UCMOSHSH0-
LLier cnuctemon, n paspaboTarb TECTbI HA MPOHMKHOBEHMWE, KOTOPbIE MOMbITATCA UCNONBb30BaTb 3T CNOCOObI
ans nogpbiBa dyHKumun 6esonacHoctn OO.

®BO, KoTOopble UCNONb3YHT MHKaNCynsumto, 6asmpytoTcs Ha QYHKUUNAX, NPegoCcTaBnsiEMbIX UCTIONHSO-
LLiEe CUCTEMOW, MOSTOMY OLIEHLLUKY HEOOXOAMMO MOMYyYnTb MHCpOPMALMIO O NPUHLMMNAX, KaK UCMOSHSoLWas
cucTeMa peanuayeT MHKanCymnsuuio U Kak OHa 3aluLLIaeT MHKanCcynmpoBaHHble 06beKkTbl OT JOCTyna B 00-
XO[ CPELCTB ynpaBrieHusl, peanm3oBaHHbIX UCTOMHSOLWEN CUCTEMON. DTOT aHanNn3 AOMMKEH BbIMOMHATLCS Kak
yacTb oueHkn ADV_ARC 1 gormkeH ObITb AOMONTHEH TECTaMM Ha MPOHUKHOBEHNE B COOTBETCTBUM C BblOpaH-
HbiM ypoBHem AVA_VAN.

B Tex cny4asix, korga uHkancynauus obecneunBaetcsa pyHkUmMsiMm 3awmnTbl PO (Hanpumep, B cny4dae
«setuid» B cpeae UNIX), oueHka gormkHa 6biTb cOCpegoTodeHa Ha acnekTe nonyyYeHns He4OBEPEHHOro koaa,
NCMONHAEMOro B MHKancynupoBaHHou cpege. OAHMM M3 NPUMEPOB TaKOro NMPOHWKHOBEHUST SIBNSIETCS MpPO-
rpamma, KoTopasi 3anyckaeTcs B MHKaMNCynMpoBaHHOW Cpeae, rae NpaBuUilbHOCTb U JOBEPEHHOCTb BubnmnoTe-
KW, N3 KOTOPOM BbI3bIBAETCSA NporpaMmmMa, He NPOBEPSIETCS B JOCTATOUHOM CTEMEHN.

6.5 Pe3sepBupoBaHue

MN36bITOYHBIE 3NEMEHTBI B apXMTEKTYPE MCNOMb3YIOTCS ANsl MOBbILLIEHUS HAAEXHOCTU CUCTEMBI B CIydae
oLwmnBoK nnm cboes. Npu MCNOMNb30BaHMM TaKMX ANIEMEHTOB B Liensx 6e3onacHoCTH Takke HEOOX0AUMO YUNTbI-
BaTb acnekT olwnbok 1 cOoeB, BbI3BaHHbIX NPeAHAMEPEHHLIMU aTakaMu.

Mpu NpoBegeHMM aHanM3a OLEHLLMKY HeOOXoAMMO Nony4nTb yoeauTenbHyo MHpopmaumio, NO3BOMSH0-
LLIYHO OnpenennTb, ABMSTCA N N30bITOYHbIE SM1IEMEHTLI A4OCTATOYHO HE3AaBUCUMbIMM AN 3aLUUTLI OT nocrea-
CTBUI Takux owmnbok nnm cooes. M03aTOMy B apxXUTEKTYpE, KOTopas BKMOYaEeT B ce05 M3ObITOYHbIE 31IEMEHTI,
HeobXoAMMO NepPeYncnUTb TUMbl ONBOK 1 C6OEB, OT KOTOPbIX M3OBITOYHOCTL AOIMKHA 3aLLMLLATh, apryMeHTHI,
no4yemy n30bITOYHbIE 3NIEMEHTbI SBMSATCA AOCTAaTOMHO HE3ABMCMMBIMU MO OTHOLUEHMIO K 3TMM Oolmnbkam u
cbosimM, aTb ONUCaHWE MexaHM3ma, UCMOoMb3yeMoro Ans obHapyXeHus owmnbok unu cboes, a Takke onuca-
HMe OYHKLMIA, NCMONb3yeMbIX A9 pearnpoBaHusa Ha obHapyeHHble ownbkn nnmn cbon. Bta nHdopmaums
[OOIMKHA coepXaTbCs B AOKYMEHTaUMK, coaepallen TpeboBaHUs K KOMMOHEHTaM, BbIOpaHHbIM U3 CEMENCTB
ADV_ARC n ADV_TDS anst oueHku.

3areM OLEHLLNKY HEOBX0AMMO MPOBEPUTD:

- YTO 3asiBMEHHbIN YPOBEHb HE3aBMCUMOCTU M3DObITOYHBIX 3MIEMEHTOB BEPEH AaXe B criyyae npegHa-
MEpPEeHHOW aTaku;

- YTO MexaHu3m obHapyxeHus ownbok nnm cboes achHeKTMBEH Aaxe B Criydae npegHamepeHHon aTa-
KW 1 YTO OLIMOKM nnmn cbom camm no cedbe He BNUSIKOT Ha 3TOT MEXaHN3M;

- YTO peakuusi Ha oLWMOKN 1M cboun He co3gaeT JOMONHUTENbHbBIX Npobrnem 6e3onacHOCTU (Hanpumep,
yrpoLlaeT neperpysky CUCTEMbl, TEM CaMbiM YBENUYMBAsS BEPOATHOCTb BbIXxO4A MCMNPABHOMO 3fieMeHTa u3
cTpos);

- YTO BOCCTaHOBIEHMNE HOpMaIbHOM paboTbl BO3MOXHO B TEYEHME NpeanonaraeMoro nepuoga BpeMeHn
N YTO 3MOYMbILLUMIEHHUK HE MOXET MOBMMATH Ha BpeMs BO3BpaTa Kk HOpMasibHOW paboTe HegonycTMMbIM 00-
pa3om.

Bce 37O BbINONHAETCA B coveTaHMu ¢ Meponpuatnamm no oueHke ana ADV_ARC, ADV_TDS n AVA _
VAN, rge oueHka, BbinonHeHHasa ang ADV_ARC n ADV_TDS, vcnonb3yeTcs A5 nonyyYeHns TeCTOB Ha npo-
HUKHOBEHMe, BblnonHsemblx and AVA_VAN.

6.6 Buprtyanusauus

BupTyanusauus Bcerga cBsidaHa ¢ aMynsiuuert BUpTyanM3npoBaHHOro oobekTa. [ns oueHkn 6esonac-
HOCTW OLEHLLMKY TpebyeTcs:

- MonHas noBefeHYeckas crneunduKaums BUPTyann3nMpoBaHHoOro obbekta. ATo HEOOXOAMMO ANS Bbl-
ABMNeHMs NobbIX HECOOTBETCTBUIM MEXAY 3TON cneumdmrKaumen u noBeaeHMeM, 4EMOHCTPUPYEMbIM YPOBHEM,
peanuayoLmMmM aMynsILKIO;

- onucaHue yHKUMIA, peanuayomx yHKLMK aMynaumm. 3TO NOKpbIBaeTCs TPeboBaHMSMM K KOMMO-
HeHTam cemencts ADV_ARC, ADV_FSP n ADV_TDS;
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- OMnMncaHue Kakomn-nmbo TEXHUYECKOW MOOAEPXKKN CO CTOPOHbI MT-cpenpbl, Mcnonb3yemon ansa BupTya-
nmnsaumn. 9T nogaepuBaroLme QyHKUMM OOIMKHbI ObITb OnNMcaHbl 4OCTAaTOYHO NOAPOOHO, 0COOEHHO ecnu
ncnonb3yeTcs annapaTHasi UM BCTPOeHHas noaaepkka 6asoBor nnatgopMbi.

C nomoLbio 3To MHGOPMaLMM OLEHLLMK AOIMKEH OLEHUTb U NOATBEPANUT:

- YTO cneuudmKkaumsi BUPTyanm3MpoBaHHOIo obbekTa He onpeaenseT Hebe3onacHoro noseaeHus. Ecnm
3TO TakK, NpaBWiibHas BUPTyanusaumsi OTpasnT 3To Hebe3onacHoe noBedeHne 1 NpUBeOeT K HEHAAEXHOW Cu-
CTeMme;

- YyTO cneuundmkaumsi nogaepxku, obecnevmBaemon NT-cpenoin, gonyckaeT yaoOHY NoaaepXkKy amy-
nayuu;

- YTO NOBEAEHME BUPTYann3npoBaHHOrO 0ObekTa NpaBuUITbHO OTpaXkaeT 3aJaHHOe NoBeAeHne «pearb-
HOro» oObeKTa;

- YTO peanusauust pyHKUMIA amMynsLmm 6e3onacHa;

- YTO peanus3auusi UCMorb3yeT noagaepxky, obecrnevmBaemyto T-cpenon, kak 3agymaHo, 1 6e3 noboy-
HbIX 3EKTOB, KPUTUYHBLIX ANa 6e30nacHOCTH.

Korga a1o GygeT BbINOMHEHO, aHanM3 ysa3BMMOCTEN MOXET ObITb COCPedOTOYEH Ha acrnekTax, He 3a-
TPOHYTLIX B NOBeAEHYECKON crneumdukaLum aMmynmpyemMoro anemMeHTa, 1 Ha TOM, MOryT NI 3TU acneKTbl Npu-
BHECTU YSI3BMMOCTW, KOTOPblE MOTYT HE CYLLEeCTBOBaTb MPU MCMONb30BaHUN «pearnbHOroy» anemeHTta. OgHum
13 NPMMEPOB TaKOro NoBeaeHns, He paccmMaTprMBaeMoro B NoBeAeHYEeCKon cneumdurkaumnm, SBrsieTcsl Bpemst.
Hanpumep, korga HEeCKONbKO BMPTYyanuM3nMpPOBaHHbIX AMCKOB COMOCTAaBIIEHbI C OOAHUM (OU3NYECKMM OUCKOM,
BpEMS, Ucnonb3yemMmoe A5is paboTbl AMCKa, MOXET NPEA0CTaBUTb MHAOPMAaLIMIO O TOM, UCMOMb3YHTCS N U Kak
NCNonb3yTCs ApYyrve BUpTyanuanpoBaHHble AUCKU. Ecnn nogpasymeBaeTcs UCNonb3oBaHME pasHbiX pasne-
NoB, KOTOpble AOMKHbI ObITb OTAENEHbI APYr OT Apyra, BUPTyanM3MpoBaHHbIE OUCKM MOTYT CO34aTb CKPbITbIN
KaHan ¢ noTeHuuarbHO BbICOKOWM MPOMYCKHOM CMOCOOHOCTLIO.
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CBefeHus 0 COOTBETCTBUM CChINTIOYHbIX MeXAayHapoaHbIX CTaHAAapTOB
MeXrocygapcTtBeHHbIM CTaHOapTamMm

Tabnuuya OA.1

O60o3Ha4YeHne CCbINOYHOro MeXayHapogHoro
CTaHgapTa

CTteneHb
COOTBETCTBUSA

O603HaYeHne U HaMMEHOBaHWNE CCbINOYHOMO
MeXrocyaapCTtBeHHOro craHgaprta

ISO/IEC 15408-1

*1)

ISO/IEC 15408-2 — * 2)
ISO/IEC 15408-3 — * 3)
ISO/IEC 18045 *x 4)

* COOTBETCTBYOLLMNIA MEXIOCYAapPCTBEHHbIN CTaHA4apT OTCYTCTBYET. [0 ero NpuHATUA pekoMeHayeTCst UCMosb30-
BaTb NepeBof Ha PyCCKUIA A3bIK AAHHOTO MEXAYHapOo4HOro cTaHaapTa.

1) B Poccwiickon ®egepauun geiicteyet FTOCT P UCO/MIK 15408-1—2012 «MHdopmaLmoHHas TexHororus. Me-
ToOBI M cpeacTBa obecrnedeHrst 6e30nacHOCTU. Kputepui oLieHKU 6e30MacHOCTU MHAOPMALMOHHBIX TexHomoriA. YacTb 1.

BeeneHue n obLuaa Mmogenby.

2) B Poccuiickoii depepaummn gencteyet FOCT P NCO/MOK 15408-2—2013 «MHdopmaumoHHast TexHornorus. Me-
Toabl U cpencTea obecneveHnsa 6esonacHocTu. Kputepum oueHkn 6€30nacHOCTM MHPOPMALMOHHbBIX TEXHONMOrUn. YacTb 2.

®yHKUMOHArbHbIE KOMMOHEHTbI 6e30MacHOCTMY.

3) B Poccuiickoin denepaum pencteyet FTOCT P MCO/M3K 15408-3—2013 «MHdopmaumoHHas TexHonorus. Me-
ToAbl M cpeacTBa obecneyeHusi 6esonacHocTu. Kputepum oueHkn 6e3onacHoCTM MHpOPMAaLMOHHbIX TeXHoorui. YacTb 3.

KomMnoHeHTbl goBepus K 6e3onacHoOCTU».

4) B Poccuiickon depnepaummn gencrteyetr FOCT P MICO/M3IK 18045—2013 «UHdopmaumoHHas TexHonorusa. Meto-
Obl 1 cpeacTBa obecneveHust 6esonacHocTn. MeTogonorus oueHkn 6e3o0nacHOCTY MHEOPMALIMOHHBLIX TEXHOMOTNNY.
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