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POCCHUHACKOM ®EJEPAIIUA

(B pen. Ilpukazos @CTOK PO ot 09.08.2018 N 138, ot 26.03.2019 N 60, ot 20.02.2020 N 35, or_
28.08.2024 N 159)

. O0une mos10KeHU s

1. Hacrosimme TpeGoBanus pa3paboraHbl B cOOTBETCTBUU ¢ DenepalibHBIM 3aKOHOM OT 26 WIS
2017 r. N 187-®3 "O 06e301macCHOCTH KPUTHYECKON HWH(OOPMAITMOHHOW HH(PPACTPYKTYpPHI
Poccuiickoit ®enepanuu" u HampaBieHbl Ha oOecneueHHe YCTOWYMBOTO (PYHKIMOHUPOBAHHS
3HAYUMBIX OOBEKTOB KpUTHUYECKOW WMH(pOpMarmoHHOW MHPpAcTpyKTypsl Poccuiickoit deneparum
(manee - 3HAUMMBIC OOBEKTHI, KpUTHUCCKAs HHPOPMAIIHOHHAS HHPPACTPYKTypa) IPH MPOBEICHUH B
OTHONICHUU HUX KOMITBIOTEPHBIX aTaK.

2. JleiictBue Hactosmmx TpeOoBaHWil pacmpocTpaHsercss Ha HHGOPMAIIMOHHBIE CHCTEMBI,
aBTOMATU3UPOBAHHbIE CUCTEMbI YIPABICHUS, WH(POPMALMOHHO-TEJIEKOMMYHUKALMOHHBIE CETH,
KOTOPBIE OTHECEHBI K 3HAYMMBIM OOBEKTaM KPUTHYECKOW WH(POPMAIMOHHONH HH(PACTPYKTypHI B
COOTBETCTBUU cO cTaThelt 7 denepanbHoro 3akona ot 26 urosst 2017 r. N 187-d3 "O Ge3omacHocTr
KpUTHYECKON MH(POpMaMOHHON HHPpacTpyKTypsl Poccuiickoii @eneparun’.

3. Ilo pemenuo CcyObeKTa KPUTHYECKOM WHPOPMALMOHHOW WHQPPACTPYKTYphl HACTOSIINE
TpeGoBaHust MOryT HpPUMEHSTBHCS Uil oOecredeHus Oe30MacHOCTH OOBEKTOB KPUTHUYECKON
UH(POPMALMOHHON HHPPACTPYKTYPHI, HE OTHECEHHBIX K 3HAYUMBIM OOBEKTaM.

4. OGecrieyeHne 0€30MaCHOCTH 3HAYMMBIX OOBEKTOB, B KOTOPBIX 0OpabaThiBaeTcss MH(OpMaIus,
COCTaBJISFOIIAsl TOCYTApCTBEHHYIO TaifHy, OCYIIECTBISIETCSI B COOTBETCTBUH C 3aKOHOIATEILCTBOM
Poccuiickoi denepanuu o rocyapCTBEHHON TaliHe.

5. JHna obecriedeHuss 0€30MaCHOCTH 3HAYMMBIX OOBEKTOB, SIBISIOMIUXCS HHPOPMAIMOHHBIMU
CUCTEeMaMH TIEPCOHAIBHBIX JIAHHBIX, HacTosmue TpeOoBaHUs MPUMEHSIOTCS ¢ y4eTOM 1peOoBaHMiA
K 3alllMTe NePCOHANBHBIX JAHHBIX MPU UX 00pabOoTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX
JAaHHBIX, YTBEPXACHHBIX NocTaHoBieHUeM llpaBurensctBa Poccuiickoit @enepanuu ot 1 HOAOpA
2012 1. N 1119 (CoGpanue 3axononarensctBa Poccutickoit ®enepanun, 2012, N 45, ct. 6257).

Jns  obGecrieueHuss OE30MACHOCTH 3HAYMMBIX OOBEKTOB, SIBIISAIOIIMXCS TOCYJapCTBEHHBIMU
UH(OPMALIMOHHBIMU CUCTEMaMH, HacTosAlre TpeGoBaHus MPUMEHSIOTCS ¢ yueToM TpeOoBaHUU O
3amuTe WHGOpPMAIMU, HE COCTABISIIONIEH TOCYIapCTBEHHYIO TaWHy, COJAEpIKallencs B
rOCy/apCTBEHHBIX MHPOPMAIIMOHHBIX CHCTeMax, yTBepKIaeHHbIX npukazomM ®CTIK Poccun ot 11
depans 2013 r. N 17 (3apeructpupoan Muntoctom Poccun 31 mas 2013 r., peructparmonsasii N
28608) (c m3menenusimu, BHeceHHbIMU TpukazoM ®CTIK Poccuu ot 15 depans 2017 r. N 27 "O
BHECeHHH M3MeHeHui B TpeboBanus o 3amuTe nHOOpPMAIUHU, HE COCTABIISIONICH TOCY1apCTBEHHYIO
TailHy, coJepKalleiics B TOCYJapCTBEHHBIX HWH(OPMAIMOHHBIX CHUCTEMaX, YTBEP)KICHHBIC
npukazoM @CTIK Poccun ot 11 despans 2013 r. N 17" (3apeructpupoan Muntocrom Poccun 14
mapTta 2017 r., peructpaumonnsiit N 45933).

6. be3zomacHOCT,  3HAUMMBIX  OOBEKTOB  OOeCHeuMBaeTCs  CyObEKTaMH  KPUTHYECKON
UHPOPMALIMOHHOM WHOPACTPYKTYphl B pamkKax (yHKIMOHHUPOBAHUS CHCTEM O€30MacHOCTH
3HAYUMBIX OOBEKTOB, CO3/1aBAEMBIX CyObEKTaMU KPUTHUUECKOW MHPOPMAIIMOHHON HHPPACTPYKTYPHI
B CcOOTBeTCTBHM cO cratbedl 10 denepanbHoro 3akona ot 26 wmrons 2017 r. N 187-®3 "O
0e30MmacHOCTH KpUTHIECKO nHpopMarimoHHon nHppacTpykTypbl Poccuiickoit deaepanun".
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I1. TpeOoBanus Kk o0ecneyeHn10 0€30MACHOCTH B X0/1€ CO3aHUSA,
IKCIIYATAUMM M BBIBOJA M3 IKCIUIYATALIMM 3HAYUMBIX 00bEKTOB

7. Obecneuenne 0€30MACHOCTH 3HAYMMBIX OOBEKTOB SBISETCS COCTaBHOM YacThiO paboOT IO
CO3/1aHUI0 (MOJEpHU3ALMH, NPU KOTOPOH H3MEHSeTCA apXUTEKTypa 3HAYMMOI0 OOBEKTa, B TOM
qHCiIe TOACUCTEMA €ro 0Ee30MaCHOCTH, B COOTBETCTBUHU C OT/EIBHBIM TEXHHUYECKUM 3aJaHHEM Ha
MOJCPHU3ALMI0 3HAYMMOr0 OOBEKTa M (WJIM) TEXHUYECKUM 3aJaHHEeM (4aCTHBIM TEXHUYECKUM
3aJaHleM) Ha MOJCPHU3AIMIO IOACUCTEMBbl OE€30MacHOCTH 3HAYUMOro OO0BeKTa (manee -
MOJIEpHU3alMs), HKCIUTyaTalliM M BbIBOJA M3 SKCIUTyaTallUM 3HAUYMMBIX OOBEKTOB. Mepbl 1O
obecrieyeHnI0 OE30MAaCHOCTH 3HAUYMMBIX OOBEKTOB NMPUHMMAIOTCS Ha BCEX CTAaIUAX (dTamax) Mx
)u3HeHHoro nukia. (B pex. [pukaza ®CTIK P ot 20.02.2020 N 35)

8. Ha cranusax (3Tamax) KM3HEHHOTO LMKJA B XOJ€ CO3JaHUs (MOJEPHHU3ALUM), SKCIUTyaTallud U
BBIBOJIA U3 HKCIUTyaTallUl 3HAYMMOI'0 00bEKTa IPOBOASTCA:

a) yCcTaHOBIIeHHE TpeboBaHU K 00ecredeHnI0 0€30MacHOCTH 3HAYMMOTr0 00BEKTa;

0) pa3paboTKa OpPraHU3alMOHHBIX U TEXHUICCKUX MEp M0 00eCIeYeHUI0 OE30IMacCHOCTH 3HAYUMOTO
00BEKTA;

B) BHEJPEHUE OPTraHU3AIMOHHBIX U TEXHUYECKUX MEpP MO 00ECIEYeHUIO0 OE30MaCHOCTH 3HAYMMOTO
00BEKTa U BBOJ €T0 B JCHUCTBHUE;

r) obecnieueHne 0€30MaCHOCTH 3HAYMMOTO 0OBEKTA B XOJI€ €r0 SKCIUTyaTaIliH;
1) obecrieyeHre 6€30MacHOCTH 3HAYMMOIr0 00BEKTa IIPU BBIBOJIE €r0 U3 IKCIUTyaTall|H.

PesynpraThl peanuzanuu MeponpUsTUN, TPOBOAUMBIX Uil oOecriedeHus] 0€30MacHOCTH 3HAYUMOTO
00BEeKTa Ha CTausAX (3Tamax) ero *KU3HEHHOTO UK, MoAJIekaT AOKyMeHTupoBaHHuio. CocTaB u
(OpMBI TOKYyMEHTOB OIIPEAETAIOTCS CyOBEKTOM KPUTHUUYECKON HH(POPMAIMOHHONW HHPPACTPYKTYPBHI.

9. Jlns 3HaUMMBIX OOBEKTOB, HAXOMALIMXCS B HKCIUTyaTalluH, HacTosmue TpeOoBaHUS MOATEKAT
peamu3anuy B paMKax MOJEPHU3alUM MWIM  JOOCHAIIEHUS MOJCHCTEM  0€30MacHOCTH
OKCIUTyaTUPYEMBIX 3HAYMMbIX OOBEKTOB. MojepHM3alus WIM JIOOCHAIlEHUE IOJICUCTEM
0€30MacCHOCTH 3HAYMMBIX OOBEKTOB OCYIIECTBISETCS B TOPSAKE, YCTAaHOBJIEHHOM HACTOSIIMMH
TpeboBaHUsAMM Ui CO3/IaHUS 3HAYUMBIX OOBEKTOB M MX TMOJCHCTEM O€30MaCHOCTH, C yYETOM
UMEIOUINXCA Y CYOBEKTOB KPUTHYECKOW MH(POPMAIIMOHHON MHPACTPYKTYphl NporpamMm (IUIaHOB)
110 MOJICPHU3AIINH WIH JOOCHAIIEHUIO 3HAUUMBIX OOBEKTOB.

YcTraHoB/IeHHe TPeOOBaHMH K o0ecriedeHUI0 0e€30MACHOCTH 3HAYUMOTI 0
00BbeKTA

10. 3amanue TpeGoBaHMI K OOeClEUEeHHIO OE30MaCHOCTH 3HAYUMOTO OOBEKTa OCYIIECTBIISIETCS
CcyOBEKTOM KpUTHYEeCKOW MHPOPMAIIMOHHON HH(PACTPYKTYpbl U (UJIK) JUIOM, YCTaHABIUBAIOIIUM
TpeboBaHusl K oOecrieyeHHIo 0e30MacCHOCTH 3HAUYUMBIX OOBEKTOB, B COOTBETCTBUU C KaTeropHen
3HAYUMOCTH 3HAYUMOIO OO0BEKTa, OINpeAeNeHHOW B TMOpsaKe, ycraHoBieHHOM [IpaBunamu
KaTerOopupoBaHusi OOBEKTOB KPUTHUYECKOM HWHPOPMALMOHHOM HMHGpacTpyKTypsl Poccuiickoii
®denepanun, yTBEpKICHHBIMU TocTaHoBIeHHEeM IIpaButenbctBa Poccuiickoin ®enepauun oT 8
despans 2018 r. N 127 "O6 yrBepxaenuu IlpaBun kareropupoBaHHsi OOBEKTOB KPHUTHYECKOMH
nHpopmanmonHo WHpPAcTpyKTypsl Poccuiickoit deneparuu, a TakkKe MEpedUHs IOKaszaTenen



KPUTEPUEB 3HAYMMOCTH OOBEKTOB KPUTHYECKON MH(MOpMaAIMOHHOW HHPPACTPYKTYyphl Poccuiickoit
Deneparun" (Cobdpanue 3akononatenscTBa Poccuiickoit @enepannu, 2018, N 8, cr. 1204).

TPGGOBaHI/ISI K 00CCIIEUeHHI0 0E30MacHOCTH BKIIIOYAIOTCA B TEXHUYECKOE 3aJaHuC Ha CO3JaHucC
3HAYUMOI'0 O0BEKTa U (I/IJ'II/I) TEXHHUYECCKOC 3aJaHuC (‘IaCTHOG TEXHHUYCCKOC SallaHI/Ie) Ha CO3JaHHUC
HOACHUCTCMbI 0€30I1aCHOCTH 3HAUNMOI'0 OGT:CKTa, KOTOPBIC NOJIKHBI COACPKATD!:

a) 1eIb U 3aJa4n oOecreueHust 0€30IMaCHOCTH 3HAYMMOI0 00OBEKTa HITH MOJCHCTEMBI 0€30IIaCHOCTH
3HAYMMOI'0 OOBEKTA;

0) KaTeropuio 3HAYMMOCTH 3HAYUMOT'0 OOBEKTA;

B) IEpeYeHb HOPMATHUBHBIX IIPABOBBIX AKTOB, METOAMYECKUX JIOKYMEHTOB U HAIlMOHAJIbHBIX
CTaH/IapTOB, KOTOPBIM JOJIKEH COOTBETCTBOBATh 3HAYUMBIN OOBEKT;

I) IEpeYEHb TUIIOB 0OBEKTOB 3aLUTHI 3HAUMMOT0 00BEKTA;

1) TpeOOBaHUS K OPraHU3alMOHHBIM W TEXHHYECKHUM MepaMm, MPUMEHSICMbIM JJIsi 00eCrieueHHsI
0e30macHOCTH 3HaYMMOTr0 00bekTa; (B pel. [Ipukaza ®CTOK Pd or 26.03.2019 N 60)

€) craauu (dTansl paboT) CO3aHus MOACUCTEMBI 0€30MACHOCTH 3HAYUMOTO O0BEKTA;

K) TpeOOBaHMS K MPHUMEHSIEMBIM IPOTrPaMMHBIM W MPOTPAMMHO-AIApaTHBIM CPEICTBaM, B TOM
YHUCJIe CPEJICTBAM 3alllUThl HH()OPMAIUK;

3) TpeOOBaHUS K 3alIUTE CPEJCTB U CHCTEM, obOecredyrBaromMX (DYyHKIIMOHUPOBAHUE 3HAYUMOTO
o0nekTa (obecneunBaroieit HHPPACTPYKTYpeE);

1) TpeboBaHUs K MH(OOPMALMOHHOMY B3aMMOAEHCTBUIO 3HAYUMOTO OOBEKTA C UHBIMU OOBEKTAMU
KPUTUYECKOH HMH(POPMALMOHHOW HHQPPACTPYKTYphl, a TakXe MHbBIMA HH(POPMALNOHHBIMU
CUCTEMAaMH, aBTOMATHU3UPOBAHHBIMU CUCTEMaMHU yIpaBiIeHUs WIH
UH(POPMALIMOHHO-TEIEKOMMYHHUKAI[HOHHBIMU CETSIMH;

K) TpeOOBaHMS K COCTaBy M COJEPKAHUIO JOKYMEHTAallUHu, pa3pabaTbiBaeéMON B XOJE CO3/aHHS
3HaunMOro oowekTa. (B pea. [pukaza ®CTOK PD ot 26.03.2019 N 60)

B cnywae ecnu 3HauMMBI OOBEKT CO3AAeTCs B paMKax OOBEKTa KalUTaJIbHOTO CTPOUTENbCTBA,
TpeOoBaHUS K 0OecredeHHI0 Oe30MacHOCTH 3HAYMMOro OOBEeKTa 3aJaloTCs 3acTPOMIIMKOM U
oOpMIIIOTCS B BUJE NMPWIOKEHUS K 3aJlaHUI0 Ha MPOEKTUPOBaHUE (PEKOHCTPYKLHUIO) OOBEKTa
KalTUTAJIbHOTO CTPOUTEITHCTBA.

[Tpu ompenenenuu TpebOBaHUN K OOeCreueHUI0 0€30IMaCHOCTH 3HAYUMOI0 O0BEKTa YUHTHIBAIOTCA
MOJIOKEHHUS OPTraHU3ALMOHHO-PACHOPSAUTENBHBIX JOKYMEHTOB MO OOECIEeYeHHI0 Oe30MacHOCTH
3HAYUMBIX  OOBEKTOB, pa3pabaThiBaeMbIX CYOBEKTaMH  KPUTUYECKOM  HMH(OpMaIMOHHON
UHPPACTPYKTYPHl B COOTBETCTBHM C TPEOOBAHUSIMU K CO3JAHUIO CUCTEM 0€30MacHOCTH 3HAYMMBbIX
00BEKTOB U 00ecneYeHNI0 X (PYHKIMOHUPOBAHUS, YTBEPKACHHBIMU B COOTBETCTBUHU C MYHKTOM 4
yactu 3 cratbu 6 @DenepanbHoro 3akoHa ot 26 utons 2017 r. N 187-®3 "O 6e3onmacHocTH
KpUTHYEeCKOM HHpOpManMOHHOW UMHGpacTpykTypsl Poccuiickoit  ®enepanuun" (mamnee -
OpraHU3alMOHHO-PACIOPSAUTENbHBIE JOKYMEHTHI [0 0€30MaCHOCTH 3HAYMMBIX O0OBEKTOB).

Pa3paGoTka opraHu3aiMOHHbIX U TEXHHYECKUX Mep 10 o0ecredeHuIo
0€30IMACHOCTH 3HAYUMOI'0 00bEKTA

11. Pa3zpaboTka opraHM3allMOHHBIX ¥ TEXHHYECKUX MEP IO 00ECIIEYCHHIO 0€30MMaCHOCTH 3HAYMMOTO
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00BEKTa OCYIIECTBISIETCS CYyOBEKTOM KPUTHYECKOM MH(POPMAIMOHHON WHOPACTPYKTYPHI U (WJIHN)
JMLIOM, TIPUBJIEKAEMBIM B COOTBETCTBUHM C 3aKOHOAATENLCTBOM Pocculiickoit ®enepauuu K
MIPOBEICHHUIO PAbOT MO Co37aHuI0 (MOJAEPHU3AIMHN) 3HAYMMOTO 00BEKTa U (MJIM) 00ECIICUYEHHUIO ero
0€30MacCHOCTH, B COOTBETCTBHH C TEXHUYCCKUM 3aJaHHEM HA CO3JIJaHUE 3HAYMMOT0 00bEKTa U (WJIH)
TEXHUYECKUM 3aJaHheM (YacTHbIM TEXHHYECKUM 3a/laHheM) Ha CO3JlaHUE I[0JCUCTEMBI
0€30MacHOCTH 3HAUMMOTO O0BEKTA U JJOJKHA BKJIFOYATH:

a) aHanmmu3 yrpo3 Oe3omacHOCTH WHQPOpPMAIMK W pa3pabOTKy MOJENH Yrpo3 Oe30MacHOCTH
nH(pOpMaIUK WK €€ YTOUHEHHE (MIPU €€ HATMYUHN);

0) MIpOEKTHPOBAaHHUE OACUCTEMBI 0€30I1aCHOCTH 3HAYMMOT0 00BEKTA;

B) pa3paboTKy paboueil (SKCIUTyaTallMOHHOW) ITOKYMEHTAllMM HA 3HAUYMMBIA OOBEKT (B YacTu
obecriedueHust ero 6€30MacHOCTH).

Pa3zpabaTpiBaeMble OpraHM3allMOHHBIE W TEXHHYECKHE MEpPhl MO OOECIEYCHHIO OE30MacCHOCTH
3HaYUMOro OOBEKTa He [JO/DKHBI OKas3blBaThb HEraTUBHOIO BIMSHMS HA CO3JaHHE U
(YHKIIMOHUPOBAHHE 3HAYUMOTO OOBEKTA.

[lpu pa3paboTke OpraHU3alMOHHBIX W TEXHHUYECKUX Mep 1o olecreueHnio 0e30macHOCTH
3HAYUMOT0 OOBEKTa YUMTBHIBAETCS €ro MH(POPMALMOHHOE B3aUMOJEHCTBUE C MHBIMH OOBEKTaMHU
KPUTUYECKOH  WHGPOPMALMOHHON  HH(PACTPYKTYpHI, MHPOPMALIMOHHBIMH ~ CHCTEMaMH,
aBTOMATH3UPOBAHHBIMU CUCTEMaMH YIPAaBJICHUS WM UH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIHOHHBIMU
CETSIMH.

11.1. Henbto aHanmuza yrpo3 0e30mMacHOCTH HMH(GOPMAIMM SBISETCS ONpEeNeHHEe BO3MOXHBIX
croco0oB peann3anui (BOZHUKHOBEHHUS) yrpo3 0e30macHOCTH WHGOPMAIMU U TOCIEACTBUNA HX
peanu3anyy (BOZHUKHOBEHUS) C YUETOM COCTaBa MOJIb30BaTeIe U UX MOJTHOMOYUH, MPOrpaMMHBIX
U TMPOrpaMMHO-AMIIapaTHBIX CPEICTB, B3aMMOCBS3€Hl KOMIIOHEHTOB 3HAYUMOTO OOBEKTa,
B3aUMOJICHCTBUS C HMHBIMH OOBEKTaMH KPUTHUECKOW HH(POPMAIMOHHON HH(PaCTPYKTypHI,
WH(POPMAMOHHBIMA CHCTEMaMH, ABTOMAaTH3UPOBAHHBIMH CHUCTEMaMH yTpaBJICHUS,
UH(POPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMU CETAMU (J1ajiee - apXUTEKTypa 3HaUuuMOro 00beKTa), a
TaK)ke€ 0COOEHHOCTEN (PYHKIIMOHUPOBAaHMUS 3HAYMMOI0 00BEKTA.

AHanu3 yrpo3 6e30nacHOCTH UH(POpPMAaLMK JOJIKEH BKIIOYATh:

a) BBIABIEHHME HCTOYHHUKOB YIrpo3 0€30MacHOCTH HHGOpMAlMM U OIEHKY BO3MOXKHOCTEH
(moTeHIMaa) BHEIIHUX U BHYTPEHHUX HAPYIIUTENEH;

0) aHanmM3 BO3MOXHBIX  YA3BUMOCTEH 3HAYMMOro OOBEKTa U  €ro  MpOrpaMMHBIX,
[IPOrpaMMHO-AIIAPATHBIX CPEICTB;

B) OMpeneieHue BO3MOXHBIX CIOCOOOB (CIieHApHEB) peanu3anuu (BO3HUKHOBEHHS) YIpO3
0e30macHOCTH UH(OPMAIIHH;

I') OLEHKY BO3MOXHBIX TOCIEJACTBUHA OT peaau3aliy (BOSHUKHOBEHHs) Yrpo3 0e30MacHOCTH
uH(pOpMaLIUH.

B xadecTBe MCXOMHBIX JaHHBIX AJI aHATIN3a yTpo3 0€30MacHOCTH HHPOPMAIINH HCTIONb3yeTCs OaHK
JAaHHBIX yrpo3 Oe3omacHocTH nH(popMmaluu, Beaerue koroporo ocyriectisiercs PCTOK Poccun B
COOTBETCTBUM ¢ moanyHKToM 21 mynkra 8 [lonoxenus o @enepanbHoOil ciayxk0e o TEXHHYECKOMY U
AKCIIOPTHOMY KOHTPOJIIO, yTBepxkJaeHHOro Yka3zoM IIpesumenra Poccuiickoit ®@enepauun ot 16
asrycra 2004 r. N 1085 (Cobpanue 3akonomarensctBa Poccuiickoii @enepanuu, 2004, N 34, cr.
3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7, cT. 818; 2013, N 26,



ct. 3314; N 53, ct. 7137; 2014, N 36, cT. 4833; N 44, ct. 6041; 2015, N 4, cT. 641; 2016, N 1, cT.
211; 2017, N 48, ct. 7198) (manmee - GaHK AaHHBIX yrpo3 OesomacHoctu umHpopmarmu PCTIK
Poccuun), a TakKke HMCTOYHHKH, COJAEPXKAIIWE WHBIE CBeAEHHS 00 YA3BUMOCTSAX M yrpo3ax
0e301acHOCTH HH(POPMALIHH.

[To pesynpraram anHanu3a yrpo3 Oe3omacHOCTH HWHGPOpPMALMKU MOTYT OBITh pa3paboTaHbI
pPEKOMEHIAUH o KOPPEKTUPOBKE apXUTEKTYPHI 3HAYUMOTO o0bekTa u
OpTraHHU3allMOHHO-PACTIOPAANUTCIIBHBIX  JOKYMCHTOB IO 0€30IIaCHOCTH  3HAYHMMBIX O6’beKTOB,
HarpasJIeHHbIC Ha OJOKMpOBaHUE (HEUTPAIN3AIMIO) OTACIBHBIX YTpo3 0€30MaCHOCTH HH(POPMAIHH.

Mogenp yrpo3 6e3omacHOCTH WH(GOPMAIMU JO0JDKHA COJEPKATh KPATKOE ONMHMCAHHE APXUTEKTYPHI
3HAYMMOTr0 00BEKTa, XapaKTEPUCTUKY UCTOYHUKOB yrpo3 6€30MacHOCTH UH(OpMaIK, B TOM YUCIIE
MOJIENIb HapYyIIUTENsl, U ONHCAHWE BCEX YIpo3 0e30MmacHOCTH WHGPOPMALWU, aKTyaJlbHBIX IS
3HAYMMOT0 OOBEKTa.

Ornucanue KaxJ10i yrpo3sl 6€30MacHOCTH MH(POPMAIIMK JOJKHO BKIIOYATh:
a) HCTOYHUK YTpO3bl 0€30MaCHOCTH HH(OPMAIIHH;

0) ys3BUMOCTH (OIIMOKHM), KOTOPBIE MOTYT OBITh MCIIOJIB30BAHBI JIJISl pean3auu (CIocoOCTBOBATH
BO3HUKHOBEHHIO) YTPO3bl 0€30MacHOCTU MH(OPMAIUK;

B) BO3MOJKHBIC CITOCOOBI (CIICHAPUH) peai3alliK YyTPo3bl 0€30MaCHOCTH HH(pOpMAIHH;

T') BO3MOXKHBIC TIOCIICICTBUS OT pealin3anni (BOZHUKHOBEHUS) yTPo3bl 0€30MaCHOCTH WH(GOPMAITUH.
(B pex. Ipukaza ®CTOK PD ot 26.03.2019 N 60)

Monens yrpo3 6e30macHOCTH WH(GOPMAIMA MOXET pa3padaThIBAThCS IJII HECKONBKHX 3HAYMMBIX
00BEKTOB, MMEIOIMX OJWHAKOBBIE IEJIM CO3/IaHUS M apXUTEKTYpy, a TaKKe TUIOBBIE YIPO3bI
0e30macHOCTH UH(pOPMALIUH.

Hnst onpenenenus yrpo3 0€30MacHOCTH MH(POpPMAIMUA U Pa3pabOTKH MOJENU Yyrpo3 0€30MacHOCTH
UH(POPMALIUU JOJDKHBI IPUMEHSATHCS METOJUYECKUE JJOKYMEHTHI, pa3paO0TaHHbIE U YTBEPKACHHBIE
OCTIK Poccun B cooTBeTcTBUM € NOANMYHKTOM 4 myHkTa 8 Ilonoxkenus o denepanbHoil ciayxoe
M0 TEXHUUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO, YTBEep)KJIeHHOro YkazoMm Ilpesunenta Poccuiickoit
Oeneparuu ot 16 aBrycra 2004 . N 1085.

11.2. TIpoekTHpOBaHUE MOJACUCTEMBI 0€30MTACHOCTH 3HAYMMOTO 00BEKTa JOJDKHO OCYIIECTBIISATHCS B
COOTBETCTBUHN C TEXHUYCCKUM 3aJaHHUEM Ha CO3JaHHUEC 3HAYUMOIO O6T)€KTa n (I/IJ'II/I) TCXHUYCCKUM
3a1aHrieM (YaCTHBIM TEXHHUYECKHMM 3aJlaHueM) Ha CO3[jaHUe MOJACHCTEMbI OE30IMaCHOCTH 3HAYUMOTO
00BEKTa ¢ YUETOM MOJIENIH YTPO3 0€30MacHOCTH HH(POPMAIIUU ¥ KATETOPHH 3HAYMMOCTH 3HAYMMOT'O
00BEKTA.

HpI/I IMPOCKTUPOBAHNUN NMOACUCTCMbI 0C30IMaCHOCTH 3HAYMMOTI'0 00bEKTA:

a) OMpEeNeNsIOTCS CYOBEKTHI JOCTyna (TMOJIb30BATENH, MPOIECCHl M HWHBIE CYOBEKTHI JOCTYIA) U
00BEKTHI I0CTYTIA;

0) ompenensroTCS TOJUTHUKU YIpPaBIEHUS JOCTYNOM (IMCKpPELMOHHAs, MaHJaTHas, poJieBas,
KOMOMHHpOBaHHas);

B) OIPCACIIAOTCA U OGOCHOBBIB&IOTC?I OpraHu3allUOHHBIC WU TCXHHUYCCKUC MCPbI, IMOJICI)KAIIUC
peanu3anuyu B paMKax MOJACHCTEMBbI 0€30MMacHOCTH 3HaYMMoro oowekrta; (B pea. [Ipukaza ®CTIK
P® o1 26.03.2019 N 60)

I') ONpEAEISAIOTCS BUAbI M TUIBI CPEJCTB 3aIIUTHI MH(GOpPMAIMU, 00ECICUHBAIOIINE PEANTHU3ALNIO



TEXHUYECKUX MEP MO 00eCTIeueHUI0 0€30IacCHOCTH 3HAYMMOTO 00BEKTA;

J1) OCYILECTBIIICTCS BBIOOp CpPENCTB 3alUThl MHpOpManuu W (WIU) HUX pa3paboTKa C ydeToM
KaTeropuy  3HAYUMOCTH  3HAYMMOTO  OOBEKTa, COBMECTHMMOCTH C MPOTPAMMHBIMH H
IPOTPaMMHO-aNapaTHBIMK CPEJCTBAMHU, BBIOIHSAEMBIX (YHKIMI OE€30MaCHOCTH W OrpaHHYCHHIA
Ha 9KCIUTyaTaluIo;

€) pa3pabaThIBaeTCsl apXUTEKTypa MOACUCTEMBI O€30M1aCHOCTH 3HAYMMOI0 OOBEKTa, BKIIIOYAKOIIas
COCTaB, MECTa YCTaHOBKH, B3aMMOCBSI3U CPE/ICTB 3aIIUTHI HHPOPMALINH;

K)  ompeAenstorcs — TpeOoBaHMsT K THapaMeTpaM — HACTPOMKM — MPOTPAaMMHBIX U
IPOTPaMMHO-aNapaTHBIX CPEICTB, BKJIIOYAs CPEACTBA 3alIMThl HH()OpMAIMK, 00eCreunBaIoIne
peanu3anuio Mep 1o obecredeHHro 0Oe30macHOCTH, OJOKHpoBaHUE (HEHTPATU3allhi0) Yrpo3
0e301macHOCTH HHPOPMAIIMU U YCTPAHCHUE YA3BUMOCTEH 3HAYMMOTO 00BEKTa,

3) ONPEIEISIOTCS MEPHI IO 00ECIIEYeHUI0 0€30MMaCHOCTH MPU B3aUMOCHCTBUN 3HAYMMOTO 00BEKTa
C UHBIMH OOBEKTaMHU KpUTHYECKOW HH(POPMAIIMOHHON HWHGPACTPYKTYphl, HH(DOPMALMOHHBIMU
CHUCTEMaMHU, aBTOMATU3HPOBAHHBIMU CUCTEMaMHU yIpaBiICHUS WIn
UH(OPMAaLIMOHHO-TEIIEKOMMYHHUKAITHOHHBIMH CETSMHU.

B cimyuae ecim B XO[€ NPOCKTHPOBAHUS IOJCUCTEMBbI OE30MACHOCTH 3HAYUMOTO OOBEKTa
NpeayCcMOTpeHa pa3paboTka MPOrpaMMHOTO OOECHEYeHHs, B TOM YHCIE MPOrPaMMHOTO
o0ecrieyeHns: CPeICTB 3alUThl HH(pOpMaIuK, Takas pa3paboTKa MPOBOIUTCS B COOTBETCTBUU CO
CTaHgapTamu 0e30macHoOi pa3paboTKH MPOrpaMMHOTO 00eCIIeUeHUsI.

Pe3ynbTaThl NMpPOEKTUPOBAHUS IMOACUCTEMBI O€30MACHOCTH 3HAYMMOrOo OOBEKTa OTpa)xarTcs B
IIPOEKTHOM JOKyMEHTAIMM Ha 3HAYMMbIH 00BEKT (IOJCUCTEMY 0€30IaCHOCTH 3HAYUMOT0 00BEKTA),
pa3pabaTbIBa€MOil B COOTBETCTBUHU C TEXHHYECKUM 3aJlaHMEM Ha CO3J[aHHE€ 3HAYMMOI0 O0OBEKTa W
(W) TEXHUYECKUM 3aJaHueM (YacTHBIM TEXHUYECKUM 3aJJaHuEM) Ha CO3JaHUE€ TMOJACHUCTEMBI
Oe3omacHocTH 3HaYMMOro o0bekTa. (B pen. [Ipukaza ®CTIK PO ot 26.03.2019 N 60)

B mporecce NpOEKTHPOBAHUS 3HAYUMOr0 OOBEKTa €ro KaTeropusi 3HAYMMOCTH MOXET ObITh
yrouHeHa. (B pen. [Ipukaza ®CTIK PO ot 26.03.2019 N 60)

B nmemax TECTUPOBAHUA MOACUCTCMEIL 0e30IMacHOCTH 3HAUYMMOro OOBhEKTa B X0A€ MPOCKTHUPOBAHUS
MOXKET OCYHCCTBIIATHCA €€ MAKCTUPOBAHUEC UJIM CO3OaHHC TECTOBOU CpCabl. TCCTHpOBaHI/Ie JOJIXKHO
OBITh HaIIpaBJICHO HaA:

oOecrieyeHre paboTOCIOCOOHOCTH U COBMECTHUMOCTH BBIOPAHHBIX CPEACTB 3aIIUTHI MHPOPMALIUH C
MPOrpPaMMHBIMH U alllapaTHBIMU CPEICTBAMU 3HAYUMOTO OOBEKTA;

MPAKTUYECKYI0  OTpa0OTKY BBHIMOJTHEHHs] CpPEACTBAMHM  3amluThl  uHpopMmammu  QyHKIHUN
0€30MacHOCTH, a TakKXKe BBIMOJHEHUs TpeOOBaHWN 1O O€30MaCHOCTH, TMPEABIBISIEMBIX K
MpOrpaMMHBIM U MPOTPaMMHO-ANMNapaTHbIM CpPEACTBaM, B TOM 4YHUCJIE CpPEACTBaM 3alllUThl
uH(opMaIuu, B COOTBETCTBUU ¢ MyHKTaMu 27 - 31 Hacrosmmx TpeOGomanuii; (B pen. Ilpukasa
OCTOK PD ot 20.02.2020 N 35)

HUCKIIOYCHHUEC BIINAHHUA ITOACUCTEMBI 0€30IMaCHOCTH Ha (I)YHKI_II/IOHI/IPOBaHI/IC 3HAYUMOI'0 00BEKTAa.

MakeTrpoBaHHe TOJCUCTEMBI O€30MAaCHOCTH 3HAYMMOTO OOBEKTa M €€ TECTUPOBAHUE MOXKET
MPOBOJIUTHCS C UCIOJIb30BAHUEM CPEJICTB U METOJ0B MOJCIUPOBAHUS, & TAKKE C UCIOIb30BAHUEM
TEXHOJIOTHI BUPTYyalu3aluu.

B ceazu ¢ ympamou cunwt Ilpukaza Munkomceazu P® om 09.03.2017 N 101 c 01.03.2022
cnedyem pyKkoeoocmeoeamuoca npunamoim ézamen Illpuxkazom Munyughpor PO om 21.09.2021 N
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984.

[Ipy  TpoeKTUpPOBaHMM  TMOJCHUCTEM  OE30MAaCHOCTH  3HAYMMBIX  OOBEKTOB,  SBISIOLIUXCS
UH(OPMAIIMOHHO-TEIICKOMMYHHUKAITMOHHBIME  CETSIMHU, HacTosue TpeOoBaHUS TPUMEHSIOTCS C
yueroM TpeGoBaHuW K MPOEKTUPOBAHUIO CETEH JIIEKTPOCBS3U, YTBEPXKIEHHBIX MPUKA30M
MunkomcBsazu Poccun ot 9 mapra 2017 r. N 101 (3apeructpupoBan Muntoctom Poccun 31 mas
2017 r., peructpanmonssiidi N 46915), a Takke HHBIX HOPMAaTUBHBIX ITPABOBBIX aKTOB ()eAepaTbHOTO
OpraHa HCIIOJIHUTEIHHON BJIACTH, OCYIICCTBISIONMIETO (YHKIMU TIO BBIPAOOTKE W peah3aIfH
roCy/apCTBEHHOW MOJMTUKUA U HOPMATHUBHO-IIPABOBOMY PETYJIMPOBAHUIO B 001aCTH CBS3H.

11.3. Paspabotka paboueli (PKCIUTyaTallMOHHOW) JOKYMEHTAIlMM Ha 3HAYUMBIA OOBEKT
OCYIIECTBIISICTCS B COOTBETCTBHU C TEXHUYCCKHUM 3aJaHUEM Ha CO3JIaHHE 3HAYMMOTO OOBEeKTa M
(WIM) TEXHUYECKUM 3aJaHueM (YaCTHBIM TEXHUYECKUM 3aJaHMEM) Ha CO3JaHUE MOACUCTEMBI
0€30MacHOCTH 3HAUMMOT0 OOBEKTa Ha OCHOBE MPOEKTHOMN TOKYMEHTAIIUU.

Pabouas (skcmryaraninoHHas) JOKYMEHTAIUsl Ha 3HAUUMBIH 0OBEKT JOJIKHA COEPHKATh:
OTMCaHUE aPXUTEKTYPHI MOJCUCTEMBI 0€30IMACHOCTH 3HAYUMOT0 0OBEKTA;

HOPSIIOK M TapaMeTpbl HACTPOMKH IPOTPAMMHBIX M IPOTPaMMHO-AIIIAPaTHBIX CPEACTB, B TOM
quciIe CPEJCTB 3alUThl HHpOopMaIuuy;

MpaBHJIa IKCIUTyaTallMH MIPOTPAMMHBIX U IPOTPAMMHO-ANIAPATHBIX CPEACTB, B TOM YHCIIE CPEACTB
3anuThl HHGOpMaIuu (mpaBuia 6€30MacHON IKCILUTyaTallH ).

CoctaB u ¢opMbl paboueil (IKCIUTyaTallMOHHON) JOKYMEHTAIMU OINPEAETSIOTCS B COOTBETCTBUU C
TEXHUYECKUM 3a/JIaHHEM Ha CO3JIaHHE 3HAYUMOT0 OO0BEeKTa W (WIM) TEXHUYECKUM 3aJaHuEM
(4aCTHBIM TEXHUYECKUM 3aJJaHHEM) Ha CO3/IaHHE TIOJICUCTEMBI O€30MaCHOCTH 3HAYUMOTO 0OBEKTA.

BHeapeHnne opraHu3alMOHHbIX ¥ TEXHHYECKUX MepP M0 00ecnedeHuIo
0€30IMACHOCTH 3HAYNMOI'0 00HEeKTA M BBO/I €ro B JICHCTBHE

12. BHenpeHue opraHu3alioOHHbIX U TEXHUYECKUX Mep 10 00ecredeHnI0 Oe30MacHOCTH 3HaYMMOI0
00BEKTa OpraHu3yeTrcs CyObEKTOM KpUTHYECKOW HWHGOPMALMOHHOM HHQPACTPYKTYpHl B
COOTBETCTBUU C MPOEKTHON U pabouel (3KCIUTyaTallMOHHOW) JOKYMEHTAIe Ha 3HAaUUMBI 00BEKT,
CTaHJapTaMH OpraHu3alui U BKIOYAET:

a) YCTaHOBKY M HACTPOMKY CpEICTB 3alluThl WHGPOpPMAlUU, HACTPOMKY MPOrpaMMHBIX U
MIPOrpaMMHO-aIIapPaTHBIX CPENICTB;

0) pa3pabOTKy OpraHU3allMOHHO-PACTIOPSIIUTENBHBIX JOKYMEHTOB, PETJIAMEHTHPYIOIIUX MpaBUiIa U
npoueaypsl odecrnedeHrs 6€30MacHOCTH 3HAYUUMOT0 00BEKTa,

B) BHEJIPEHUE OPTaHU3AIMOHHBIX Mep TI0 00ecIeYeHHI0 0€30ITaCHOCTH 3HAYMMOT0 00BEKTa;
T') IPeIBApUTENbHBIE HCTIBITAHUS 3HAUUMOTO 00BEKTa U €ro MOJICUCTEMBI O€30MaCHOCTH;

1) ONMBITHYIO DKCILTyaTaIMI0 3HAYUMOTO O0OBEKTa U €r0 MOJICUCTEMBI O€30MMaCHOCTH;

€) aHaJIM3 ySI3BUMOCTEH 3HAUMMOT0 00bEKTa U MPUHITHE MEP 10 UX YCTPAHEHHIO;

) IPUEMOYHBIC UCTIBITAHUS 3HAYUUMOTO 0OBEKTA U €0 MOJICUCTEMBI OE30MTaCHOCTH.

[To pemienuto cyObBEeKTa KPUTHUYECKOW HH(POPMALMOHHOW HWHQPPACTPYKTYpHl K pazpaboTke u
BHEJIPEHUIO OPTaHM3AIIMOHHBIX M TEXHUYECKHX MEp 10 00eCHeueHHI0 Oe30MacHOCTH 3HAYMMOTO
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00BbeKTa MOXKET TPHBIICKATBCS JIMIO, SKCILTyaTUpyromee (IUIaHUPYIOMee SKCIUTyaTHPOBATh)
3HAYUMBINA OOBEKT.

12.1. VYcranoBka W HacTpoWKa CpeACTB 3alIUThl HMHGOPMAIMM JOJDKHA TPOBOAMTHCS B
COOTBETCTBUH C IPOCKTHON M pabodell (IKCIUTyaTallMOHHON) JOKyMEHTAIMel Ha 3HAYMMBbIiH 00BEKT,
a TaKKe B COOTBETCTBUHU C JKCIUTYaTAllMOHHOM JOKyMEHTAIel Ha OTAEIbHBIC CPEACTBA 3aIUTHI
uHpopmanuu.

[lpy ycraHOBKE M HACTPOWMKE CPEICTB 3alIMThl HMHGOPMAIMHU JODKHO OBITH 00ECIeYeHO
BBINOJIHEHNE OTPAHWYEHUN Ha HKCIUTyaTalMI0 3THUX CPEACTB 3alllMThl MH(OpMAIMM, B ClIydyae UX
HaJIMYUS B DKCIUTYaTallMOHHOM TOKYMEHTaLMU.

12.2. PaspabaTbiBacMble OpPraHU3aLMOHHO-PACTIOPAIUTEIbHBIE JOKYMEHTHl 10 O€30MacHOCTH
3HAYMMOr0 OOBEKTa [OJDKHBI OIpeNeNaTh MpaBWila M HPOLENyphl pead3aluu  OTAEIbHBIX
OpraHM3al[MOHHBIX M (MJIM) TEXHUYECKUX Mep (MONUTUK O€30MacCHOCTH), pa3pabOTaHHBIX MU
BHE/IPEHHBIX B PAMKax MOJCHCTEMbl OE€30MIaCHOCTH 3HAYMMOI'O OOBEKTa B COOTBETCTBUHU C TIaBOU
Il HacTosmux TpeGoBaHwMiA.

OpraHu3anroHHO-pacopAIUTEIbHbIC JOKYMEHTBI 0 0€30MaCHOCTH 3HAYMMOT'0 00bEKTa J0JIKHBI B
TOM 4YHCIIE YyCTAaHABIMBAaTh MpaBuUia Oe30macHOW paboThl pPaOOTHUKOB, HSKCILTYyaTHPYIOMINX
3HaYMMble 0OBEKTHI, U PAOOTHUKOB, OOECIeYNBAOLINX (PYHKIIMOHUPOBAHNE 3HAYMMbIX OOBEKTOB, a
TaKKe JeHCTBUS paOOTHUKOB IPU BO3HUKHOBEHUM HEIUTATHBIX CUTYallMi, B TOM YHCJI€ BHI3BAHHBIX
KOMITbIOTEPHBIMH UHIUICHTaMH.

CoctaB 1 (GOpMBI OPraHU3aLUOHHO-PACIIOPAAUTEIBHBIX JTOKYMEHTOB 110 0€30IaCHOCTH 3HAYUMBIX
00BEKTOB OMPEIEINAIOTCS CyObEKTOM KPUTHYECKOW MH()OPMALIMOHHOM MH(PPACTPYKTYpPhI C yUETOM
0COOEHHOCTEH ero e TeIbHOCTH.

12.3. Tlpu BHeApEeHUH OpraHU3ALMOHHBIX MEp MO 00ecreueHuIo 0e30M1acHOCTH 3HAYUMOI0 00beKTa
OCYLIECTBIISIOTCSA:

a) opraHu3anusa KOHTPOJIA (1)I/I3I/ILI€CKOI‘O A0CTyIIa K TIIpOrpaMMHO-AIlIIapaTHbIM CpCACTBaAM
3HAYMMOI'0 00BEKTA U €r0 JTHHHSIM CBsI3H,

0) peaynzanusl MpaBWJI pa3rpaHUYEHUsS JTOCTYIA, PErIaMEHTHPYIOIUX MpaBa JI0CTyNna CyObEeKTOB
JocTyna K 00beKTaM J0CTyIa, U BBEJACHUE OTPaHUYEHUI Ha JEeHCTBUS MOJIb30BaTENEH, a TaKKe Ha
U3MEHEHHE  YCIOBUIM  JKCIUlyaTallud, CcocTaBa W  KOH(Urypauud  NpOrpaMMHBIX U
IIPOrpaMMHO-aINapPaTHBIX CPENICTB;

B) IMpOBEpKa IIOJHOTHI W JIETAIbHOCTH ONHCAHUS B OPraHU3alMOHHO-PACIOPSAUTEIbHBIX
JIOKYMEHTax Mo 0€30IacHOCTH 3HAUYMMBIX OOBEKTOB JIEHCTBUI MOJIb30BaTeNe U aIMUHUCTPATOPOB
3HaYUMOT0 00BEKTA M0 pean3alii OpraHu3alluOHHbBIX MEp;

1") OIPCACIICHUC aIMHUHUCTPATOPA 0E30IMaCHOCTH 3HAYMMOTO O6’bCKTa;

1) oTpaboTKa NEHCTBUI MONB30BATENEH U aIMUHUCTPATOPOB 3HAYUMOTO OOBEKTa MO peanu3aluu
Mep 1o 00ecTieueHnI0 O€30MaCHOCTH 3HAYMMOTO 00BEKTA.

12.4. TlpenBapurenbHble HUCHBITAHUS 3HAYUMOTO OOBEKTa M €ro MOJCHCTEMBI 0€30MacHOCTH
JOJIKHBI TIPOBOJUTHCS B COOTBETCTBMM C THPOrpaMMOM M METOJUKaMHU IpeABapUTENIbHBIX
UCTIBITAHUN M BKIIOYATh MPOBEPKY PabOTOCIIOCOOHOCTH MOJCHCTEMBI 0€30MacHOCTH 3HAUYMMOTO
00BEKTa W OTHENbHBIX CPEACTB 3allUThl MH(POPMAIMH, OLEHKY BBINOJHEHUS TpeOOBaHUM IO
0€30MaCHOCTH, MPEABABISEMbIX K IMPOrPAMMHBIM U NPOrPaMMHO-ANIapaTHBIM CPEACTBaM, B TOM
YUCJI€ CpPEACTBaM 3allUThl MHPOPMAIMH, B COOTBETCTBUU C MyHKTaMu 27 - 31 HacTOSIIMX



TpeboBaHMiA, OIEHKY BIUSHHS TOACHCTEMBI OE30MACHOCTH Ha (PYHKIIMOHHWPOBAHHE 3HAYUMOTO
00BEKTa MPH MPOEKTHBIX PEXKUMAX €ro pabOThl, YCTAHOBICHHBIX MPOEKTHOW TOKYMEHTALUEH, a
TaKXe TPUHATHE PEIICHHS O BO3MOXXHOCTH OINBITHOW JKCIUTyaTallMd 3HAYMMOTO OOBEKTa M €ro
nojcuctemMbl 6e3onacHocTH. (B pen. [Ipukaza ®CTIOK PD or 20.02.2020 N 35)

12.5. OnbITHast 3KCIUTyaTanus 3HAYUMOTO OOBEKTa M €ro MOACHCTEMBI OE30MacHOCTH JIOJDKHA
MIPOBOJUTHCS B COOTBETCTBUU C MPOTPAMMOI U METOJMKAMHU OIBITHOM JKCIUTyaTallid M BKIIOYATh
NPOBEPKY (PYHKIMOHUPOBAHHS MOJCHCTEMBbI O€30IaCHOCTH 3HAYMMOTO OOBEKTa, B TOM YHCIIE
peaTM30BaHHBIX OPTaHU3AIMOHHBIX U TEXHUYECKUX MEp, a TAK)KE 3HAHUH M YMECHUH MOJIb30BaTeIeh
U aJIMUHUCTPATOPOB, HEOOXOMUMBIX JUIS JKCIUTyaTallud 3HAYMMOTO OOBEKTa M €ro IMOJICHUCTEMBI
6e3omacHocTh. [lo pe3ynbraTaM OINBITHOW 3KCILTyaTallMd MPHHUMACTCS PEIICHUE O BO3MOXKHOCTHU
(MM HEBO3MOXXHOCTH) TIPOBEACHUS TPHEMOYHBIX HCHBITAHUNA 3HAYUMOIO OOBEKTa U  €ro
nojicucteMsl 6e3omacHocTu. (B pea. [Ipukaza ®CTIK PO ot 26.03.2019 N 60)

12.6. Ananu3 ys3BHMOCTEH 3HAYMMOTO OOBEKTa MPOBOAUTCS B IIENSAX BBIABICHHS HEIOCTATKOB
(cnabocreil) B moacucteMe O€30MACHOCTH 3HAYMMOIO OOBEKTa M OLEHKH BO3MOXKHOCTH MX
UCTIONIB30BAHUS IS pealn3aluy yrpo3 6e3omacHocTy uHpopmarun. [Ipu 3ToM aHanm3y nozsexar
YSI3BUMOCTH K0J1a, KOHQUTYypallMK U apXUTEKTYpbl 3HAUUMOT'0 OOBEKTA.

Ananuz y;IBBI/IMOCTeﬁ IpOBOAUTCA OJIs1 BCCX IIPOIpaMMHBIX U IIPOI'paMMHO-allllapaTHbIX CPpCACTB, B
TOM YHUCJIC CPCACTB 3allUThI I/IHCI)OpMaIII/II/I, 3HAYUMOI'0 00bEKTAa.

HpI/I IIpOBCACHUU aHAJIN3a y;[?»BPIMOCTGfI MPUMCHAIOTCS CIICAYOIIUC CIIOCOOBI UX BBIABICHMS:

a) aHaju3 MIPOCKTHOM, paboueit (9KCILTyaTalluOHHOMN ) JOKYMEHTaIU! u
OpTaHU3AIMOHHO-PACTIOPSANTEIBHBIX JOKYMEHTOB 1O 0€30MacHOCTH 3HAYMMOT0 00BEKTa;

0) aHaJIM3 HACTPOEK MPOTPaMMHBIX M IPOTrpaMMHO-AINapaTHBIX CPEICTB, B TOM YHCIE CPEACTB
3aluThl HHQOPMALIUK, 3HAYMMOT0 00BEKTA;

B) BBISIBJICHUE U3BECTHBIX YS3BUMOCTEH MPOTPAMMHBIX U ITPOTrPAMMHO-AMNTAPATHBIX CPEJICTB, B TOM
YHclie CpeICTB 3alluThl HH(OpPMAlMU, TOCPEJACTBOM aHallM3a COCTaBa YCTaHOBIEHHOTO
MPOrPaMMHOTO OOECTICUeHUsT W OOHOBJICHWU OE30MMAaCHOCTH C TPHUMEHEHHUEM CPEJICTB KOHTPOJIS
(aHanmM3a) 3aMMIIEHHOCTH U (UJIM) UHBIX CPEJCTB 3alIUThl HHPOPMAIUH;

T') BBISIBJICHHE U3BECTHBIX YSA3BUMOCTEH MPOTPAMMHBIX M IIPOTrPAMMHO-AMNNapaTHBIX CPEICTB, B TOM
YHCIIe CPEICTB 3alUThl MH(POPMAIIUHU, CETEBBIX CIYXkO, TOCTYIHBIX AJIS CETEBOIO B3aUMOJICHCTBHS,
C IPUMEHEHUEM CPECTB KOHTPOJIS (aHaIu3a) 3alMIIEHHOCTH;

}1) TECTUPOBAHWEC Ha TIMPOHUKHOBCHUEC B  YCIOBUAX, COOTBCTCTBYIOIIHUX BO3MOXHOCTAM
HaPYMHTCHeﬁ, OIMPECACIICHHBIX B MOACIIN YTPO3 0€30IMacHOCTH I/IH(I)OpMaI_II/II/I.

[Ipumenenne cmocoOOB ¥ CPENCTB BBISIBICHUS YSA3BUMOCTEH OCYIIECTBISETCA CYOBEKTOM
KpUTHYECKOH HMH(OpPMAIMOHHOW HH(PACTPYKTYpPHI C yU4E€TOM OCOOCHHOCTEH (YyHKIIMOHUPOBAHUS
3HAYMMOTO 00BEKTA.

JomyckaeTcst mpoBeJieHNE aHaIM3a ysI3BUMOCTEH Ha MakeTe (B TECTOBOM 30HE) 3HAYMMOTO 00BEKTa
WJIM MaKeTax OTJENIbHBIX CETMEHTOB 3HAYMMOT0 00BEKTA.

AHanm3 ys3BUMOCTEH 3HAYMMOTO OOBEKTa MPOBOIUTCS 10 BBOJA €r0 B AKCIUTyaTaI[MIO Ha dTarax,
oTpeneNnsieMbIX CyOBEKTOM KPUTHYECKOW HMH(pOpManuoHHOW HH(pacTpykTyphl. (B pen. Ilpukasa
OCTOK PO ot 26.03.2019 N 60)

B cnydae BbISBIIEHHS yS3BHMOCTEH 3HAUMMOTO OOBEKTa, KOTOPHIE MOTYT OBITh MCIIOJIB30BAHBI IS
peanu3anuu (CrocoOCTBOBaTh BOZHUKHOBEHHUIO) Yrpo3 0e30macHoCTH HH(OpMAIK, TPUHUMAIOTCS



MEpBI, HAIpPAaBICHHBIE HAa HMX YCTPAHEHHME WM MCKIIOYAIOLIUE BO3MOXHOCTh MCIIOIB30BAHUS
(3KCIUTyaTaluy) HapyIIUTENEM BbISIBICHHBIX YA3BUMOCTEN.

[To pe3synpTaTaM aHayn3a ysA3BUMOCTEH JIOJKHO OBITH MOJTBEPXKACHO, YTO B 3HAUMMOM OOBEKTE,
OTCYTCTBYIOT YA3BUMOCTH, KaK MUHUMYM cojepxaiiuiecss B O0aHKe NaHHBIX yrpo3 0e30MacHOCTH
unpopmanun DPCTIK Poccun, ykazanHom B mnyHkte 11.1 Hacrosmux TpeGoBanwii, wiu
BBISIBJICHHBIC YSI3BUMOCTH HE HPHUBOJSAT K BO3HUKHOBEHHUIO yrpo3 0€30MacHOCTH MHGOpMaluu B
OTHOILICHUH 3HAYMMOTO OOBEKTa.

12.7. B Xoie NpUEMOYHBIX HCHBITAHUNA 3HAYUMOro OOBEKTa W €ro HOJCHCTEMBbl 0€30IacCHOCTH
JIOJKEH OBITh MPOBEACH KOMIUIEKC OPTaHU3AIMOHHBIX M TEXHUYECKUX MEPONPHUATUN (MCTIBITAHUN),
B pe3yJibTaTe KOTOPBIX IOATBEP/KIAAECTCS COOTBETCTBHE 3HAUMMOIO OOBEKTAa M €ro INOJCHCTEMBI
0e30macHOCTH HacTosuM TpeGoBaHMsAM, a Takke TPeOOBAHMSAM TEXHMUYECKOTO 33JaHUS Ha
CO3/1aHME 3HAUYUMOro 0ObeKTa U (MJIM) TEXHUYECKOIo 3aJaHMs (YaCTHOIO TEXHUYECKOIo 3aJaHMs)
Ha CO3JIaHKE IO/ICUCTEMBI 0€30I1aCHOCTH 3HAYMMOTO OOBEKTA.

B xauectBe HUCXOJAHBIX MAaHHBIX IIPU HNPHUEMOYHBIX HCHBITAHUAX HCHOJB3YIOTCA MOACIbL YI'po3
Oe3omacHOCTH WH(OPMAIMK, Pe3yJabTaThl (AaKT) KaTErOpUpOBAaHUS, TEXHHMYECKOE 3aJaHHe Ha
co3naHue (MOJCPHM3ALMIO) 3HAYMMOTO OOBEKTa © (MJIM) TEXHHUYECKOE 3aJaHue (YacTHOE
TEXHHYECKOE 3aJ]aHue) Ha CO3/IaHHe MOJICHCTEMbI OE30IaCHOCTH 3HAYMMOTO O0BEKTa, IPOEKTHAS U
pabouas (PKCIUTyaTalMOHHAs ) JIOKYMEHTaIUS Ha 3HAYUMBIN 00BEKT,
OpraHU3allMOHHO-PACIIOPSINTENbHBIE JOKYMEHTHI 10 O€30MacHOCTH 3HAYMMBIX OOBEKTOB,
pe3yJIbTaThl aHATN3a YSI3BUMOCTEH 3HAUUMOTO 00bEKTa, MATEPHAIIBI MPEABAPUTEIBHBIX HCIIBITAHUHI
Y OIBITHOM SKCIUTyaTallMd, a TaK)Ke HHbIE JIOKYMEHTHI, pa3palaTbiBaeéMble B COOTBETCTBHH C
HaCcTOAIIIUMHU Tp€6OBaHI/I$[MI/I u TpC6OBaHI/I${MI/I CTaHAapTOB OpraHu3alu.

[TpremMoYHbBIE HUCTIBITAHUS 3HAYUMOTO OOBEKTa M €ro MOACHCTEMbI 0€30MacHOCTH IMPOBOJSATCS B
COOTBETCTBUU C MPOTrpaMMON M METOAUKOW MPHUEMOYHBIX HCHBITAHWUW. Pe3ynabTaTbl MPUEMOYHBIX
HCIBITAHUI 3HAYMMOI'0 O0BEKTA U €r0 MOACUCTEMBI OE€30MMACHOCTH C BHIBOJIOM O €€ COOTBETCTBHUH
YCTaHOBJICHHBIM TPEOOBAHUSM BKJIIOYAIOTCSA B KT MPUEMKH 3HAYUMOTO OOBEKTa B AKCILTyaTaIHIO.

B cnyuae ecnu 3HaUMMBbIN OOBEKT SBISETCS TOCYAAPCTBEHHOW MH()OPMALIMOHHON CUCTEMOM, B MHBIX
Clly4asiX, YCTaHOBJIEHHBIX 3aKOHOJaTenbcTBOM Poccuiickoit dPenepauuu, a Takke B Clydae
OPUHATUS peUIeHus] CYOBEeKTOM KPUTHUECKON HWH(OpMallMOHHOW HHQPACTPYKTYphl, OILIEHKA
3HaYMMOT'0 00BEKTa U €ro MOJICUCTEMbI OE30MTaCHOCTH MTPOBOAUTCS B (hopMe aTTecTalluu 3Ha4uMOro
0o0BeKTa B COOTBETCTBUM C TpeOoBaHUSAMU O 3aluTe HHQOpPMAIMK, HE COCTaBJISAIOLIEH
rOCyJapCTBEHHYIO TaiiHy, cojepkaiieiics B TOCYAapCTBEHHBIX HH(POPMALMOHHBIX CHUCTEMaX,
yTrBepxkaeHHbIMU TprukazoM OCTIK Poccun ot 11 deBpans 2013 r. N 17.

BBoj B skcrTyaTaiyo 3Ha4uMOro 00beKTa ¥ ero moACUCTEMBbI O€30MAaCHOCTH OCYLIECTBISIETCS MIPU
MOJIO)KUTEIPHOM 3aKJIIOUEHUM (BBIBOJIE) B aKTe MPUEMKU (MM B aTTecTaTe COOTBETCTBHUSA) O
COOTBETCTBUH 3HAYMMOT'0 O0BEKTa YCTAHOBJICHHBIM TPEOOBaHUAM 1O 00eCHeueHHI0 Oe30MMacHOCTH.
(B pex. [pukaza ®CTOK PD ot 26.03.2019 N 60)

OoecrneueHnmne 0€30MACHOCTH 3HAYNMMOI'0 00BEKTA B X0/1€ €ro
IKCIJIyaTaAUM

13. OGecrmeuenne 0€30MACHOCTH B XOJE JKCIUTyaTallid 3HAYMMOTO OOBEKTa OCYIIECTBIISICTCS
CyOBEKTOM  KpPUTHYECKOH  HMH(OpMAnMOHHOW  MHQPPACTPYKTYpbl B  COOTBETCTBHH  C
9KCITYyaTallMOHHON JOKYMEHTAIlMEeH W OpraHu3allMOHHO-PACIIOPSIUTEIBHBIMU JOKYMEHTAMHU 10
0€30MacHOCTH 3HAUMMOTO O0BEKTA U JOJKHO BKIIOYATh PEATH3AIINIO CICAYIOMIUX MEPOTIPUSTHI:
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a) TNTAHUPOBAHUE MEPOTIPUITHH MO 00ECTIeUeHUIO 0€30MaCHOCTH 3HAYMMOT0 00BEKTA;

0) anamu3 yrpo3 Oe3omacHOCTH HWH(OpPManMd B 3HAYUMOM OOBEKTE W TIOCIHEACTBUHA OT HX
peann3anuu;

B) ynpaBiieHHE (aIMUHHACTPUPOBAHME) ITOJCUCTEMOM 0€30MaCHOCTH 3HAYMMOT0 0OBEKTA;

T') yrpaBiieHue KOHQUTYpaIUei 3HAYMMOT0 00BEKTa U €ro MOJACUCTEMOM 0€3011acHOCTH;

1) pearupoBaHKe Ha KOMIIBIOTEPHBIE HHIIUICHTHI B XOJI€ IKCILTyaTallud 3HAYMMOT0 00BEKTa;

€) obecrieueHe ISHCTBUI B HEIITATHBIX CUTYAIUSAX B XOJI€ SKCIUTyaTallid 3HAYUMOTO 00BEKTa,
’K) THGOPMHUPOBAHKE U 00yUYEHHE TTIEPCOHAIa 3HAYUMOT0 00BCKTA;

3) KOHTPOJIb 3a oOecreyeHrneM 0€30MacHOCTH 3HAYUMOT0 OOBEKTA.

13.1. B xone miuaHupOBaHUS MEPONPHUATUA MO 00ECIeUeHUI0 OE30MacCHOCTH 3HAYUMOTO O00BEKTa
OCYIIECTBIISIOTCS:

a) OIpe/ICIICHHE JIMII, OTBETCTBEHHBIX 3a TUIAHUPOBAHUE U KOHTPOJIb MEPOTIPHATHI MO 00ECTICUCHHUIO
0€30I1aCHOCTH 3HAYMMOI'0 00BEKTA;

0) pa3paboTKa, yTBEpP)KACHHE U aKTyalu3allns MIaHa MEPOIIPUATHIA 10 00eCIICUCHUIO O€30IaCHOCTH
3HAYMMOI'0 OOBEKTA;

B) OIpejeNieHUs] MOpsAJKa KOHTPOJS BBINOJIHEHUS MEPOIPHUATHI MO 00ecredeHnio 0e30MacHOCTH
3HAYMMOT0 00BEKTA, IPEyCMOTPEHHBIX YTBEPKACHHBIM ILIaHOM.

[InanupoBanue MeponpuaTUid MO 0OecrnevYeHHt0 O€30MaCHOCTH 3HAYMMOI0 OOBEKTa JIOJIKHO
OCYLIECTBIIAATECS B paMKax IIpoliecca IIJIaHUPOBAHUS, BHEIPEHHOIO B COOTBETCTBHM C
TpeOOBaHUSIMU K CO3/IaHUI0 CHCTEM O€30IacCHOCTH 3HAYMMBIX OOBEKTOB U OOECIEYEHHMIO HX
(YHKIIMOHUPOBAHUS, YTBEPKJIECHHBIMH B COOTBETCTBUM C HOYHKTOM 4 wyactu 3 craThu 6
OenepanpHoro 3akoHa oT 26 wmromst 2017 1. N 187-®3 "O 06e30macHOCTH KPUTHYECKOH
uHpOpMaLMOHHOM nHppacTpyKkTypsl Poccuiickoit deneparun’.

13.2. B xozxe aHanmu3a yrpo3 0e30MacHOCTH WMHGOpMAalUK B 3HAYMMOM OOBEKTE U BO3MOXKHBIX
HOCJIEICTBUM UX peaTn3alii OCYILECTBIIAIOTCS:

a) aHaJinu3 yfI3BHMOCTCI>i 3HaA4YUMOT O O6’beKTa, BO3HHUKAIOMIUX B XOAC €T0 3KCIIIyaTalun;

6) AHAJIN3 U3MCHCHUS YI'pO3 0e30IMacHOCTH I/IH(pOpMaI_II/II/I B 3HAYUMOM O6’LCKTC, BO3HHUKAKOIIKUX B
XO0J€ €ro SKCIItyaTanuun;

B) OIICHKA BO3MOXKHBIX TOCJEICTBUN pealn3anuu yrpo3 0e30macHOCTH MH(OpMAINKU B 3HAYUMOM
0OBEKTE.

[lepuoanyHOCTh TpOBENEHUS yKa3aHHBIX paboT ompenensercs CyObEKTOM KPUTHYECKOM
UH(POPMALIMOHHON HH(PACTPYKTYphl B OPTraHU3alMOHHO-PACIIOPAAUTENBHBIX JOKYMEHTaX IO
0€30MacHOCTH 3HAUMMbIX OOBEKTOB C YYETOM KaTeroOpuu 3HAYUMOCTU 00BEKTa U 0COOEHHOCTEN ero
(YHKIIMOHUPOBAHUS.

13.3. B xone ynpasienusi (aIMUHUCTPUPOBAHUS) MOJACUCTEMON 0€30MMaCHOCTH 3HAYUMOTO O0BEKTa
OCYILIECTBIISAIOTCSA:

a) ONpEIEeIEeHUE JMI, OTBETCTBEHHBIX 3a YIIpaBleHUE (aJIMHUHUCTPUPOBAHME) IOJICUCTEMOMN
0€30ITaCHOCTH 3HAYMMOI'0 00BEKTA;
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0) ympaBiieHHE YYETHBIMH 3allMCSMHU I0JIb30BaTeIe M MOJAJEp>KaHUE B aKTyalbHOM COCTOSIHUU
IpaBUJI pa3rpaHUUYCHHS JOCTYIIA B 3HAUUMOM O0OBEKTE;

B) yIpaBJeHUE CPEACTBAMH 3AIIUTHI HHPOPMALIUU 3HAUUMOTO O0BEKTA;

I') yIpaBjieHHe OOHOBJICHUSMHU IPOrPAaMMHBIX U MPOrPaMMHO-AMNNAPATHBIX CPEJICTB, B TOM YHCIE
CPEZCTB 3alIUTHI HH(OPMAIINHU, C YIETOM 0COOEHHOCTEH (DYHKIIMOHUPOBAHUS 3HAUUMOTO OOBEKTa;

1) IEHTPAJM30BAHHOE YIPABICHUE MOJCUCTEMOW O€30MacHOCTH 3HAYMMOro OO0BeKTa (Ipu
HEOOXOIMMOCTH ),

€) MOHUTOPUHT W aHAJM3 3apPETUCTPUPOBAHHBIX COOBITUH B 3HAYMMOM OOBEKTE, CBS3AHHBIX C
obecrieueHreM 0€3011acHOCTH (J1aiee - COOBITHS OE30IaCHOCTH);

)K) COIIPOBOKICHUC q)YHKLII/IOHI/IpOBaHI/IH IHOACHUCTEMBI 0€30I1aCHOCTH 3HAYMMOTr0 OOBEKTA B X0Ac€ €€
9KCILTyaTaluu, BKJIrO4as BCACHHUEC 3KCHJIyaTaIII/IOHHOﬁ JOKyMCHTalIun )51
OpTraHHU3allMOHHO-PACTIOPAANUTCIIBHBIX TOKYMCHTOB I10 0€30I1aCHOCTH 3HAYNMOI'0 OOBEKTA.

13.4. B xozxe ynpaBieHusi KOHQHUTypanueid 3HaYUMOro 0ObEKTa M €ro MOJCUCTEMbI 0€301acHOCTH
JUIs 1eneit obecriedeHus ero 6e30MacHOCTH OCYIIECTBIISIOTCS:

a) OmpeJelIeHHe JIHI], KOTOPhIM pa3pelIeHbl IeUCTBUS [0 BHECEHUIO M3MEHEHUH B KOH(PUTYPALIUIO
3HAYUMOI0 O0OBEKTA U €ro MOJICHCTEMEI 0€30IIaCHOCTH, M UX ITOJHOMOYHIA;

0) onpeneneHne KOMIIOHEHTOB 3HAYMMOI'0 0OBEKTa U €ro MOJICUCTEMBI O€30M1aCHOCTH, MOIekKAIIUX
U3MEHEHHI0O B paMKax yIpaBlieHHs KoH(purypauuu (uneHTHduKanus OOBEKTOB YIpPaBICHUS
KOH(UTrypaluu): MporpaMMHO-annapaTHble, NPOorpaMMHbBIE CPEJICTBA, BKIIOYAs CPEICTBA 3aIUTHI
uHpoOpMallMM, M UX HACTPOMKM M TMPOTrPaMMHBIA KOJ, OKCIIyaTallMOHHAs JIOKyMEHTAallus,
uHTepdeichl, (hailnbl 1 MHbIE KOMIIOHEHTHI, OJIeKaIle U3MEHEHUIO U KOHTPOJTIO;

B) yIpaBlieHHEe M3MEHEHUSMH 3HAYMMOT0 OOBEKTa M €ro MOJACUCTEMbl 0€30IacHOCTU: pa3zpaboTka
apaMeTpoB HACTpOMKM, oOecneuuBaromUX O€30MacHOCTh 3HAYMMOro OOBEKTa, aHalu3
NOTEHIMAJIBHOIO BO3JEHCTBUSA IUIAHUPYEMbIX HW3MEHEHHH Ha olecredeHne 0e30IacHOCTH
3HAYUMOTO OOBEKTa, CAHKIMOHWPOBAHWE BHECCHHWS W3MEHEHHWH B 3HAUYUMBIA OOBEKT M €ro
HoJCHCTEMY O€30MacCHOCTH, TOKYMEHTHPOBAaHUE AEUCTBHUI MO BHECEHHIO M3MEHEHUH B 3HAUMMBIN
00BEKT U COXpaHEHUE TaHHBIX 00 U3MEHEHUAX KOH(DUTYpaIi;

I) KOHTPOJb JEHCTBHII MO BHECEHWIO W3MEHEHUH B 3HAUYMMBIM OOBEKT M €ro MOJCUCTEMY
0€30I1aCHOCTH.

Peanu3oBaHHbIE MPOLECCHl YIPABIEHUS W3MEHEHUSMU 3HAUMMOTO OOBEKTa U €ro IMOJCHCTEMBI
0€30MacCHOCTH  JOJDKHBI  OXBaThIBaTh MPOLECCHl TAPaHTUHHOrO U (MJIM) TEXHUYECKOTrO
oOciayKuBaHUS, B TOM  4YHCI€  JUCTAHIMOHHOrO  (YJAJ€HHOT0), MpPOrpaMMHBIX U
pOTrpaMMHO-aNNapaTHBIX CPEACTB, BKIIOYAsk CPECTBA 3aIMTHI HH(OPMAIIUK, 3HAUUMOTO 00BEKTA.

13.5. PearupoBaHnie Ha KOMIbIOTEPHBIE UHIUIAEHTHI OCYIIECTBIISIETCS B IOPSAJIKE, YCTAHOBIEHHOM B
COOTBETCTBUM C IYHKTOM 6 yacTH 4 ctatbu 6 denepanbHoro 3akoHa ot 26 utons 2017 r. N 187-03
"O 6e30macHOCTH KpUTHUYECKON NH(pOpMalMOHHON HHPpAacTpYKTypbl Poccuiickoii @eneparn’.

21.]'[5[ p€arupoBaHvsd Ha KOMIIBIOTCPHBIC MHIOUACHTBI OMPEACTIAIOTCS pa6OTHI/IKI/I, OTBCTCTBCHHBIC 3a
BBISAABJICHUC KOMIIBIOTCPHBIX HHIIUJICHTOB U pCarupOBaHNC HAa HUX, U OIIPCACIIAOTCA UX (I)YHKI_II/II/I

13.6. Jlns obecrieueHust IEMCTBUI B HEMITATHBIX CUTYAIUSAX TIPH SKCIUTyaTallMA 3HAYMMOTO 00BEKTa
OCYILIECTBIISAIOTCSA:

a) TUTAaHUPOBAHHE MEPONPUATHIA MO 00eCIeyeHnI0 0e30MacHOCTH 3HAYMMOT0 OOBEKTa Ha Cilydait
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BO3HHMKHOBCHUS HCIITATHBIX cmyaunﬁ;

0) oOydeHwe M OTpabOTKa JEHCTBUN MEepcoHANIa MO OOECreYeHUI0 Oe30MacHOCTH 3HAYMMOTO
00BeKTa B ClIy4ae BOZHUKHOBEHUS HEMITATHBIX CUTYaIUi;

B) CO3/laHUE aJbTEPHATUBHBIX MECT XpaHeHuss U oO0paboTKM UHPOpMAIMM HA Ciydaid
BO3HUKHOBEHHUSI HEILITATHBIX CUTYaIUH;

I') pe3epBUPOBAHUE IPOrPAaMMHBIX M MPOrPaMMHO-ANIApaTHBIX CPEICTB, B TOM 4YHCIE CPEICTB
3alIUThl HH(OpPMALIMY, KAaHAJIOB CBS3U Ha CIy4aid BOSHUKHOBEHUS HELITATHBIX CUTYaLUl;

1) o0ecrieueHrne BO3MOXXHOCTH BOCCTAaHOBIICHUSI 3HAYMMOTO OOBEKTa M (MJIM) €ro KOMIIOHCHTOB B
Clly4ae BOSHMKHOBEHHUS HEIITATHBIX CUTYaLUi;

e) OIIPpCACIICHUC IIOpsAJKa aHalln3a BO3SHUKIIUMX HCEIITATHBIX CI/ITyaI_II/Iﬁ U IIPUHATHA MCEp IIO
HCOOIIYIICHUIO UX ITOBTOPHOTI'O BO3ZHUKHOBCHHUA.

13.7. B xone uHpopMupoBaHus U 00yueHUs MepcoHana 3HaYMMOro 00bEKTa OCYIIEeCTBISIOTCS:

a) uHopmMHUpoBaHUE MEepcoHana 00 yrpo3ax 0€30MacHOCTH MHQOPMAIINH, O MpaBUiIax 0e30MacHOM
OKCIUTyaTalli 3HAYMMOTO 00BEKTa;

0) J0BelIeHHUE 10 MepcoHaia TpeOOBAaHUMN 1O OOCCIICUCHHIO 0€301TaCHOCTH 3HAYMMBIX OOBEKTOB, a
TaK)Ke MOJOKEHUN OpraHU3aI[HOHHO-PACTIOPSAIUTEIHLHBIX JJOKYMEHTOB TI0 O€30MMACHOCTH 3HAYUMBIX
00BEKTOB B YaCTH, UX KaCArOLIEHCS;

B) 06yquHe [epcoHajla IpaBujiaM BSKCIUTyaTalluh OTACJIBbHBIX CPCACTB 3allUThI I/IH(I)OpMaI_II/II/I,
BKJIIO4as MPOBCACHUC MMPAKTUYCCKUX 3aHATHH C IEPCOHATIOM;

I') KOHTpPOJIb OCBEJOMJICHHOCTH IepcoHajia o0 yrposax Oe3omacHOCTH WHGOpMAalMM M YPOBHS
3HaHUN NEepcOHala IO BOIpocaM oOecnedeHus: 0e30MacHOCTH KPUTUYECKOH HH(POPMALMOHHOU

UHPPACTPYKTYPBHI.

[TeproM4HOCTD MPOBEEHUS YKAa3aHHBIX MEPONPHUATHI YCTaHABIMBAETCS CyOBEKTOM KPUTHUYECKON
MH(OPMallMOHHON HHOPACTPYKTYpPhl B OPraHU3alMOHHO-PACTIOPSAUTENbHBIX JOKYMEHTaxX IIO0
0€30IaCHOCTH 3HAYMMOro OOBEKTa C YYEeTOM KaTeropud 3HAYUMOCTH U  OCOOEHHOCTEH
(GYHKIIMOHUPOBAHUSI 3HAUUMOTO OOBEKTA.

13.8.B XOJ€ KOHTPOJIA 3a obecneueHreM 0€30IIaCHOCTH 3HAUUMOTr0 00bEKTa OCYHICCTBIIAIKOTCA:

a) KOHTpPOJIb (aHaiIM3) 3alIUIIEHHOCTH 3HAYMMOro OOBEKTa € Yy4eToM OCOOEHHOCTEeH ero
(GYHKIIMOHUPOBAHMUS;

6) aHaJIu3 M OLICHKa (I)yHKI_II/IOHI/IpOBaHI/IH 3HAYUMOI'0 OOBEKTa M €ro OACUCTEMBI 6C3OHaCHOCTI/I,
BKJIIOYasA aHaJIM3 W YCTpPaHCHUC YSISBHMOCTeﬁ U HHBIX HEAOCTAaTKOB B q)YHKIII/IOHI/IpOBaHI/II/I
NOACHUCTCMbI 0e30IMacHOCTH 3HAYMMOT'O O6’beKTa;

B) JIOKyMEHTHPOBAHHE MPOLEAYp U pPE3yJbTaTOB KOHTPOJS 3a obecmedeHrneM Oe30MacHOCTH
3HAYUMOT0 O0OBEKTA;

T) TMPUHATHE pEUIeHHs MO pe3yJbTaTaM KOHTPOJsS 3a obecreueHrueM Oe30MacHOCTH 3HAYUMOTO
00BbeKTa 0 HEOOXOAUMOCTH T0PabOTKH (MOACPHU3AIIMHI) €TO TI0JICUCTEMBI O€30TTaCHOCTH.

Obecneyenue 0€30MaCHOCTH 3HAYMMOI0 00bEKTA MPH BbIBOJE €r0 U3
IKCILUTyaTAIUMN



14. ObecnieueHre 0€30MACHOCTH 3HAYMMOTO OOBEKTA TPU BBIBOJIE €0 M3 AKCIUTyaTalluu WIIH TTOCIIe
NPUHITHS pEIIeHUuss 00 OKOHYaHWH OOpabOTKM WH(POPMAIMK OCYIIECTBISACTCS CYOBEKTOM
KPUTHYECKOH HMH(POPMAIMOHHOW HMHQPPACTPYKTYphl B COOTBETCTBUU C DKCIUTyaTallMOHHOU
JOKYMEHTaIlMel Ha 3HAYUMBIA OOBEKT M OPTaHU3AIMOHHO-PACTIOPSAUTEILHBIMUA IOKYMEHTAMHU T10
0€30IaCHOCTH 3HAYMMOTO OOBEKTA.

ObecneueHne 06€30IIaCHOCTH 3HAYMMOr0 OOBEKTa MPU BBIBOJE €ro M3 HKCIUIyaTaluH JOJDKHO
IIPEAyCMaTpUBaTh:

a) apXUBHpOBaHUE UH(POPMALIMH, COJIEPIKaIIeICsl B 3HAUUMOM OOBEKTE;

0) yHHYTOXEHHE (CTUpaHWE) JaHHBIX W OCTAaTOYHOW HHGOPMAIMK C MAIIMHHBIX HOCHUTEICH
uH(pOpMaIU U (MJIM) YHHYTOKEHNE MAIIMHHBIX HOCUTEIEeH HH(DOpMALINY;

B) YHHUUYTOXXCHHE WM apXWBHPOBAHHE MAHHBIX 00 apXUTEKTYpe M KOH(UTYpalud 3HAYHMOTO
o0bekra; (B pea. [Ipukaza ®CTIK PO ot 26.03.2019 N 60)

T') apXWBUPOBAHUE WJIM YHUUTOKCHHE SKCIUTyaTallHOHHOW TOKYMEHTAIMU HA 3HAYUMBIA OOBEKT H
€ro TMOACHUCTEeMY O€30HMaCHOCTH W  OPTraHU3aIl[MOHHO-PACHOPSAUTEIBHBIX JIOKYMEHTOB IO
0€30MaCHOCTH 3HAYUMOT0 OOBEKTA.

14.1. ApxuBupoBaHHWE HH(POPMALMKM, COJCPXKAIICHCI B 3HAYMMOM OOBEKTE, JIOJDKHO
OCYLIECTBIISITECS. B CIydyae €€ JajJbHEHIIEero HCHOJb30BaHUS B JIEATEIBHOCTH CyObEKTa
KpUTHYECKON MHPOPMAITMOHHON HHPPACTPYKTYPHI.

14.2. YHuuroxxeHue (CTUpaHUE) AAHHBIX U OCTATOUYHOW MH(POPMALMHU C MALUIMHHBIX HOCHTEJIEH
MH(pOpMallUM OCYIIECTBISETCS B ciaydae o0OpabOTKM 3HAYUMBIM OOBEKTOM HH(OpMAIUH
OTPaHUYEHHOrO JOCTyNa WJIM B cilydae HPUHATHS TaKOro pELIeHHs CYObEKTOM KPUTHYECKOMN
MH(OPMaLlMOHHON UHPPACTPYKTYPBHI.

YHuuTOKEeHHe (CTUpaHHME) MaHHBIX M OCTATOYHOW WH(OpPMAMM C MAIIUHHBIX HOCHUTEJEH
uH(pOpMaIUK TTPOU3BOAMUTCS MPU HEOOXOAUMOCTH TEpeaydl MAIIMHHOTO HOCUTENS HHGOpMAaIu
JIPYroMy MOJb30BaTEN0 3HAUMMOT0 O0OBEKTa WU B MHBIC OPTaHU3AIMH JIJIsI PEMOHTA, TEXHUYECKOTO
00CITy>)KMBaHUS WU JATBHEUIIIETO YHUUTOXCHHS.

HpI/I BBIBOAC M3 JKCIINTyaTallU MAlIMHHBIX HOCHUTENCeH I/IH(bOpMaIII/II/I, Ha KOTOPBIX OCYHICCTBIIAIUCH
XpaHCHUC U 06pa60TKa PIH(I)OpM&LIPIH, IMPOU3BOAUTCA WU (1)1/13I/IIIGCKOC YHHUYTOKCHUEC CaMUX
MAaIlTMHHBIX HOCHTEIICH I/IH(bOpMaIII/II/I WM YHUYTOXCHUC COI[Gp)K&HIGfIC?[ Ha MallIMHHBIX HOCHUTCIIAX
I/IH(I)OpMaI_II/II/I METOdaMH, HC IPCAYyCMATPHUBAIOIIIUMHU BO3MOKHOCTE €€ BOCCTAHOBJICHUS.

YHuutoxkeHue (CTUpaHHME) AaHHBIX M OCTaTOYHOW MH(OpMalMM C MAIIUHHBIX HOCHUTEJeH
uHpopMauu MOJJIEKUT JIOKYMEHTHUPOBAHHUIO B COOTBETCTBUU c
OpraHU3alMOHHO-PACTIOPSAAUTENbHBIMA JOKYMEHTAMU 110 0€30IaCHOCTH 3HAYUMOT'0 OOBEKTa.

14.3. Ilpu BBIBOJE 3HAYUMOTO OOBEKTAa W3 JKCIUTyaTallMH JOJDKEH OBITh OCYIIECTBIEH cOpocC
HAaCTPOEK IPOrpaMMHBIX M IPOrpaMMHO-AINApaTHBIX CPEACTB, B TOM YHCIE CPEACTB 3allUThI
nH(popmanuu, yaareHa nHpopManus 0 CyObeKTax J0CTyIa U 00bEKTax JOCTYIIa, YAAJICHBl yYeTHBIS
3amucH TOJb30BaTeNnel, a Takke HISHTU(UKANMOHHAS W ayTeHTU(duKanuoHHas wuHopmanus
CyOBEKTOB JIOCTyTIA.

14.4. Ilpu BbIBOJE 3HAUUMOTO OOBEKTA U3 SKCIUTyaTallMy BCS HKCIUTyaTallMOHHAs JOKYMEHTAIHs Ha
3HAYUMbIM OOBEKT M €ro MOJACHCTEMY O€30MacCHOCTH, HKCIUTyaTal[MOHHas IOKyMEHTalus Ha
OTJeNIbHBIC CPEICTBA 3AIIUTHI HHPOPMALIUHU ITOAJICKUT APXUBHOMY XPAHEHUIO.

Cpoku XpaHEHHS JOKYMEHTAIlMH ONPEACISIOTCS CyOBEKTOM KPUTHYECKOH HH(OpMAIMOHHON



UHPPACTPYKTYPsl B  OPraHU3alMOHHO-PACIIOPSIUTEIBHBIX JIOKYMEHTaX IO  0e30MacHOCTH
3HAYUMOT0 0OBEKTA.

[To pemenuio cyObeKTa KPUTHYECKOM WH(POPMALMOHHOM HHQPPACTPYKTYpPHl SKCIUTyaTallMOHHAS
JOKyMEHTAallMsl Ha 3HAYUMBIA OOBEKT M €ro IMOJCHCTeMy O€30HacHOCTH, a TaKxKe
OpraHu3alMOHHO-PACHIOPSAUTENbHBIE  JOKYMEHTBI 10  O€30MacHOCTH 3HAYMMOTO  OOBEKTa
(MHCTPYKLMH, DPYKOBOJCTBAa) MOTYT OBITH YHHYTOXEHBl. B 3TOM ciydae ¢akT yHHUYTOXKEHHS
MOJUICKHUT JIOKYyMEHTHPOBAHUIO CYOBEKTOM KPHUTUYECKOH WH(POPMAIMOHHONH WHQPACTPYKTYPHI C
yKa3aHHEeM HaMMEHOBAHHMS, COCTaBa JOKYMEHTOB, CIOCOOOB M JaThl UX YHUUTOXKEHHUS.

I11. TpeOoBaHMs K OPraHU3AMUOHHBIM ¥ TEXHUYECKUM Mepam,
NPUHUMAEMBbIM JIJIS 00ecreuyeHusi 0e30MaCHOCTH 3HAYUMBIX 00HEKTOB

15. Henpto oOecrneyeHus O€30MACHOCTH 3HAUYUMOTO OOBEKTa SBISIETCS OOECHeueHUue ero
YCTOMYMBOrO (PYHKIMOHWPOBAHUS B IMPOEKTHBIX PEXKHMax pPabOThl B YCIOBUSAX pEANTH3alUU B
OTHOILIEHUH 3HAYMMOT0 00BbeKTa yrpo3 0€30MacHOCTH UH(OPMAIUH.

16. 3agauamu o0ecnieueHust 0€30IACHOCTH 3HAYUMOTO 0OBEKTA SIBJISIOTCS:

a) TIPEeJOTBpAIICHUE HEMPABOMEPHOTO JO0CTyna K uH(opmamuu, oOpabaTeiBaeMoOl 3HAYUMBIM
O00BEKTOM, YHUUYTOXKEHHS Takoil wuHpopMammu, ee MOoAu(PUUIUPOBAHUS, OJIOKUPOBAHUS,
KOIIMPOBAaHUs, MPENOCTABJICHNS U PACIPOCTPAHEHMsI, @ TAK)KE MHBIX HEIPAaBOMEPHBIX ICHCTBUIl B
OTHOIICHUH TaKOW UHPOPMAIINH;

0) HemomylieHue MH(MOPMALIMOHHOTO BO3JEHCTBUS HAa IMPOrpaMMHBIE M MPOTrpaMMHO-aNNapaTHbIe
CpeAcTBa, B pe3ylbTaTe KOTOPOTrO MOXET OBbIThb HapymleHo W (WIM) TpeKparieHo
(YHKIIMOHUPOBAHHUE 3HAYMMOTO 00BEKTA;

B) oOecrnieueHre (DYHKIMOHHPOBAHUS 3HAYMMOTO OOBEKTa B MPOEKTHBIX pPEXHMax ero paboThl B
YCJIOBHSIX BO3ACHCTBUS yTpo3 0€30MacHOCTH HHGOPMAIIHH;

r) oOecrieyeHWE BO3MOXKHOCTH BOCCTAHOBJIEHHUS (YHKIIMOHUPOBAHHSA 3HAUYUMOro OOBEKTa
KPUTUYECKON MH(POPMAITMOHHONW UHPPACTPYKTYPHI.

17. B 3HauuMbIX O0OBEKTaX OOBEKTaMH, TMOJICKAINIMMHU 3allUTe OT YIrpo3 Oe30MacCHOCTH
uHpopManuu (00bEKTaMH 3aLIUTHI), SIBISIOTCA:

a) B ”HPOPMALIMOHHBIX CHCTEMaX:
uH(popMmarus, oopadaTeiBaeMas B HH(OOPMALIMOHHON CUCTEME;

porpaMMHO-anmnapaTHeple cpeicTBa (B TOM YWCIIE MAallMHHBIE HOCHTENH HWH(OpMAaIum,
aBTOMAaTH3UPOBaHHbIE paboune MecTa, CepBepbl, TEIEKOMMYHUKALMOHHOE 00OpYJIOBaHUE, JTUHUU
CBsI3H, cpesicTBa 00paboTKK OyKBEHHO-IIM(POBOH, rpaduueckoi, BUI€0- U peueBoil HHPpOpMaIH);

nporpaMMHbIe cpeicTBa (B TOM YHCIE MHKPOIPOTPAMMHOE, OOIIECHCTEMHOE, MPHUKIATHOE
mporpaMmmMHoOe o0ecriedeHue);

CpEeICTBA 3aIUTH HHPOPMAIUY;
apXHUTEKTypa M KOHPUTyparus HHOOPMAIIHOHHON CUCTEMBI;
0) B nH()OPMALIMOHHO-TEIIEKOMMYHHUKAITMOHHBIX CETSIX:

uH(popMalus, epeaaBaemasi 1o JUHUIM CBS3H;



TEJICKOMMYHHUKAITMOHHOE 000pynoBaHue (B TOM YHCIE MNpOrpaMMHOE oOOecredeHue, cucTema
yIpaBJIEHUs);

CpeCTBa 3alIUTHl HH(POPMALINH;
apXUTEKTypa 1 KoHpuUrypanus nHGopMannoHHO-TEICKOMMYHHKAIMOHHOHN CETH;
B) B aBTOMAaTU3UPOBAHHBIX CHCTEMAaX yIPaBICHHUS:

uHpopmanus (JaHHBIE) O MapameTpax (COCTOSIHMM) YNPaBIIEMOro (KOHTPOJIUPYEMOIo) OOBEKTa
Wik mporecca (B TOM 4YHCiIe BXoaHas (BBIXOAHAs) MH(OpManus, ympaBisromias (KOMaHIHAs)
uHpoOpMaLus,  KOHTPOJIBHO-W3MEpHUTENbHAs  MHPOpPMAaLus, HHAsA  KPUTHYECKH  BaKHas
(TexHonoruveckas) uHpopmarus);

pOrpaMMHO-aNIapaTHBe cpeAcTBa (B TOM 4YHCIE aBTOMAaTU3UPOBaHHBIE pabouyne MecrTa,
IMPOMBIIIJICHHBIC CCPBCPHI, TCJIICKOMMYHHUKAITUOHHOC O6OPYI[0BaHI/I€, JIMHUHU CBA3U,
NpOrpaMMHpPYEMbI€  JIOTMYECKHE  KOHTPOJUICPBI,  IPOU3BOJACTBEHHOE,  TEXHOJOTHMYECKOE
00opyaoBaHuE (UCIIOTHUTEIbHBIE YCTPOUCTBA);

NpOorpaMMHBIE CpelncTBa (B TOM HYHCIE MHUKPONPOTPAaMMHOE, OOLIECHCTEMHOE, NPUKIAJHOE
IIPOrpaMMHO€E 00€eCTIeUeHueE);

CpeACTBa 3alIUTHI HH(POPMAIIHH;
ApXUTEKTypa M KOH(UTYpaIHs aBTOMaTU3UPOBAHHON CUCTEMBI YIIPABICHHS.

18. OOGecneueHue 0e30MaCHOCTH 3HAUYUMOIO OOBEKTa JIOCTUIAETCA MyTEM NPUHATHS B paMKax
MOJICCTEMBI 0€30IaCHOCTH 3HAYUMOTO OOBEKTa COBOKYITHOCTH OPTaHU3AIIMOHHBIX U TEXHHYECKUX
Mep, HalpaBlIeHHbIX Ha OJOKHpOBaHUE (HEHUTpalM3aluio) Yrpo3 0e30macHOCTH HH(pOpMaIHH,
peanmu3anusl KOTOPBIX MOXKET MPHUBECTH K MPEKPAIICHUIO WM HapyLICHUIO ()yHKIIMOHHPOBAHUS
3HaYMMOTo 00beKTa M obecrnedyuBarouiero (ymnpaBiseMoro, KOHTPOJIUPYEMOro) MM Ipoliecca, a
TaK)Ke HapylleHHio Oe3omacHocTH oOpaOareiBaeMol HH(poOpManuu (HapylIEHUIO JOCTYIHOCTH,
LIEJIOCTHOCTH, KOH(UAESHIINATBHOCTH UH(OpMALIHN).

OpranuzalvoHHbIE U TEXHUYECKHME MEpPbl MO O0ECHeueHUI0 0e30MacHOCTH 3HAYMMOIro OOBbEKTa
NPUHUMAIOTCA CyObEKTOM KpUTHUYECKONH MH(DOPMAIIMOHHONW HH(PACTPYKTYyphl COBMECTHO C JIMLIOM,
AKCIUTYaTUPYIOIIUM 3HAYUMBIM OO0BEKT (mpu ero Haiauuuu). I[lpuy 3TOM Mexay cyObekToM
KPUTUYECKOH HH(POPMAIIMOHHON HHQPACTPYKTYPHl U JIMIOM, SKCILTyaTHPYIOIIUM 3HAYMMBbIH
00BEKT, JOKHO OBITH TMPOBEACHO pa3rpaHnyeHue (PYHKIUH 1O O00ECIeueHUI0 O0e30MacHOCTH
3HaYMMOT0 00BEKTa B XOJI€ €r0 HKCIUTyaTaI|H.

19. Mepsl 1o obecriedeHni0 Ge30MaCHOCTH BBIOMPAIOTCS U PEANH3YIOTCS B 3HAYMMOM OOBEKTE C
y4eTOM yTpo3 0e30MacHOCTH WHGOPMAIMU TPUMEHUTEIHPHO KO BCEM OOBEKTaM U CyObeKTaMm
JIOCTYIla Ha anmapaTHOM, CHCTEMHOM, MPUKIAJIHOM M CETEBOM YpPOBHSAX, B TOM YHCIE B Cpeie
BUPTYyaJIU3aIUH.

20. Mepsl mo obecneueHHI0 O€30MaCHOCTH 3HAYMMOTO0 OOBEKTa NPUHUMAIOTCA CYyOBEKTOM
KPUTHYECKONH HH(POPMAIMOHHON HMHEQPACTPYKTYphl CAMOCTOSITEIbHO WM NpPH HEOOXOJUMOCTH C
IIPUBJICYEHUEM B COOTBETCTBUU C 3aKOHOJATEeNbCTBOM Poccuiickoit denepanny opraHusaluii,
UMEIOLINX B 3aBUCUMOCTH OT MHpOpMaIuu, 00padbaTbiBaeMOi 3HaYMMbIM OOBEKTOM, JIMLIEH3UIO Ha
JEeSITeIbHOCTD 110 TEXHUYECKOHN 3aIluTe MH(POPMAIUH, COCTABISIONIEH rocy1apcTBEHHYIO TaiiHy, U
(W) Ha AEATENHHOCTD 110 TEXHUYECKOW 3aIuTe KOH(PUISHITNATLHON HHPOpMAITUH

21. IllpuHuMaemble OpTraHM3AIMOHHBIE W TEXHUYECKHE MEPhl MO OOECICUCHHIO OE€30MacCHOCTH
3HAYUMOTO OOBEKTa JOJDKHBI COOTHOCHUTBHCS C MepaMH IO TNPOMBIIIJICHHOH, (YHKIMOHAIBHOM



0e30MacHOCTH, WHBIMA MEpaMH TI0 O0O0eCTeueHHI0 O€30MacHOCTH 3HAYMMOTO0 OOBEKTa |
obecrnieunBaromiero (ynpasisieMOro, KOHTPOJIHPYEMOro) 00beKTa Wi mpoiiecca. [Ipu 3ToM Mephl o
o0ecrieyeHHI0 0€30MaCHOCTH 3HAYMMOTO 00BEKTa HE JIOJDKHBI OKa3bIBATh OTPUIATEIILHOTO BIUSHHSI
Ha (PyHKIIMOHUPOBAHHE 3HAYUMOTO OOBEKTA B IPOSKTHBIX PEKUMAxX ero paboThl.

22. B 3HauYUMBIX OOBEKTaX B 3aBHCHUMOCTH OT MX KaT€rOpPHM 3HAYMMOCTH U yrpo3 0e30macHOCTH
UH(POPMALIUU NTOCPEACTBOM UCIOIHEHUS OPraHU3aLMOHHBIX U TEXHUYECKUX MEp, ONpEeAEsieMbIX B
COOTBETCTBUH C NPUIOKEHHEM K HacTosAmMM TpeboBaHUsAM, ocymiecTBisores: (B pen. Ilpukaza
OCTOK PO or 28.08.2024 N 159)

a) uACHTUUKAIMS U ayTeHTU(UKAI CyOBEKTOB JA0CTyna U 00beKTOB jaoctyna; (B pea. Ilpukasa
OCTOK PO or 28.08.2024 N 159)

0) ympaBieHHE AOCTYIOM CYyOBEKTOB JOCTymNa K o0bekTaM jnoctyna; (B pen. Ilpukaza ®CTOK PO
ot 28.08.2024 N 159)

B) OrpaHHUYCHHE MPOrpaMMHoOi cpensl; (B pea. [Ipukasza ®CTOK P ot 28.08.2024 N 159)

) 3al[uTa MalIUHHBIX HOocuTened uHdopmanuu; (B pen. [Ipukaza ®CTOK PO or 28.08.2024 N
159)

1) ayaut 6e3onacHocty; (B pea. [Ipukaza ®CTIOK PO ot 28.08.2024 N 159)
¢) antuBUpycHas 3amura; (B pex. [Ipukaza ®CTIK PO ot 28.08.2024 N 159)

) MpeNOTBpalleHHE BTOpKEHUN (KommnbloTepHbIX aTak); (B pen. Ilpukaza ®CTOK PO or
28.08.2024 N 159)

3) obecneuenue renoctHocTH; (B pea. [pukaza ®CTIK PO ot 28.08.2024 N 159)
n) obecrieueHue gocrynHoctH; (B pen. [Ipukaza ®CTIK PD ot 28.08.2024 N 159)

K) 3al[iTa TEXHUIECKUX CPEeICTB U cucteM; (B pea. [Ipukaza ®CTOK PO ot 28.08.2024 N 159)

1) 3amuTa HHGOPMAITMOHHOHN (aBTOMATHU3MPOBAHHO ) CUCTEMBI U €€ KOMIIOHEHTOB; (B pea. [Ipukaza
OCTIK PO ot 28.08.2024 N 159)

M) IUTaHUPOBaHUE MEPONPUATHI 1o oOecnieueHuto 6e3omnacHocTH; (B pea. Ilpukaza ®CTOK PO ot
28.08.2024 N 159)

H) yrpasieHnue koHduryparuei; (B pea. [Ipukaza ®CTOK PO ot 28.08.2024 N 159)

0) ymOpaBJIeHHE OOHOBJICHHSAMHU TporpamMmHoro obecnedenus; (B pen. Ilpukxaza ®CTOK PD or
28.08.2024 N 159)

1) pearupoBaHye Ha MHIUACHTH HHPOopMamoHHO Oe3onacHocTy; (B pel. [lpukaza ®CTIK PD ot
28.08.2024 N 159)

p) oOecrnieueHue AeMCTBUI B HEIUTATHBIX cuTyanusx; (B pen. [Ipukaza ®CTIK PO or 28.08.2024 N
159)

¢) uaopmupoBanue u odOyuenue nepconana; (B pex. [pukaza ®CTOK PD or 28.08.2024 N 159)

T) 3al[UTa 3HAYUMBIX OOBEKTOB OT aTak, HANpPaBICHHBIX Ha OTKa3 B OOCIyXHBaHWH. (B pell.
[Mpukaza ®CTOK PD ot 28.08.2024 N 159)

22.1. lpu peanuzanuu mMep Mo obOecredeHn0 0e30MaCHOCTA 3HAYUMBIX OOBEKTOB MPUMEHSIOTCS
METOJMYECKHEe NTOKYMeHTHI, paspadoranHbie @CTOK Poccun B COOTBETCTBHM C TMOAITYHKTOM 4
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nyHkra 8 Ilomoxenus o denepanbHON CIy)KOE MO TEXHUYECKOMY W IKCIIOPTHOMY KOHTPOJIIO,
yTBepkaeHHOro Yka3om llpesunenrta Poccuiickoit ®enepanun ot 16 aBrycra 2004 r. N 1085. (B
pen. IIpukaza ®CTOK P®D or 28.08.2024 N 159)

22.2. Mepbl 10 00ECNEUEHUI0 3alIUThl 3HAUMMbIX OOBEKTOB OT aTak, HAIMPABJICHHBIX Ha OTKa3 B
00CITy)KUBAaHUH, JIOJDKHBI IPUHUMATHCS] B OTHOIIEHUH 3HAYUMBIX 00bEKTOB, UMEIOIINX UHTEP(EHChI
U CEepBUCH, K KOTOPhIM JOJKEH ObITh  o0OecrnedyeH  MOCTOSIHHBIA — JOCTyHn U3
WH(OPMAIMOHHO-TEIIECKOMMYHHUKAITMOHHON ceTn "UHTepuer" (mamnee - cets "HuTepHer"), w
JOJDKHBI TIpeaycMaTpuBaTh: (B pen. [Ipukaza ®CTOK PO or 28.08.2024 N 159)

a) BBISIBJIICHUE UHTEP(EHCOB U CEPBUCOB 3HAYMMBIX OOBEKTOB, K KOTOPBIM JOJKEH ObITH 0OecreueH
MOCTOSIHHBIA JTOCTYN H3 ceTu "MHTepHer", ompejerneHre uX MPUHAUICKHOCTH W Ha3zHadyeHUs; (B
pen. [pukaza ®CTOK PD or 28.08.2024 N 159)

0) BbIsiBJIEHHE IMYOJIMYHBIX CETEBBIX aJPECOB, 3aPErMCTPUPOBAHHBIX 32 CYOBEKTOM KPUTHYECKOU
UHGOPMALMOHHON MHOPACTPYKTYPHI U (MIJIM) MOJyYEHHBIX OT IpOBaiiiepa XOCTUHIA, U JOMEHHBIX
MMEH, UCII0JIb3YEMBbIX Ul 00ecrieueHus] YHKIIMOHUPOBAHUS 3HAYUMBIX OOBEKTOB, ONPEIEIICHUE UX
HasHavyenus; (B pea. [Ipukaza ®CTIK PO ot 28.08.2024 N 159)

B) BBIBJIICHHE M MCKIIOUEHHE M3 3HAUYMMBIX OOBEKTOB HHTEP(EHCOB M CEPBUCOB 3HAUYUMBIX
00BEKTOB, K KOTOpPBIM obecriedeH noctyn u3 cetu "HHTepHeT", myOJMYHBIX CETEBBIX aJPECOB U
JIOMEHHBIX UMEH, HE HCITOJIb3YEeMBIX JIJIsi 0OecTieueHUs] (PYHKIIMOHUPOBAHUS 3HAYMMBIX OOBEKTOB U
(unm) MPUHAANIEKHOCTh KOTOPBIX He ycTaHoBieHa; (B pex. [Ipukaza ®CTOK PO or 28.08.2024 N
159)

r) hopmupoBaHue nepeuHs pecypcoB ceTH "HMHTepHeT", ¢ KOTOPHIMH MOTYT B3aUMOJIEHCTBOBATh
3HaYMMble 0OBEKTHI, BKIIOYAIOLIET0 UCXOSAIINN 1 BXOISALINNA CETEBbIE MOTOKH, UX XapaKTePUCTUKH
U HCHOJb3yeMble MPOTOKOJBI (Jajee - MaTpulla KOMMYHHMKAIUil 3HAYMMbIX OOBEKTOB C CETHIO
"Untepuet"); (B pea. [Ipukaza ®CTIK PO or 28.08.2024 N 159)

J1) OIIpPENIEIEHUE CETEBBIX aJPECcOB, C KOTOPBIMU JIOJDKHO OBITh OOECIIEYEHO B3aMMOJAEHCTBHE
3HaYMMbIX OOBEKTOB, (OPMHUPOBAHUE CIHMCKA PA3PELICHHBIX CETEBBIX aJPECOB B YCIOBHUSIX
peanu3alyy aTtak, HalpaBJIEHHbIX HAa OTKa3 B oOciayxuBaHuu; (B pen. Ilpukaza ®CTIK PD or

28.08.2024 N 159)

€) HCIIOJIb30BaHKUE MPOTPAMMHBIX, MPOTPAMMHO-ANNIAPATHBIX CPEJCTB, 00ECTIEUNBAIOIINX aHAIHU3 U
(GUIBTPAINIO CETEBBIX 3alPOCOB B COOTBETCTBUU C MATPHUIIEH KOMMYHHKAIIUNA 3HAYUMBIX 0OBEKTOB
¢ cerpto "MHTepHer" Ha MaKCHUMaJbHO BO3MOKHOM CKOPOCTH [IJIsi ATHUX KaHAJOB CBS3U U
BO3MOKHOCTh OJIOKHPOBAHHS CETEBBIX 3alPOCOB, OOJIAAIONIMX MPU3HAKAMU aTaK, HAPABJICHHBIX
Ha OTKa3 B OOCHY>KMBAaHWU, Ha CETEBOM M TPUKIATHOM YPOBHSIX 3HAYUMBIX OOBEKTOB; (B pei.
[Mpukaza ®CTOK PD ot 28.08.2024 N 159)

) HaJIWYMe JABYKPaTHOTO pe3epBa NPOMYCKHOW CHOCOOHOCTH KaHaJOB TNepefaydl JaHHbBIX
OTHOCHUTEIIEHO 00BhEMOB Tpaduka B yCIOBHAX OTCYTCTBHS pealM3alliyl aTak, HalpPaBJICHHBIX Ha
oTka3 B o0ciyxuBanuy; (B pea. [Ipukaza ®CTOK PO ot 28.08.2024 N 159)

3) UCIOJIb30BAaHUE JIaHHBIX, MMOJYYEHHBIX MpU B3auUMOJEWUCTBUM ¢ lleHTpoM MoHHMTOpUHTA U
YIPaBJICHUS CETHIO CBsI3U 0011er0 mojas3oBanus <1>; (B pen. [Ipukaza ®CTOK PD ot 28.08.2024 N
159)

<1> Ilyskr 4 Ilonoxenuss o LleHTpe MOHWUTOpPMHTa W YMPABICHUS CETHIO CBSA3U OOIIETO
NOJIb30BAHUSA, YTBEpXAEHHOro mpukazoM Pockomuamzopa ot 31 wmroms 2019 r. N 225
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(3apeructpupoBadn  Munroctom Poccum 22 Hos6ps 2019 1., peructpammonusiii N 56583), c
U3MEHEHHUSMH, BHECEHHbIMH TpuKazoM PockomHam3opa ot 24 ampens 2024 r. N 73
(3apeructpupoBan Munroctom Poccum 6 uroHs 2024 1., peructpanvionnbii N 78486) (nanee -
[Monoxenue o Llentpe Monutopunra). (B pea. [Ipukaza PCTIK PD ot 28.08.2024 N 159)

1) oOecrieyeHUEe XpaHEHHUs B TEUYCHHE TPeX JIET clieayromnieil nHbopmanuu o ¢akTax peaau3aruu
aTak, HaIpaBJICHHBIX Ha OTKa3 B OOCITY)KMBAaHWU: JaTa M BPEeMsl Hadala M OKOHYAHHS peaTH3aliu
aTaku, TUI aTtaku, oobeM (I'OuT/c, ceTeBhIX MaKeTOB/C), MEPEUCHb CETEBBIX APECOB, SBIISIOITUXCS
HUCTOYHUKOM aTaK, U CETEBBIX aJPECOB, MOABEPKEHHBIX aTakaM, MPUHUMAEMbIe MEpbhl. (B pei.
[Tpukaza ®CTOK PO ot 28.08.2024 N 159)

23. BwiGop Mep mo oOecnedeHHI0 OE30MacHOCTH 3HAUYMMBIX OOBEKTOB JUIsI WX pealld3aliu
BKJIFOYACT:

a) ornpezeneHre 6a3oBoro Habopa mMep 1o odecreueHno 0€30MacHOCTH 3HAYUMOT0 00BCKTA;
0) aganranuro 6a30BOTO HAOOpa Mep MO 00ECIIEUYESHUIO OE30IMACHOCTH 3HAYNMOTO 0OBEKTA,

B) JIOTIOJIHEHUE aIalTHPOBAHHOTO HaOOpa Mep 1Mo oOecreueHHI0 0€30MacCHOCTH 3HAYMMOTO 00BEKTa
MepaMH, YCTaHOBJICHHBIMH WHBIMH HOPMATHUBHBIMHU IIPAaBOBBIMHM aKTaMHM B 00JacTH oOecredeHus
0€30MaCHOCTH KpUTHYECKOW WH(pOpManMoHHON wuH(pacTpykTrypbl Poccuiickoit ®enepanuu u
3alUThl HH(OPMALIHH.

ba3oBblif HAbOp Mep 1Mo obecneyeHn o 6e30MaCHOCTH 3HAYMMOT0 00BEKTa OIpeIeNseTcs Ha OCHOBE
YCTAHOBJIEHHOM KaTerOpHH 3HAYMMOCTH 3HAYMMOI'O OOBEKTa B COOTBETCTBUHU C INPHIOXKEHHEM K
HacTosAuuM TpeboBaHUsAM.

bazoBeiit Habop Mep 1Mo obecrneueHno 6e30MacCHOCTH 3HAYMMOTO O0BEKTa MOJICKUT aJanTallui B
COOTBETCTBUM C yrpo3amMu Oe€30macHOCTH HMH(OpMAIUK, NPUMEHSIEMbIMH HH()OPMALMOHHBIMU
TEXHOJIOTUSIMU U OCOOEHHOCTAMHU (PYHKIIMOHUPOBaHUS 3HAaUUMOTro oobekTta. [Ipu aTom u3 6azoBoro
Habopa MOTYT OBITb MCKIIOYEHbl MEpbl, HEMOCPEICTBEHHO CBS3aHHBbIE C HMH()OPMAIMOHHBIMU
TEXHOJIOTUSIMH, HE HCIOIb3yeMBIMH B 3HAYMMOM OOBEKTE, WM XapaKTepUCTUKaMH, He
CBOWCTBEHHBIMHM 3HauuMoMy oObekTy. Ilpu amanrtamum 0azoBoro Habopa Mep MO 0OeCHeueHUI0
0€30MacCHOCTH 3HAUUMOT0 00BEKTa JUIsl KaKIOW Yyrpo3bl 0€30MacHOCTH MH(POpPMAIUH, BKIIOUEHHOM
B MOJIEJIb YIPO3, COMOCTABIIAETCS Mepa WU Tpylnna Mep, odecreuuBaromye 6JOKMpOBaHUE OJHON
WIA HECKOJIbKUX yrpo3 O€30MacHOCTH WM CHHKAIONINE BO3MOXHOCTh €€ Pealn3aluu UCXOAS U3
yCcIoBUH (PYHKIMOHUPOBAHMsS 3HAUMMOro oObekTa. B ciywae ecnu 0a3oBblii Habop Mep He
MO3BOJIIET 00ecneunTh OIOKHpOBaHKe (HEHTpaIu3alnio) Bcex yrpo3 6e30macHocTy HHpopmalu, B
HEro JONOJHHUTENIbHO BKIIOYAIOTCS MEpbl, MPHUBEACHHbIE B MPHJIOKEHHUM K HACTOSIIUM
TpeGoBanusM.

JlononHeHNne aJanTUpPOBAaHHOTO HAabOpa Mep Mo oOecredyeHuIo 0e30MacHOCTH 3HAYUMOT0 O00BEKTa
OCYIIECTBIISIETCSI C TIETBI0 BBITOJHEHHUS TpPeOOBaHWI, yCTAaHOBJICHHBIX HHBIMH HOPMAaTHBHBIMU
NPaBOBBIMH aKTaMH B oO0jacTu obecreueHus Oe30MacHOCTH KPUTHUYECKOH HH(OpMaIMmoHHON
UHPPACTPYKTYpPhl H 3amuThl HHpOpManuu. JlONMOJHEHHWE aganTHpPOBAHHOTO Habopa Mep
OPOBOJIUTCS B CiIy4ae, €CIM B OTHOUIEHWH 3HAYMMOIo OOBEKTa B COOTBETCTBUU C
3akoHoAaTenbcTBOM Poccuiickoit ®dexepanuu TakKe YCTaHOBJIEHBI TpeOOBaHMS O 3allUTe
uHpOpPMALIUKU, COJEpKaIeHCsl B TOCYJapCTBEHHBIX MH(POPMALMOHHBIX CHCTEMaX, TpeOOBaHMS K
3alUTe NEePCOHANBHBIX JaHHBIX NPU UX 00pab0TKe B MH(MOPMALMOHHBIX CHCTEMaX NEPCOHAIbHBIX
JAHHBIX, TpeOOBaHMS K KpunTorpaduyeckoil 3amure HHGOpMAIMKA WIM WHBIE TpeOOBaHHS B
obyacty 3ammThl HHPOPMAMK U OOecTedeHrus] 0e30MacHOCTH KPUTHUYECKON WH(OpMannoHHON
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UH(PaCTPYKTYpHI.

24. B ciyyae eciii 3HaYUMBIN OOBEKT SIBJISIETCS TOCYAApPCTBEHHOM MH(GOPMAIIMOHHONW CHCTEMOM WITH
UH(POPMALIMOHHOM CHCTEMON IEPCOHATBHBIX ITaHHBIX, MEpPhl O O0eclne4YeHnuio 0e30macHOCTH
3HaYUMOro oOBeKTa M Mepbl 3amMThl UHPOpManuu (10 O0OECHEYEeHUI0 MEPCOHAIBHBIX JaHHBIX)
IPUHUMAIOTCSI. B COOTBETCTBMM C 0ojiee BBICOKOM KaTeropue 3HAuYMMOCTH, KJIACCOM
3alUIIEHHOCTH UM YPOBHEM 3alUIIIEHHOCTH MEPCOHANBHBIX TaHHBIX.

25. Ecnu mpuHATBIE B 3HAYUMOM OOBEKTE MeEpbl 1O OOECHEeUeHHIO MPOMBIIIICHHOMH,
GbyHKIMOHATLHOM Oe3omacHOCTH ®  (Wiu) (GU3HYECKOM O€30MacHOCTH  JIOCTATOYHBI IS
OoKMpoBaHUs (HEHTpaIM3alnu) OTIENbHBIX YIpo3 0€30MacHOCTH MH(OPMAIIUHU, TOTIOIHUTEILHBIC
MEphI, BHIOpaHHBIE B COOTBETCTBHHU C INyHKTamHu 22 W 23 Hactosmux TpeOoBaHMIA, MOTYT HE
npuMmeHsaTbes. llpu 3TOM B Xone pa3pabOTKHM OpraHM3allMOHHBIX M TEXHUYECKUX MEp II0
obOecrieueHnI0 0€30MacHOCTH 3HAYMMOro 00beKTa JOHKHA ObITh O0OCHOBaHA JOCTATOYHOCTH
IPUMEHEHHS MEp 110 00ECIIEYCHUIO MPOMBIIIUIEHHON 0€30MaCHOCTH MITH (PU3UYECKOi 0e30macHoCTH
JUTs OJIOKMpOBaHUS (HEHTpaau3allii) COOTBETCTBYIOLIUX yTpo3 O6e30macHoCTH HHG OpMaLInu.

26. [1pu OTCYTCTBHM BO3MOXKHOCTH pPEaTU3aIMK OTACIbHBIX MEp M0 00CCIeYCHUI0 0€30MacHOCTH U
(M) HEBO3MOXKHOCTH X MTPUMEHEHHSI K OT/ICIBHBIM 00BEKTaM U CyOBEKTaM JOCTYIIa, B TOM YHCIIE
BCJICJICTBHE MX HETaTHMBHOTO BIUSHHS Ha (DYHKIMOHUPOBAHHE 3HAYUMOTO OOBEKTa B MPOCKTHBIX
pEeXHUMaxX 3HAYUMOTO OOBEKTa, JOJDKHBI OBITH pa3paboTaHbl M BHEAPEHBI KOMIIEHCHPYIOIIUE MEpHI,
oOecrieunBaromue OJOKHpOBaHUE (HEUTpalu3allkio) yrpo3 Oe3omacHoCcTH HH(pOpManuu ¢
HEOOXOJUMBIM YpPOBHEM 3alIMILEHHOCTH 3HayuMoro ooObekra. Ilpu sTomM B xome pa3paboTku
OPraHU3alMOHHBIX M TEXHUYECKHX Mep MO 00ecneueHHr0 Oe30IMacHOCTH 3HAYMMOTO OOBEKTa
JIOJDKHO OBITH 0OOCHOBAaHO MPUMEHEHHE KOMITEHCHPYIOIUX Mep, a IPU MPUEMOYHBIX HCIIBITAHUSIX
(arTecTalnyu) OlLIEHEHA OCTaTOYHOCTh W aJIeKBATHOCTh JAHHBIX KOMIICGHCUPYIOLIUX Mep s
OJIOKMpOBaHMS (HEUTpaATU3alUK) yTPo3 0€30MacCHOCTH HH(POPMAIIHH.

B kadecTBe KOMIEHCHUPYIOIIMX MEpP MOIYT OBITh PACCMOTPEHbI MeEphl MO 00ECHeUEeHUI0
IPOMBINUIEHHON, (DyHKUMOHAIBHOM W (mnM) Qu3uueckol O0€30MacHOCTH 3HAYMMOIO OOBEKTa,
HOJ/IEP>)KUBAIOIINE HEOOXOIMMBIN YPOBEHb €T0 3aIUIEHHOCTH.

26.1. Ilpu wucronp30BaHMM B 3HAUYUMBIX OOBEKTaX HOBBIX HH(OPMAIMOHHBIX TEXHOJOTMHA W
BBISIBIICHUH JIOTIOJIHUTENFHBIX YIpo3 0€30MacHOCTH HH(OpMAIUH, JUIS KOTOPBIX HE OIpeesieHBI
Mepbl O obOecrevyeHuIo 0e30MacHOCTH, JOJDKHBI pa3paldaThIBaTbCs KOMIIEHCHPYIOIIME MeEphl B
COOTBETCTBUU ¢ MMyHKTOM 26 HacTtosaumux Tpebosanuid. (B pea. Ilpukaza ®CTIK PO ot 20.02.2020
N 35)

26.2. OpraHu3alliOHHbIE MeEpbl, HANpaBICHHbIE Ha 3alIUTy 3HAYMMbIX OOBEKTOB OT arak,
HalpaBJIEHHBIX Ha OTKa3 B 00CIyXKMBAaHUU, JOJDKHBI IpeaycMmarpuBarhb: (B pel. Ilpukaza ®CTIK
P® ot 28.08.2024 N 159)

a) B3aMMOJICICTBHE C TOCYJapCTBEHHOM CUCTEMON OOHApYKEeHUsI, TPEAYTPEXKICHUS U JTUKBUIAIINH
MOCJIECTBUI KOMIBIOTEPHBIX aTak Ha HHpopMalnoHHbIe pecypcehl Poceuiickoit @enepannu <2>; (B
pen. [Ipukaza ®CTIK P ot 28.08.2024 N 159)

<2> [Noanynkt "0" myHkra 2 Ykaza [Ipe3unenta Poccuiickoit @eneparuu ot 22 nekadps 2017 r. N
620 "O CcOBepIICHCTBOBAHWU TOCYJAPCTBEHHON CHCTEMBI OOHApPYXKEHUS, MPEAYNPEKIACHHUS |
JUKBHUJIAIUU TIOCIEACTBHI KOMIBIOTEPHBIX aTaKk Ha HWHQPOPMAIMOHHBIE pecypchl Poccuiickoii
Deneparun". (B pea. [pukaza ®CTOK PD or 28.08.2024 N 159)



https://normativ.kontur.ru/document?moduleid=1&documentid=481113#l30
https://normativ.kontur.ru/document?moduleid=1&documentid=481113#l30
https://normativ.kontur.ru/document?moduleid=1&documentid=481113#l34

0) B3aUMOJICHCTBUME B ABTOMATHU3MPOBAHHOM pe&xuMe ¢ LleHTpoM MOHMTOpPHMHIra U YIIpaBJICHUS
CEeThIO CBS3M OOILNETO MOJB30BaHMA <3> B paMKax IMPOTHUBOJCHCTBHS aTakaM, HAIpaBJICHHBIM Ha
oTka3 B o0ciyxuBanuy; (B pea. [Ipukaza ®CTOK PO ot 28.08.2024 N 159)

<3> Ilyskt 5 IMonoxenus o Ilentpe MonuTopunra. (B pen. Ilpukaza ®CTOK PD ot 28.08.2024 N
159)

B) B3aMMOJICHCTBME C IPOBaiIepOM XOCTMHIa WJIM OpraHu3aunueid, NpeAoCTaBISAIOLICH YCIyru
CBSI3M, IPOTPaMMHO-aNIapaTHbIE CPEeICTBA KOTOPBIX, YYaCTBYIOIIWE B KOHTpOJE, (PHIbTPALUN H
OJIOKMPOBAHUU CETEBBIX 3aIlIPOCOB, O0JAJAIOUIMX IMPU3HAKAMM aTak, HANPaBJICHHBIX HAa OTKa3 B
00CIIyKUBaHUU, JOJKHBI OBITH pacrlojio’keHbl Ha Tepputopuun Poccuiickoit ®denepanuu; (B pen.
[MTpukaza ®CTOK P ot 28.08.2024 N 159)

I) OIpeleieHHe MOopsiiKa B3aWMOACWUCTBUS C MpOBAilIepOM XOCTHHra WJIM OpraHu3alue,
IPEOCTABIISAIONIEH YCIYTH CBS3U, 10 COBMECTHOMY OJIOKUPOBAHMIO aTaK, HANPaBJIEHHBIX HA OTKa3
B OOCIY)XMBaHWH, W PA3rPAaHUYCHHUIO 30H OTBETCTBEHHOCTH TPU TAKOM OJIOKUPOBaHHU; (B pE.
[Mpukaza ®CTOK P ot 28.08.2024 N 159)

1) obecrieueHue AJOCTYIHOCTH U3 ceTH "MHTepHer" nHTepdeiicoB u cepBUCOB 3HAUMMbIX OOBEKTOB,
HOJISKAIUX 3aIIUTE OT aTaK, HAPaBJICHHBIX Ha OTKa3 B OOCIY)KMBaHWU, MO COTJACOBAHUIO CO
CTPYKTYPHBIM MOJpa3ieeHUEM, ClIeLUaIUCTaMU 110 3aluTe HHPOPMALUU [T0CTIe IPUHATHS MEp 110
KOHTPOJIIO M (QUIbTpAllMM HMCXOMASAIIEr0 M BXOSIIEr0 CETeBOro Tpaduka B COOTBETCTBUU C
MaTpHlle KOMMYHUKAIUI 3HaUUMBIX 00beKTOB ¢ ceThbio "UnTepHet"; (B pea. [Ipukaza ®CTIK PD
ot 28.08.2024 N 159)

€) BO3MOXXHOCTb pa3MeIleHHs] 3HAUUMBIX OOBEKTOB B HMH(OPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHOM
UHPPACTPYKTYpe MpOBaiifiepa XOCTUHTA, OOECIICYMBAIONIETO 3AIIUTY OT aTak, HAIpPaBICHHBIX Ha
OTKa3 B OOCIy)XMBaHUM, WJIM OCYLIECTBJICHHE 3alllUThl 3HAYUMBIX OOBEKTOB IyTEM
NepeHanpaBiIeHus] CETeBOro Tpaduka Ha TNPOrPaMMHO-AMIIAPATHBIE CPEJCTBA OpTaHU3aIlUH,
OKa3bIBAIOLIEH YCIyrH IO KOHTPONIO, (QUIbTpalMM M OJOKMPOBAHHMIO CETEBBIX 3aIllPOCOB,
o0aaromuX TpU3HAKaMU aTaK, HalpaBJIEHHBIX Ha OTKa3 B OOCITYXHMBAaHWW, NPU OTCYTCTBHU
TEXHUYECKOH BO3MOXHOCTH Yy CyOBeKTa KPUTHYECKOHM HH(POPMALMOHHON HH(PACTPYKTYpHI
CaMOCTOSITENIbHO OPTaHW30BaTh 3aIIUTYy 3HAYMMBIX OOBEKTOB OT aTak, HANPABICHHBIX Ha OTKa3 B
obcmyxuBanud. (B pex. [Ipukaza ®CTOK PO or 28.08.2024 N 159)

26.3. IlporpaMMHO-amnmapaTHble CpEICTBA, MCIOJIb3YEMblE IS OCYIIECTBICHHS KOHTPOJIS,
bunbTpauu U OJIOKMPOBAHUS CETEBBIX 3alpPOCOB, 00aAIOIIUX MTPU3HAKAMU aTaK, HAllPaBJIEHHBIX
Ha OTKa3 B 0OCIY>KUBaHWUHU, JOJDKHBI ObITH pacnosiokeHbl Ha Tepputopun Poccuiickoii deneparyu.
(B pen. [Ipukaza ®CTIK PO ot 28.08.2024 N 159)

IV. TpeGoBaHus K NPOrpaMMHBIM H IPOTrPAMMHO-ANNAPATHBIM
cpeacTBaM, MPUMEHsIEMbIM /I 00ecrieueHus 6€30IaCHOCTH
3HAYNUMBbIX 00beKTOB (B pea. [Ipukaza ®CTIK PD ot 20.02.2020 N
35)

27. TexHu4eckne Mepbl MO OOECredYeHUI0 Oe30MaCHOCTH B 3HAYMMOM OOBEKTE pPeaU3yIOTCS
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TIOCPEJICTBOM HMCIIOJIB30BAHUS MPOTPAMMHBIX U MPOrPAMMHO-AIIAPATHBIX CPEICTB, TPUMEHSIEMBIX
Ui o0ecriedeHus 0€30MacHOCTH 3HAUYMMBIX OOBEKTOB - CPEICTB 3allUTHl MHpOpMauu (B TOM
YHcIe BCTPOCHHBIX B OOIIECHCTEMHOE, NPUKIAIHOE IPOrpaMMHOE OO0ECledeHUe), a TaKKe
obecrieyeHnss 0E€30MACHOCTH MPOTPAMMHOTO OOECIEYeHHs W IPOTrpaMMHO-aNMapaTHBIX CPEICTB,
NPHUMEHSACMBIX B 3HAUUMBIX 00bekTax. (B pen. [Ipukaza ®CTOK PD or 20.02.2020 N 35)

[Ipr 5TOM B NPHOPHUTETHOM IMOPSIKE IMOJJICKAT MPUMEHEHHIO CPEACTBa 3aIluThl HMH(OpManuy,
BCTPOEHHBIC B MIPOrpaMMHOE oOecrieueHue u (WIH) MPOrpaMMHO-aNIapaTHbIe CPEICTBA 3HAYHMMBIX
00BEKTOB (MPU UX HATUYHUH).

28. Hns obecriedeHUs: O€30MAaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOH HH(OPMAIIOHHON
UH(PACTPYKTYPbI JOJDKHBI IPUMEHSTHCS CPEJCTBA 3aIIUTHI HH(GOPMAIUH, TPOLIE/IINE OLEHKY Ha
COOTBETCTBUE TPeOOBAHUAM IO OE30MaCHOCTH B (popMax 00s3aTeNbHON CepTUDHUKAIINH, UCTIHITAHUI
WU TIPUEMKH.

CpenctBa 3amuTthl HHGOpPMAIMK, MPOIIEAIINE OIEHKY COOTBETCTBUA B (opMme 00s3aTeIbHOM
cepTudUKaIMK, MPUMEHSIOTCS B CIIy4asX, YCTAaHOBJICHHBIX 3aKOHOJATEILCTBOM Poccuiickoit
Oenepalii, a TakKe B cllydyae MPHUHATHS pPEUICHHs] CyOBEKTOM KPUTHYECKOW HH(OPMAIIOHHON

UH(QPaCTPYKTYpHI.

B wuHBIX ciy4asx TOpPUMEHSIOTCS CpEACTBAa 3allUThl WHOOPMALMK, TMPOIIEIIINE OICHKY
COOTBETCTBUS B ()OpPME HMCIIBITAHUIA WINA MPUEMKH, KOTOPBIC TPOBOISITCS CyOBEeKTaMU KPUTHYCCKOM
UH(GOPMALMOHHONW HMHGPPACTPYKTYPBHl CaMOCTOSITENIbHO WIM C TMPUBJICYCHHEM OpTraHHU3allHil,
MMEIOIIUX B COOTBETCTBMU C 3aKOHOAATENbCTBOM Pocculickoil dPenepanuy JIULUEH3UA HaA
JEATEILHOCTh B 00JIACTH 3alTUThl HH(POPMAIIHH.

Ao3arr. - Yrpatuia cuiy. (B pea. [Ipukaza ®CTIOK PD ot 20.02.2020 N 35)

29. B ciywyae uCHOJB30BaHUS B 3HAUYUMOM OOBEKTE CEPTU(GUIMPOBAHHBIX HAa COOTBETCTBHE
TpeOOBaHUAM 10 0€30MacHOCTH MH(POPMAIIUH CPEJCTB 3alUThl HH(POpMaIUK:

a) B 3HAYMMEBIX 00BEKTax 1 KaTCropuu MnpuMEHAOTCA CpCACTBA 3alIUTHI I/IH(I)OpMaI_[I/II/I HEe HUXKe 4
KJ1aCcCa 3alllMThI, a TAKKE CpCACTBA BBIYMCIIMTEILHON TEXHUKH HE HIDKE 5 KJ1acca,

0) B 3HAYMMBIX 00BEKTaX 2 KaTerOpUH NMPUMEHSIOTCS CPEJCTBA 3alUThl HHPOPMALUU HE HUXKE 5
KJ1acca 3alllUThl, a TAKXKE CPEICTBA BHIYUCIUTENILHON TEXHUKU HE HIKE 5 KJlacca;

B) B 3HAYUMBIX OOBEKTaX 3 KAaTEropuHM MPUMEHSIOTCS CpelCTBA 3aluThl MHpopmanuu 6 Kiacca
3alllUTBL, @ TAKKE CPEJICTBA BEIUNCIMTEILHON TEXHUKU HE HUKE 5 Kiacca.

[Tpu sTOoM B 3HauMMBIX O0BEKTax 1 KaTeropuu 3HAUMMOCTH MPUMEHSIIOTCS CepTU(UIUPOBAHHBIE
CpeZCTBa 3alUThl WH(POPMAILIUK, COOTBETCTBYIOIME 4 win Oojiee BBICOKOMY YPOBHIO J1oBepus. B
3HAYUMBIX OOBEKTaX 2 KaTEeropuu 3HAYMMOCTH MPUMEHSIOTCS CEePTHU(QHUIMPOBAHHBIE CPENICTBA
3alUThl UH(OPMAIMH, COOTBETCTBYIOILINE S5 WM 00jee BRICOKOMY YPOBHIO JI0Bepusi. B 3HaUMMBIX
o0BeKkTax 3 KaTreropuum 3HAUYUMOCTH MPHUMEHSIOTCS CepTU(PHUIMPOBAHHBIE CPEACTBA 3alllUTHI
uH(pOpMalIMK, COOTBETCTBYIOLIME 6 MM Oojee BBICOKOMY YpOBHIO JoBepus. (B pen. Ilpukasza
OCTIK PD ot 26.03.2019 N 60)

Kraccel 3a1MThl 1 ypOBHU JIOBEpUS ONPEAEIAIOTCS B COOTBETCTBUM C HOPMATUBHBIMU MPABOBBIMU
aktamu @CTOK Poccun, n3naHHeIMM B COOTBETCTBUU C OANYHKTOM 13.1 myHkra 8 Ilonoxenus o
®denepanbHOl cyk0€ TO TEXHHMYECKOMY M OKCIIOPTHOMY KOHTPOJIO, YTBEP)KICHHOTO YKa3oM
ITpesunenta Poccuiickoit @enepanuu ot 16 asrycra 2004 r. N 1085. (B pexn. Ilpukaza ®CTIK PO
ot 26.03.2019 N 60)



[Ipn ncnonp30BaHUN B 3HAYMMOM OOBEKTE CPEACTB 3aIIUTH HH(OPMALIUH, CEPTU(UIIMPOBAHHBIX 10
TpeGoBaHUsAM 0€30MacHOCTH MHPOPMALINH, YKa3aHHbIE CPEACTBA JOIDKHBI OBITh CEPTHU(HHUIIMPOBAHBI
Ha COOTBETCTBHE OO0S3aTEIbHBIM TPEOOBAHMSAM IO 0E30HMaCHOCTH HMH(GOPMAIMH, yCTAHOBJICHHBIM
HOPMAaTUBHBIMUA TNPAaBOBBIMH aKTaMH, WJIM TPEOOBAaHMSM, yKa3aHHBIM B TEXHHYECKHX YCIOBHUSX
(3amaHusAx 10 6€3011aCHOCTH ).

OyHKIMK 0€30MaCHOCTH CPEACTB 3aIUTHl MH(GOPMALUH JIOJDKHBI 00ECHEeYMBATh BBIOJIHEHUE
HacTosmux TpeOoBaHMiA.

29.1. Ilpu mpoeKTUPOBAHUM BHOBBH CO3/1aBAEMbIX WJIM MOJEPHU3UPYEMBIX 3HAUMMBIX OOBEKTOB 1
KaTeropuy 3HAYUMOCTH B KayeCTBE TPAHUYHBIX MapIIPyTHU3aTOPOB, UMEIOMIMX JOCTYH K CETH
"NuTepHer", BEIOMpAIOTCS MapLIPyTU3aTOPbI, CEPTU(UIIMPOBAHHBIE HA COOTBETCTBUE TPEOOBAHUSAM
no Oe3omacHocTy WHGOpPMAIUKU (B 4aCTH PEaTM30BAHHBIX B HUX (QYHKIMIA Oe3omacHoCTH). (B per.
[MTpukaza ®CTOK P ot 28.08.2024 N 159)

B ciydae oTcyTCTBUS TEXHUUECKOM BO3MOXKHOCTH IIPUMEHEHHUs B 3HAYMMbIX 00beKTax 1 kareropun
3HAYMMOCTH TPaHUYHBIX MAPIIPYTH3AaTOPOB, CEPTUPHUIMPOBAHHBIX HA COOTBETCTBUE TPEOOBAHHSIM
no 6e3onacHOCcTH MH(popMaIK, GYHKIUN O€30M1aCHOCTH I'PaHUYHBIX MapIIpyTHU3aTOPOB IOJJIEKAT
OLICHKE Ha COOTBETCTBHE TPEOOBaHHMSAM MO OE30MACHOCTH B paMKaxX NPUEMKH WM WCIBITAaHUN
3HAYUMBIX OOBEKTOB.

O0oCHOBaHHME OTCYTCTBUS TEXHUYECKONH BO3MOKHOCTH IPUBOJHUTCS B MIPOCKTHON JOKYMEHTAITUHN HA
3HaUYUMbIe OOBEKTHI (ITOJACHCTEMBI OE€30IACHOCTH 3HAYUMBIX OOBEKTOB), pa3pabaTbiBacMOW B
COOTBETCTBUU C TEXHUYECKUM 3aJlaHUEM Ha CO3/JaHHE 3HAYUMBIX OOBEKTOB U (MIJIM) TEXHHYSCKUM
3aJjlaHueM (YaCTHBIM TEXHHYCCKUM 3aJJaHUEM) Ha CO3/IaHHE IOJICHCTEMbI OC30MaCHOCTH 3HAYUMBIX
00bekToB. (B pea. [Ipukaza ®CTOK PD ot 26.03.2019 N 60)

29.2. CpenctBa 3amuThl MHPOpPMAIMHU, OIIEHKAa COOTBETCTBUS KOTOPBIX MPOBOIUTCS B (opme
UCTIBITAHUN WJIN TPUEMKH, JOJDKHBI COOTBETCTBOBATH TPeOOBAaHUAM K (YHKLUHSIM O€30MacHOCTH,
YCTaHOBJICHHBIM B COOTBETCTBHUH C NMOANMYHKTOM k" myHkTa 10 HacTosiux TpeOoBaHui.

He BcTpoeHHbIe B 00lLIECHCTEMHOE U MPHUKIATHOE MPOrpaMMHOE OOecreueHHe CpeACcTBa 3allUThl
uH(pOpMalliK, OIEHKAa COOTBETCTBUS KOTOPBIX IPOBOAMUTCA B (pOpMe HCHBITAHUN WM MPHUEMKH,
JIOTIOJTHUTENBHO K YKa3aHHBIM TpeOOBaHMSAM JIOJDKHBI COOTBETCTBOBATh 6 WM 0ojiee BBICOKOMY
YPOBHIO JJOBEPHSL.

WcnpiTanus (mpuemMka) CpeicTB 3allUThl HHPOPMAIIMM HAa COOTBETCTBHE TPEOOBAHUSIM K YPOBHIO
JoBepHst U TpeOOBaHUAM K (YHKUIUSAM O€30MacHOCTH MPOBOJATCS Ha ATale MpeABapUTEIBHBIX
UCIBITAaHUHN B COOTBETCTBHH € MyHKTOM 12.4 HacTosiux TpeGoBaHuii.

WcnbiTanus (MpueMKa) MpOBOJASATCS OTIENBbHO WM B COCTaBe 3HaYMMOro oObekTa. IIporpamma u
METOJUKHU HCTBITAaHUNA (IIPUEMKH) YTBEPKIAIOTCAd CYObEKTOM KpPUTHYECKOW HH(POPMAIIMOHHOM
UHPPACTPYKTYPHl B CIIydyae CaMOCTOSTEIBHOTO MpPOBEIEHUS HCHbITaHWNA. B ciydae mpoBeneHus
UCIBITAHUN WHBIM JIUIIOM, IIpOrpaMMa U METOJUKU WCIBITAHUN (IPUEMKH) YTBEPKIAAIOTCS 3TUM
JIMIIOM TI0 COTJIACOBAHMIO C CyObEKTOM KPUTHUECKOW HHPOPMALMOHHON HHPPACTPYKTYPHI.

[To pe3ynpTaTaM HCHBITAaHUM (MIPHUEMKH) CpeNCTBa 3aIUTHl MH(popMaruu odopMisieTcss MPOTOKOI
UCIBITAaHUH, B KOTOPOM YKa3bIBAIOTCSI:

JlaTa ¥ MECTO MPOBEACHUS UCTILITAHUN (IIPUEMKH );
OTHMCAaHUE UCTBITHIBAEMOT'O CPEJICTBA 3AIIUTH HHPOPMAIUH;

OIMHUCAaHUE TPOBCACHHBIX HCHBITaHHﬁ;
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pe3yJIbTaThl UCIIBITAHUN IO Ka)KJJOMY HCIIBITBIBAEMOMY MapaMeTpy (XapaKTepUCTHKE);

BBIBOJIBI O COOTBETCTBHU (HECOOTBETCTBHMHM) CpPEACTBA 3AIMUTHI MHPOpPMAIMU TPEOOBAHMSAM IIO
0e301acHOCTH HH(POPMALIHH.

[IpoTOKOJ ~ WCHBITAHWUN  YTBEPXKIACTCS  CYOBEKTOM  KPUTHYECKOH  HH(OPMAIMOHHOM
UHPPACTPYKTYPHI B ClIydae CaMOCTOSITEILHOTO MPOBECHHUS UCTIBITAHUN. B HHOM citydae mpoTOKOI
UCIBITAHUN yTBEP)KIACTCS JIMIIOM, IPOBOAMBIIMM HMCIBITAHHUS, M TPEJACTABISICTCS CYOBEKTY
KPUTUYECKOH HMH(DOPMAITMOHHOW HMH(PACTPYKTYpbl Ha 3Tane MPHUEMOYHBIX WCIBITAHUH IS
NPHUHIATHS PEIHICHUS O BO3MOXXHOCTH NMPUMEHECHHS CPEJICTBA 3aIlUThI MH(POPMAIUA B 3HAYUMOM
00BEKTE.

WcnpiTanus (mpuemka), MpPEeLyCMOTPEHHBIE HACTOSIIIMM IIYHKTOM, IMPOBOJATCS B OTHOLICHUH
CPECTB 3aIlUThl UH(OPMALUHU, TUIAHUPYEMbIX K BHEAPEHHUIO B PAMKAax CO3/aHUs (MOAEpPHMU3ALUU
WIA PEKOHCTPYKIIMU, PEMOHTA) 3HAYUMBIX 00beKTOB. (B pea. [Ipukaza ®CTIK PO ot 20.02.2020 N
35)

29.3. IlpuxnanHoe mporpaMMHOE OOecrieueHue, MIAHUPYEMOe K BHEIPEHHUIO B paMKaX CO3/aHUS
(MOmepHHM3aMU WIM PEKOHCTPYKIMH, PEMOHTA) 3HAYMMOro OO0BEKTa W 00ecredyHBaroniee
BBIMIOJIHEHUE €ro (YHKIMM IO Ha3HAaYeHWIO (Jajiee - HPOrpaMMHOE OO€ClEeYeHHE), JTOJIKHO
COOTBETCTBOBATH CJIEAYIOIINM TPEOOBAaHHSM IO O€30MIaCHOCTH:

29.3.1. TpeboBaHus o 6e30macHOi pa3paboTKe MPOrPaMMHOTO 00ECIICUCHHUS:
HaJIMYKMe PyKOBOJCTBA IO O€30MacHOM pa3paboTKe MpOrpaMMHOTO 00ecTieueHS,;
NPOBEICHUE aHAIN3a YTrPo3 0€30MaCHOCTH MHPOPMAIIUHU MPOTPAMMHOTO 00ECTICUCHHUS;

HaJIMYME OMHUCAHUS CTPYKTYPbI IPOIPaMMHOT0 OOECreueHHs Ha ypOBHE MOJCHCTEM U PE3ysbTaToOB
comocTaBiieHusi (QYHKIMA MPOrpaMMHOrO oOecredeHuss W UHTEep(dEeicoB, OMUCAHHBIX B
(GYHKIMOHATIBHOM crneuu(puKalum, ¢ €ro MojAcucTeMaMu (s HPOrpaMMHOrO OOecredyeHus,
IUTAHUPYEMOT'0 K IPUMEHEHUIO B 3HAUUMBIX 00BbEKTaxX | KaTeropuu 3HaYUMMOCTH).

29.3.2. TpeOoBaHUS K UCIIBITAHUSAM IO BBISIBJICHHUIO YA3BUMOCTEN B IPOrPaMMHOM 00€CIICUEHHH:
IIPOBEJEHUE CTATUYECKOIO aHAIN3a UCXOIHOI0 KOJ1a IPOrpPaMMBl;

npoBeieHHue  (a33uHI-TECTUPOBAHMS IMPOTPaMMBbl, HANpaBIEHHOTO Ha BBbISABIEHHE B HEH
YSA3BUMOCTEM;

MpOBEJCHNE JIUHAMHYECKOTO aHalu3a KoJa NporpaMMbl (A7 MPOTPaAaMMHOTO OOECIeUeHUs,
MJIAHUPYEMOTO K IPUMEHEHHIO B 3HAUUMBIX 00BEKTaxX | KaTeropuu 3HAYNMOCTH ).

29.3.3. TpeGoBaHus K MOJJEPHKKE OE30MACHOCTH TPOTPAMMHOI0 00eCIeUeHHUS:

HAJIMYUE TPOLEAYp OTCICKUBAHUS M UCIHPABICHUS OOHAPYKEHHBIX OIMMOOK M ySI3BUMOCTEH
MIPOrpaMMHOTO 00€CTICUCHHUST;

OIIpe/IeIEHNE CIIOCOOOB U CPOKOB JOBEACHMS Pa3padOTUMKOM (IIPOU3BOAUTENIEM) NPOrPAMMHOIO
o0ecrieyeHus 10 €ro noJib3oBaTeneii HHpopMaun 00 yI3BUMOCTSIX MPOrPaMMHOTO 0OECTIeYeHHUs, O
KOMIIEHCUPYIOUIMX Mepax Mo 3auure HWHPOpMAlUMU WM OTpaHUYEHUSX IO MPHUMEHEHUIO
IPOTPaMMHOr0 00ecreueH s, ClIOCOOO0B MOTYUYEeHHUs TOIb30BATENSIMU MPOrPAMMHOI0 0OecIieYeHus
€ro 0OHOBJIEHUH, TPOBEPKH UX LEIOCTHOCTU U MOIIMHHOCTH;

HaJIM4Ke Mpoueayp UHPOPMHUPOBaHUS CyOBEKTa KPUTHUECKON MH(DOPMAITMOHHONW HHPPACTPYKTYPHI
00 OKOHYaHWU TPOM3BOJACTBA W (WJIM) TOJACPKKH TMPOTPAMMHOrO obecreueHust  (ist



IPOrPaMMHOTO 00ECTICUCHUsI, TIIAHUPYEMOT0 K NPHMCHEHHIO B 3HAYMMBIX 00beKTax | Kareropuu
3HaunmocTH). (B pen. [Ipukaza ®CTIK PO or 20.02.2020 N 35)

29.4. BeimonHeHne TpeOOBaHMi 110 0€30MaCHOCTH, YKa3aHHBIX B moAnyHkrax 29.3.1 - 29.3.3 nynkra
29.3 mHacrosmux TpeOoBaHWi, OIEHUBACTCS JIUIIOM, BBITIOJHSIONIUM pPaOOTHI 10 CO3/IaHUIO
(MOAEepHU3aLNY, PEKOHCTPYKIUU WJIM PEMOHTY) 3HAYMMOIO0 O0bEKTa U (WJIM) OOECIIEYEHHIO €ro
0€30I1aCHOCTH, Ha ATane INPOEKTHUPOBAHUS 3HAYMMOIO OOBEKTa HAa OCHOBE pE3yJIbTATOB aHAJIN3a
MaTepHajoB U JIOKyMEHTOB, MPEACTABIIEMBIX pa3pabOTYMKOM (TIPOU3BOIMTEIEM) MPOTPAMMHOTO
o0ecrieyeHuss B COOTBETCTBUM C TEXHHYECKUM 3aJaHHEM (YacCTHBIM TEXHHYECKUM 3aJJaHUEM),
pa3palaTbhIBa€MbIM B COOTBETCTBUU C MyHKTOM 10 HacTosiux TpeOoBaHuii.

Pe3ynbTaThl OIEHKH BKIIFOUAIOTCS B MPOSKTHYIO JTOKYMEHTAIMIO HA 3HAYUMBIN OOBEKT (OACUCTEMY
0€30MaCHOCTH 3HAYMMOTO O0BEKTa) U MPEJCTABISAIOTCS CyOBEKTY KPUTUYECKOH MH(DOPMAIIMOHHOM
urdpactpykTypsl. (B pea. [Ipukaza ®CTOK PD ot 20.02.2020 N 35)

30. IIpumeHsieMble B 3HaYMMOM OOBEKTE MPOrpaMMHbIE U MPOrpaMMHO-alIapaTHbIE CPEICTBA, B
TOM YHCJE CpPEIACTBA 3aLUThl HMH(OpPMALMU, JOJDKHBI ASKCIIyaTUPOBAThCS B COOTBETCTBHM C
UHCTPYKUMAMHU  (IpaBWJIaMH) 1O  O3KCIUTyaTallMd,  pa3paboTaHHBIMU  pa3padoTYMKaMu
(pOU3BOAUTENSIMH) STUX CPEJCTB, U MHOM SKCIUTyaTallUOHHOW JOKYMEHTAIUEH.

31. IIpumeHsieMble B 3HaYMMOM OOBEKTE MPOrpaMMHbIE U MPOrpaMMHO-alIapaTHbIE CPEJCTBA, B
TOM YHUCJIE CPEJCTBAa 3aIlIUThl MH(OpPMALMU, JOJKHBI OBITh OOECHEYEHbl FapaHTUHHOM U (UJIN)
TEXHUYECKOW MOAAEPKKOM.

ITpu BBIOOpE MPOrpaMMHBIX U MPOrPaMMHO-AMMAPATHBIX CPEJICTB, B TOM YHCIE CPEICTB 3aIUTHI
uH(popMalui, HEOOXOAUMO YUYUTHIBATh HAJIMYME OTPAaHMYEHUN HA BO3MOXHOCTb UX NMPUMEHEHHUS
CyOBEKTOM KpUTHUYECKOH MH(DOPMALMOHHONW MH(PACTPYKTYpPhI Ha JHOOOM U3 MPUHAISKAIIUX EMY
3HAUYUMBIX  OOBEKTOB  KPUTUYECKOM MH(GOPMAMOHHOM HH(QPACTPYKTYyphl CO  CTOPOHBI
pa3paboTUYHUKOB (MMPOU3BOAMUTENEH) UM UHBIX JIUII.

B 3HaunMom 00BEKTE HE JOMYCKAIOTCA:

HAJIMYHME YAAJCHHOTO JOCTyNa K MPOTPaMMHBIM H IPOTPaMMHO-aNNapaTHBIM CPEACTBaM, B TOM
YuCcie CPeACTBAaM 3allUThl MH(GOpPMALMHU, Ul OOHOBJIEHUS WM YIPaBJIEHHUsS CO CTOPOHBI JIMILI, HE
ABJIAIOIIMXCS] paOOTHUKAMU CyOBeKTa KpUTHUECKOW MH(OPMALMOHHONW MH(PACTPYKTYpPHI, a TaKxKe
paboTHUKAaMU €ro JOYEpHUX U 3aBUCUMBIX 0011ecTB; (B pea. [Ipukaza ®CTIK PD ot 20.02.2020 N
35)

HaJIMYMEe JIOKATBHOTO OECKOHTPOJIBHOTO JOCTYIMA K MPOTrPaMMHBIM M INPOrPaMMHO-aNapaTHbIM
CpeICTBaM, B TOM YHCII€ CPEACTBAM 3aIUThl MH(GOPMALMU, /Ui OOHOBIIEHUS WU YIPABJICHUS CO
CTOPOHBI JIMIl, HE SBIAIONMXCA pPAOOTHUKAMH CyOBEKTa KPUTHYECKOH HH(POPMAIIMOHHOM
UH(QPACTPYKTYphl, €ro JOYEpHUX M 3aBUCUMBIX oOmiectB; (B pea. [lpukaza ®CTOK PO® or
20.02.2020 N 35)

nepeaaya HMH(GOpManUM, B TOM 4YHCJIE€ TEXHOJIOTMYECKOH HMH(OpManuu, pa3zpaboTUHKy
(MpOU3BOAUTENIO) MPOTPAMMHBIX W IPOrpaMMHO-ANIMApPaTHBIX CPEACTB, B TOM YHUCIE CpPEJICTB
3alUThl MHGOpPMAlUK, WIM HHBIM JIMLIAM 0e3 KOHTpPOJII CO CTOPOHBI CyObEKTa KPUTHYECKOH
MH(OPMaLlMOHHON UHPPACTPYKTYPHI.

B ciIydac TEXHUYECKONM HEBO3MOKHOCTU HCKIIOYCHUS YAAJICHHOIO AOCTyIla K MPOrpaMMHBIM U
POTPaMMHO-aNapaTHBIM CPEJCTBaM, B TOM YHCIIE CPEACTBaM 3aIUThl HH(GOPMAIINH, B 3HAYUMOM
00BEKTE MPUHUMAIOTCS OPTaHU3ANMOHHBIE U TEXHUYECKUE MEPHI MO 00ECTeueHUI0 0e30MacHOCTH
TAKOTo JOCTYyIa, npeaycMarpuBatomiue: (B pea. [pukaza ®CTOK PO ot 20.02.2020 N 35)



OTIpeNeNIeHue JIMII ¥ YCTPOWCTB, KOTOPBIM pa3pelieH YAAJeHHBIH IOCTYN K MPOTPaMMHBIM H
MPOrPaMMHO-AIIAPATHBIM CPEJICTBAM 3HAYMMOTO OOBEKTa, MPEOCTABICHHE UM MHUHUMAIBHBIX
MIOJTHOMOYH#I ITPH JOCTYIIE K 3TUM cpeacTBam; (B pex. [Ipukaza ®CTIK PD ot 20.02.2020 N 35)

KOHTPOJIb JIOCTYIa K MPOTPAMMHBIM M TPOrPAMMHO-AIIAPATHBIM CPEACTBAM 3HAYMMOTO O0OBEKTa,
(B pex. [Tpukaza ®CTOK PD ot 20.02.2020 N 35)

3alMTy MH(GOPMALMK M JaHHBIX MPH MX HepeAaye MO0 KaHalaM CBA3M MpH YJAJ€HHOM JOCTyIE K
IPOrpaMMHBIM U NPOTrpaMMHO-alIapaTHBIM CpPEJICTBAM 3HAauMMOro ooObekTa; (B pen. Ilpuxaza
OCTOK PO ot 20.02.2020 N 35)

MOHHUTOPUHT ¥ PETUCTPALMIO JCUCTBHH JIMI, KOTOPHIM pas3pelleH YAAJICHHBIH JJOCTyN K
OpPOTPAMMHBIM M TPOTPaMMHO-ANIMapaTHBIM  CPEICTBAM 3HAYMMOTO OO0OBEKTa, a TaKKe
MHULUUPYEMBIX HMH TIIPOLECCOB, aHaNM3 OJTUX [JCHCTBHA B MLENAX BBIBICHHS (DAKTOB
HeNpaBOMEpHBIX JeiicTBuil; (B pen. [Ipukaza ®CTIK PD or 20.02.2020 N 35)

obecrieyeHre HEBO3MOKHOCTH OTKa3a JIMI[ OT BBIMOJHEHHBIX JEHCTBUI IPU OCYIIECTBICHHU
yJIAIIEHHOTO JOCTYIIa K IPOrPaMMHBIM M ITPOrPaMMHO-AIapaTHBIM CPEICTBAM 3HAYUMOI0 OOBEKTA.
(B pex. Ipukaza ®CTOK PD ot 20.02.2020 N 35)

B 3HaunMOM 00BEKTe MOTYT NMPUHUMATHCS TONOIHUTEIBHBIC OPraHU3AIlMOHHBIE M TEXHUYECKHUE
Mepbl 10 o0ecrneyeHuro 0Oe30MacHOCTH  YJAJIEHHOIO  JIOCTyla K  IpPOrpaMMHBIM — H
pOrpaMMHO-ANIapaTHBIM ~ CPEACTBaM, B TOM YHUCIE CpEACTBAM 3aIIUTHl  MH(OpManuy,
HalpaBJeHHbIE Ha OJIOKHMpoBaHHWE (HeHTpanu3auuio) yrpo3 Oe3omacHOCTH HHGOPMAIWH,
NPUBEICHHBIX B MOJIENU Yrpo3 Oe3omacHocTH MH(OpManuu, pa3padaTeiBaeMoil B COOTBETCTBUH C
nyHkToMm 11.1 Hactosumx Tpedosanwuii. (B pen. [Tpukaza ®CTOK PD ot 20.02.2020 N 35)

Bxonsmue B coctaB 3HauMMOro ooObekrta 1 W 2 KaTeropuil 3HAYMMOCTH MpPOrpaMMHBbIE U
[IPOrpaMMHO-aINIapaTHbIE CPEJICTBA, OCYLIECTBIAIOIINE XpaHEHHWE MU 00paboTKy HH(pOpMaIuH,
JIOJDKHBI pa3Meniatbes Ha Tepputopun Poccuiickoit deaepannu (3a UCKIIOYEHUEM CIIydaeB, KOI/ia
pa3MelieHre YKa3aHHBIX CPEICTB OCYIIECTBISIETCS B 3apyOEKHBIX 000COOIEHHBIX MOAPA3ACICHUAX
CyObeKTa KpUTHYECKOH MHPOPMALMOHHOM MH(pacTpyKTyphl (puiauanax, npeicTaBUTEIbCTBAX), a
TaKKe€ CJIydaeB, YCTAHOBJICHHBIX 3aKOHOAATeNbCcTBOM Poccuiickoit @Depepanun u  (Win)
MEXIYHapoaAHbIMU JloroBopamu Poccuiickoit @eneparun). (B pena. [lpuxazop @CTIK PP or
26.03.2019 N 60, ot 20.02.2020 N 35)

32. IlynkT yrparun cuiy. (B pen. [Ipukaza ®CTIOK PO ot 20.02.2020 N 35)

Ilpunosxcenue

K Tpebosanusm no obecneuenuro
be30nacHocmu 3HAUUMbIX 00bEKMOo8
KpUumu4eckou uHhOpMayuoHHoU
ungpacmpyxmyput Poccuiickoti @edepayuu,
ymeepaucoennvim npuxkazom PCTIK Poccuu

om 25 oexabps 2017 2. N 239

COCTAB MEP 110 OBECIIEYEHHUIO BE3OITACHOCTH



JIJIS1 BHAUMMOTI'O OFBEKTA COOTBETCTBYIOUIEH
KATEI'OPUU 3BHAYNMOCTHU

(B pen. ITpukazo ®CTIK P® or 09.08.2018 N 138, o1 26.03.2019 N 60)

O6o3nauenue| Mepsl obecriedeHns 6e30MaCHOCTH 3HAYMMOTO 0OBEKTa Kareropus
U HOMEp 3HaYMMOCTHU
Mepbl 3 | 2 | 1

|. Unentudukamms u ayrenrudukanus (MAD)

NAD.0 PernamenTanys npaBuil ¥ Ipoleayp UAeHTUGUKAIUA U [+ + +
ayTeHTU(UKAITHN

(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

NAD.1 VM nentudukanus 1 ayTeHTUQUKALUS ojIb30BaTeed 1 |+ + +
MHULIMAPYEMBIX HMU IPOLIECCOB

NAD.2 W nenTudukanus 1 ayTeHTUQUKALUs YCTPONUCTB + + +

NAD.3 Ynpasienue uneHTHUKaTOpamMu + + +

NAD.4 YpasiieHue cpecTBamMu ayTeHTH(hUKAIUN + + +

NAD.5 N nentudukanus u ayTeHTUGUKAIUS BHEITHUX + + +
[10J1b30BaTENEH

NAD.6 BYCTOPOHHSISI ayTeHTU(DUKAIHS

NAD.7 3amuTa ayTeHTU(UKALNOHHON HH(POpMAIUH TPU + + +
nepenaye

Il. Yopasnenue noctynom (YII1)

YIII.0 PernamenTanus NpaBuil U IpOLELYP YIPABICHUS + + +
T0CTYTIOM

(B pen. Ipukaza ®CTIK PO ot 26.03.2019 N 60)

YT/ 1 YIpaBieHuEe YYETHBIMU 3aIMCSIMU TI0JIb30BATENIEH + + +

YIIIA.2 Peanusanus Moaenu ynpasieHUs JOCTYIIOM + + +

(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

YITJ1.3 OBEPEHHAs 3arpy3Ka + +

YII/1.4 Pa3nenenue noimHoMouui (posieit) moiap3oBareneit + + +

YIS HaznaueHne MUHUMaIbHO HEOOXOIUMBIX TPaB U + + +
[IPUBHIICT U

YII/.6 OrpaHnyeHre HeyCIENIHbIX MOMBITOK JTOCTYIIA B + + +
MHGOpPMALMOHHYIO (ABTOMAaTH3UPOBAHHYIO) CUCTEMY

YIIL.7 [IpenynpexaeHne mojabp30BaTess PU €ro JOCTYIE K
MH(OPMaIIMOHHBIM pecypcam

VI8 OrnoBelieHre n0JIb30BaTENsI IPU YCIEITHOM BXOJE O
[pebIAyIIEM JOCTyNe K HHPOPMAIIMOHHOM
(aBTOMaTU3MPOBAHHOMN) CUCTEME

(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

YIII.9 OrpaHuyeHue yncia napajuiebHbIX CEAHCOB JIOCTYIIA +

VIIJI.10 biiokupoBaHue ceaHca JOCTYyNa MOJIb30BaTENS IPU + + +
HEAKTUBHOCTH

YITA.11 YIpaBineHue ACUCTBUAMH I10Ib30BaTEIEH 10 + + +
MeHTH(DUKAIMY 1 ayTeHTHUKAITIT
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YITA.12 Ynpasienue arpuOyraMu 6€301aCHOCTH

VII/.13 Peann3zainys 3alMIIEHHOTO YAAJEHHOI0 I0CTyIa +

YIII.14 KoHTpob 10cTyna u3 BHEIIHUX HHPOPMALMOHHBIX +
(aBTOMATH3UPOBAHHBIX) CUCTEM

I1l. Orpannuenue nporpammuoi cpenpl (OIIC)

OIIC.0 PersiiaMeHTanus npaBuil U MpoLeyp OrpaHUYEHUS
[IpOrpaMMHOI cpezbl

(B pex. ITpukaza PCTOK P ot 26.03.2019 N 60)

OIIC.1 YripaBnenue 3amyckom (0OpaIieHusIMA ) KOMITOHEHTOB
[porpaMMHOTO 00€ecIeueHus

OIIC.2 YripaBieHne yCTaHOBKOHM (MHCTAILIAIIMECH ) KOMITOHEHTOB
[porpaMMHOTO 00€CTIeUeHUs

OI1C.3 Yrpasiienue BpeMeHHbIMH (aiiamu

IV. 3amura mammHHBIX HOcuTenei nadopmarmu (3H)

3HI.0 PernamenTanus MpaBuil U IpOLELYp 3aIIATH MAIIMHHBIX [+
HocuTeneil nHpopmauu

(B pex. ITpukaza PCTOK PD ot 26.03.2019 N 60)

SHI.1 Yyer MalIMHHBIX HOCUTeNEH HHpOpMaIIN +

3HI.2 YnpaBieHne GU3NIECKUM TOCTYIIOM K MAITHHHBIM +
HOcHUTEsIM MHGOpMaIuU

SHI.3 KoHTposib nepeMenieHus MalluHHBIX HOCUTENEH
MHGbOpMAIHY 32 IPEIEITBl KOHTPOIUPYEMOW 30HBI

3HI.4 lckimroueHre BO3MOXHOCTH HECAHKIIMOHUPOBAHHOT O
YTeHUs] HH()OPMAITMN Ha MAITMHHBIX HOCUTEIISX
MHpopMauu

SHI.S KonTtposb ucnons3oBanus HHTEPQEHCcoB BBOA (BBIBOIA) [+
MH(pOpMalUY Ha CheMHbIE MalIMHHBIE HOCUTEH
HbopManun

(B pen. Ipukaza ®CTIK PO ot 26.03.2019 N 60)

3HI.6 KoHTposb BBOJA (BbIBOAA) MH(GOPMAIIMU HA ChEMHBIE
MallMHHBIE HOCUTEIH HHpOpMaLUn

(B pex. [Tpukaza ®CTOK PD ot 26.03.2019 N 60)

SHI.7 KOHTpOJIb MOAKITIOUEHNS CHEMHBIX MATMHHBIX +
HocuTeneil uHpopmau

(B pex. ITpukaza PCTOK PP ot 26.03.2019 N 60)

SHI.8 YHuuTOXKeHue (cTupanue) nHGOpMaluy Ha MAIIMHHBIX [+
HOCUTEINISIX HH(OpMAIUU

V. Ayaut 6e3omacaoctu (AY )

AVY]I.0 PermamenTanys mpaBuil U MPOUEAYP AyaUTa +
0e30macHOCTH

(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

AV]I.1 MHBeHTapu3aiys HHGOPMAIMOHHBIX PECYPCOB +

AY .2 AHanM3 yA3BUMOCTEN U UX YCTPAHEHUE +

AY].3 ['eHeprpoBaHrE BPEMEHHBIX METOK U (UJIN) +
CUHXPOHU3AIIMSI CHCTEMHOTO BPEMEHHU

AV]l.4 Perucrparus coOpITHI 6€30MaCHOCTH +

AY LS KoHTposb M aHAJIN3 ceTeBOro Tpaduka




AVY]I.6 3amuTa nHGOPMAIUHN O COOBITHUSIX O€30MACHOCTH + + +

AVY]L.7 MOHUTOPUHT 6€30IaCHOCTH + + +

AV].8 PearnpoBanue Ha cOOM NIPU PETHCTPALUN COOBITHIA + + +
0€301acCHOCTH

AV]I.9 IAHaIU3 IeNCTBUN OT/IEJIBHBIX TTOJIb30BaTENICH +

(B pen. Ipukaza ®CTOK PD ot 26.03.2019 N 60)

AV]I.10 [IpoBeieHrE BHYTPEHHUX AYJIUTOB + + +

AV].11 [IpoBencHUE BHEITHUX ayJUTOB

(B pen. ITpukaza ®CTOK PD ot 26.03.2019 N 60)

\VI. AutuBupycHas 3amuta (AB3)

AB3.0 PernmamenTanys mpaBuil U POLEAYpP AaHTUBUPYCHOM + + +
3aLUTHI

(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

AB3.1 Peann3anys aHTUBUPYCHOM 3aILUTHI + + +

AB3.2 AHTUBHPYCHAS 3aIATA 3JIEKTPOHHOM MOYTHI U UHBIX + + +
CEepBUCOB

AB3.3 KOHTpOJIb UCII0Ib30BaHMsI aPXUBHBIX, UCIIOJIHAEMBIX U +
Bamu@poBaHHBIX (aiIoB

AB3.4 O6HOBIEHNE 0a3bl TaHHBIX IPU3HAKOB BPEJOHOCHBIX + + +
KOMIIBIOTEPHBIX TPOrpamMM (BUPYCOB)

IAB3.5 crnosib30BaHuE CPEACTB AaHTUBUPYCHOM 3AILUTHI +

a3JIMYHBIX TPOU3BOANUTENICH

VII. IlpenoTBparenue BTopskeHUH (komnbloTepHbix artak) (COB)

COB.0 PeryiiamMeHTaus NpaBuil U MpoLeayp NpeJoTBpaIICHUs + +
BTOpP>KEHUH (KOMIIBIOTEPHBIX aTaK)

(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

COB.1 OOHapyKeHHe U PEeJOTBPAILIEHHE KOMIIbIOTEPHbIX aTaK + +

COB.2 O6HOBICHNE 0a3bl PEIIAIONTNX MTPABUII + +

VI1Il. O6ecnieuenue nenocraoctu (OLJ])

OLJI.0 PernmameHTaIys npaBui U Mpoueayp odecrnedeHus + + +
[1€7I0CTHOCTH

(B pen. IIpukaza ®CTIK PO ot 26.03.2019 N 60)

OLI.1 KOHTpPOJIb 11€7I0CTHOCTH TPOrPaMMHOT0 O0eCTIeueHus! + + +

OLJIL.2 KOHTpOJIb 11€7I0CTHOCTH HH(pOpMAIMU

OLJL.3 OrpaHu4eHus o BBOY UH(OpMAINU B +
H(OPMAaLIMOHHYIO (ABTOMATU3HPOBAHHYIO) CUCTEMY

OLJL.4 KOHTpOJIb TaHHBIX, BBOJAUMBIX B HH(OPMAIIMOHHYIO + +
(aBTOMaTHU3UPOBAHHYIO) CUCTEMY

OLJLS KoHTpoJIb OMMOOYHBIX AEHCTBUI MOJIb30BaTENEH 110 + +
BBOJY U (WJK) nepeaaye HHPOopMaIul U
[penypekaeHue Moib30BaTeneii 006 ommnboYHbIX
ENCTBUAX

OLJIL.6 O6e3nnunBanue U (UiaK) AeuaeHTU UK HHOopMaLuU

IX. O6ecneuenue gocrynaocta (O/T)

O/T.0 PernamenTarys mpaBui ¥ MpoIeayp ooecreueHus + + +

TOCTYITHOCTHU

(B pexn. ITpukaza ®CTIOK PD ot 26.03.2019 N 60)




OAT.1 lcrionb30BaHNE OTKa30yCTOWYMBBIX TEXHUYECKUX + +

CpEeICTB

0JT.2 Pe3epBupoBaHue CpesICTB U CUCTEM + +

O/T.3 KoHTposib 6€30TKa3HOT0 (DYHKIIMOHHPOBAHUS CPEACTB U + +
CUCTEM

O/T.4 Pe3epBHOE KOMpoBaHUe HHGOPMAITUH + + +

OJT.5 O0ecIieueHIEe BO3MOKHOCTH BOCCTAHOBJICHUS + + +
mHbOopMaU

OJIT.6 O0ecIieueHIEe BO3MOXKHOCTH BOCCTAHOBJICHUS + + +
[porpaMMHOT0 00€CTIeUEHHUsI MPU HEIITATHBIX CUTYAIMSIX

OT.7 Kitactepuzarust nHGOpPMAITHOHHON
(aBTOMATHU3UPOBAHHOMN) CUCTEMBI

OIT.8 KOHTpOJIb IPeAOCTaBISIEMBIX BHIYUCIUTENBHBIX PECYPCOB [+ + +

11 KaHaJIOB CBA3HU

X. 3ammra Texuuueckux cpeacts u cuctem (3TC)

3TC.0 PermameHTanys npaBuil ¥ IPOLELYP 3aLUThI + + +
TEXHUYECKUX CPEJICTB U CUCTEM
(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

3TC.1 3amuTa HHPOPMALIUU OT YTEUKH 1O TEXHUIECKUM
KaHaJIaM
3TC.2 Opranu3zanys KOHTPOJIUPYEMOU 30HbI + + +
3TC.3 Yrpasiienne GU3NIECKUM JTOCTYIIOM + + +
3TC.4 PazmMerienue ycTpoicTB BbIBO/IA (OTOOpaKeHNU) + + +
MH(pOpMAIINHY, HCKITIOYAOIIee €€ HECAHKIIMOHNPOBAHHBI
IPOCMOTP
3TC.5 3amuTa OT BHEIIHUX BO3JAEHCTBHIM + + +
3TC.6 MapkrupoBaHUE annapaTHbIX KOMIOHEHTOB CUCTEMBI

OTHOCHUTEJIHO pa3pelieHHo K 00paboTke nHdopManuu

X|. 3amura nHGOpPMaILIMOHHOM (aBTOMAaTU3UPOBAHHOW) cucTeMbl M ee koMnoHeHToB (3UC)

31C.0 PernamenTanus MpaBuil ¥ IpOLELYP 3aLLUTHI + + +
H(OpMalMOHHON (aBTOMaTU3UPOBAHHON) CUCTEMBI U €€
KOMITOHEHTOB

(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

31C.1 Paznenenue QyHKIMIA O ypaBIeHUIO + + +

(aIMUHUCTPUPOBAHHIO ) UH(DOPMALTMOHHON
(aBTOMaTU3UPOBAHHOW) CUCTEMOI ¢ MHBIMU (PYHKLUSIMHU

SUC.2 SBammTa nmepuMerpa HHOOPMAITMOHHOM + + +
(aBTOMaTHU3UPOBAHHOW) CUCTEMBI

SU1C.3 OIIeIOHUPOBaHHAs 3allUTa HH()OPMALIMOHHON + + +
(aBTOMaTHU3UPOBAHHOM) CHUCTEMBbI

31C.4 CermMeHTHpOBaHHE MHPOPMAITMOHHON + +
(aBTOMaTU3UPOBAHHON ) CHCTEMBI

31C.5 Opranuzanus AeMUJINTapU30BAHHOMN 30HBI + + +

3UC.6 'YpaBieHue ceTeBbIMU TOTOKAMU + + +

(B pex. ITpukaza PCTOK PP ot 26.03.2019 N 60)

SUC.7 crionbp30BaHme SMyIsTOpa Cpebl GyHKIIMOHUPOBAHUS

porpaMMHOro obecneuenus ("'mecoynuna')




31C.8 COKpBITHE apXUTEKTYPhl U KOH(PUTYpanun + + +
MH(pOpPMaMOHHOM (aBTOMAaTU3UPOBAHHOM ) CHCTEMBI
31C.9 Co3ziaHue reTeporeHHOM cpeibl
3UC.10 lcrionbp30BaHKEe MPOTPAMMHOT0 00ECTICUCHHUS,
(bYHKIIMOHHMPYIOILIETO B Cpeax pasIuIHbIX
OIIEPALIMOHHBIX CUCTEM
31C.11 [IpenoTBpalieHNE 3a1€PKKU WK IPEPBIBAHMS
BBITTOJIHEHUS [TPOLIECCOB C BHICOKUM IPUOPUTETOM CO
CTOPOHBI IPOLIECCOB C HU3KUM IPHUOPUTETOM
31C.12 130515111151 TpoLIECCOB (BBIIOJIHEHNE IPOIPaMM) B
BbIJICJIEHHON 00J1aCTH MaMATH
31C.13 3amuTa HeM3MEHsIEMbIX JIaHHBIX + +
31C.14 criosib30BaHuE HENepe3anucbiBAEMbIX MAIIMHHBIX
HocuTenel nHdopMaru
BUC.15 Peanuzariust 2JIeKTPOHHOTO TTOYTOBOTO OOMEHa C
BHEIIHUMH CETSIMH Yepe3 OTPAHNICHHOE KOJINYECTBO
KOHTPOJMPYEMbIX TOYEK
31C.16 3amura oT cnama + +
3UC.17 3amuTa nHGOPMAIUHU OT YTEUCK
BUC.18 biiokMpoBKa 10CTyna K caiTaM WM TUIIaM CalTOB,
3anpenieHHbIX K HUCII0JIb30BAHUIO
3UC.19 BamuTa nHGOpMaIK NIPH €€ Nepeiade 1Mo KaHalaM CBS3H [+ + +
31C.20 ObecneueHre JOBEPEHHBIX KaHajla, MapuIpyTa + + +
31C.21 3anpeT HECAHKIIMOHUPOBAHHOM yJaleHHOW akTUBaluu |+ + +
nepudepuiHbIX YCTPOUCTB
31C.22 YrpaBnenue atpubytamu 6€30MacCHOCTH MPU
B3aMMOJIEHCTBUU C MHBIMU HH(POPMALIMOHHBIMU
(aBTOMaTU3MPOBAHHBIMHU) CUCTEMAMU
S1C.23 KoHTpoIb HCTIONb30BaHUsS MOOMITEHOTO KOJ1a
(B pex. [Tpukaza ®CTOK PD ot 26.03.2019 N 60)
31C.24 |KOHTpOJ'IL nepeaayy peueBoil nHpopmanuu | | |
(B pex. [Tpukaza ®CTOK PD ot 26.03.2019 N 60)
31C.25 |KOHTpOJ'IL nepeaayy BUeOnHpopMaun | | |
(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)
31C.26 [lonTBepkIeHNE IPOUCX0XKIEHNS NCTOUYHUKA
HbopManuu
BU1C.27 O0ecneueHre NOAINHHOCTH CETEBBIX COEANHEHUIN + +
31C.28 lckimroueHre BO3MOXHOCTH OTPULIAHUS OTIPABKU
HbOopManun
(B pen. [Tpukaza ®CTIOK PD ot 26.03.2019 N 60)
31C.29 VI ckiroueHre BO3MOKHOCTH OTPULIAHUS TOJTyYECHHS
HpOopMauu
(B pen. ITpukaza ®CTOK PD ot 26.03.2019 N 60)
31C.30 cnosib30BaHNE yCTPOUCTB TEPMUHAIBHOIO IOCTYyNA
SUC.31 3ammTa OT CKPBITHIX KaHAJIOB Tepenayu nHhopMaImn
(B pex. ITpukaza PCTOK PP ot 26.03.2019 N 60)
31C.32 |3aHlI/ITa 0eCIpPOBOJIHBIX COSIMHEHHI |+ |+ |+




31C.33 VckiroueHne JoCTyIa yepes o01me pecypesl +

311C.34 3ammTa oT yrpo3 otkasa B oociyxuBanuu (DOS, + + +
DDOS-arak)

B31C.35 YpaBiieHuE CETEBBIMU COEIUHECHUSIMU + + +

(B pex. ITpukaza PCTOK PP ot 26.03.2019 N 60)

31C.36 Coznanue (AMYJISIHSA ) JIO)KHBIX KOMITOHEHTOB
H(bOpPMAIMOHHBIX (ABTOMATU3UPOBAHHBIX) CUCTEM

31UC.37 [TepeBo MHPOPMAITMOHHOHN (aBTOMATH3UPOBAHHOM )
CUCTEMBI B 0€30I1aCHOE COCTOSIHUE IIPU BOZHUKHOBEHUU
0TKa30B (cO0EB)

31C.38 BamyTa “HGOPMAIIMH MPU UCIIOIH30BAHUA MOOMIIBHBIX [+ + +
yCTpOMCTB

31C.39 YIpaBiieHuE NepEeMEILIEHUEM BUPTYaIbHbIX MaIIuH + + +
(KOHTEHHEPOB) U 00pabaTHIBAEMBIX HA HUX JIAHHBIX

XIl. PearnpoBanue Ha koMmrnbproTepHble HHIMIESHTHI (MTHI)

MHIIL.0 PermamenTanys npaBuil U IPOLELYP pearupoBaHus Ha + + +
KOMITbIOTEPHBIE UHIUICHTHI

(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

MHII. 1 BrisiBiIeHHE KOMITBIOTEPHBIX WHIIHJICHTOB + + +

MHIL.2 MudpopMUpoBaHHE 0 KOMIIBIOTEPHBIX MHIIUICHTAX + + +

MHII.3 AHQJIN3 KOMIBIOTEPHBIX HHIMEHTOB + + +

MHI.4 Y cTpaHeHue MoCciaeACTBUI KOMIIbIOTEPHBIX MHIMICHTOB [+ + +

MHIIL.5 [IpuHsATHE Mep 10 NPENOTBPALLEHUIO IIOBTOPHOTO + + +
BO3HUKHOBEHHUSI KOMIIBIOTEPHBIX MHIIUJIEHTOB

THII.6 X paHeHue u 3amurTa MHGOPMAIMK O KOMIIBIOTEPHBIX + + +
MHITMJICHTaX

(B pen. Ipukaza ®CTIK PO ot 26.03.2019 N 60)

XI11. Ynpasnenue konpurypamueit (YKD)

YK®.0 PernamenTanus NpaBuil U IpOLELYP YIPABICHUS + + +
KOH(uryparuei nHpopmMaoHHON
(aBTOMaTU3UPOBAHHOMN ) CHCTEMBI

(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

YK®.1 M nentudukanus 00bEKTOB yIpaBieHus: KOHGUrypauuen

YK®.2 YpaByieHUE U3MEHEHUSIMU + + +

YK®.3 Y cTaHOBKa (MHCTAJISAUS) TOJIBKO Pa3pemeHHoro K + + +
MCTI0JIb30BAHUIO IPOTPAMMHOT0 00eCTIeUeHHSI

YK®.4 KOoHTpOJIb TEWCTBUI 10 BHECEHUIO U3MEHECHHI

XIV. Ynpasnenne o6HOBIeHUsIMU TTporpammHoro odecnieuenus (OI10)

OI10.0 PernamenTanus MpaBuil U IPOLELYP YIPABICHUS + + +
OOHOBJIEHUSIMH TIPOTPAMMHOTO 00ECTICUCHHS

(B pex. ITpukaza PCTOK PD ot 26.03.2019 N 60)

OI10.1 [louck, noayyeHre 0OHOBICHHUI MPOrpaMMHOIO + + +
oOecreyeHus 0T JOBEPEHHOI0 HCTOYHHKA

OI10.2 KOHTpOJIb 11€TOCTHOCTH OOHOBJICHHIA MPOTPAMMHOTO + + +
oOecrieyeHus

OI10.3 TectupoBanre 0OHOBICHHI MPOTPAMMHOr0 obecneueHus [+ + +

OI10.4 Y craHoBka OOHOBJICHUH POTPAMMHOTO OOeCTIeYeHUS + + +




XV. IlnanupoBanue Mmeponpusituii mo obecrneyenno 6e3omnacHoctu (I1IJIH)
[1JIH.0 PernmamenTanys mpaBuil U POUEAYp IIAHUPOBAHUS + + +
MEpOTPUATHIA 110 00ECTICUCHHIO 3aIUTHl HH(pOpMaIIH

(B pen. Ipukaza ®CTOK Pd or 26.03.2019 N 60)

[1JIH.1 Pa3paboTka, yTBepKICHHUE U aKTyalu3allys TUIaHa + + +
MEepOnpUATHH 10 00eCIeUSHHIO 3alUThl HH(pOpMaLK
[1JIH.2 KOHTpPOJIb BBIIIOJIHEHUSI MEPONIPUATUI IO 0OeclieueHuo |+ + +

BanuThl HHGOPMAIHU
XVI. O6ecnieuenne nerictuii B HemTaTHBIX cuTyanusx (JJHC)
JIHC.0 PeriamMeHTaIus mpaBuil U MPOLEyp o0ecreueHus + + +

ECTBUI B HEIITATHBIX CUTYAIUsAX
(B pex. Ipukaza PCTOK PD ot 26.03.2019 N 60)

JIHC.1 Pa3paboTka miaHa qeiHCTBUN B HEIITATHBIX CUTYAITUsAX + + +

JIHC.2 OO0yueHue 1 0TpabOTKa JEHCTBUI MEpCOHAIIA B + + +
HEIITATHBIX CUTYaIMSIX

JIHC.3 Co3/aHre albTepHATUBHBIX MECT XpaHEHUsSI U 00pabOTKHU + +
MH(OpMAIUY Ha CITydail BOSHUKHOBEHUS HEIITATHBIX
CATyaIui

JIHC .4 Pe3epBrpoBaHNEe IPOrpaMMHOI0 OOecTeueHus, + +

TEXHUYECKHUX CPEICTB, KAHAJIOB CBSI3M HA Cllydai
BO3HMKHOBEHHSI HEIUITATHBIX CUTyallui

JIHC.5 O06ecnieueHre BO3MOKHOCTH BOCCTAaHOBIICHUS + + +
H(OpMalMOHHON (aBTOMaTU3UPOBAHHON) CUCTEMBI B
CJIy4ae BOSHUKHOBEHHUS HEIITAaTHBIX CUTYallui
JIHC.6 AHaNIM3 BO3HUKIINX HEIITATHBIX CUTYallM U IPUHATHE [+ + +
Mep 110 HEIOMYIIEHHUIO UX TOBTOPHOI'O BO3HUKHOBEHHUS
(B pex. Ipukaza PCTOK PP ot 09.08.2018 N 138)

XVII. UndpopmupoBanue u obyuenue nepconana (UI10O)

I10.0 PernameHTarus npaBui U MpoLeayp HTHPOPMHUPOBAHUS U [+ + +

0Oy4eHHs IepcoHana
(B pexn. Ipukaza ®CTIK PO ot 26.03.2019 N 60)

NII10.1 NudopmupoBanue nepconana 06 yrpozax 6€30macHOCTH [+ + +
MH(pOpMaLMU U 0 paBiax 6e30nacHoi paboThl

NI10.2 OO6yueHue nepcoHayia mpaBuiiaM 0e30macHOi padOoThI + + +

I10.3 [IpoBecHUE IPAKTUYECKUX 3aHATUH C IIEPCOHAIIOM I10 + +
paBmiiaM 6€30MacHOi paboThI

NI10.4 KOHTpOIb OCBEOMIIEHHOCTH TIepcoHala 00 yrpo3ax + + +
0e30macHOCTH MH(POPMALIUHU U O TpaBUIax 0e30MacHoi

ab0ThI

"+" - mepa obOecnieueHust 6€30MACHOCTH BKJIIOUEHA B 0a30BbIi HAOOp Mep A COOTBETCTBYIOIIEH
KaTeropuy 3Ha4uMOro 00bEeKTa.

Mepsl obecrieueHrs 0€30MacHOCTH, He 0003HAUEHHBIE 3HAKOM "+, MPUMEHSIOTCS TIPH aJaNTalliH U
JIOTIOJTHEHHH 0a30BOT0 Habopa Mep, a TakkKe MpHU pa3padoTKe KOMIICHCUPYIOIIUX Mep B 3HAUUMOM
00BEKTe KPUTHYECKOM HH(POPMAIMOHHOW HH(QPACTPYKTYphl COOTBETCTBYIOIIEH KaTeropuu
3HAYMMOCTH.
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