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lNpeouncnosue

1 PA3PABOTAH ®epepanbHOii Ccnyx60i N0 TEXHUYECKOMY W  3KCMOPTHOMY KoHTponto (®CTIK Poc-
cun), defepanbHbIM  TOCYAAPCTBEHHBLIM  GIOMKETHBIM  YUpeXAeHWeM Haykun «WHCTUTYT  CMCTEMHOro nporpam-
MupoBaHusa nm. B.TM. MBaHHMKoBa Poccuiickoin akagemun Hayk» (MCIM PAH)

2 BHECEH TexHuuyeckum KoMMTeTOM No ctaHgaptusaumm TK 362 «3awmTta nHpopmanmnm»

3 YTBEPXAEH W BBEOEH B [JEWACTBME T[pukasom ®defepasbHOr0 —areHTcTBa MO TEXHUYECKOMY
perynvpoBaHuio 1 MeTposiorum ot 18 aHeaps 2024 r. Ne 25-cT

4 BBE/JIEH BIEPBbIE

MpaBuna NpMMEHeHUs HaCTOSLLEero cTaHfapTa yCcTaHOB/eHbl B cTaTbe 26 ®PefepasibHOro 3akoHa
oT 29 moHA 2015 r. Ne 162-®3 «O cTaHgapTu3auun B Poccuiickoii degepauun». NHpopmauma o6 uns-
MEHEHMNSX K HacTosAWeMy cTaHfapTy Nyo6nnKyeTCcs B eXerogHoMm (Mo COCTOSHMIO Ha 1 sAHBaps TeKyLero
roga) WHopmauMoHHOM ykaszaTene «HaumoHabHble CTaHA4apTbl», a oduuMasibHbliii TEKCT WU3MEHEHWI
M NOMpaBOK — B €XeMeCAYHOM MWH(opMauMOHHOM YykasaTene «HauuoHasbHble cTaHZapThbi». B cnyvae
nepecMoTpa (3aMeHbl) WM OTMeHbl HAaCTOALWEro cTaHjapTa COOTBEeTCTBYHOLlee yBefoMeHWe 6yaeT
ony6/MKoBaHO B 6aMKallleM BbIMYCKE €XEeMeCAYHOro WHGOPMaLMOHHOINO YykasaTens «HauuMoHasbHble
cTaHfapTbi». COOTBETCTBYyWWAn MHopMaums, yBefoMEHNe W TeKCThl pasmelialnTcs Takke B WH-
dhopmaLmoHHO cucTeme 0OLLEero nonb3oBaHns — Ha oduumanbHOM caliTe ®PefepanbHOro areHTCcTBa no
TEeXHNYECKOMY perynnpoBaHunio U1 MeTposiormm B ceTu VIHTepHeT (Www.rst.gov.ru)

©0dopmMmneHune. PreY «MHCTUTYT cTaHgapTusauymm», 2024

Hactosiwmii  ctaHaapT He MOXeT ObiTb MOMIHOCTbI0 WAM  YacTUYHO BOCMPOW3BEAEH, TUPAXWPOBAH U pac-
NpocTpaHeH B KayecTBe ouuManbHOTO U3haHus 6e3  paspelleHns defepasibHOr0  areHTcTBa MO TEXHWUYECKO-
My perysiMpoBaHun0 1 MeTposIorum
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BBegeHue

YpoBeHb 6e30MacHOCTM  cO34aBaemMoro  nporpammHoro  obecneyeHnss (MO) cBA3aH C  Ha/MUMEM  YA3BU-
MOCTEA W KPUTUYECKUX OWwnboK B MporpaMMHOM Koge. B cBOW ouepefb, KOMMYECTBO HaMAEHHbIX OLWMGOK
BO MHOIOM oOnpejensieTcd YpPOBHEM UCMNOMb3yeMbIX B Xo4e pa3paboTkM WHCTPYMEHTOB. [l 3TOro COBpeMeH-
Hble WHCTPYMEHTbl Noucka OwWwnboK, TakMe Kak cTaTMyeckne W AMHaMUYeckMe aHamsaTopbl, obecneuvsBaloT
onpegenieHHbli  Habop XapakTepUCTMK aHanuMsa: MoSIHOTY W KayecTBO, CKOPOCTb, YAOGCTBO [Ans  nofnb3oBarte-
N8, NPYUMEHNMOCTb K COBPEMEHHbIM A3blKaM NPorpamMmmupoBaHns u ap.

HactoawwmiAi cTtaHgapT YycTaHaB/ivMBaeT o6wume TpeboBaHWA K BHEAPEHWO U BbIMOSIHEHWK  CTaTUYECKO-
ro aHanmsza MO, a Takke uUCXOAHble [JaHHble, HeobxoAuMble AN  ero BbINOHEeHWA. Hactosawwi  cTtaHgapT
ycTaHaBnuBaeT TpeboBaHWA K MeTogam CTaTMYecKoro aHanvsa, WHCTpyMeHTaMm aHaniusa (CTaTuyeckum  aHa-
nmizartopam) W K Ccheysanuctam, Yy4yacTBYKLMM B aHanmse. HacToswmini  ctaHgapT ycTaHaB/MBaeT METOAMKY
NpPOBEPKN yCTaHaB/IMBaEMbIX TpeOOBaHWI K UHCTPYMEHTaM aHasm3a.

HacTtoawumii ctaHgapT BXOAWT B KOMMJEKC CTaHAapToB, HanpaBfieHHbIX Ha [AOCTWXKEHWe Uuenei, CcBA3aH-
HbIX C MpefoTBpaLleHNEeM MOSBAEHUS W/WMAN  YCTPAaHEHMEM YA3BMMOCTE MpoOrpaMM, COAEpPXMT o06wue Tpeb6o-
BaHWs No NpoBefeHnto cTaTnyeckoro aHanmsa Mo u npumeHsieTcs coeMmectHo ¢ FTOCT P 56939.
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HALIMOHAJIbHbIV CTAHOAPT POCCUACKOW ®ELEPALIAN

3awmTa nHpopmarmm
PA3PABOTKA BE3OMNACHOIO NMPOrPAMMHOIO OBECINEYEHNA

CraTnyeckuii aHaaM3 NporpaMMHOro obecrneyeHus.
O6wwme TpeboBaHUs

Information protection. Secure software development.
Software static analysis. General requirements

Jata BBegeHus — 2024—04—01

1 O6nacTb NPUMEHEHNS

HactosiwuiA craHfapT onucbiBaeT MNOPSAOK BHEAPEHUsI U BbINOSIHEHWS CTATMYECKOTO aHasus3a, YcTaHaB-
nnBaeT TpeboBaHWA K €ro  BbINO/IHEHUIO,  KNacCcumkaumio  OWKNOGOK, HaxXO4MMbIX — CTATUYECKUMW  aHa/m3aro-
pamu, a Takke TpebGoBaHWA K MeToAaM aHa/us3a, K WHCTPYMEHTaM CTaTMYeckoro aHanvsa, K creuuanucram,
y4yacTBYIOLMM B BbINOJIHEHWM aHasnM3a, a Takke K MeToAMKe NpPOBEPKM CTaTUYEeCKMX aHasM3aTopoB Ha COOT-
BETCTBME TPebOBaHNAM AaHHOro cTaHAapTa.

HacTosawuii ctaHgapT npefHasHayeH:

- onsi pa3paboTyMKOB CTATMYECKMX aHA/IM3aTOPOB;

- Ana  pas3paboTuMKOB CPeACTB  3awmTbl  MHOpMauun, Ccpeacts obecrnedeHnss 6e30MacHOCTU  MHGopma-
LIMOHHBIX TEXHOJIOTNIA;

- ANs paspaboTunkoB nporpammHoro obecnevenus (MO).

2 HopmaTuBHbIE CCbI/IKU

B HacTosiem cTaHfapTe UCNO/b30BaHbl HOPMATMBHbIE CCbISIKM Ha criefylolime cTaHaapThbl:

FOCT 19.102 EguHas cucteMa nporpaMMHoli gokymeHTauun. Ctagmm pa3paboTku

FOCT 28397 (MCO 2382-15—85) HA3blk1 NporpaMM1MpoBaHnst. TePMUHBI 1 OnpeaeneHns

FOCT P 50922 3awwuTa nHdopmaumnn. OCHOBHbIE TEPMUHBI 1 ONpeaeneHns

FOCT P 56939 3awwuta wnHdopmaumn. Paspabotka 6e30nacHOro nNporpaMMHOro ob6ecneyexus. O6wme
TpeboBaHus

FTOCT P WNCO/M3K 12207 WHdopMaynoHHasas TexHosorns. CuctemHass U NporpammHasl  MHXeHepwus.
Mpovecchl XXM3HEHHOTO LuKNa NPorpaMMHbIX CPeAcTB

MpumeyaHme — TlpuM MONb30BaHWM HACTOAWMM CTaHAAPTOM LENecoobpasHo NpoBEepUTb AeiicTBMe  CCbl/oy-
HbIX CTAHAAPTOB B MHKOPMALMOHHON cucTEMe O6LIEro Nosib3oBaHMs — Ha ouuMaibHOM caiite defepanibHOTO areHT-
CTBa MO TEXHUYECKOMY PETYIMPOBAHUID U METPOSIOrUM B CETU VIHTEPHET WK MO EXEerogHOMY MHOPMALMOHHOMY yKasa-
Teno «HaumoHasnbHblE CTAHAAPTLI», KOTOPbI OMy6/MKOBaH MO COCTOSIHWMIO Ha 1 siHBaps TEKYLEro rofa, W Mo Bbimyckam
€XEeMeca4YHOro MHGIOPMAaLMOHHOTO yKasaTens «HauuoHa/lbHble CTaHAapTbl» 3a TeKyLWid rog. ECNM 3aMeHEeH CCbINIoYHbIN
CTaHJapT, Ha KOTOpblii AaHa HefaTMPOBaHHAsh CCblIKA, TO PEeKOMeHAYeTcs WCMoMb30BaTb AEACTBYIOLLYIO BEpCU0 3TOro
CTaHJapTa C y4eTOM BCEX BHECEHHbIX B [aHHYl BEpCUi0 M3MEHEHWA. ECAM 3aMeHEH CCbIIOYHbIA CTaHAapT, HA KOTOPbINA
[JaHa [aTupoBaHHas CcCblfika, TO PEKOMEHAYETCS UCMO/b30BaTh BEPCUID 3TOMO0 CTaHAapTa C yKasaHHbIM Bbllle rOfOM YT-
BEpPXAeHUss (NpuHATMS). Ecnu nocne yTBEPXAEHWS HACTOALLEro CTaHAapTa B CCbIIOYHbIA CTAHAAPT, Ha KOTOpbI gaHa
[aTNpoBaHHas CCblfka, BHECEHO W3MEHEHWe, 3aTparvBalolLee MOIOKEHWE, HA KOTOPOE AaHa CCblIka, TO 3TO MOJIOKeHWUe
peKomeHAyeTcs MpPUMEeHsTb 6e3 yuyeTa JaHHOTO W3MEHEHUsi. ECnu CCbifoYHbI CTaHAApT OTMEHeH 6e3 3ameHbl, TO MNosio-
XeHue, B KOTOPOM AaHa CCbi/ika Ha Hero, pekoMeHayeTCsi MPUMEHSITb B YacTW, He 3aTparMBaloLLEein 3Ty CChiIKY.

M3paHue odmymanbHoe
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3 TepMUHbI, onpeaenieHNs N CoKpaLleHus

3.1 B HacToAwem craHgapte npumeHeHbl TepMuHbl no TOCT P 50922, FOCT 28397, a Takke cregyto-
LLiMe TePMUHbI C COOTBETCTBYIOLLMMU ONpeae/ieHNSMU:

3.1.1 aHanuM3 wuepapxun Knaccos: CTaTWyeckuii aHains3, MNo3BOMSAIWMIA  BbIABUTL B NporpaMmMax —Ha
OOBbEKTHO-OPNEHTUPOBAHHbIX  A3blKaX  CMUCOK  KMNAacCcoB, peasin30BaHHbIX B MporpaMMe, a Takke OTHOLUEHUs
HacnefoBaHNa Mexay 3TUMK Knaccamu.

3.1.2 aHannM3 KOCBEHHbIX BbI30BOB: CraTuyeckuii aHanv3, MO3BOMAWMIA B nporpaMme, UCMNOJb3YIO-
e BbI30BbI NO ykasaTeNld WM BbI30Bbl BUPTYya/lbHbIX METOAOB, YCTAHOBWTb MHOXECTBO Npoueayp, KoTopble
MOTYT BbI3bIBATLCS NPW BbINOSHEHUW 38JaHHOMO0 KOCBEHHOIO BbI30BA.

MpumeyaHne — AHaiM3 NOTOKA YNpaB/ieHUs, aHa/M3 MoToka [AaHHbIX, aHaiM3 MOMEYEHHbIX [AaHHbIX, aHau3
NCEeBAOHNMOB 1 aHa/IN3 KOCBEHHbIX BbI30BOB B 06LLEM Crlyyae AaloT NpUGMKEHHbIe pe3ynbTaThbl.

3.1.3 aHanu3 MnoMeYeHHbIX [AaHHbIX: CraTnyeckuii  aHanu3, nNpuv  KOTOPOM  aHa/u3upyeTcs  TeyeHue
NOTOKa faHHbIX OT UCTOYHMKOB [0 CTOKOB.

MNpumeyaHus

1 MNof WCTOYHVKaMWM MOHUMAOTCH TOYKM MPOrpPaMmbl, B KOTOPbIX AAHHblE HAUYMHAKT UMETb MOMETKY — HEKOTOpoe
3a/jaHHoe CBOICTBO. Mo CTOKaMy NOHMMAKOTCSA TOYKM MPOrpaMmbl, B KOTOPbIX AaHHbIE NepecTaloT UMETb MOMETKY.

2 PacnpocTpaHeHHasa uefb aHan3a NOMEYEeHHbIX AaHHbIX — MokKa3aTb, YTO MOMEYEHHble [aHHble He MOryT no-
nacTtb U3 UCTOYHUKOB — TOYEK BBOJA NOMb30BATENS B CTOKM — Mpouedypbl 3anMcy Ha AWCK WK B ceTb. ®akT Takoro no-
nagaHus o3HavaeT yTeyky KOHPUAEeHUNaIbHbIX AaHHbIX.

3.1.4 aHanM3 noToka [AaHHbIx: CTaTuyeckuii aHanus, MpuM KOTOPOM ONpeaenstoTcs CBoiicTBa o6paba-
TbIBaeMbIX NPOrPaMMOii AaHHbIX.

MpumeyaHne — MoryT onpeaensitTbCs BO3MOXHbIE 3HAYEHWS MEPEMEHHbIX W KOHCTAHT, TOYKM NporpaMmbl, B
KOTOPbIX MCNOMb3YIOTCA onpefe/ieHHble NepeMeHHble 1 np.

3.1.5 aHanm3 noTtoka ynpaBneHus: CraTuyeckuin aHanv3, nNpuv  KOTOPOM  BbIAENAlTCA  npoueaypsbl
nporpammbl, fIMHelHbIE YHacTKM KoAa npoueayp 1 YCoBus NepexofoB Mexay 3TUMU yyacTkamu.

3.1.6 aHanM3 nporpaMmMbl Ha CUHTAKCMYECKOM YpoBHe: CraTuyeckuini aHanMs, npu KOTOpoM ob6pa-
6aTbiBaeTCs nNpefcTaB/ieHMe  nporpamMMbl, MOMHOCTHIO  OTpaXalollee ee  CUHTaKCUMYEeCKylo  CTPYKTypy, Hanpu-
Mep abCTpakTHOEe CUHTaKCUYeCKoe Aepeso.

3.1.7 aHanu3 nceBAOHUMOB: CraTuyeckuii aHau3, MNO3BOMSAKWMA YCTAHOBUTbL HanuMe B  nporpa-
Me [0CTyna K OfHOW 1 TOW e NepeMeHHON Uan OyHKLUM C MOMOLLbIO pa3/InyHbIX CCbINOK (ykasaTenen).

3.1.8 BHyTpeHHee npeacTaBsieHne: CTPyKTypbl [AaHHbIX WM CAYXKEOHbIA  SA3blK, KOTOpble  WUCMOJb3Y-
I0TCA CTaTUYECKMM aHaNIN3aToOpoM 4151 NpefcTas/ieHns NCXOAHOT0 Kofa nporpaMmbl B Xo4e aHansa.

MpumeyaHne — BHyTpeHHee npeAcCTaB/ieHWe MOXET CTPOUTLCH Kak nepef BbINO/IHEHMEM OCHOBHOIO aHansa

B XOfle OTAe/IbHOro, HacTpavBaeMoro Mnosb30BaTesieM aTana KoHTponmpyemoit c6opku MO, Tak U BMECTE C BbINO/HEHWUEM
CTaTUYecKoro aHanu3a (HanpuMep, Korga Ucnosb3yemblii A3blK NPOrpamMMPoOBaHNa He TPeGYeT BbINOHEHNS C6OpPKK).

3.1.9 wuMnepaTMBHbIA A3bIK MNPOrPaMMUPOBAHUS:  HA3bIK  MPOrpaMMMpPOBaHKsl, B  KOTOPOM  WCMO/b3Y-
eTca  napagurma  nporpaMMupoBaHusl,  OnuCbiBaloWas [AENCTBUS  Had AaHHbIMW B TEpPMUHAX  Moc/efoBartelb-
HOCTW KOMaHS.

3.1.10 wuHAOYKTMBHasi nepeMeHHas: [lepemMeHHass UMKAA MPOrpaMmbl, 3HAYEHWe KOTOpOii MOXeT  6biTb
BbIPAXEHO B BUAE (PYHKLMM OT CUETUMKA LKA UK APYTUX UHAYKTUBHBIX NepeMEHHbIX.

MpumMeyaHue — WHAYKTVBHbIE MEPEMEHHbIe, Kak NPaBW/IO, BbIPAXKAKTCH JSIMHEWHbIMM (PYHKUMSIMU OT CueTuu-
Ka LMK, U3MEHSAACH HA KXKAOM MTEpauumn Lykna Ha (OMKCMPOBaHHOE Lies1oe 3HaUEeHNe.

3.1.11

VMHCTPYMeHTa/IbHOe  CpeAcTBO:  KoMnbloTepHas nporpaMma, WCMosib3yemasl Kak — CpefAcTBO  paspaboT-
KU, TECTMPOBAHMSI, aHa/IM3a, NPOU3BOACTBA TN MOAMCHUKALMM APYTMX MPOrPaMM U AOKYMEHTOB Ha HUX.
[FOCT P 51904—2002, nyHKT 3.17]

3.1.12 KoHTponupyemasi cb6opka [O: Co6opka [1O, npv BbINOJIHEHUN KOTOPOI CTaTUYECKMM  aHanu-
3aTOpPOM  (PUKCMPYIOTCA MOPSAOK  3anycka NporpaMMHbIX CPeAcTB, WX HacTPOMKM M UCNOMb3yemble  KOHQUry-
pauuu.

2
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3.1.13 kpuTMyeckast owwubka B nporpamme: Ownbka, KOTOpasi MOXeET TNpPUBECTM K HapylleHuwo 6e3-
0onacHOCTU 06pabaTbiBaemMoli MHhopMaLMn.

3.1.14 noxHooTpuuatenbHoe cpabaTbiBaHMe (owmnbka BTOporo poga): OTcyTcTBME  nNpepynpexae-
HUA 06 owmMbke CO CTOPOHblI CTATUYECKOr0 aHanmM3atopa B CUTyauuuM HanmMuusi 3aBefjOMO W3BECTHOW OWWMOKM B
nporpamme, KOTopasi cCnocobHa peasim3oBaTbCs B XO4€ BbINOMHEHUS MPOrpamMmbl.

3.1.15 noxHonosoxutenbHoe cpabaTbiBaHne (owmbka nepBoro popja): BblgaHHoe — cTatuyeckum
aHanM3aTopoM  MpeaynpexpaeHve, KOTOpoe  yKasblBaeT Ha  KOHCTPYKUMIO UM HECKOSIbKO  KOHCTPYKUWiA B
nporpamme  (BO3MOXHO, B  COBOKYMHOCTM C  HEKOTOPbIM  MHOXECTBOM  BO3MOXHbIX  3HAYEHWA  MepeMeHHbIX
nporpammbl), He CoAepXaLlyx OLMBKy, KOTOpas MOXET PeasiM30BaTbCs B X0 BbIMOSHEHNS NPOrpaMMbl.

3.1.16 mexmopysnbHble cBA3N: COBOKYNHOCTb CBfI3eli MO ynpaBfieHWio, Korga Ko —OJHOro nporpamm-
HOTO MOAynA nepejaeT ynpasfieHWe JApyroMy MOZY/M0, W CBA3E/ N0  JaHHbIM, KOrAa nNporpaMMHblie  MOZy/n
COBMECTHO MCMOJIb3YIOT Kakne-mbo JaHHble.

3.1.17 wmexMoay/ibHblii aHanu3: CTaTuyeckuid aHanuM3, npyv  KOTOPOM  BbIMNOJSIHAETCS COBMECTHbI  aHa-
M3 NporpaMMbl UM HECKOJSIbKMX NpOrpaMM, COCTOSIMX W3  HEeCKO/IbKUX MNpPOrpaMMHbIX MOAysnei, U BbisiBse-
Mble CBOWCTBaA NpOrpaMMbl 3aTparuBaoT NpoLeaypbl UK NepeMeHHbIe U3 PasNNyHbIX MoAy ei.

3.1.18 MexnpoueaypHblii  KOHTEKCTHO-YYBCTBUTE/bHbIA  aHanu3: CTraTuyeckuii  aHanius, npu  KOTO-
poM BbiIBsieMble CBOWCTBA NpPOrpaMMbl Yy4MTbIBAIOT B3aVMOAECTBUE HECKO/IbKMX npouesyp, B TOM uucie —
BO3HMKalOLee B pe3ynbTaTe BbIMOSIHEHNA HECKONbKMX Mpoueayp WA  BbI30BOB Mpouegypamy  Apyr Apyra, a
Takke KOHTEKCThbI UX BbI30Ba.

MpumeyaHus

1 B xofe aHa/M3a yumTbiBaeTCA KOHTEKCT Bbl3oBa MnpoLueaypbl npu obpaboTke ee BbI30Ba, T. €. COMOCTaBAseTCA
MHpopMaLMs M3 Bbi3bIBAIOLLE M Bbi3biIBAEMOW Mpouesyp NMPUMEHUTESIbHO K KaXAOMYy MECTY Bbl30Ba U €ro OKPYXEHUIO:
hakTmyeckum napameTpam, COCTOSAHMIO rN06anbHbIX NEPEMEHHbIX U T. M.

2 Tepmuhbl 3.1.6, 3.1.17, 3.1.18, 3.1.28, 3.1.32, 3.1.36 onpeaensioT pas/MyHble CBONCTBA METOAOB aHanu3a npo-
rpamMm, KOTOpble MOFYT NMPUMEHATLCA Kak Npu CTaTMYeCKOM aHasu3e nporpamm, Tak U Ans OnNTUMU3auWii nporpammbl B
xoge ee komnunsauuu. B HacTtosiwem ctaHgapte TepmuHbl 3.1.6, 3.1.17, 3.1.18, 3.1.28, 3.1.32, 3.1.36 TpakTylTCH Kak
CBOWCTBa METOAOB CTaTU4eCcKoro aHanusa. B cBow ouvepefp, Tepmuubl 3.1.1—3.1.5, 3.1.7 onucbiBaloT cemelicTBa BUAOB
aHasm3a.

3.1.19 MopenbHbIi  BapuaHT (owwn6kKn): MoATMN  HEeKoToporo TwWna OlWWGKM B MporpaMme, OTHeceHue
K KOTOPOMY OCYLLECTBMSIETCA MCX0A4S W3 OCOBEHHOCTE peanv3auyn OWMGKM AaHHOrO TWMa U 0COBEHHOCTEN
A3blka NPOrpaMmM1MpoBaHus.

MpumeyaHne — PasbueHne Tuna OWKWOKA Ha MOAesibHble BapuaHTbl MPUMEHSIETCS W3-3a TEXHOO0TMYECKNX
orpaHnyeHunii CTaTMYeckoro aHaMsa B Lensx 3D(EKTUBHOW paboThl CTAaTUYECKMX aHa/IM3aTopoB, CBOAA 3afady nowvcka
oLwn6Ky 6onee o6LIero TMNa K 3afaqe noucka oLnGoK MHOXeCTBa NoATUMNOB.

3.1.20 owmnbka B nporpamme: KOHCTPYKUMA WAM  HaBOp KOHCTPYKUMA B UCXOLHOM KoAe Mporpammbl,
Ha/Mume KOTOPOM YyKasblBaeT Ha BO3MOXHOCTb peanu3aumy  yrpo3  6e3onacHOCTM  MHopmauuy  munm  Ha
OLINBKY peasiM30BaHHOIO B NporpaMmMe asroputMa.

MpumeyaHun

1 Owmnbka B mporpaMmMe MOXET ObITb YSA3BMMOCTbLHO NpOrpammbl, MPOrpaMMHON 3aknafkoi, OLWMOKON peann3oBaH-
HOro airopuTMa, NPMBOAUTL K YTeuke KOHMUAEHLMa/IbHbIX AaHHbIX, OTKasy nporpammHoro obecnevyeHus u np. B Hactos-
lemM cTaHgapTe B 3a4aynM CTaTM4ecKoro aHasm3a He BXOAMT pasrpaHnyeHue owunboK B 4acTu NocneacTBuii, Heobxoanmo
HaliT NOTeHUMasibHble MecTa OLUMGOK.

2 Mpwu aHasM3e yacTy nporpammel (Npoueayp) C HeM3BECTHLIM KOHTEKCTOM Bbl30Ba OLUMOKA MOXET peasin3oBaTtbCA
B KOHTEKCTE, He cojepXallemcs B M3BECTHOW aHasm3aTtopy 4yactu. B aTom cnyyae cyauTb O JIOKHOCTM cpabaTbiBaHus
MOXHO /I1LLb C YYETOM BCE NporpaMmbl.

3.1.21 nNOTO4YHbLIN BapuaHT (OWnbKKM): Cnocob BbIpaXKEHNWA OLWMOKA B WUCXOLHOM KoAe mnporpaMmbl  Ye-
pe3 KOHKPETHY0 CTPYKTYpPY NOTOKOB YNPaB/eHUs U AaHHbIX.

MpumeyaHne — [1OTOYHbIE BapuaHTbl SIBAAOTCA OOWMMKU A/ BCEX TUMOB OLUMGOK, Tak Kak XapakTepusylT He
camy OLLUKOKyY, a Croco6 ee BbIPKEHWS B UCXOAHOM KOZe NPorpamMMbl (XapakTepHblid B, NOTOKOB YNPaB/IEHUS U AAHHBIX).

3.1.22
nporpamMmma: [aHHble, npegHasHa4yeHHble ana ynpasneHua KOHKPETHbIMU KOMNOHEeHTaMn CUCTEMDI

06paboTKM MHhopMaLMK B LeISAX peasim3aummn onpegenieHHoro anroputma.
[FOCT 19781—90, ctatba 1]
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3.1.23

nporpammHoe ob6ecrniedyeHne: COBOKYMHOCTb  NporpaMM  cucTeMbl  06paboTku  MHbopmauum K npo-
rPaMMHBbIX JOKYMEHTOB, HEO6X0AMMbIX A/1A SKCMAyaTaumum 3TMX NporpaMm.
[FOCT 19781—90, cTtaTtbs 2]

3.1.24 nyTb BbINosHeHWA: [ocnefoBaTeNbHOCTL — OMEpPATOpPOB  MporpamMMbl WM Npouedypbl,  KoTopast
BbINO/IHAETCS NPY 3ajaHHbIX BXOAHbIX AaHHbIX UK NapameTpax npoLeaypbi.

3.1.25 paspaboTumKk nporpaMmmHOro o6becnedeHus: OpraHusauus, BbINOMHAKWAA paboTbl  Ha  Bcex
cTaguax paspaboTkM MporpaMMbl WKW OTBETCTBEHHAs, Kak MWHUMYM, 3a TakMe MpoLecchbl >XM3HEHHOTO LWKAa,
Kak MpoLecchbl peanmsauum 1 NpoLecchl NOAAEPXKN NPOrpaMMHbIX CPeACTB.

MpumevaHne — Cragun paspabotkm — no FOCT 19.102, npoueccbl Xu3HeHHoro umkna — no FOCT P UCO/
M3K 12207.

3.1.26 cb6opka [MO: Tlpouecc MNOCTPOEHMS U3 UCXOAHbIX Mogyneii [1O nporpamMmHbIX MoOAynel, roTOBbIX
K BbIMNOSIHEHWUIO WV UHTEepnpeTaummn, n/mam 6nbnmnoTex.
3.1.27

c6opouHan cpepa: COBOKYNHOCTb MPOrpaMMHbIX M annapaTtHbIX CPeAcTB, Cnyx6 cBsian, WHTepdeir-
coB, (hOpPMaTOB [AaHHblX, MNPOTOKO/IOB, CTaHAAPTOB, O06ecneunBalOWMX nNpeobpasoBaHWe UCXOAHOTO  koAa
nporpamm B MNpoOrpaMMHble nNakeTbl B COOTBETCTBMM C MPeACTaB/EHHbIMU MeTafjaHHbIMW U C Y4YeTOM 3aBu-
CMMOCTei NporpaMMHOro nakeTa.

[AgantupoBaHo u3 FOCT P 54593—2011, nyHkT 3.13]

3.1.28 curHaTypHblii aHanui: CraTuyeckuii aHanu3, OonpefensolWmniAi  HaauuMe CcBOMCTBA  MpoOrpammbl
npy NOMOLUM Mnoucka CTPOK B MWCXOOHOM KoAe Mporpammbl MO HeKoTopomy o6pasuy, B TOM uucnie 3afaHHOMy C
MOMOLLbIO (DOPMasbHOTO S3blka NOMCKa, HANpPUMeEpP NPV MOMOLLM PETYSIPHBIX BbIPAXEHNIA.

3.1.29 cuctema HenpepbIBHOMN WHTerpayumn: Cucrema, obecneunBaroLas aBTOMAaTU3UPOBAHHYHO
c6opky v TecTuposaHue MoO.

MpumeuyaHme — YacTble aBTOMATWU3MPOBAHHble cGOpkM MO NpPUMEHSIIOTCA [ANS CKOPEeWLero BbISIBMEHWSI OLU-
60K 1 pelleHust NPo61em, BO3HUKAIOLWMX NpY 06beAUHEHUN M3MEHeHUIT Koaa.

3.1.30 cuctema c6opku [1O: CoOBOKYNHOCTb MPOrpaMMHbIX CPEACTB M KOH(UrypauuoHHbIX — halinos,
KOTOpasi N03BOJISET BbINONHUTL cH60pky MMO.

3.1.31 cpepa aHanusa [O: CoOBOKYNHOCTb MPOrPaMMHbIX W annapatHbiX CPeacTB, CAyx6  cBA3w,
NHTepdeincos, chopmaroB [JaHHbIX, NPOTOKONOB, cTaHAapToB, ob6ecneunBatoLLmx cTaTnyeckumi aHanm3
nporpammbi.

3.1.32 cTatucTuyeckmini  aHanms: CraTudeckuii  aHaniu3, OnNpeaensiowmii  cTaTUCTUKYy 415 HEeKOTOporo
CBOWICTBA MPOrpaMMbl, HanpuMep: HaCKOMbKO 4YacTo B MporpamMme MpOBepsieTCs  BO3BpallaeMoe  3HayeHue
HEKOTOPOW oyHKLMN.

3.1.33 cTaTuyeckmini aHanui: Bug paboT MO  MHCTPYMEHT&/IbLHOMY WCCAEeA0BaHMI0  MPOrpaMMbl,  OCHO-
BaHHbIA Ha aHanM3e WCXOAHbIX KOAOB B pPEeXUMe, He npedycMaTpuvBaloLleM peasibHOTO BbINOSHEHWS Koga, WU
BbINOSIHAEMbIN AN ONpeAeieHns CBOCTB NPOrpaMmbl.

MprymeyaHus

1 B npodeccrmoHasibHON TEPMUHOMNOMUM YCTOANOCH B3avMO3aMeHSeMOe MNPUMEHEHNE TEPMUHOB «aHan3 MCxon-
HbIX TEKCTOB» U «@HasIn3 UCXOL4HOIOo Kofax.

2 B 4aCTHOCTU, CTaTUYECKNiA aHasIM3 MPUMEHSETCS 4151 BbIABMEHNS OLIMGOK B NporpaMme.

3.1.34 cTatnyeckuii  aHanusaTtop: [porpamMHOE  WMHCTPYMEHTa/IbHOE  CPEACTBO,  KOTOpPOe  BbIMOJIHAET
CTaTU4YecKunii aHasm3 B aBTOMaTUHECKOM PeXUME.

3.1.35 Tun owunbkn: KaTeropua owmbOK B nNporpaMme, oOTpaxawwas wx O06LWHOCTb B CBOWCTBaX WAM
XapaxkTepucTrKax.

MpumevaHne — CraTvyeckne aHanM3aTopbl CHabXxalT npeaynpexaeHus 06 ownbke AMarHOCTUYECKON WH-
dhopmaumeil, B cocTaB KOTOPOM BXOAWMT TUM OWMGKW. MNpuMeHsieMas B CTaTUYeCKMX aHanusatTopax Tunusauus pasHuTCs,
YTO 3aTpyAHsSeT COOTHeceHwe npedynpexaeHuid, noslydeHHbIX OT pasHbIX aHanvM3aTopoB. [na obneryeHws paboTbl C npe-
OynpexaeHnamMy B AMarHOCTMYECKylo WHdopMaumio [06aBnsSOT COOTHECEeHVEe OWMbKM € OAHOW M3 NOMNyAspPHbIX CUCTEM
Knaccudukaummn aedektos 6e3onacHOCTH, Hanpumep ¢ nepeyHem yrpos b1y ®CT3K Poccum nnn MITRE CWE.
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3.1.36 4yyBCTBUTE/IbHbIA K NYyTAM BbINO/IHEHUA aHanu3: Cratuyeckuidi  aHanius  nporpammbl,  MNpu
KOTOPOM MOryT OblTb OMpefefieHbl ee CBOWICTBA, MPOSABAAIOLLMECA JIMWb HA HEKOTOPbIX MYTAX BbIMOJIHEHWSA
nporpammbl, ¥ YyCrnoBuWs (UM yYacTb YC/MOBWIA), Npu O6palleHUy KOTOPbIX B UCTUHY BbIMOJIHEHWE MPOrpPamMbl
nongeT no ykasaHHOMY aHa/IM3aTopoMm MyTu.

3.2 B HacToflLLEeM CTaHAapTe NPUMEHEHbI Cneaylowme cokpalleHus:

BAlY — 6aHK AaHHbIX yrpos;

OBM — 371eKTpPOHHasA BblUMCNTEIbHAA MalLnHa,;

CWE — o6Lwmin nepeyeHb gecektoB (HegoctaTkoB) 6e3onacHocTn (Common Weakness Enumeration);

POSIX — Habop cTaH4apToB, OMNUCLIBAIOWMX WHTEPdEACHI MeXay OnepauMoHHOW CUCTEMON U npu-
KnagHon nporpammoii (Portable Operating System Interface);
SARIF — cbopmar ob6bmeHa pesynbTataMu CTaTMYeckoro aHam3a Ha ocHoBe JSON ans BbIBO4A WHCT-

PYMEHTOB cTatuyeckoro aHanm3sa (Static Analysis Results Interchange Format).

4 O6ume NoNoXeHus

4.1 TpepoTBpalieHVe MOABMNEHUA W YCTpPaHeHWe YA3BMMOCTE MporpamMMbl MOXeT ObiTb  AOCTUTHYTO ny-
Tem peanusauun paspabotunkom MO mep no paspaboTke 6e3onacHoro MO, npeacTasnieHHbix B FTOCT P 56939.

4.2 Tpu co3gaHun 6GesonacHoro MO pa3pabotumk [MO BbINONHAET CTaTUYECKUi aHann3 B COOTBETCTBUM
c pasgenamun 5—9 B gonosnHeHuve K nonoxexHuam FOCT P 56939.

4.3 Mepbl no paspaboTke 6GesonacHoro [1O, npefcTaBneHHble B  HACTOSWEM CTaHAapTe, BblpaXKeHbl
B hopme TpeboBaHWsA, pekoMeHZauuu WnM - AONYyCTUMOrO  AENCTBWSA, nNpefHasHauyeHHbIX AN NOAAEPXKKM  [0-
CTVXEHWA pe3ynbTaTtoB peanu3auum Mep. [N 37O UenM B HACTOsWeEM CTaHA4apTe WUCMO/b3ylT COOTBETCTBY-
oWne rnaronibl - «JO/KEH»  («06fA3aH»), «CrefyeT» U «MOXET», OTpaxawlume pasnuumsa B  0653aTeNbHOCTU
Mexzay pasHbiMu cdopMamy  TpeboBaHui K peanusauuyu  Mep. [naron  «Jo/mkeH» («06s3aH») NPUMEHAT  AnA
N31I0KeHns TpeboBaHWA, BbINOSIHEHWE KOTOPOro o0b6sA3aTesibHO  [A/19  COOTBETCTBUSA, «CnefyeT» — [ANA  Bblpa-
XEHNA pekoMeHJauuu cpeay  ApYrMxX BO3MOXHOCTEN, «MOXeT» — [Ana  Toro, 4ToGbl OTpasvWTb HanpaBfieHue
OONyCTUMbIX AeiCTBUIA B Npejenax orpaHnyeHnii HacTosLLero cTaHgapTa.

4.4 [na cooTBeTCTBUS TpeboBaHMSAM HACTOsLWEro craHgapta paspabotumk MO  [o/mkeH Wcnonb3oBaTb B
Xo[e pas3paboTkM CTaTUYeCcKUid aHanims3aTop wunM Habop CcTaTM4eckMx aHanusaTopoB A1 fnoucka oOwnbok. Bbli-
ABNEHNe  KPUTMYeCcKMX OwunboK B MporpaMme  CrnocobCcTByeT uAeHTUdMKauuM  ya3BUMOCTEN, WX YCTpaHeHWHo
1Ny paspaboTke KOMNEHCUPYIOLLMX Mep.

4.5 CraTMyeckuii aHa/M3 B pamKax >M3HEHHOro umkna MO npoBOAsAT B COOTBETCTBUM C  TpeboBaHMSAMMK
pa3gena 5.

4.6 MeToAbl W WHCTPYMEHTbI CTATMYECKOro aHamsa [O/DKHbl  COOTBETCTBOBATb TpeboBaHuAM  pasge-
nos 6—38.

4.7 TpeboBaHusa, npeAbsiBAseMble K CrneuMasIMcTaM, npoBOAAWMM  CTaTUYecKuiA aHannMs3, —  COr1acHo
pasgeny 9.

4.8 T[lpoBepky COOTBETCTBMSA CTATMYECKOro aHanmM3aTopa TpeboBaHWsaM pasgenoB 6—8 npoBOAAT  Co-
rnacHo MeToAvke, npuBeaeHHol B pasgene 10.

49 Tlpu OTCYTCTBUA NPUMEHUMbIX WHCTPYMEHTOB CTaTM4ecKoro aHanmsa (OTCYTCTBYeT noAfepxka uc-
Nnosib3yemMoro  f3blka MporpaMMMpOBaHNs, He MOAAEPXMBAOTCA WCNosb3yemble cpefctsa cbopkym MO um 1. n.),
oTBeYallWmx BCeM TpeboBaHMAM pasfenoB 6—8, cregyeT UCNOAb30BaTb B XM3HEHHOM uukie TO  uHCTpy-
MEeHTbl, Haubosiee MNOJIHO BLINOMHAKLWME [aHHble TpebosaHus. [lpuoputeT cnefyeT oTAaBaTb WHCTPYMEHTaM,
OEMOHCTPVPYIOLWMM TyYdLLVe K/TloYeBble nokasaTesin B COOTBETCTBUM C 8.4.

5 Tpe6oBaHVs K BHEAPEHUIO U NOPSAKY BbINO/IHEHNS] CTATUUYECKOr0 aHa/n3a

5.1 BHegpeHvne cTatndeckoro aHanmza [1O B opraHusauum — paspabotunke [1O cocTouT K3  crefyto-
LMX 3TAnoB:
a) NoAroTOBUTENbHbIN 3Tan:
1) BbIGOP MHCTPYMEHTA CTATUYECKOTO aHa/In3a;
2) nogrotoBka c6opoyHoin cpegbl MO (gnsa MO, Tpebytowiero cbopkun) n cpeabl aHanmsa Mo;
6) Hava/bHbI/ 3Tan:
1) HacTpoiika UHCTPYMEHTa CTaTUYeCcKoro aHanusa ans gaHHoro Mo;
2) BbINO/IHEHME NEPBUYHOTO CTATUHYECKOTO aHasim3a ncxofHoro koga Mo;



FOCT P 71207—2024

3) pa3meTka MOMNy4YeHHbIX pe3ynbTaTtoB M (OPMUPOBaHWE Ha4vaslbHOW 6asbl  NpedynpexaeHwin o no-
TeHLUNa/TbHbIX OLLINBKaX;

B) NpoBeeHNe perysisipHoro cratmyeckoro aHanmsa Mo.

5.2 Ha nogrotoBuTeslbHOM 3Tane nNpoBeAeHuss cTaTmyeckoro aHamsa [1O  ocywecTBNSAT  BbIGOP  WH-
CTpyMeHTa uAM Habopa WHCTPYMEHTOB CTATMYECKOTO0 aHasm3a [/18  PerynspHoro MnpoBefeHns aHannsa BCero
koga MO B pamkax Xu3HeHHOro umkna MO B cooTBeTCTBUMM C TpeboBawuAMM pasgenos 7 w 8. [na atoro pon-
XeH ObITb BbINOMIHEH aHanu3 pgokymeHTauum MO, a Takke aHanM3 ucxogHoro kopga MO ans onpefeneHvs A3bl-
KOB NpOrpammupoBaHus, Ha KOTOpbIX HanucaHo IO, napameTpoB cpefgpl  yHKUMoHMpoBanusa [MO. Ana MO,
Tpebyrowero cbopkn (TpaHCNAUMA  Koga, KOMMOHOBKM W T. M.), [AO/MKEH ObiTb BbINOMIHEH aHa/IM3  [OKYMEHTauuu
cucteMbl  COOPKM, MHCTPYyMEHTOB c6opkn MO © napameTpoB cpefbl WX  (PYHKLMOHMPOBaHMSA  (OnepauuoHHble
CUCTEMbI, NPOLLECCOPHbIE aPXUTEKTYPbI).

C yyeTOoM 3TUX [aHHbIX HeobxoAumMo BblObpaTb OAUH WM HECKOSIbKO CTaTMYeckMx aHam3aTtopos, Y/0B-
neTBopslOWwMx TpeboBaHnaM pa3genos 7 v 8 u  obecneumBawowmx aHanms O c  ycTaHOB/MEHHbIMW  Napa-
mMeTpamu.

Cratnyecknii  aHanmzatop (Habop aHa/M3aTopoB) [JO/MKEH obecrneuvMBaTb MOMCK OWMOGOK B Nporpammax,
HanMcaHHbIX Ha A3blkax MNpPoOrpamMMuMpoBaHus, MCNOMb3yeMblX Npu  paspabotke [1O. CnegyeT wucnonb3oBaTb
perynsipHo  OOHOB/IAKOWMECH  CTATUYECKME  aHanu3aTopbl, MNOALEPXMBAKOLIME  COBPEMEHHble  CTaHjapTbl  A3bl-
KOB NporpaMmmnpoBaHns 1 COOTBETCTBYIOLLME CUCTEMBI COOPKU.

5.3 Ana MO, Tpebytowero c6opkM, HeobxoayMO NOArOTOBUTL C6OpouHy0 cpegy MO u cpepgy aHanusa
MO. B npotuBHOM cnydae, ecim cbopka He npegycmoTpeHa (Hanpumep, MO  COCTOMT UCKIOYUTENIbHO W3 WH-
TepnpeTypyembIX CKPUNTOB), MOArOTaBNMBAlOT TOMIbKO cpefy aHasm3a MO.

CnepyeT wucnonb3oBaTb cpedy aHanmsa [1O, NO3BONAIOLWYH  BbINOMHATL — cTatuyeckmidi  aHanus O
BbIOPAHHbIM ~ UHCTPYMEHTOM (HabopOM WHCTPYMEHTOB) aHa/iM3a C Y4yeToM 3afaHHbiX B pasgene 5 BpemeH-
HbIX OfpaHWYeHWii Ha NepuoAMuYHOCTb  MPOBOAVMMOIO  a@Ha/M3a W YCTPaHEHUe  BbIABMEHHbIX  MOTEHLUMA/IbHbIX
OLUMBOK.

Jonyctnmo wvcnonb3oBatb A1 COOpPKM UM aHanmM3a CTAaTUYECKWA aHann3aTop, pasBepHyTbili B BUPTyasb-
HOW MHPaCTPYKTYpe nav npeaocTassiemblii paspabotumky MO B BUAe cepsBumca.

5.4 Ha Ha4yanbHOM 3aTane NnpoBefeHns ctaTmyeckoro aHanunsa MO ocyLlecTBAAT:

- HACTPOIiKy MHCTPYMEHTa CTaTMYeCcKoro aHanmsa anas gadHoro No;

- BbINOJIHEHUE NEPBUYHOIO CTATUYECKOro aHasmsa ncxogHoro koga Mo;

- pasmeTKy MOJly4YeHHbIX pe3ynbTaToB W  (OpMMpoBaHWe HadvanbHONM 6asbl  NpefynpexaeHuid o  NoTeH-
LMasibHbIX OLLUMOKaX.

Ona TO, Tpebytowero cbopkn, HACTPOKa WHCTPYMEHTa aHam3a 3akIlyaeTcs B BbINOSIHEHUM B MNOAFO-
TOB/IEHHOV COGOpPOYHOl cpefe nepBuyHOM cbopku MO nof KOHTPONEM CTATMYECKOro aHaam3atopa W B NepBuy-
HOM KOHcburypaumu aHanusatopa. B npotuBHOM cnyyae, ecim cbopka He npedycMoTpeHa, [eicTBUS  OrpaHu-
YMBAKTCA NEPBUYHOI KOHMMrypaumen aHaimsaTopa.

B xope KoHcwurypaumu [O/DKHbl OblTb  BbINOSIHEHbI BbIGOP W BK/IOYEHWE TUMNOB NpeaynpexaeHwuin  aHanu-
3aTtopa, COOTBETCTBYIOLUMX CMUCKY KPUTUYECKMX OLMOOK, npuBefeHHbIx B 6.3. B Xxode KOHdurypaumm moryT
ObITb Tawke BKIOYEHbl ApyrMe Tunbl MPeaynpexaeHnuini  aHanusatopa, COOTBETCTBYWOLMX APYrUM  NOTeHUMaslb-
HblM owwunbkam, crneumduuHbiM Ana  aHanuaupyemoro MO  (aedekTbl KOAMPOBaHUSA ANA  fA3blka NPOrpaMMmpo-
BaHuA MO, NpUHATLIE CTUAN KOAUPOBAHUA W Np.).

BbiNno/HEHWE MEepBMYHOTO aHanM3a 3ak/lyaeTcs B 3amMycke aHaiusaTtopa B NOATOTOB/EHHON  KOHdury-
paum n B cpefe aHanmsa [1O. B pesynbTaTe MNepBMYHOTO aHasmM3a [O/HKEH ObiTb MOMyYeH WCXOAHbIA Habop
BblA@HHbIX aHanNM3aTopoM npeaynpexaeHnii 1  BbINOJIHEHA HACTpOilka napamMeTpoB aHanM3artopa Ha aHanus
AaHHoro MO B cpefe aHann3a (KONMYecTBo NOTPebAAEMOin NamATH, NPOLLECCOPHbIX A4ep U T. N.).

Mony4yeHHbIn Habop npepynpexaeHwuin  Jo/mkeH ObiTb  pasmeyeH cornacHo 5.5. PesynbTatbl  pasmeTku
[OMKHbI  BbITb  COXpaHeHbl A8  BO3MOXHOCTM  CPaBHEHMS  pe3ynbTaToB MOCNeAyllWmX 3anyckoB — aHanm3aro-
pa Ha paHHom [1O. [JaHHble pe3ynbTatbl (QOPMUPYIOT HauvasbHyld 6a3y npefynpexaeHwin 0  noTeHuManbHbIX
oLumbKax.

Mocne aHanu3a pes3ynbTatoB MNEPBUYHOW  pasMeTKM  KOHJMrypauust CTaTMYecKoro aHaausaropa  MOXeT
6bITb  gopaboTaHa, B 4aCTHOCTM MOryT ObiTb  BK/HOYEHbl  [OMOMHUTE/bHbIE  TUMbl  NPeaynpexaeHuid, BblNoHe-
Ha HacTpolka aHanuM3aTopa Ha ucnonb3yemble B 3aaHHOM [1O  3aMMCTBOBaHHblE KOMMOHEHTbI, [AopaboTaHbl
N HaCTPOEHbl anropuTMbl BbiJauyn KOHKPETHbIX TWUMOB npeaynpexaeHuin u np. Kpome TOro, cratMyeckuin aHa-
nmM3atop MoOXeT OblTb MO-pasHOMY HacTpoeH QA1  pasfiMuHbiX  KOMMOHEHTOB aHanusupyemoro [1O, Hanpumep
[N TEeCTOB UCKaTb TO/IbKO KPUTUYECKME OLLIMGKM.
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Ha ocHoBaHuUM pe3ynbTaTOB Hava/bHOro 3Tana npoBefeHus cTatuyeckoro aHanmsa [0 MoxeT 6bITb
NPUHATO peLLeHre 0 BbIGope 4pyroro cTatmyeckoro aHannsaropa.

5.5 T[pegynpexgeHus O noTeHuMasbHbIX OwWwKnbKax, MNoJlyYeHHble B XoAe cratudeckoro aHanmsa [0,
OO/MKHblI  ObITb  pasmeyeHbl: MPOCMOTPEHbl NS 3KCMEPTHOro onpedesieHMs UX WUCTUHHOCTU WM JIOXKHOCTU.  Kax-
[0€e BblgaHHOe npefynpexgeHne O KPUTMYECKON owunbke (TWUMbl KPUTUMYECKMX OWMGOK npuBedeHbl B 6.3—6.5)
JO/MKHO ObITb  OTHECEHO K onpefenieHHol kaTeropuu. KaTeropvu AO/MKHbI - BKIKYATb:  WCTUHHbIE  Mpegynpex-
OEeHUs, NOXHble MpeaynpexaeHns, WCTWHHble, HO He Tpebyllwne uWcnpasneHWin koga npeaynpexaeHus. [o-
nyckaeTcsl paclLuMpsATb NPUBEAEHHbIN NepeyeHb KaTeropuii.

5.6 [N CBOEBPEMEHHOr0 BbISIBMIEHWA W WCMPaBIEHUS OWWOOK CTaTMYeckuil aHa/iu3  [JOSHKEH  perynispHo
npUMeHATbLCA K paspabatbiBaemoMy [1O. HakonneHuwe HenpoaHa/M3MpOBaHHbIX U3MEHeHWli  yxy[laeT — Kade-
CTBO MPOBOAMMOL 3KCMEPTM3bl Pe3y/bTaTOB aHa/M3a, a WMEHHO: Yallle BO3HMKAKT OLWWMGKW, Mpyu  KOTOPbIX UC-
TUHHOE MpefynpexAeHne HeBEpHO KnaccuduumpyeTcss Kak JloxHoe cpabaTbiBaHve, a Takke YyBe/MuuMBaeTcs
OMTENbHOCTb  NPOBOAMMON — 3KCMEpTU3bl. 3aTemM Takoe HakonjeHue npuBOAMT W K YC/IOXKHEHWUID  BbISIBMIEHHbIX
ucnpasnieHnii ownMboK B CUlYy YBE/IMYMBLUETOCS BPEMEHHOrO0 MpOMeXyTka Mexay BHeceHueM ownbkn u ee
ncnpasneHNEM.

PerynapHocTb  ctaTnyeckoro aHanmsa [1O  obecneumBaeTcs  aBTomaTusauuel  npouegypbl  NpoBefeHus
aHanusa cornacHo Tpe6oBaHnaM 5.6—5.8, HaNpPYMep ¢ NOMOLLbIO CUCTEMbI HENPEPbLIBHOW UHTErpaLn.

Cratnueckmii aHanna MO B pamMkax >M3HEHHOro Uuukna MO cnegyeT nNpoBOAUTL  PErynsipHO Ha 3Tane
KOHCTpyMpoBaHWa 1 KomnnekcupoBaHnuss MO. Cratuuyeckuidi aHanm3 Bcero paspabatbiBaemoro [MO  cnepyet
BbINOMHATL HE pexe ogHoro pasa B 10 pabouvx AHeW, ecnu 3a AaHHbIi Mepuoj, BPemMeHV WCXOAHbIA Kogh 6bin
nsmeHeH. Cratuuecknii aHau3 [o6aBfeHHbIX WM M3MEHeHHbIX uacteid O cnefyeT BbINOMAHATL MNOCMAE  KaX-
[0r0 BHECEHHOIO N3MEHEHMS.

PesynbTarbl  KaAoro nNpoBeAEHHOIO0 CTAaTUYECKOro aHa/m3a [O0/DKHbl  COXPaHATbCA B XpaHwauwe pe-
3yNbTaToB aHan3a.

B cnyyae wcnonb3oBaHua npu paspabotke [1O cuCTEMbl HeMNpepbIBHOW WHTErpauuu npoBefeHne cTatu-
4ecKoro aHann3a [0/HKHO ObITb BK/IIOYEHO B COCTaB aBTOMAaTUYECKN BbINO/IHAEMbIX MPOBEPOK KoAa.

5.7 MNpoueaypa BbINOMHEHNA cTaTUYecKoro aHanmia MO cocTouT 13 cneayrowmx 3Tanos:

a) nonyvyeHve BHYTPEHHeEro npeAcTaBfeHWs [ANa CTaTM4eckoro adHanuMsatopa no  WUCXOA4HOMY Kody BCero
MO nnn ero N3MeEHEHHbIX YacTeil. [JlaHHbIli 3Tan BbINO/HAT:

1) pna MO, Tpebywowero cbopkn, OTAENbHO B XOAE KOHTpoAuMpyemoit c6opkn MO B NOATOTOB/IEHHON
cbopouHoli cpege;
2) ansa MO, He Tpebytowero c6opku, BMECTE C NOCNeayoWwmnm 3Tanom,;

6) npoBefeHVe B MOArOTOB/IEHHOW cpefe aHanmsa MO crnepylWMX BUAOB CTATUYECKOTO aHaausa  uc-
xopgHoro koga MNo:

1) cuHTakcnyecknii aHann3 NcxogHoro koga Mo, B TOM YMc/e CUTHaTYPHBIN NOUCK;
2) MeXnpoueaypPHbIA KOHTEKCTHO-YYBCTBUTESbHBIN aHasIM3 ncxogHoro koga Mo.

Mpn HeobxooMMOCTM MNOCTPOEHHOE B COOTBETCTBMM C MEpPeyuc/ieHMeM a) BHYTPeHHee npejcTaBneHne
nepeHocuTcs 13 c60poYHOI cpeabl B cpeay aHanusa Mo;

B) COXpaHEeHWe BblgaHHbIX NPU aHanv3e npeaynpexaeHui.

5.8 BblgaHHble cTaTM4eCKMM aHa/M3aTopoM MpeaynpexneHus [OO/KHbl  ObiTb  pa3medeHbl cornacHo 5.5.
Ona cBoeBpemeHHON W 3phekTMBHON paboTbl C MNOMYYEHHbIMWM pesynbTaTaMy  CTaTWYeckoro aHanmsa mnpo-
CMOTP BblaHHbIX aHaNN3aToOPOM NpeaynpexaeHnin creayeT BbINO/HATb:

a) npu aHanmMse W3MeHEeHHbIX 4vacTeli MO — He no3xe, 4YeM uepe3 Tpu pabouMx AHA NOcne BbINOSHEHUS
aHan3a,

6) Npu aHanmse MO LenMKoM — He No3xe, YeM Yepes 10 pabounx gHel Nocse BbINO/IHEHUST aHaIMn3a.

5.9 BbisiBfieHHble MOTeHUMasbHble OWnbKM, KOTopble B pesynbTate Bepudmkaumm cornacHo 5.7 6bin
OTHEeCEHbl K WCTWMHHbIM, He no3xe, 4yeM uepe3 10 pabouvx AHEW nocne BbINOSHEHWSA pasMeTkM credyeT ucnpa-
BUTb /NGO 3annaHMpoBaTb CPOKM WX YCTPaHEHUss B COOTBETCTBUMM C MPUHATbIMKM pa3pabotumkom MO npouec-
camn paspabotkm [O. Ecnn npumeHsieTca rmbkas MeTogonorus paspabotks MO, TO nnaH NoO yCTpaHeHuto no-
TEeHUMaNbHOV OWKBKM BKIOYAeTCs B Gavdkaiwwii  umkn  paspaboTtkn. Mpu  avanmze MO LEenMKOM  yCTpaHeHue
BbISIB/IEHHbIX MOTEHUMA/IbHBIX KPUTUYECKMX OLIMOGOK [O/DKHO ObiTb  BBINOSIHEHO He M034Hee Havana Ksanndu-
KauuoHHOro TectupoBaHua [1O. [N BbINOMHEHHbIX W3MEHeHud ucxogHoro kKoga MO  pgomkHa 6biTb  obecne-
yeHa BO3MOXHOCTb OfHO3HAYHOW NAEHTUMKALMN U3SMEHEHUIA, KOTOPbIE NCMPAB/AIOT KOHKPETHbIE OLLNOKM.

5.10 BbiiBNieHHble B XO4€ CTaTM4yeckoro aHamM3a W YCTpaHeHHble MOoTeHUMasibHble  OWMWOKK, KOoTopble
OblIM  NPU3HaHbl WCTUHHBIMU B XO4Ee pasMeTkn npenynpexaeHwuin, MOXHO WCNoMb3oBaTb B Xo4e [AuMHamuue-
CKOr0 aHa/m3a Ha aTane KBaJMgukaLMoHHOro TectupoBaHus MO B kayecTBe JONOHUTENbHON HdopMaumn
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0 BO3MOXHO YA3BMMbIX MecTax Mnporpammbl, €C/M  WUCNOMb3yeMble  WHCTPYMEHTbl  AUMHAMMYECKOro  aHanmsa
NnoAAepX1BatoT Takyto BO3MOXHOCTb.

5.11 KOHTpONb Hafh XO4OM YCTpaHEHWS BbIAB/IEHHbIX MOTEHUMasIbHbIX OWMWOOK CnefyeT  BbINOSHATL  He
pexe oOAHOro pasa B MecsAl. [N  BbINOMHEHWS KOHTPONSA criefyeT npuBAekatb CneuuannucTtoB, KOTopble He
yyacTBOBa/M B  MPOLECCE  BbLINO/HEHWS  aHa/M3a, 3KCMEePTHOrO  MPOCMOTPa  BblAaHHbIX — NpeaynpexgeHuid  u
yCTpaHeHus  MoTeHUMasibHbIX  OWMOOK. PekomeHayeTcs  MCMoNb30BaTb  cCpefcTBa  pa3paboTkM  (cucTemMa  KOH-
Tpona Bepcuit MO, cuctema oTcnexuBaHus owmbok [1O), KoTopble MNO3BONAT QOPMUMPOBaTb OTYET O KO/uue-
CTBE BbISIB/IEHHbIX U UCNPaB/IeHHbIX OLWNGOK B MO.

5.12 KoHthurypaumss ¥ HaCTpOWKM CTATMYECKOTO aHanmsatTopa [fO/DKHbl  PErynsipHO  NepecmartpuBatbes.
MepecmoTp cnegyeT nNpoBOAUTbL MPU  U3MEHEHUW apxuTekTypbl [10, p[o6aBfneHUW CTOPOHHUX  KOMMOHEHT, Bbl-
XOle HOBbIX BepCWil CcTaTtuyeckoro aHaimsatopa. [Ons  nosbiweHus 3adihekTMBHOCTU paspaboTkm MO  cnegyet
JopabaTbiBaTb UM HacTpavBaTb alroOpuUTMbl  Bbl4auun  KOHKPETHbIX TUMOB MNpefynpexpeHuit, ecnn  CTaTuyeckui
aHannsaTop npefocTaBnseT Takylo BO3MOXHOCTb.

5.13 B coortBeTcTBUM € TpeboBaHusmm T[OCT P 56939 paspabotunk O [JO/mMkeH nNpoBOAUTbL — pery-
NAPHBIA  MOWCK YA3BMMOCTE Ha 3STane 3KCrhjyatauum >KM3HeHHoro uukna MO. B coctaB  npvMEHsIeMbIX WH-
CTPYMEHT&/IbHbIX ~ CPeAcTB  paspabotumk MO go/mkeH  BkIoYaTb — cTaTtuyeckuii  aHanusatop.  PekomeHayeTcs
HacTpamBaTb KOH(pUrypauuio CTaTMYecKoro aHamsatopa W MNPUMEHSATb  Chleuvan3MpoBaHHble  MeTofbl  cTaTu-
yeckoro aHanmza pgns 6onee rybokoro noucka oOwMGOK. Hanpumep, HacTpolika KoHgMrypauum MOXeT 3aga-
BaTb [Jpyrve noporoBble 3HAYEHUS [ANA WCMNOMb3YEMbIX PECYPCOB, TakMX Kak nNamAaTb W BblUMCAWUTESNbHbIE A4pa
npoueccopa, MeHsTb napameTpbl 39BPUCTUK MNPUMEHSIeMbIX —MaTemMaTuyeckux mogeneii. [pumepom  cneuvanu-
3MPOBAHHOr0 MeToAa aHann3a ABNSETCA CTaTUYECKUIA aHa/IM3 MOMEYEHHbIX JaHHbIX.

6 Knaccudmkaums KpUTUUYECKMX OLLIMBOK, HAXOANMbIX CTaTUUYECKMMN
aHasMsaTopamu

6.1 TpeboBaHWA K CTaTUYECKOMY aHa/M3aTopy, OTHOCAWMECA K KauyecTBYy BbINOSIHEHWSA aHam3a W pea-
JIN30BaHHbIX METO0B aHa/In3a, BbIpaxkaloTCs C Y4eTOM HaXO4MMbIX UM TUMOB OWNBOK B Nporpammax.

6.2 Owmnbkm B nporpamMmax KnaccuuuupyroTCa Ha OCHOBE Tuna OWwwnbKM U MOAeNbHbIX BapuaHToB Mpo-
ABMeHMa owwnbkn (noatvnoB). MogesibHble BapuaHTbl NPOSIBEHUS OWMOOK 3a4alT NOATWMbI  HEKOTOPOro  Tuna
OWKn6KKN, KOTOpble YAOOHO wCkaTb NpPU MNOMOLWM CTATUYECKOr0 aHamsa B TOM C/yyae, KOrga TOYHbIA MOUCK
o6LLero TMna ownbKn 3aTpyaHUTESbHO BbINOMHUTD.

Cnocobbl  BblpaXeHUs MOAENbHOTO BapuaHTa oOWwWbKM B WUCXOLHOM Kode nporpammbl 3afatoTcs  NOTou-
HblMX BapuaHTamu. [lOTOYHble BapuaHTbl BO3HMKAKOT W3-3a CBOWCTB MNOTOKA AaHHbIX W YNpaB/eHus nporpam-
MOV 1 ABNAKOTCA 06LWMMN /181 BCEX TUMOB OLUMGOK.

PasHoo6pa3ne KombuHaumii MOAENbHbIX W MOTOYHbIX BapuvaHTOB OWWGOK Heobxogumo Ans 6onee  ToOu-
HOl OLUEHKM BbIMOMIHEHWUA TpPe6oBaHW, NpPeabsBASEMbIX CTaTUYECKOMY aHansaTopy, B 4aCTHOCTM — BbINOS-
HeHusi Tpe6oBaHwuii 8.4.

6.3 KpuTunyeckve oOwunbKM rpynnMpylOT N0 Tunam B 3aBMCMMOCTM OT A3blka nNporpammupoBaHus. [Ans
KOMMWINPYEMbIX S3bIKOB K TMNaM KpUTUYECKMX OLLUMBOK OTHOCAT ceayroLme obue Tvnbi:

a) ownbKM HEeNpPOBEPEHHOr0 WCMOSb30BaHMA  YyBCTBUTENbHLIX  daHHbIX (BBOA4A Mofnb3oBatens, (oalinos,
cetTn nnp.);

6) OWMOKM  LEMIOYUCNIEHHOTO  NEepernosiHeHUss U HEKOPPEKTHOTO  COBMECTHOTO  MCMOJSIb30BaHUS  3HAKOBbIX
1 6e33HaKoBbIX Yncen;

B) OLWMOKM nepenosnHeHnss OGydepa (3anucu wnyM 4TeHus 3a npegenamn  BblgeneHHon pans  6ydepa na-
MATW);

r) OWWBKN HEKOPPEKTHOTO MWCMO/b30BaHMSA CUCTEMHbIX MNPOLEAyp W UHTepdeincoB, CBA3aHHbIX C ob6ec-
neyeHvem UHPOPMAaLMOHHO 6e30nNacHOCTU (LUMdPOBaHUS, pasrpaHnyeHnsa goctyna v np.);

) ownbkn npu paboTe C MHOFOMOTOYHBIMWM NpUMUTMBaMK (MHTepdieiicamm 3amnycka MOTOKOB Ha  BbINOSI-
HEeHWe, CMHXPOHU3aLUMN 1 06MeHa JaHHbIMW MEXAY NMoToKaMu 1 np.).

6.4 B nHTepnpeTMpyeMbIX A3blkax TUNamn KpUTUYECKNX OLUMOOK ABNAKTCA criedytolime obLime TUnbl:

a) OowWnbKM HempoBEPEeHHOro WCNOMb30BaHWS  YyBCTBUTENbHbIX AaHHbIX (BBOJAa nonb3oBartens, ainos,
cetn nnp.);

6) OWMOKN HEKOPPEKTHOTO WCMONb30BaHWSi CUCTEMHbIX Mpoueayp W  WHTepdeincoB, CBsi3aHHbIX C ob6ec-
neyeHnem MHOPMaLMOHHON 6e30nacHOCTY (LIMPoBaHUS, pasrpaHuyeHns 4ocTyna u np.);

B) OLUMOKM Npy paboTe ¢ MHOTONOTOUYHBIMU NPUMUTUBAMW.
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6.5 [Ons 3a4aHHOro A3blka MPOrpaMMUPOBAHNA  TWUMbl  KPUTMYECKMX OlWKn6GOoK, npuBegeHHble B 6.3 u 6.4,
MOryT AononHATbeA. Ana  asblkoB C/C++ B gonosHeHne Kk 6.3 cnegywlowme Tunbl OWMOOK  SABNSAIOTCA  KPUTU-
YyeckMmu:

a) oLmnbKM pasbIMeHOBaHWA HY/1IeBOTO yKasaTtens;

6) OLIMOKM AefeHNs Ha HONb;

B) OWWBKA ynpaBNeHUss [OMHAMUYECKOW MamsATbl  (BblAENEHWs, OCBOOOXAEHWS, WUCMO/Ib30BaHUS  OCBO-
B6OXAEHHON NamATK);

r) oWwn6KM NCMoNb30BaHUSt YOPMAaTHON CTPOKM;

[1) OLWMGKM NCNOJIb30BaHNA HEVHULMAIU3NPOBAHHbLIX NEPEMEHHbIX;

€) OowWubkn yTeyek namATW, He3akpbiTbiX (annoBbIX AECKPUNTOPOB W AECKPUMNTOPOB CETEBbIX COeau-
HEHWA.

6.6 MogenbHble BapuaHTbl 718 TWNa OLWMOKM CTPOSATCA C Y4eTOM Takux (pakTopoB, Kak £A3blK nporpam-
MUpOBaHWsA, €ro Mogesnb namsATW, cTaHgapTHas 6ubnuoteka fA3blka M T. M. Mcxoga w3 3TMX [daHHbIX, 418 Tuna
OWNOKN  BbIAENAOTCA BapuaHTbl BO3HWKHOBEHMSA OWIMOKM B NpOrpamMme Ha KOHKPETHOM  A3blke Mporpammupo-
BaHUA.

6.7 TloTOYHble BapuaHTbl MNPOSBNEHNS MOAE/bHbIX BapuaHTOB OWWGKA CTPOATCA C  YY4eTOM OCOBEHHO-
CTeil opraHusauuMu MOTOKOB YMPaB/EHWS W [JaHHbIX B fA3blke MPOrpamMMuMpoBaHus. [na  VMNepaTuBHbIX S3bIKOB
nporpamMmmypoBaHuns 3aJaloTca ceayoLme obLme NoToUHbIE BapuaHThbI:

a) BapnaHTbl NOTOKa yrnpaB/eHus:

1) NpsAMONUNHENHBIN Yy4acTOK Koaa;
2) ycnoswus, 3aBuCALLME OT NapameTpoB PYHKLMUK;
3) LUK/bI C BbIMUCAMMBIMU BO BPEMS KOMMAUAALMW rpaHuL,amu;
4) UMKIbI C IMHEAHBIM N3MEHEHNEM UHAYKTUBHbIX NEPEMEHHbIX;
5) CNOXHbIE LWKSIbI, BIOXEHHbIE LIKSIbI.
6) BapraHTbl MOTOKA AAHHbIX:
1) NOTOK JaHHbIX 3aK/KYEH MOTHOCTLIO B OAHON (hYHKLMK;
2) faHHble NepefaloTcs Yepes MacCuBbl;
3) AaHHble nepejatoTcs Yepes CTPYKTYpbl;
4) paHHble nepefatTca Yepes 0AHY UM HECKOTbKO (DYHKLMIA.

6.7.1 [ONONHUTENBLHO BblAENSAEMble TMOTOYHbIE BapuaHTbl CBA3LIBAOTCA C TUMOM  A3blKa MporpaMmMmnpo-
BaHMA (MMNepaTuBHbIA, (OYHKUMOHaNbHbLIA, OOBLEKTHO-OPMEHTMPOBAHHLIA K Np.) W cneundmkoin A3bika. Hanpu-
Mep, 415 A3blka nporpaMmmnpoBaHnsa C A0MNOMHUTENIBHO MOXHO BbIAEUTL C/eAyoLme NoTOYHbIE BapuaHThbI:

a) BapuaHTbl NOTOKa yrnpaB/eHns:

1) ycnosus, 3aBucsiLLMe OT r106asbHbIX NEPEMEHHbIX;
2) doyHKUMK, BbI3bIBAEMbIE M0 YKa3aresio;
6) BapyaHTbl MOTOKA AAHHbIX:
1) aaHHbIE NepefaloTcsa Yepes ykasatenu;
2) paHHble nepefaloTcs vepes rnobdasibHble NepemMeHHbIe;
3) AaHHble nepefatoTcs Yepes CIoKHbIE CTPYKTYPbI AaHHbIX (CMUCKM, KOMIEKUMN U T. 1n.).

6.8 [lpumep nNpUMEHeHUs  KnaccuuKaumy  KPUTUYECKUX  OLWKNGOK,  BbIABASEMbIX CTaTUY4ECKUMW  aHaiu-

3aTopamu 415 oWwmn6KM nepenosiHeHns Gydepa, NpuBeaeH B NPUIoXKeHun A.

7 Tpe6OBaHl/IFI K MeéTOodaM aHa/In3a, peas/in30BaHHbIM B CTaTUYECKOM
aHa/In3artope

7.1 KayecTBO cCTaTM4eckoro aHanuMsa onpefjenseTcsa Tpems  xapakTepuctukamu:  [onei  /T0OXHOOTpU-
uatenbHbIX  cpabaTtbiBaHWii,  onei  NOXHOMOMOXWTENbHbIX  cpabaTtbiBaHW,  CKOPOCTbIO — aHamM3a.  YKasaHHble
XapakTepucTukm 3aBUCAT OT MEeTOAO0B aHan3a, peann3oBaHHbIX B CcTaTuydeckoMm aHanusaTtope. LUenb npeab-
ABNEeHNA TpeboBaHWA K MeTodaM aHaiusa, peasiM30BaHHbIM B CTaTMYeckoM aHanusatope, — obecneunTb
MWHMMasIbHBIA  YpOBEHb B 4YacTW A0neli MpOnyckoB OWKMGOK W NIOXKHbIX cpabaTbiBaHUii NPy COXpaHeHWn npu-
eM/1IEMOI CKOPOCTW aHan3a.

7.2 Cratuyeckuii aHanusaTop npeactaBnser cob6oi OAWH MWHCTPYMEHT WAM  Habop WHCTPYMEHTOB, 0b6e-
crneyvBaloWmMX B COBOKYMHOCTM BbINO/IHEHME TpeboBaHwint 7.3—7.6. B 3ToM cnyyae A1 KaXAOro Tuna  OwwubGKM
no 7.3 B Habope A0/MKHbI ObITb MHCTPYMEHTLI, yA0BAETBOPAOLWME TpeboBaHnam 7.4—7.6.

7.3 MeTogbl aHanu3a, peanu3oBaHHble B CTATMYECKOM  aHanusatope, [OO/MKHbI  obecneymBaTb  NOMCK
KPUTUYECKMX OLIMOOK, TUMbl KOTOPbIX OMpPefensAlnTcs B COOTBETCTBUMM C  MOAAEPXKMBAEMbIM  A3BIKOM  Mporpam-
MUpoBaHus. Tpebyemble THMbl KPUTUYECKMX OLLMOOK A1 KOMIMANPYEMbIX A3bIKOB — COrNacHo 6.3, kpome
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NpuUBEAEHHbIX B MNepeuncnednn ), A0S WHTepnpeTupyeMbix — CcornacHo 6.4, kpome npuBeAEeHHbIX B Nepeync-
NeHun  B), [JononHuTenbHo Ana AsblkoB C/C++ — cornacHo 6.5. MeTtogbl aHanm3a MoOryT obecrneumBartb MOUCK
OCTa/IbHbIX TUMNOB KPUTUYECKMX OLIMBOK No 6.3 1 6.4,

7.4 CraTnyeckuii  aHanusaTop  [O/DKEH  peanu3oBbiBaTb  crefylowye  MeTofbl — aHaniusa:  BHYTPUMpo-
LUeAypHbIi  aHanM3 MOTOKOB  Aa@HHbIX W YNPaBfEeHWs;  MeXnpouedypHbli 1 MEeXMOAYNbHbIA  KOHTEKCTHO-YyB-
CTBUTE/IbHbIA  aHaNM3 MNOTOKA [AaHHblX; YYyBCTBWUTE/bHbIA K MYTAM  BbINO/IHEHUS @Ha/M3  MOTOKOB  [aHHbIX U
ynpaBneHus;  MexnpoueaypHbli U MEXMOAY/NbHbIA  KOHTEKCTHO-YYBCTBUTENbHLIA ~ aHanM3  MOMEYEHHbIX  AaH-
HbIX; @Ha/IM3 NPOrpaMMbl Ha CUHTAKCUYECKOM YPOBHE.

B coctaB peanmsyembix METOAOB CTATUYECKOrO aHasv3a cnefyeT BKIOYaTb Clefylolwme MeTodbl  aHa-
nM3a AN nomcka AonosIHUTE bHbIX TUMNOB OLIMGO0K, & Takke B KauecTBe BCNoMOraTe/lbHbIX aHaIn30B:

a) CUrHaTYpPHbIA NOWUCK;

6) aHanM3 NCeBLOHNMOB;

B) aHa/IM3 KOCBEHHbIX BbI30BOB;

r) CTaTUCTUYECKNIA aHaU3;

[) aHa/IM3 nepapxmm Knaccos.

MakcumanbHaa  rybuHa — NogdepXvBaeMoro  MexnpoueaypHoro  aHasimsa  (KONMYecTBO  BbI30BOB  MPO-
uefyp, 4epe3 KOTOpble MOXeT nepefasartbCsd cobupaemas B XOfAe aHa/im3a WHpopmaums O MNOTOKe AaHHbIX
nporpammbl) He fJo/bkHa OblTb 3apaHee orpaHuveHa, HO MOXEeT OnpefAenATbCa C Y4YeTOM [JOCTYNHbIX A1 aHa-
n3a BblYMCNNTESbHBIX PECYPCOB.

7.5 [Mpu aHanuze T[O, koTopoe TpebyeT CcOOPKM, [JO/MKEH OblTb MNPUMEHEH BCMOMOraTeslbHbI  aHan3
ONA YTOUHEeHWS  MeXMOAY/NbHbIX — CBSi3ei, WCMOMb3ylowmii  pesynbTatbl  KOHTponvpyemoi  cbopku MO.  AHann3
JO/MKEH  yunTbiBaTb  napamMeTpbl  MPOrpaMMHbIX  MHCTPYMEHTaslbHbIX  CPeACcTB  CUCTeM  NporpaMMupoBaHus
(TpaHCnATOPOB, KOMNWISTOPOB, pPEeJaKkTopoB CBfA3el W T. MN.), MPUMEHSIEMbIX B XO4e KOHTPOMMPyemoli CcOOpKu
MO, ANs TOUHOTO CTaTMYECKOTO YCTaHOB/IEHUS MEXMOAY/IbHbIX CBSA3EN.

Mpn ananuse [1O, koTopoe He TpebyeT CcOOPKU, WUAN HEBO3MOXHOCTU BbINOMNHWUTL COOPKY W©3-3a HeNos-
HOro Habopa wucxodHbix kogoB [1O, cTaTMyeckoe YCTaHOB/EHME MEXMOAY/bHbIX CBA3El  3aTpygHWTenbHo. B
3TOM C/lyyae B COCTaB METOOB aHa/n3a, peasiM30BaHHbIX B CTATMYECKOM aHasmsaTope, CcrefyeT BkIloyartb
MeToAb! NPUBIMKEHHOTO BOCCTAHOB/IEHUSA MEXMOAY/IbHbIX CBA3EN.

7.6 Ecnu craTndecknii aHanmMsaTop 4718 MoucKka OWKM6GO0K, OonpegesieHHblx B 6.3, nepeuyncrnedHne a), npu-
MEHSeT aHa/M3 TMOMEYEHHbIX [aHHbIX, [O/bKHAa OblTb NpefocTaBfieHa BO3MOXHOCTb — KOHUrypauun aHanmsa:
[O/MKHBI 3a4aBaTbCA NPOLEAYPbI-UCTOYHVKN 1 NPOLLEeaypPbl-CTOKN YyBCTBUTENbHbIX AAHHbIX.

8 Tpe6OBaHI/IF| K MHCTPYMEHTaM CTaTU4eCKOlro aHasin3a

8.1 Lenbio BbICTaBneHWs TpeboBaHU/ K WHCTPYMEHTaM CTaTM4yeckoro aHanmsa SBAATCA MpoBepka Ka-
yecTBa BbINO/IHAEMOr0 WHCTPYMEHTOM aHanus3a, npoBepka ero MpYMEeHMMOCTM K coBpemeHHomy [1O u  npo-
Bepka BO3MOXHOCTM €ro MUCMosib30BaHus B NPOMbILLIIEHHOM OKPY)XXeHUW npouecca paspadoTku.

8.2 CraTuuyeckuidi aHanusatop A[O/keH noggepxusartb aHann3d MO € MCNOMb3yeMbIMU  3aVMCTBOBaHHbI-
MW KOMMNOHEHTaMK LeNNKOM, Npu 3TOM yA0B/eTBoOpsis TpebosaHusm 7.3—7.6, 8.3 n 8.4.

8.3 CnepgyeT wucnosb3oBaTb Takoi craTudeckuii aHanmsatop (Habop aHaM3aTopoB), 4TOOGbl Ha TEXHW-
yecknx cpeactBax paspabotumka MO  pgns  noucka KpUTUYECKMX owmbok obecneumBancs nonHbld  aHanns MO
C MCMNOMb3yeMbIMY 3aVMCTBOBaHHbIMN KOMMOHEHTaMW 3a BPeMS1, He NpeBbIlatoLlee AB0Oe CYTOK.

8.4 TpeboBaHMsA MO Ka4yeCTBY BbINOJIHAEMOrO CTATMYECKOTO aHan3a MnpeAbsABNAlTCA A1 KPUTUYECKMX
TMNOB OWMKWOOK, NpuvBedeHHbIX B 6.3—6.5, M npoBepalTcA Ha KBa/MMKaLMOHHOM Habope TecToB, MNOCTPOEH-
HbIX B COOTBETCTBUM C TpeboBaHuaMY pa3gena 10.

[Ons  pgaHHbIX TMNOB oOWWOGOK Ha Habope TecToB, OTBevawowmx TpebosaHuam 10.4, cTaTuyeckuii aHanusa-
TOp A0/DKeH obecneunBatb JOCTMXEHNE CredyoLuX nokasarenei:

a) [0Nt0 OWMBOK NepBOro poa (M0XHONONOXUTENbHbLIX cpabaTbiBaHWil) — He 6onee 50 %;

6) [on OoWwunMbOK BTOPOrO poja (/TIOKHOOTPMUATENbHBIX CcpabaTbiBaHWil, T. €. MNpPOMyCKOB 3aBefOMO W3-
BECTHbIX 0LWM60K) — He 6oniee 50 %.

MpoBepkn BbINO/HEHUS TpeboBaHWn NO  kayecTBy [JOJDKHbI BbINOMHATLCA B MOPSAAKe, OTBevawllem Tpe-
6oBaHussM 10.6 B uacTM JIOXKHOMOMOXMTE/bHbIX CcpabaTbiBaHWiA W OTBevawlem Tpe6oBaHusm 10.7 B yactu
NoXHoOTpULATe bHbIX cpabaTbiBaHuWiA.

8.5 PesynbTatbl  NPUMEHEHMS  CTATMYeCcKOro  aHanusatopa  AO/KHbl  cofepxaTb  CNeayoLlyl  WH-
cdhopmavmio:

a) nepeyeHb NpeaynpexaeHnii 0 HangeHHbIX ownobkax;
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6) onncaHne owmnbok;

B) TVM OLUNBOK;

r) MECTO B UICXOLHOM KOZE MpOorpaMmbl, rae HaligeHbl OLLUNOKN.

8.6 B xome pasmeTku, NPOBOAMMOI B COOTBETCTBMM C 5.5, Ao/mkHa 6biITb o6GecrneyeHa BO3MOXHOCTb aB-
ToMaTM3auuM pasMeTKM  BblAaBaeMblX NpeaynpexaeHwuii ¢ LUenbld  COoKpalleHWsl BpeMeHM, 3aTpaunBaemMoro Ha
NPUHATAE PpEeLUeHNs, K KakoW KaTeropum OTHECTM npegynpexgeHve. [omkHa O6biTb 0b6ecneyeHa BO3MOXHOCTb
HaBuraumMm no kody npu pab6oTe cC npedynpexgeHusMu. [LO/MKHO O6biTb 06ecneyeHo COOTHECEHME  BblfaHHbIX
npeaynpexaeHnii ¢ NCXoAHbIM KO0M.

Mopoepxka B MNPUHATMM pELleHUss U aBToMartusaumss MoryT ObiTb O6ecneyeHbl Kak cpeactBaMu U3 CO-
cTaBa CTaTMYyecKoro aHanmsaTopa, Tak M CTOPOHHUMMK CPpeACcTBaMM.

MpumeyaHne — Tllogdepxka B MPUHATAM pELUeHVs W aBToMatm3auus MOryT ObiTb peasim3oBaHbl rpadunyeckum
NHTepgelicom aHanmsaTopa.

8.7 Cratuyeckuin aHanusatTop [O/bkeH obecneuvBaTb BO3MOXHOCTb aBTOMatusauuv [OeincTBuid, npuBe-
OeHHbIX B 5.6, ANA  MCNONb30BaHUS B CUCTEMax HEMPEPbIBHOW MWHTerpauuu, Hanpumep C MNOMOLWbI  Npejo-
CTaB/IEHUSI KOHCOJILHOTO MHTepdelica nan NPorpaMMHOro UHTepdieiica cTtaTyeckoro aHaimsaropa.

8.8 [lomkHO ObITb o06ecneyeHO XpaHeHWe pe3y/nbTaToB 3anycka CTaTM4eckoro adanuMsartopa W pasMeTku
9TUX pe3ynbTaToB. Kaxzgoe BblAaHHOE aHaM3aTopoM npegynpexaeHve [AO/MKHO ObiTb  cHabxeHo uaeHTUdU-
KaTopom, C TMOMOLLbI0 KOTOPOrO €ro MOXHO OfHO3HA4yHO HaliTu B pe3ynbTaTax aHaimsa. [JonyckaeTcsa WCnosb-
30BaTb 419 XpaHeHNs pe3y/ibTaToB CTOPOHHME CUCTEMBI (Hanpumep, 6a3bl AaHHbIX).

8.9 CraTunyeckuini aHanm3atop A[O/DkeH ob6ecrneumBaTtb BO3MOXHOCTb — CpaBHEHWs  pe3ynbTaToB  3arnyckoB
aHanm3aTopa [Ans 3agaHHoro MO C y4yeTOM BbINOSIHEHHOV MNoOnb3oBaTenieM pa3meTku. [pu  cpaBHEHUM pe3ysib-
TaToB [BYX 3amnyckoB [O/KHbl OblTb BblAefNieHbl [PYNnbl  NpeaynpexaeHuid, npucyTcTBylollMe B pesynbTarax
o6oux 3anyckoB; B pe3ynbTatax TOMNbKO OAHOTO M3 3anyckoB. [lpu npocMOTpe nofnb3oBatenieM pesynbTaTos
3anycka aHanmsatopa Ao/MkHa  ObiTb  obecneyeHa  BO3MOXHOCTb — CKPbITUA — NpeaynpexaeHuii,  pasmeyeHHbIX
nonb3oBaTenieM Kak JIOKHOMONOXUTENbHble cpabaTbiBaHUSA U NPUCYTCTBYIOLWMX Takke B pes3ynbTarax 3anycka,
CpaBHMBAEMOro caHHbIM. JJonyckaeTcs UCMnob30BaTh AJ15 CPaBHEHUS pe3y/ibTaTtoB CTOPOHHUE CUCTEMDI.

8.10 CraTuMyecknmii aHanm3aTop [AO/HKEH cofepxarb B AOKYMEHTauuMu OnucaHne BCeX TWMOB  OWMOOK,
KOTOpble HAaXOAWUT aHa/IM3aTop, C ykasaHnem 415 KaXAoro Tmna OLwmoKu:

a) onucaHusa owmnobku;

6) BO3MOXHbIX NPUYUH BO3HUKHOBEHUS,

B) MPVYMEepPOB OLLUMBOYHOTO KOAA, A1 KOTOPOro BbiJaeTcsa npeaynpexaeHne o AaHHOM TUMe oLwmnoKu;

r) NPUMEpPOB WM pekoMeHAauuii ncnpaBneHns AaHHOTo T!na OLNGKU.

Mpn onucaHun BbISBMIEHHbIX TUMOB OLWMGOK CcnedyeT ykasbiBaTb COOTBETCTBME Tuna OWWMOKM B aHau-
3aTope OAHOMY WM HECKOSIbKMM  uaeHTudmkatopam B cucTeme  knaccudpmkaumm — gedektoB  6e30nacHoOCTU
MITRE CWE.

8.11 Cratuyeckuii aHanu3aTop A[O/HKEH MNOAAEPXMBATb Bblgayy pesynbTatoB aHaamM3a B OTKPbITOM  Ao-
KYMEHTVpOBaHHOM cbopmaTe, KOTOpbIA MOXeT ObiTb MpoyMTaH aBTOMaTMYecku, A1  BO3MOXHOCTM  UCMO/Ib30-
BaHWA aHasm3aTopa B COCTaBe KOMM/IEKCOB CPEACTB pa3paboTkv U B CUCTEMAxX HENPEPbLIBHOW UHTErpaLmn.

MpumeyaHme — TIPUMEPOM OTKPLITOTO CTaHJapTa pe3ynbTaToB CTaTUYECKOro aHanuMsa sBAseTcs dgopmar
SARIF.

8.12 CraTunueckuii aHanuM3aTop MOXET MNOALEPXMBaTb BO3MOXHOCTb  [0paboTKM  peann3oBaHHbIX — asro-
puTMOB (NpaBW/1) MNOWCKA KOHKPETHbIX TMMNOB OWWOOK, a Takke pa3paboTkm wn p[obasfieHns aaroputMoB  Mouncka
HOBbIX TUMOB OLUMGOK NOJIb30BAaTE/IEM aHanmsaropa.

9 TpeboBaHUs K crieymanmctam, NPOBOAALLMM CTaTUYeckuii aHaIn3

9.1 Lenblo npeabsBneHns TpeboBaHWii K crneuuanucrtam, nNpPoBOAAWMM CTaTWYecKuii aHanius, sBAseTcs
obecneyeHune npoLecca NpoBeAeHNs CTaTM4YecKoro aHannsa cornacHo TpebosaHuam pasgena 5.

9.2 [Ona ob6ecneyeHnss nNPOLECCOB MPOBEAEHUS CTaTMYeCcKoro aHanus3a cornacHo Tpe6osBaHusM 5.3 u
5.6 npuBnekawTcA cneyvanucTbl, COBMeLjalolme KOMmneTeHuMnm Mo paspabotke MO ¢ koMNeTeHUMsMU Mo
MH(OPMALIMOHHO-TEXHOIOTUYECKOMY  0BCIYXMBAHWIO (cnctemHoMy  aAMUHUCTPUPOBAHNIO). Cnepyet npuene-
KaTb cneunanucTos, 061agatoLmx cneayowmmMmmy 3HaHNAMN U YMEHUSMU:

- 3HaHMe OCHOB W TEXHO/IOTMI NPOrPaMMHON MHXEHePUU, XM3HEHHOTO Lmkia MOo;

- 3HaHuWe apxuTekTypbl 3BM, yCTpoOiCTBA COBPEMEHHbIX TEXHUYECKUX CPeAcTB, MNPUMEHSIEMbIX MpU  CO3-
AaHunn NporpamMmMHo-annapartHbIX CPeacTB;
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- 3HaHVE OCHOBHbIX CETEBbIX NMPOTOKOJ/I0B U CEPBUCOB;

- YMeHVe OLUEeHMBaTb BPEMEHHbIE U BbIYUC/IMTE/IbHbIE PECYpPChbl, Heobxogumble [N MPOBefeHus cTatu-
YyecKoro aHansa.

9.3 [na ob6ecneyeHus MpPOLECCOB MNPOBEAEHNA CTATMYECKOr0 aHanuMsa corfacHo TpebosaHmam 5.2, 5.4,
5.7—5.12 npuBnekawTca CcneuuManucTbl, COBMeLLalme KomneTeHuMn no paspabotke O ¢ komMneTeHuMsMu
B ob6nactm obecneuyeHns kubepbesonacHocTn. Cnegyetr npueiekaTb  Cneuuannuctos, ob6nagawowmx  cnegyro-
LLMMW 3HAHUAMWU U YMEHUSIMMU:

- 3HaHne ocHoB 6e3onacHocTu MO u cuctem;

- 3HaHMe 6as30BblX AJrOPUTMOB W CTPYKTYP [JaHHbIX, 6a30BbiX MOJIOXEHUA TEOPUM  CAOXKHOCTU  asro-
pUTMOB;

- 3HaHWe A3bIKOB MPOrpaMMMpPOBaHNS, UCNOJIb30BaHHbLIX NPU peanusauun aHamsupyemoro MNo;

- 3HaHWe OCHOB M TEXHOJIOTWI NPOrPaMMHO UHXEHepUK, XN3HeHHoro uukna MNo;

- 3HaHMe 6as30BblX MNPUHLWMNOB YCTPONCTBA OMNEPaLMOHHbIX CUCTEM, OCHOBHbIX MOMIOXEHWA Habopa cTaH-
paptoB POSIX, ecnu aHanmsupyetca IO, paccuntaHHoe Ha paboty nog ynpasneHneM POSIX-coBMeCTUMBbIX
onepawyMoHHbIX CUCTEM, WX aHAUTOTOB 3TUX CTaHAapPTOB A1 UHBIX C/lyYaes;

- 3HaHve apxuTekTypbl OBM, yCTpONCTBA COBPEMEHHbIX TEXHWYECKUX CPeAcTB, MNPUMEHSIEMbIX MpU  CO3-
[aHun nporpaMMHo-annaparHbIX CPeACTs;

- 3HaHMe OCHOBHbIX CETEBbIX MPOTOKOJIOB U CEPBUCOB;

- YMEHWe BbINOMHATL aHaNM3 BbIAAHHbIX AHa/IM3aTOPOM  MPEeaynpeXxAeHud  BPpYYHYH, O/  BbISBIEHHbIX
ownboK oLeHMBaTb UX BMsAHME Ha 6e3onacHocTb MO;

- yMeHue BblOMpaTb CTaTU4Yeckne aHamsatopbl Aasa 3agaHHoro MO C  yyeTOM TEeXHWYECKMX OorpaHuye-
HWUA  peanu3auun U PyHOAMEHTa/IbHbIX  OrpaHnyeHuid, OO6YCMOB/EHHbIX CBOWCTBAMU peansyemblx B cTaTude-
CKOM aHannsaTope Moge e, anroputMmoB 1 METOAOB.

CnepyeT npviBfiekatb  CrneuuManncToB, WMEIWMX ONbIT MNPOBEAeHns cTaTuyeckoro adanmsa nmbo  npo-
WweAWwnx nporpaMmmbl NOBbILLEHUS KBaTMdmkaumm no paboTte Co CTaTUYECKUMU aHaNn3aTopamm.

10 MeToanka NpoBepKM Tpe6GoBaHWUIi K CTaTUYeCKOMY aHaIM3aTopy

10.1 MeToamka npoBepku TpeboBaHWn K CTATMYECKOMY aHanim3aTopy [O/hkHa BKIuYaTb MNpPOBEepKy Ha
cooTBeTCTBME TpeboBaHNsIM pasgena 7 n 8.4—8.12.

10.1.1 TpoBepky Ha cooTBeTCTBME TpeboBaHWAM pasgena 7 u 85—8.12 BbINOMHAT MNyTeM aHausa
OOKyMeHTaumMM  CTaTMyeckMx aHansaTopoB U WMHbIX  peanusylowmx TpeboBaHus nporpamm M Mocnegyouero
aHa/M3a pes3ynbTatoB MX 3anyCckoB B  COOTBETCTBYHOLMX paboumx OKpyxeHusx (ycneweHn/He ycneweH). [po-
BEpPKy Ha TMOMHOTY peann3oBaHHbIX MeTo4oB W owuboK aHanmMsa cornacHo 7.3—7.6  [OMOMHUTE IbHO  BbINOSI-
HSIOT C MOMOLLbIO Habopa KBa/MhMKaLMOHHBIX TeECTOB cornacHo 10.1.2.

10.1.2 Tposepka Ha coOTBETCTBME TpeboBaHWAM 8.4 [O/MKHA BbINOMHATLCA C MNOMOWpBI Habopa kBa-
NNAVKALMOHHBIX — TECTOB, yAoBfeTBopsowero TpebosauuaMm  10.2, AN KaKAOM0  A3blka  MPOrpaMMupoBaHus,
NnoAAepXXMBAEMOro CTaTUYECKUM aHa/IM3aTopoM.

Ecnu pna a3blka nNporpamMMyMpoBaHUst OTCYTCTBYET [OCTYMHbIA Habop TecToB, B MOSHOW Mepe CcoOTBeT-
cTBylOWMA TpeboBaHusm 10.2, p[onyckaeTca MCMonb3oBaTb Habop TecToB, YACTMYHO COOTBETCTBYHOWMIA  Tpe-
60BaHusAM 10.2.

MpumeyaHne — T[MpumepoM OTKPLITOTO Habopa TecToB, YacCTWYHO COOTBeTCTByKLWero TpebosaHusm 10.2,
nepeuyncnenus a) u 6), apnsetca Juliet Test Suite.

10.2 B cocTaB Habopa KBa/IMpnKaLMOHHbIX TECTOB AO/DKHbI BXOAUTb:

a) KBaMMKaLUMOHHbIE TecTbl HebOoNbWOro pasmepa, cogepxaiwe ownbkn, KOTopble  AO0/MKHbI  OblTh
HalifjeHbl aHa/M3aTopoM, /19 BCEX TUMOB KPUTUYECKMX OLIMOGOK, OTBevawlmx TpebosBaHusm 6.3 u 6.4, C yde-
TOM cneuudukyn  aHanu3vpyemoro Asblka. TeCcTbl  AO/MKHbI  MOKPbIBATb  MOAEe/bHble  BapuaHTbl COOTBETCTBY-
IOWMX TMMNOB OWMOOK B CcOOTBETCTBUM C 6.3 M 6.4, B MNOTOYHbIX BapumaHTax B COOTBETCTBMM C 6.7 U [ONOSHU-
TeNlbHO B MOTOYHbIX BapuaHTax, CneuuuuHbiX L4719 aHa/M3MpyemMoro A3blka nporpammupoBaHus. B Tectax
cnegyeT yuuTblBaTb LeneByld nnatdopMy BbIMOMHEHWS B C/yyae, €C/iM OHa BAUSieT Ha  TecTUpyeMmblid  Tun
owmnbkn.  [lonyckaetcAa  co3gaHue  TecTa, MPOBEPSIOLLEr0  HECKONIbKO  MOTOYHbIX — BapuMaHTOB  OAHOBPEMEHHO.
TecTbl npegHasHayeHbl A1 OLEHKM 4Yucria  OWMBOoK BTOPOro poga  (NoXHooTpuuaTtenbHbIX — cpabaTbiBaHuil) w©
OLEHKM NOMHOTLI NOAAEPXKNBAEMbIX TUMOB OLUMGOK:

6) kBa/MUKALUMOHHbIE TecTbl He6GOoMbLIOro pasMepa, A8  KOTOpbIX  CTaTUYEeCKUM  aHanM3aTtopoM  He
[O/MKHO BbITb BblAAHO SIOXXHONOMOXNTEBbHBIX CpabaTbiBaHWiA (OLLMGOK NEPBOro poaa). TecTbl AO/MKHbI NO-
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KpblBaTb BCe TWMbl OWWBOK B cooTBeTcTBUM € 6.3 1M 6.4 1 cneuudnyHble ANA aHanM3nMpyemoro fAsblka npo-
rpaMMUpoOBaHMA  TWNbl  OWMGOK. TecTbl  [O/MKHbI  MOKPbIBATb  MOAE/IbHble  BapmaHTbl  COOTBETCTBYHOLUMX  TWUMOB
OWwmnboK B cooTBeTCTBMM C 6.3 M 6.4, B NOTOYHLIX BapuaHTax B COOTBETCTBMM C 6.7 W [AONOAHMTENIbHO B MNO-
TOYHbIX BapuaHTax, cneuuduuHbiX AN8  aHaIM3MpPyeMoro  A3blka  nporpammupoBaHus.  JlonyckaeTcs — cosfaHve
TecTa, MNPOBEPSAIOWEr0 HECKO/IbKO MOTOYHbIX BapuaHToB OfHOBPEeMEHHO. TecTbl npefHasHavyeHbl A1 OLEHKK
NOSIHOTbI  peasiM30BaHHbIX METOLOB aHa/In3a, KOTopble MO3BOMAKT HaxoAWTb OWWOKM K3 TecToB B COOTBET-
CTBMM C MepeynucyieHneM a) f[aHHOro nogpasgena, npuv 3TOM He fgonyckas owubok nepBoro pofja Ha TecTax
[aHHoro pasgena,

B) KBa/IM(PMKALMOHHbIE TECTbI-NPOrpamMmbl  Pas3INYHbIX pasmMepoB, Ha 6as3e nporpaMm C  OTKPbITbIM  UC-
XOA4HbIM  KOAOM, C 3apaHee W3BECTHbIMW Olmnbkamu. TecTbl WCMNOMb3YHOTCA AN OUEHKM KadyecTBa peanso-
BaHHbIX METOAO0B aHa/M3a B YC/IOBUSAX peasibHbIX MporpaMMm 60/blworo pasmepa. B coctaBe Habopa [0/MKHbI
npUCyTCTBOBaTbL TECTbl, MpPeAcTasBnslWwue cnegywwme auanasoHsl pasmepos [MO: pgo 100 TbiC. CTPOK Koga, OT
100 TbIC. A0 1 MAH CTPOK KoAa, OT 1 M/H A0 10 M/IH CTPOK Koga, 6onee 10 M/IH CTPOK KoAa.

CocTas Habopa KBayIMMKaLNOHHBIX TECTOB C/iefyeT pPerynspHo nepecMmarpusaTb.

Mpumep nNOCTpoeHMs  KBaUIMDUKALMOHHBLIX TeCcToB A1 owwnbkn nepenosiHeHus Oydpepa € MCnosb3oBa-
HVYeM paga NoTOYHbIX BapUaHTOB cornacHo 10.2, nepeyncrieHne a), npeAcTas/ieH B NPUioxeHum b.

10.3 Habop kBanMUKaLMOHHbIX TECTOB [O/DKEH cofepxaTtb oOnucaHve ownbok, B KOTOPOM YyKa3sbiBaeT-
CA pasmelleHVne OLNOGOYHOW KOHCTPYKUMM WM  Habopa KOHCTPYKUMIA B WCXOOHOM KOoAe TecTOBOW NporpamMmbl,
TMN  owunbkn. OnucaHve OWKMBOK UCNOMb3yeTca [ANna  MoAcyeTa uucna  JIOKHONOMOXKUTESNbHBIX U JIOXKHOOTpULA-
TeslbHbIX cpabaTbiBaHuiA.

10.4 [onto NTOXXHOMONOXMTENbHLIX cpabaTbiBaHMA paccunTbiBatoT MO popmysie

100 % « FPW/TW, 1)

rane FPW — uucno npepynpexaeHuin 06 0GHapyXeHHbIX OlNGKax, OTHECEHHbIX K JIOXKHbIM cpaGaTbiBaHUsIM;
TW — uncno Bcex npesynpexaeHnii 06 olumnbkax, BblAaHHbIX CTATUYECKM aHa/IM3aToOpPOM.

Mokazatenb A0AM  NIOXKHOMONIOKMTENbHLIX — cpabaTbiBaHWil, 3afaHHbll  TpeboBaHuamu 8.4, nepeuucne-
H/e a), [O/KeH He3aBMCUMO pacCuuTbiBaTbCA W OueHMBaTbCA A1 ABYX [Pynn  TEeCTOB: KBa/MUKALMOHHbIX
TecToB HebONbLWIOro pasMepa, oOTBevawwmx TpeboBanuam 10.2, nepeuncnenmss a) u  6), KBa/IMPUKALNOHHbIX
TeCTOB pas3/INyHbIX pa3MepoB, oTBevarLmx TpebosaHusam 10.2, nepeyncrieHne B).

10.5 [lonto oXHOOTpULATENBHBIX cCpabaTtbiBaHUiA (MPONYCKOB) paccunTbiBatoT No hopmysie

100 %-EN/TB, @)

rae FN — uncio n3BecTHbIX OWIMBOK, KOTOPbIE HE Gbl 0GHAPYXEHbI;

TB — cymmapHoe uucno OWKWGOK B TECTOBbIX MNPOrpamMMax, HaMepPEHHO 3as/IOKEeHHbIX W  HenpegHamepeH-
HO BHECEHHbIX B KO M 06HaPY)XeHHbIX B X04e aHann3a.

MpumeyaHne — W3-3a Hamumsa B cocTaBe Habopa TecToB Ha 6ase peasibHbIX MPOrpamMm BO3MOXHbI CUTya-
UMM BbISIBNIEHNS] paHee HeU3BECTHbIX OLIMGOK, KOTOpble GblLIM AOMYyLleHbl pa3paboTynMkaMu nporpaMMbl, Ha 6Gase KOTOpOii
paspabarbiBasics TECT.

MokasaTenb O0AM  NOXHOOTpUUATESIbHbIX — cpabaTtbiBaHWi,  3adaHHblli  TpeboBaHusMu 8.4,  nepeuucne-
H/e 6), [O0/DKEH Hes3aBMCUMMO paccyuTbiBaTbCA W OUEHMBATLCA A1 ABYX [Pynn TEeCTOB: KBa/IMUKALIMOHHBIX
TecToB HebonbLWOro pasmepa, oOTBevawwmx TpeboBaHuam 10.2, nepeuncnenmss a) u  6), KBa/IMPUKALNOHHbIX
TEeCTOB pas3/IM4YHbIX pa3mepoB, OTBevaLux TpeboBaHusam 10.2, nepeuncieHve B).

10.6 [Ons TMNOB KPUTUYECKMX OWMOGOK MOACHET [AONel NIOXKHbIX cpabaTbiBaHWn U MPOMYCKOB  AOJSHKEH
ObITb BbIMNO/IHEH C NOJIHO pa3MeTKON NpeaynpexaeHuii.

Jonu nponyckoB © JIOXHbIX cpabaTbiBaHWA AnA  OCTa/lbHbIX TWUMOB OWKWOOK B CUCTEME Tunusauum ole-
H/BAeMOro  CTAaTMYecKoro  aHanmM3atopa  MOryT  MOACYMTLIBATLCA  Ha  OCHOBE  penpeseHTaTWBHON  BbIGOPKK
npegynpexgeHwin. lMpegynpexaeHus AAs8  NPOCMOTpa  [O/DKHbI - BblGMpaTbCA  CnydvaiHbiM - obpasom. [ns  kax-
[Oro Tuna owmbknm opMupyeTcs nepBuYHas BblGOpKa, KOTOpas [O/MKHa COCTOSATb He MeHee 4yem w3 10 npe-
aynpexgeHuii. Ecnu  Bce npefynpexgeHus MnepBUYHON  BbIGOPKM  OKa3blBAKOTCA NIOXHLIMKW, AabHeiwero pac-
LMpeHns  BbIGOPKM He  npoucxoguT. Tpy  BbIABAEHUM  MNOATBEPXKAEHHbIX  OWKMOOK  KOMMYECTBO  pasmevaeMmblxX
npegynpexaeHnin JO/MKHO OblTb  yBEMYEHO [0 3HauyeHuss, He MeHee dem B 10 pa3 npesbllLaOWero Konunye-
CTBO BbISIB/IEHHbIX MOATBEPXAEHHbIX OLUMOOK B NEPBUYHOI BbIGOPKE.

10.7 [Ana oueHkn BbINOAHMMOCTM TpeboBaHuit 8.3 (CkopocTM paboTbl CTaTUYEecKoro aHanusaTopa) cre-
AyeT NpUMEHSTb Habop KBa/IMPMKaLMOHHbIX TECTOB, YA0BNETBOPAIOLLMIA TpeboBaHusamM 10.2.
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MpunnoxeHve A
(cnpaBo4HoOE)

MpriMep NPYMEHEHUS KNaCcCUUKALLMN KPUTUUYECKUX OLLIMGOK,
BbISIB/IIEMbIX CTaTUUYECKUMW aHa/IM3aTopamu, As1si owMGKN nepenosiHeHus Gydepa B A3bike C

A.1 Owunbka nepenonHeHus bydepa B A3blke C xapakTepusyeTca crefylowymy anemeHTamu: 6ydepom, ero pas-
MepoM, UHAEKCOM HEeKOppeKTHOro obpaileHus k 6ydepy. Micxogsa w3 ycTtpoiictBa s3blika C, ero mogenu namstv u craH-
OapTHOM BUBNNOTEKM, MOXHO BbIAENUTL CrieayroLiMe 0CO6EHHOCTH:

- bydhbep BblAeNeH B aBTOMATUYECKO, CTATUYECKOW UM AUHAMUYECKOW NamsATy;

- pasmep 6ydoepa ABASIETCA KOHCTAHTON (T. €. U3BECTEH HA MOMEHT KOMMUASAUMM) UK BbIYMCNSETCS B X04e paboThbl
nporpammei;

- pocTtyn K 6ydhepy ocyllecTBnsieTCA HENocpeACTBEHHO (onepaumein MHAekcauum) wam yepes yHKuuM cTaHgapT-
Holi 6BUbNnoTEKN (Memcpy, memmove v T. n.);

- byhep sBNAETCA 0ObIYHLIM MACCUBOM UM COAEPXNUT CTPOKY A3bika C;

- pasmep waun nHgekc ydepa noslyyeH ot nNonb3oBarens.

A.2 Vicxogs 13 BbllWenpuBEAEHHbIX OCOGEHHOCTEW, MOXHO MPMBECTU CRefylolylo kiaccudmkaumio (Tnusaumio)
015 OWMGBKM nepenosiHeHns bydepa:

a) 06LWMiA TMN OLIMOKK: OLIMBKa NepenonHeHns bydepa;

6) MOAenbHble BapnaHThbl:

1) 6ydhep KOHCTAHTHOrO pa3mepa, BblAENEHHbI B CTATUYECKON WM aBTOMAaTUYecKoW namsTh, AOCTyn C nepe-
MOSIHEHUEM BbINOJIHAETCA MHAEKCaUueil;

2) 6ydhep KOHCTAHTHOrO pasmMepa, BblAeNeHHbIi B CTATMYECKON WM aBTOMATUYEecKoW namsaTu, AOCTyn C nepe-
NoJIHEHNEM BbINOJIHAETCS B 6UBIMOTEUHOI PyHKUNN;

3) 6ychep KoHCTaHTHOro pasmMepa, BblAe/EHHbIi B CTATMYECKON WM aBTOMATMYEeCKOW namsiTv, AOCTynm C nepe-
NOSIHEHUEM BbINOHAETCA MHAEKCcaL e, Npu aToM nHAeKe bydepa nonyyeH oT nonb3oBarens;

4) 6ycdep HeU3BeCTHOro Mpy KOMNWUAALWMWM pa3mepa, BblAeNEeHHbIi B AWHAMUYECKOW WM aBTOMAaTU4Yeckol na-
MSATKN, OCTYN C NepenosIHEHNEM BbINONHAETCA MHAEKCALMEN;

5) 6ydhep HEM3BECTHOTO MPU KOMMNUAAUMM pa3mepa, BblAENEHHbIA B AUHAMUYECKON WM aBTOMATUYECKOW nams-
T, AOCTYN C NepenosiHeHMeM BbINOMHAETCA B GMGIMOTEUHON OyHKLMY;

6) 6ychep HensBecTHOro Mpu KOMMAUAAUMKM pasmMepa, BblAefIeHHbI B AMHAMWYECKON WM aBTOMaTU4YeckoW na-
MSATW, AOCTYN C NepenosiIHEHUEM BbIMOMHAETCA MHAEKcauuen, npy aToM pasMep wam uHiekc 6ydepa nosyyeHbl OT MOJsib-
3oBaresns;

7) 6ychep HeM3BECTHOro Mpy KOMNWAAUMU pasMepa, BbiAENEHHbIA B AMHAMUYECKON WM aBTOMaTU4eckol nams-
TW, JOCTYN C MepenosiHeHNEM BbIMNOSHAETCA B GUOMMOTEYHOM (PyHKLMKM, Npu 3TOM pasMep WM uHaekc Gydepa nosy4veHbl
OT NnoJib30BaTens;

8) BapuaHTbl, NpUBEAEHHbIE B MepeuncrieHnsax 1) — 7), B KOTopbIx Oychep ABNS€TCS CTPOKOW, YTO LOMNOSHU-
TeNbHO TpebyeT OTCNeXMBaHNA ee A/INHbI;

9) BapuaHTbl, NPUBEAEHHbIE B NepeyncrienHnsx 1) — 7), B KOTOpbIX Oydep SBASETCS CTPOKOW, Npv 3TOM A/IMHA
CTPOKM MNOJIy4YeHa OT MNo/ib30BaTess;

B) A3blk NporpamMmmunpoBanusi: C n C++;
r) cBsi3b ¢ knaccudpmkaropamm MITRE CWE: CWE-119, 120, 786, 787, 788, 806.
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MpunnoxeHve b
(cnpaBo4HoOE)

MpuMepbl NOCTPOEHUS KBaNTMPNKaLMOHHBIX TECTOB 415 OWMOKM NepenosiHeHns bydepa
C MCNOJIb30BaHNEM MOTOYHbIX BAPMAHTOB B A3bike C

Mpumep 1.
MogenbHblii BapuaHT: A.2, nepeuncneHune 6)1), NOTOYHbI BapuaHT: 6.7, nepeuncnenns a)2), 6)1).
#define SIZE 10
int buf[SIZE];
void test(unsigned idx) {
int sum = 0;
if (idx < SIZE) {
sum += buf[idx];
idx = idx + 1 ;

sum += buf[idx]; // ouwnbka

}

Mpumep 2.
MogaenbHbIn BapuaHT: A.2, nepeuncnexne 6)1), NoTouHbI BapuaHT: 6.7, nepeuncnenus a)3), 6)1).
#define SIZE 10
int buf[SIZE];
int check (int i);
void test(void) {
int idx = SIZE;
for (int i1 = 0; 1 < SIZE; i++)
if (check (1)) { // if moxeT HuKorga He cpaboTaTb
idx = 1;
break;

}
buf[idx]++; // ouwnbka
¥

Mpumep 3.
MogenbHbIi BapunaHT: A.2, nepeuncnermne 6)1), NOToUHbIA BapuaHT: 6.7, nepeuncnenns a)l), 5)4) n 6.7.1, nepe-
yncnenue 6)1).

#define SIZE 10
int buf[SIZE];
void access (int* buffer) {
buffer[SI1ZE]++; // owubka npu Bbi3oBe U3 testl

}
void testl() {
access (buf);

}

Mpumep 4.
MogenbHbIn BapuaHT: A.2, nepeuncneHne 6)1), NoToYHbIA BapuaHT: 6.7, nepeuncnexune 5)4), n 6.7.1, nepeuncne-
Hus a)l), 5)2.

#define SIZE 10
int buf[SIZE];
int status;
int getindexO {
if (status)
return 7; // npaBubHbIi MHAEKC
else
return SIZE; // cnvwkom OGONbWON MHOEKC

-

int test2() {
int i = getlndexO;
buf[i]++; // ownbka

}
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Mpumep 5.

MogenbHbIi BapuaHT: A.2, nepeuncnexmne 6)2) (BapnaHT Co CTPOKOI1), MOTOYHbI BapuaHT: 6.7, nepeuncne-

HUs a)2), 6)1).

#include <string.h>
int foo (int cond, int n) {

char s[100],

int x = 0;

if (cond)
strcpy(s,

if (n > 15)
X = n;

dst[10]= "';

"very very long string ");

strncat(dst, s, n); // ownbka

return Xx;

Mpymep 6.

MogenbHbIi BapuaHT: A.2, nepeuncnexmne 6)2) (BapynaHT Co CTPOKOI1), MOTOYHbIA BapuaHT: 6.7, nepeuncne-

Hus a)3), 6)1).

#include <string.h>
int check (char *str, int i) ;
int foo (int cond, int n) {
char s [ 100];
int idx = 100;
char str[] = "very very long string ";
int len = strlen(str);
strcpy(s, str);
for (int 1 = 0; i <= len; i++)
if (check (str, 1)) { // if vmoxeT HuKOrga He cpaboTaTb
idx = 1i;

break;

return s[idx]; // ownbka
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