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[Tpuka3z denepanbHoit ciryx0b1 6e30macHocTH Poccuiickoit @enepanuu ot 24.07.2018 1. Ne 367
(O¢duumanbHbli HHTEPHET-NOPTAJ NPaBoBOM nHpopManuu (Www.pravo.gov.ru) ot 10.09.2018 )

OELEPANIBHAA C/IYXBA BE3OMACHOCTM POCCUIACKON ®ELEPALMK
MPUKA3
MockBa

24 nwona 2018 r. N 367

06 yTBepxaeHuun MepeyvyHs uMHPOpMaLMM, NpencTaBAseMOl B
rocyAapCTBEHHYH CUCTeMy O6HapyXeHusa, npepynpexaeHua u
NMKBUAALMN MOCNEACTBUIA KOMMNBbIOTEPHBIX aTakK Ha
uHPopmaLMOHHble pecypchl Poccuiickon ®epepauun u Mopaaka
npeacTaB/iieHUAa MHPOPMALMKU B FOCYAApPCTBEHHYH CUCTeMy
obHapyxeHuAa, npeaynpexaeHua M NMKBUAALUKU MNOCIeLCTBUN
KOMMbIOTEPHbIX aTakK Ha WHPOPMALMOHHbIE pecypchl
Poccuiickon depepauuu

3aperucTtpupoBaH MuHiCcTOM Poccum 6 ceHTsbps 2018 r.
PernctpaunoHHbin N 52108

B cooTBeTCTBMM C NYHKTOM 5 4Yactm 4 cTaTbu 6 OepgepanbHoro
3aKoHa OoT 26 wuwona 2017 r. N 187-03 "O 6e30nacHOCTM KpPUTUYECKOW
MHPOPMALIMOHHOW MHPpacTpyKTypbl Poccuitckon Gepepaunn'<1l>

MPUKA3BBAW

yTBEpanUTb:

NepeyeHb WHbOpMaLUKU, NpeACcTaBAAEMON B roCyAapCTBEHHYW CUCTeEMy
OobHapyxXeHusa, npefynpexaeHus U NUKBUAALUM MOCAEACTBUIA  KOMMNbHTEPHbIX
aTak Ha MHPOpMauUMOHHble pecypcbl Poccuitckoih Oepepauun  (NpuioxeHune
e 1);

NMopAfoK MpeAcTaBNeHUA UWHOOpMaLMM B TrOCyAapCTBEHHYW CUCTeMy
obHapyXeHWsa, nNpefynpexaeHus U NUKBUAALUM NOCNEACTBUIA  KOMMbHTEPHbIX
aTak Ha MHPOpMAUMOHHbIEe pecypcbl Poccuitickoih Oepepauun  (NpuioxeHue
e 2).

OupekTop A.BOpTHUKOB

<1> CobpaHue 3akoHopaTenbcTBa Poccuiickon depepauun, 2017, N 31
(4. I), cT. 4736.

MpunoxeHue N 1
K npukasy O®Cb Poccuu
oT 24 wwonAa 2018 r. N 367

MepeyeHb
nHdopmaumm, npencTaBnAeMOl B roCcyfapCTBEHHYH CUCTeMy
obHapyxeHua, npeaynpexaeHna v AMKBUAALUM NOCIeACTBUN
KOMMbITEPHbIX aTakK HAa WHPOPMALMOHHbIE pecypchl
Poccuiickon depepauuu

1. WHdopmaumAa, copepxawaAacs B peecTpe  3Ha4YMMblX  O6bEKTOB
KPUTUYECKOW MHPOPMALMOHHON WHOpacTpyKTypbl Poccuitckoirt  depepauum
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(manee - kpuTuyeckas WHPOPMaUMOHHAA MHPpaACTpyKTypa).

2. WHbopmaumsa o6 OTCYTCTBMM HEOHXOAMMOCTM MNpPUCBOEHUA Ob6bEKTY
KpUTUYECKOW MHPOPMALMOHHON WHPPACTPYyKTypbl OAHOWM n3 KaTeropwuu
3HAYUMOCTH.

3. WHbopMauma 06 UCKIWYEeHUM obbekTa KpUTUYeCcKon MHGOPMALMOHHOW
UHOPaACTPYKTYpbl U3  peecTpa  3HAYUMbIX 06beKTOB KpUTU4ecKoi
MHGOPMAUMOHHOW MHPPaACTPYKTYpbl, a Takke 06 U3MEHEHUU KaTeropuum ero
3HAYMMOCTH.

4. WHdopmaumua no UTOram MpoBeAeHUA FOCYAapCTBEHHOro KOHTpOAA B
obnactn obecnevyeHnAa 6e30MacHOCTM 3HAYUMbIX OO6LEKTOB KPUTUYECKOW
MHPOPMALIMOHHOW MHOPACTPYKTYpbl O HapyleHun TpeboBaHW Mo obecneveHuw
6e3onacHOCTM  3Ha4YuMbIX  0b6beKTOB KpUTuyeckon MHPOpPMaLIMOHHOM
MHOPACTpPYyKTypbl, B pe3y/nbTaTe KOTOpPOro  CO3[4AWTCA  MpPeAnocChIKM
BO3HUKHOBEHUA KOMMbHTEPHBIX WMHLUUAEHTOB.

5. WHbopmMauusa O  KOMMbHTEPHbIX  MHUMAEHTAX, CBA3AHHbIX  C
dyHKUMOHMpPOBaAHUEM 06beKkToB KpUTH4eckom MHGOPMALIMOHHON
MHPpPaACTPYKTYpbI:

jaTta, Bpems, MecTo HaXoxXaeHuA nnm reorpapuyeckoe

MeCcTOononoxeHne obbekTa KpUTUHECKON MUHOOPMALMOHHOW WHPpPaACTPYKTYphl,
Ha KOTOpPOM MPOU3OWEN KOMMbHOTEPHbIA MHUUAEHT;

HafMyne  NPUYUHHO-CNEeACTBEHHOW  CBSA3M  MeXAy  KOMMbTEepHbIM
WHUMAEHTOM U KOMMNbHTEpHOW aTaKoW;

CBA3b C APYrMMU KOMMNbOTEPHbIMA MHUMAEHTaMU (Npv Hanu4uu);

COCTaB TeXHWYECKUX NapameTpoB KOMMbHTEPHOTrO WHUUAEHTA;

nocseACcTBUA KOMMbHTEPHOrO MHUMAEHTA.

6. WHasa uHdopmauma B obnactu obHapyxeHusa, npepynpexaeHusa U
NMKBUAALUU MOCNEACTBUIA  KOMNbHTEPHbBIX aTak UM pearupoBaHWs  Ha
KOMMblOTEPHblE  MHUMAEHTbI, nNpejocTaBnsemMasa cybbekTaMM  KPUTUYECKOM
UHPOPMALIMOHHON WMHOPACTPYKTYpPbl U MHBIMM He ABAANWMMUCA CybbekTamu
KpUTUYECKON WHPOPMAUMOHHOW MHOPACTPYKTYpbl OpraHaMM M OpraHu3auuamu,
B TOM 4YMC/e UHOCTPAHHBIMU U MEeXAYHapOAHbIMM .

MpunoxeHne N 2
K npukasy OCb Poccuu
OoT 24 wwona 2018 r. N 367

Mopanok
npeacTaBieHUa MHPOpMaUuM B rocyAapCTBEHHYHW CUCTEMY
ObHapyxeHua, npeaynpexneHua M NUKBUAAUUKU NOCNeLCTBUM
KOMMbTEPHBIX aTakK Ha WHOOPMALMOHHbIE pecypcChl
Poccuiickon depepauuu

1. WHbopmauma, ykasaHHaA B NyHKTax 1 - 4 [lepeyHAa wuHbopmauuu,
npeacTaBnaemon B roCcyAapCTBEHHYI0 cucTemy OobHapyxeHus,
npepynpexaeHus M JWKBUAAUUMM MOCNEACTBUIA  KOMMbHTEPHbIX aTak  Ha
UHPOpMaLMOHHble pecypchl Poccuitckoi depepauun, yTBEPKAEHHOrO MPUKA3OM

OCb Poccum oT 24 wwona 2018 r. N 367 (panee - MepeyeHb),
npeacTaBnseTcs B rocyaapCTBEHHYH cucTemy O06HapyxeHus,
npeaynpexaeHns W JIMKBUAAUMM MOCNEACTBUIA  KOMMbHTEPHbIX aTak  Ha
UHPOpPMALMOHHbIE pecypcbl Poccuiickoit Oepepaumn (panee - T[ocCOMKA)

depepanbHbiIM OpraHoOM MCMONMHUTENbHOW BNAacTHU, YMNOJHOMOYEHHbIM B 06/11aCTH
obecneyeHna 6e30MacHOCTU KPUTUYECKOW WMHOPOPMALMOHHON MHOPACTPYKTYphI
Poccuitckoit ®epepaumn (panee - YMNONHOMOYEHHbIA OpraH), nyTem ee
HanpaBieHua B HaLMOHaNbHbli KOOPAWHAUMOHHLIA LEHTP N0  KOMMNbHTEpPHbIM
MHUMpeHTam (panee - HKUKW) He pexe pasa B Mecsly U He no3jgHee
MeCcAYHOro Cpoka C MOMEHTa:

BK/OYEHUSA 0ObEeKTa KPUTUYECKOW WHPOPMALMOHHON WHPPACTPYKTYphl
Poccuitckot  Oepepauumm (panee - KpuTuyeckas MHPOPMaLIMOHHasA
UHPpacTpykTypa) B  peecTp 3HAYMMbIX 06bEeKTOB KpUTU4ecKoin
MHPOPMALMOHHON WMHOPACTPYKTYpbl;

M3MEHEHUA KaTeropuu 3HAYUMOCTU, MPUCBOEHHOW 3HAYUMOMY Ob6BEKTY
KPUTUYECKOW WMHPOPMALMOHHON WUHGPACTPYKTYpbl;

nosiyyeHus uHoopmMauuum 06 OTCYTCTBUM HEOBXOAMMOCTU MPUCBOEHMUA
06bEKTY KpUTUYECKON  MHOOPMALUMOHHON  MHOPACTPYKTypbl  OAHOW U3

pravo.gov.ru/proxy/ips/?docview&page=1&print=1&nd=102481743&rdk=0&&empire=

2/3



24.07.2023, 23:44 06 ytBepxaeHun MNMepeyHs MHdopmaLum, NpeacTaBnsemMon B rocyfapCTBEHHYO CUCTEMY OBHapYXeHUst, NpeaynpexaeHnst ...

KaTeropuit 3Ha4YUMOCTH;
UCK/YEHUA 06bEKTA KPUTUYECKOW WHOOPMALMOHHOW WMHOPaACTPYKTYpb

u3 peecTpa 3HAYUMbIX obbekTOB KpUTNYeCKoW MHGOpPMALIMOHHO
MHOPACTPYKTYpbI;
COCTaBJieHusa aKTa npoBepku no nToram ocyluecTBAeHUA

rocyfapCTBEHHOrO KOHTpona B o06nacTu  obecneveHus 6e3onacHocTH
3HAYUMbIX OOBEKTOB KPUTUYECKON WHGOPMAUMOHHOW UHPpaACTPYKTypbl, B
KOTOpPOM COAEpXMUTCA MHPOPMALMA O HapylweHun TpeboBaHW MO obecneyeHuw
6e30nacHOCTN  3HA4YMMbIX  06BEKTOB KpUTUYECKOM MHPOpPMaLIMOHHOM
UHOPACTPYKTypbl, B pe3yabTaTe KOTOporo  co3pgawTcA npeanocbiiku
BO3HUKHOBEHUA KOMMbHOTEPHLIX WHUWAEHTOB.

2. WHbopmaumsa, ykasaHHaa B NyHKTax 1 - 4 [lepeyHAa, HanpaBnseTcs
YNOJIHOMOY€HHbIM opraHom B HKLIKWA B dopmaTax, onpepneneHHbIX
YMNOJIHOMOYEHHbLIM OpraHOM.

3. WHPopmaumAa, ykasaHHaa B nNyHKTe 5 [lepeyHAa, npeacrtasnseTcsa
cybbekTaMM KpuUTUYEeCKON UHGOPMAUMOHHOW MHPpacTpyKTypbl B T0cCOMKA
nytem ee HanpasneHua B HKUKW B cooTBeTcTBUM C onpepeneHHsimn HKLUKWN
dopmaTamm C UCNONb3OBAHMEM TEXHUYECKOW MHOPACTPYKTYpbI HKUKW,
npefHa3Ha4YyeHHOW ANA OTNpaBKU, nNoay4YeHuA, o06paboTKM U XpaHeHuA
yBEAOMNEHUIA U 3anpocoB B paMKax MWHOOPMALMOHHOTO B3aUMOLENCTBUA C
cybbekTaMM KpuUTUYECKON UHOOPMAUMOHHOM UHPpPaACTPYKTYypbl, a Takke C
MHBIMW He  ABNAIWUMUCA cybbekTamu KpUTn4eckown MHPOpPMaLIMOHHOM
MHOPACTPYKTypbl OpraHamMnm U OpraHu3auuMamMuM, B TOM 4YUC/AE MHOCTPAHHBIMU U
MexXayHapoaHeiMu (panee - TexHuyeckaa UHOpacTpykTypa HKLKWU).

4. B cny4ae OTCYTCTBMUA NoAKJIYeHnA K TexHn4yecKown
uHppacTpykType HKUKW uHPopmauma HanpaBnseTcA NOCpeacTBOM MOYTOBOM,
GaKCUMUNBLHOW WU DNEeKTPOHHOW CBA3M Ha agpeca (TenedoHHble Homepa)
HKLKW, yKa3aHHble Ha odpuumanbHoM canTe B
MHGOPMALUOHHO - TENIEKOMMYHUKALUNOHHOW ceTn "UHTepHeT" no aapecy:
"http://cert.gov.ru".

5. WHbopmauma, ykasaHHaAa B nNyHkTe 5 [lepeyHAa, HanpasnseTcs
cybbekToM KpuTM4Heckon UuHGOpMAUMOHHOW MHPpacTpykTypel B HKUKU He
nosgHee 24 4acoB C MOMEHTa OGHApyXeHWs KOMMbHTEPHOro WHUMAEHTA.

6. HKUKK yBegomnaeT cybbekT KpUTH4eckom MHGOPMALIMOHHOM
MHOPaCTPYKTYpbl O NONyYeHUU WHPOpMauWM, HanpaBiIEeHHON B COOTBETCTBUM
C NYHKTOM 5 HacToAwero lopaaka He nosgHee 24 Y4acoB C MOMEHTa ee
nony4eHuAa.

7. WHbopmaumsa, ykasaHHaA B NyHKTe 6 lepeyHAa, npepctaBnAeTcs B
FocCOMNKA nyTtem ee HanpasneHna B HKUKWM nocpeancteom no4YTOBOW,
GaKCUMUNBHOW WU DNEeKTPOHHOW cBA3M Ha ajpeca (TenedoHHble Homepa)
HKUKW, yKa3aHHble Ha opuumnanbHOM caunTe B
MHGOPMALMOHHO - TEIEKOMMYHUKALUNOHHOW ceTn "UHTepHeT" no apgpecy:
"http://cert.gov.ru".

8. MMpy HanNMyuM NOAK/HYEHUA K TexHu4eckon uHdpacTpykType HKLKHU
MHbopMaunA, yKasaHHaA B NyHKTe 6 [lepeyHA, HanpaBnAeTCA MNOCPeACTBOM
MCNONb30BaHNA AaHHOW WHGPaACTPYKTYphI.

9. WHbopmaumsa, ykasaHHaA B NyHKTe 6 lepeyHAa, npeacTaBnAeTcs B
FocCOMKA B CpokKu, [AOCTaToYHble AnA CBOEBpEMEHHOro nposeaeHunA
MepOonpuUATUIA NO OGHApyXeHW, NpesynpexaeHuy U NUKBUAALMWM NOCNeACcTBUNA
KOMMbITEPHbIX aTaKk U pearMpoBaHUK Ha KOMMbHTEpHble UHLUUAEHTHI.
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