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1. OOumme MoJIOKEeHUA

1.1. Hactosimass Meroauka OIGHKH Yrpo3 0Oe3onacHocT HWHGOpMaIuu
(mamee — Metonuka) pa3paboTaHa B COOTBETCTBMHM C TOJMYHKTOM 4 MyHKTa 8
[Tonoxenust o0 @enepanbHON ciTyk0€ MO TEXHUUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO,
yTBepkaeHHOro Yka3zoM IIpesuaenta Poccuiickoit @enepannu ot 16 aBrycra 2004 r.
No 1085.

1.2. Meroauka omnpenersieT MopsaoK U coiep:kaHue paboT MO OMpeaeseHUI0
yrpo3 ©Oe3omacHocTH WHGOpMAIUU, peanu3anus (BOSHHKHOBEHHE) KOTOPBIX
BO3MOXHAa B HWH(MOPMAIIMOHHBIX CHCTEMaX, AaBTOMATH3WPOBAHHBIX CHCTEMax
yrpasiieHusi, UHGOPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CETAX, WH()OPMAIIMOHHO-
TEJIEKOMMYHUKALIMOHHBIX ~MH(QPACTPYKTypax UEHTPOB OOpaOOTKM JaHHBIX H
o0siauyHbIX MH(QpacTpyKTypax (Jajee — CUCTEMBbl U CETH), a TakKe Mo pa3paboTke
Mozelield yrpo3 06€30nacHOCTH HH(POPMALIUKA CUCTEM U CETEH.

1.3. MeTtonnka TpUMEHSETCS I OMNPEACNICHHS yrpo3 Oe30MacHOCTH
uHpopMaluy, peann3anus (BOZHUKHOBCHHE) KOTOPBIX BO3MOXKHA B CHCTEMax H
CETSIX, OTHECEHHBIX K TOCYJAapCTBEHHBIM W MYHHUIIMNAIbHBIM HHOOPMAIMOHHBIM
cucteMaM, HH(POPMAIMOHHBIM CHUCTEMaM T[EPCOHANBHBIX JAHHBIX, 3HAYUMBIM
o0BeKTaM  KpUTHYECKOM  HH(pOpMalMOHHON  uH(pacTpykTypsl  Poccuiickoit
Oenepanuy, HUHPOPMALUOHHBIM  CHUCTEMaM  YIOpaBJICHUS  MPOU3BOACTBOM,
HCIIOJIb3YEMbIM OpraHu3anusIMu 000POHHO-TIPOMBIIIEHHOTO KOMILJIEKCA,
aBTOMATU3UPOBAHHBIM CUCTeMaM  YIpPaBJICHUS  MPOUZBOACTBEHHBIMH U
TEXHOJOTUYECKUMHU MPOLIeCCaMU Ha KPUTUUECKU BaKHBIX OOBEKTaX, MOTCHI[MATBLHO
OTMacCHbIX OOBEKTax, OOBEKTax, MPEJCTABJISIIOIIMX IMOBBIINICHHYIO OMACHOCTh IS
KU3HU U 30POBBS JIFOJICH U JJIs1 OKPYKAIOIIEH MPUPOJHON CPEIBL.

B wuHBIX cioydasx pelmieHME O NPUMEHEHHHM HacTosumedn MeTtoauku
MpUHUMAaETCs 00agaTesiIMiu HHGOPMALIMK UK OTIEpaTOpaMu CUCTEM U CETEM.

1.4. B n1oKyMeHTe HE paccMaTPUBAIOTCS METOJUYECKUE MOAXOJbI MO OIECHKE
yrpo3 0Oe3omacHocTH HWHOOpPMAIMKM, CBS3aHHBIX C HapylieHHEeM O0€301acHOCTH
MUGPOBAIBHBIX (KPUOTOTPAPUUECKUX) CPEACTB 3aIUTHI MH(POPMAIUM, a TaKXKe
yIPO3, CBA3AHHBIX C TEXHUUYECKUMH KaHaJaMu YTeUKH HH(POPMAIIUH.

1.5. MeTonuka OpUEHTHPOBAHA HA  OLIEHKY aHTPONOTEHHBIX  Yrpo3
O6e3omacHOCTH HWH(pOPMAIUHM, BOSHUKHOBEHHE KOTOPBIX OOYCIIOBIICHO ICHCTBUSMU
HapyILIUTENEH.

1.6. Ha ocHoBe HacTosiiiied MeToMKH MOTYT pa3paldaThiBaThCsl OTpacieBbIC
(BeTOMCTBEHHBIC, KOPHOPATHUBHBIE) METOAUKH OIIEHKH yrpo3 0e30MacHOCTH
nH(pOpMauu, KOTOPbIE YUYUTHIBAIOT OCOOCHHOCTHU (PYHKIMOHHUPOBAHUS CUCTEM H
ceTell B COOTBETCTBYIONICH 00acTu AesTeIbHOCTU. Pa3pabdaTbiBaeMble OTpaciieBbie
(BeTOMCTBEHHBIC, KOPHOPATHUBHBIE) METOAUKH OIIEHKH yrpo3 0e30MacHOCTH
nH(pOpMaIUU HE JOJDKHBI IPOTUBOPEUHUTH MOJIOKEHUSIM HacTose MeToIuKy.

1.7. B MeTonuke HMCHOJIb3YIOTCS TEPMUHBI U ONPENICIICHUS, NIPUBEICHHBIE B
npwioxeHun | K Hacrosmed Meroauke, a TakKe TEPMUHBI U ONPEACIICHUS,
YCTaHOBJICHHBIE 3aKOHOHATeNbCTBOM Poccuiickon denepanyu M HAMOHAIBHBIMHU
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CTaHIapTaMH B OOJAacTH 3aIlUThl MHPOpPMAIMH U oOecrieueHus: WH(OOPMAaIUOHHON
0€30MacHOCTH.

1.8. [Tonoxenus Hacrosmed MeTOAMKHA NPUMEHSIOTCS [JIsl OIEHKU YIpo3
0e3omacHOCTH HH(OpPMAIMM B CHUCTEMaX M CETAX, pEUICHHE O CO3JaHUU WIH
MOJIepHU3AIMH (Pa3BUTHUN) KOTOPBIX MPUHATO MOCIE AAThl €€ YTBEPKACHUS, & TAKXKE
B OKCIUTYaTUPYEMBIX CUCTEMAX U CETHX.

Mopnenu yrpo3 6e30macHOCTH UH(GOPMAIIUU CUCTEM U CeTel, pa3paboTaHHbIE U
YTBEPKIACHHBIE 1O YTBEPKICHHS HacTosmerd MeToauKu, IPOoI0HKaT JEHCTBOBATh
Y TIOJJIE)KAT M3MEHEHHMIO B COOTBETCTBMM C HACTOAIIEW METOOMKOW NpU pa3BUTUHU
(MoepHH3aIMK) COOTBETCTBYIONINX CUCTEM U CETEH.

B B3 C yTBEpXKAEHUEM HACTOSIIETO METOJUYECKOIO JOKyMEHTa He
MPUMEHSIOTCS  JUIsL  OLIGHKM yrpo3 Oe3omacHocTd uH(opMaumu Mertoauka
OMpENENIECHUS] AKTyaJIbHBIX YIp03 0€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX MPH HX
00paboTke B MHPOPMAITMOHHBIX crUcTeMax nepcoHanbHbIX HaHHBIX (PCTOK Poccun,
2008 r.) u MeToiMKa onpeAeNeHns akTyallbHbIX YIrpo3 0€30MacHOCTH HH(OpMauU B
KJIIOUEBBIX cucTemMax uadopmarmonnoit undpactpykrypsl (PCTIK Poccun, 2007 1.).
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2. Tlopsinok oueHKH Yyrpo3 6e30nmacHocTH HHGopMauun

2.1. Ouenka yrpo3 0e30macHOCTH HH(pOpPMAIMKA MPOBOJUTCS B  IEAX
ompeJieNieHus1 yrpo3 Oe3omacHocTH HWH(OpMaluu, peanu3aius (BO3HHKHOBEHUE)
KOTOPBIX BO3MOKHA B CUCTEMAaX U CETSIX C 3aJJaHHON apXUTEKTYpPOU U B YCIOBUSIX UX
(YHKIMOHUPOBAHUS — aKTyalIbHBIX YIPO3 0€30MaCHOCTH UH(POPMAIIUH.

2.2. OCHOBHBIMHM 33/la4aMHM, PEIIAEMbIMU B XOJI€ OIIEHKHU YIpo3 0€30MacHOCTH
uH(pOpMaINH, SIBISIOTCA:

a) ONpeJeICHNe HETaTUBHBIX MOCIEACTBUM, KOTOpPbIE MOTYT HACTYIUTH OT
peanu3anyu (BOSHUKHOBEHUS ) yTpo3 0€301MacHOCTH HH()OPMAIIHH;

0) MHBEHTAapU3alksl CUCTEM M CETE€Hd U OINpPEACIICHHE BO3MOXKHBIX OOBEKTOB
BO3JIECTBHS Yrpo3 0€30MacHOCTH UH(pOpMaIH;

B) OIIPE/ICICHUE HCTOYHUKOB YIrpo3 0€30MacHOCTH HH(OpMAIlMd U OIICHKa
BO3MOXKHOCTEH HapyIIUTeNel O pealln3alud yrpo3 0€30MacHOCTH HHPOPMAIIIH;

') OIICHKa CIOCO00B peanu3anuy (BOSHHKHOBEHHS) yrpo3 0O€30MacHOCTH
uHdopmanuu;

1) OLICHKa BO3MOYKHOCTH peanu3aiiu (BOSHUKHOBEHUS) yrpo3 0e30MacHOCTH
nH(GOpPMaLIUU U OIIPENIeJICHUE aKTyaIbHOCTH YIpo3 0€30MacHOCTH UH(pOpMaLIHH;

¢) OLlCHKa CIICHAPUEB pealn3alui yrpo3 0e30macHOCTH HH(pOopMaImu
B CUCTEMaxX U CeTsIX.

2.3. UcxogubiMM JTaHHBIMU JJII OIEHKH YIpo3 0e30macHOCTH HHGOpMAINH
SBIISTFOTCS:

a) o0 MepeueHb Yrpo3 0e30MacHOCTH WH(OpMAIMKU, COACpKAIIUICS B
OaHke AaHHBIX yrpo3 OeszomacHoctu wHpopmarmun PCTIK Poccum (bdu.fstec.ru),
MOJIelu yrpo3 Oe3zomacHocTH uH(popmaiuu, paspadarsiBacmbie DCTOK Poccuu B
COOTBETCTBUM ¢ NoANyHKTOM 4 myHkTa 8 llonoxenus o denepanbHOU ciayx0Oe 1Mo
TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIO, YTBEpKIEHHOro Yka3om Ilpesmpenta
Poccuiickoii ®@enepanmu ot 16 aBrycra 2004 1. Ne 1085, a Takxke oTpacieBbic
(B€IOMCTBEHHBIE, KOPIIOPATHUBHBIC) MOJIENIN YTrPpo3 O€30macHOCTU HH(POpMAITUH;

0) onucaHusi BEKTOPOB (IIa0JIOHBI) KOMIBIOTEPHBIX aTaK, COJIEpKaIUecs B
0a3ax JaHHBIX U MHBIX HCTOUYHHUKAX, OMyOsnkoBaHHbIX B cetu «MHTepHe™ (CAPEC,
ATT&CK, OWASP, STIX, WASC u np.);

B) IOKYMEHTAlMsI HA CUCTEMbl M CETU (2 MMEHHO: TEXHMYECKOE 3aJaHhe Ha
CO3/IaHHE€ CHCTEM M CETEH, YaCTHOE TEXHHYECKOE 3a/laHHe Ha CO3JIaHUE CHUCTEMBI
3alllUThI, MporpamMMHas (KOHCTPYKTOPCKas) W SKCIUTyaTallMOHHas (PyKOBOJCTBA,
WHCTPYKIIMK) JOKYMEHTAIIUs, CoJIeprKalas CBEJCHUS O Ha3HAYeHUH U (DYHKIUSAX,
COCTaBE W apXUTEKType CHUCTEM M CeTeH, O TpyMIax MOJb30BaTeNel W ypOBHE HX
MOJIHOMOYHMI W THIAax JOCTyMa, O BHEIIHUX W BHYTPEHHUX WMHTepdeiicax, a Takxe
WHBIC JOKYMEHTHI Ha CHCTEeMBl M CETH, pPa3pabdoTKa KOTOPBIX MPEeIyCMOTpEHa
TpeboBaHMsIMU 1O 3amure wuHbopmanuu (oOecrneueHno O0e30MacHOCTH) WU
HAI[MOHAJIbHBIMU CTaHAAPTaMH);

') JOTOBOPBI, COIJIALICHUS WM HHBIE JOKYMEHTBI, COJEp)Kalllue YCIOBHUSA
UCIIONIb30BaHUSl  HMH(OPMALIMOHHO-TEIEKOMMYHUKAIMOHHOW  HMHQPaCTPYKTYpHI
HeHTpa 00pabOTKU JaHHBIX MK OOJAYHOM MHQPACTPYKTYPHl MOCTABIIMKA YCIYT
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(B caydae (GYyHKIMOHMpPOBAHHS CHUCTEM U ceTedl Ha 0aze HHPOPMAIMOHHO-
TEJICKOMMYHUKALIMOHHOW HWHQPACTPYKTYphl ILEHTpa OOpaOOTKH JaHHBIX WJIH
00s1auHON HHPPACTPYKTYPHI);

J1) HOpMaTUBHBIE TIpaBoBbIe akThl Poccuiickoit denepaiu, B COOTBETCTBUU C
KOTOPBIMU CO3Jal0TCd U (DYHKIIMOHUPYIOT CHUCTEMBI M CETH, COJEpXKallUe B TOM
yyciie ONHhCcCaHWe Ha3HaueHus, 3aaad (PyHKIuH) cUCTeM U CeTei, CocCTaB
obpabaTtbiBaeMoi HHGOPMAIIUK U €€ TIPABOBOM PEXKUM,;

€) TEXHOJIOTHYECKHE, MPOU3BOACTBEHHbIE KapThl WM HHBIE JIOKYMEHTHI,
coJiep Kalllie ONMCAaHUE YIPABICHUYECKUX, OPTaHU3ALMOHHBIX, IPOU3BOACTBEHHBIX U
MHBIX OCHOBHBIX MpOIleccOB (OM3HEC-TIPOLIECCOB) B paMKaxX BBIMIOJHEHUS (PYHKIIHA
(MOTHOMOYMI) WM OCYILIECTBIICHHS BUJIOB JIE€SITEIIBHOCTU 00saaTesnss HHPpOopMaluu,
orepaTopa (Janee — OCHOBHbIC (KPUTHUECKHUE) MPOIECCHI);

) pe3yJIbTaThl OICHKH PHCKOB (ymiepOa), NpOBEACHHOW o0JjamaTenem
uHGOpMaIUU U (UIH) OTICPATOPOM.

Yka3aHHbIE UCXOAHBIC TaHHBIE MOTYT YTOUHSTHCS WM JAOMOJHATHCSA C YIETOM
0COOEHHOCTEN 00J1aCTH 1€ATENBHOCTH, B KOTOPOH (PYHKIIMOHUPYIOT CUCTEMBI U CETH.

2.4.Ouenka yrpo3 Oe3zomacHOCTM  HMH(pOpManMM  JODKHA  HOCHUTH
CUCTEMAaTUYECKUN XapaKTep M OCYIIECTBIATHCA KAaK Ha ATale CO3JaHUs CUCTEM U
CeTel, TaK U B XOJI¢ UX IKCIUIyaTalluM, B TOM YHUCIIE TPU Pa3BUTHH (MOJEPHU3ALINN)
cucteM U cereil. CucTeMaTHyecKuil MOAXOJ K OLEHKE yrpo3 Oe30MacHOCTH
uH(OpMaAIMU TO3BOJIUT TOJJICPKUBATh aJCKBATHYI0O U S(PPEKTUBHYIO CHUCTEMY
3alUTBl B  YCIOBUSAX H3MEHEHUs Yrpo3 0Oe3omacHOCTH UWH(pOpMalUUu U
MH()OPMAIIMOHHBIX PECYPCOB M KOMIIOHEHTOB CHCTEM M CETEW. YUeT MU3MEHEHHU
yrpo3 0Oe30macHOCTH HMHPOpMalUu OOECIEYUT CBOEBPEMEHHYIO BBIPAOOTKY
aZeKBaTHBIX M d3(PQPEKTHUBHBIX Mep Mo 3amure HHPopMauuu (oOecrneyeHuto
0€30IacCHOCTH) B CUCTEMAX U CETSX.

2.5.Ha »orame co3maHus CHCTEM M CeTel OIIeHKa Yrpo3 0e30MacHOCTH
nH(GOPMaIIMK TPOBOAUTCS HAa OCHOBE UX MPEANOIaraeMbIX apXUTEKTYpPhl U yCIOBHIM
(YHKIIMOHUPOBAHMSI, ONPEJCICHHbIX IO pe3ylibTaTaM M3yuyeHuss U aHajlu3a
MCXOJHBIX JAHHBIX Ha HUX. B X0/1€ 3KCIUTyaTtaliuu CUCTEM U CceTel, B TOM YHCIIe MIPU
pa3BUTHM (MOJEpPHH3AllMA) CHUCTEM U CeTed, OIleHKa yrpo3 0e30MacHOCTH
uH(pOpMAIUU POBOAUTCS JJISI PEATbHON apXUTEKTYPhl CHCTEM W CETEH U YCIOBHIA
uX (YHKIIMOHUPOBAHUS, MOJYYEHHBIX MO pe3yJibTaTaM aHaJli3a MCXOJHBIX JaHHBIX,
MHBEHTapu3allMl HHQOPMAIIMOHHBIX PECYpCOB, aHalIM3a YA3BUMOCTEH M (WJIN)
TECTUPOBAaHUS HA TPOHUKHOBEHHE CHCTEM U CETeil, a TakKe HWHBIX METOOB
MCCJIEIOBAaHUM YPOBHS 3alIMIIEHHOCTH CHUCTEM M CETed U Ccojep k alleiicss B HUX
uH(popmanuu.

2.6. Ilo pe3ynpTaraM OLIEHKH, NPOBEACHHOM B COOTBETCTBUM C HACTOSILEH
Mertonukoif, MOMKHBI OBITh BBIIBICHBI aKTyaJbHBIE yIpo3bl  0E30MAaCHOCTH
uH(opManuy, peaansaiys (BO3HUKHOBEHHE) KOTOPBIX MOXKET TIPUBECTH K HAPYIICHHUEO
Oe3omacHOCTH 00pabaThiBaeMON B CHUCTEMax M CeTsAX HHpopMarmu (HapyLUICHUIO
KOH(PUIEHIIMAILHOCTH, IIEIOCTHOCTH, JOCTYITHOCTH, HEOTKa3yeMOCTH, MOJAOTYETHOCTH,
AyTEHTUYHOCTH M JOCTOBEPHOCTH MH(POpPMAIIUK U (MJTH) CPEACTB €€ 00paboTKu) U (W)
K HApYIICHUIO, IPEKpaIeHHIO (PYHKIIMOHUPOBAHUSI CUCTEM U CETEH.
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Ha sTtame co3nanus CUCTEM U CEeTei pe3yNbTaThl OLIEHKH Yrpo3 0e30MacHOCTH
uHbOpMallMl  JOJDKHBI ~ OBITh ~ HampaBieHbl Ha  00OOCHOBaHHME  BbIOOpa
OpraHU3allMOHHBIX M TEXHUYECKUX Mep Mo 3ammure uHbopmaiuu (oOecrneueHuIo
0€30IMacHOCTH), a TakKe Ha BBIOOP CpEACTB 3amUThl HHGOPMAIMM U HUX
(YHKIHMOHATIBHBIX BO3MOXHOCTEH.

Ha »rame »skcmiiyaranyy CUCTEM M CeTed pe3ysibTaThl OLEHKH yrpo3
0€301acHOCTH MH(OPMAITUHU JOJKHBI ObITh HAIlpaBJICHBl Ha OLICHKY 3(P(EeKTUBHOCTH
OPUHATBIX TEXHUYECKUX MEp, B TOM YHUCIE HCIOJb3YEeMBIX CpPEJCTB 3alUThI
uH(pOpMaIny.

2.7. Onenka yrpo3 06e30macHOCTH WHGOPMAIMH TPOBOAUTCS TOIpa3IeICHUEM
no 3ammTe uHbopManuu  (OTHEIBHBIMU  CICUMAINCTaM{, Ha3HAUYCHHBIMU
OTBETCTBEHHBIMU  3a  o0ecreueHwe 3amuTbl  uHopMammu  (oOecreueHue
Oe3zomacHocTH)) oOmanarenss MHQOpMAUMKM WM ONEpaTopa C  y4acTUEM
MOJIpa3eIeHui WM CIIEIUATNCTOB, OTBETCTBEHHBIX 3a AIKCIUTyaTAIMIO0 CHUCTEM U
ceren (UT-creruanucTos, CIIEIINAJINCTOB ABTOMATHU3UPOBAHHBIX  CHCTEM
yIIpaBJICHUS, CIICIIUAIMCTOB CBA3U M JIP.), OCHOBHBIX (TIPOPHIBHBIX) MOApa3eIecHHHA
oOnanarenss wuHpopMmauuu wiM oneparopa. /[lns omeHku yrpo3 0€30MacHOCTU
uHpopmanuu 1O pemieHuro oOnagaTtens uWHGOpPMAMM WA OlepaTopa B
COOTBETCTBUM C 3aKOHOJAATEIbCTBOM Poccuiickoit denepanii MOTyT NMPUBJIEKATHCS
CHEIUATUCThI CTOPOHHUX OpPraHU3aInu.

s oneHKH yrpo3 0e30macHOCTH MH(pOpMaluu pPeKOMEHIYETCs MPHUBIEKATh
CTHEINATMCTOB, 00JaIAl0IMNX CIEAYIOUUMHI 3HAHUSIMHU U YMEHUSIMU:

a) OCHOB OIIEHKM PHCKOB, a TaKX€ OCHOBHBIX PHCKOB OT HapyIICHUs
(YHKLIMOHUPOBAHUSI CUCTEM M CETe M HapylleHHs] 0e30MacHOCTH 00padaThiBaeMOn
uHpopmanuu (nanee — UHPOPMALMOHHBIE PUCKH);

0) yrpo3 Oe3omacHocTH HWHGOPMAIMM W CHOCOOOB HX  peallu3aluu
(BO3BHUKHOBCHHS);

B) TAKTUK W TEXHHMK TPOBEJCHHUS KOMIBIOTEPHBIX aTak (peanu3aiul yrpo3
6e3omacHocT HH(pOpMAIUN);

I) OCHOBHBIX THIIOB  KOMIBIOTEPHBIX  HHIMICHTOB W  MNPUYHAH  HMX
BO3HHKHOBCHUS,

1) OCHOBHBIX YSI3BUMOCTEH CHCTEM M CETEH;

€) HOpPMATUBHBIX TIPABOBBIX AaKTOB M0 CO3JIaHUIO W (PYHKIIMOHUPOBAHHIO
CUCTEM U ceTeH, 3amure uHbopmaruu (obOecredeHno Oe30MacHOCTH) B HHX,
OCHOBHBIX (KpUTHUYECKHUX) TIPOIIECCOB (OM3HEC-TIPOIIECCOB) 00MaaaTestst nHpopMaruu
U (WJIK) oreparopa,

) OIICHUBATh HH(POPMAIIMOHHBIC PUCKHU;

3) KJIACCHU(UIIMPOBATH M OIICHUBATH YIPO3bl O€30MACHOCTH NH(GOPMAIIHH;

W) ONPEICISITh CIICHAPUH (TAKTUKH, TEXHUKH) peaU3alii Yyrpo3 0e30MacHOCTH
uHpopmanuu;

K) ONPEACIATh WCTOYHMKH W TIPUYUHBI BO3HUKHOBEHUS KOMITHIOTEPHBIX
WHIIAICHTOB,;
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J) IPOBOJUTh WHBEHTAPU3AIUI0 CHCTEM H CETCH, aHalu3 YSI3BUMOCTEH,
TECTUPOBAHME HA TNPOHUKHOBEHHME CHUCTEM M CETEed C HCHOJb30BaHUEM
COOTBETCTBYIOIIUX aBTOMATU3UPOBAHHBIX CPE/ICTB,;

M) OIICHKY YPOBHS 3allIUIICHHOCTH (ayIUT) CUCTEM U CETEH M CoJepIKaIiencs B
HUX UHOOPMAIIUH.

2.8.Onenka  yrpo3  0Oe30MacHOCTH  MH(POPMALUU  TPOBOJUTCA  C
UCIIOJIb30BAaHUEM SKCIEPTHOrO MeToja. B umHTepecax CHIKEHHS CyObEKTHUBHBIX
(aKkTOpOB IpH OIIEHKE YIpo3 0e30MacHOCTH MH(MOPMAIIMU PEKOMEHIYETCS CO3/1aBaTh
SKCIIEPTHYIO Trpynny. PexomeHmanmuu mo (QOpMHUPOBAHUIO SKCIEPTHOW TPYIIBI H
MIPOBEJICHUIO SKCIIEPTHOW OLIEHKH Yrpo3 0e30MacHOCTH MH(POpPMAIUU MPHUBEACHHI B
MPUIIOKEHUH 2 K HacTosien MeToauke.

2.9. [Ipu omenke yrpo3 0e3omacHOCTH MH(OpPMAIMH MOTYT HCIIOJIB30BATHCSA
MIPOrpaMMHBIE CPEJCTBA, TO3BOJISIIOLIME aBTOMAaTU3UPOBATh JAHHYIO JAESITEIbHOCTb.

Jnsa monmydeHus: (YTOYHEHHs) OTACTBHBIX HCXOIHBIX IaHHBIX (HAmpuMmep,
00OBEKTOB BO3/ICUCTBUS U UX UHTEP(ENCOB, YI3BUMOCTEN) B HHTEPECAX OLEHKH YIpO3
0e3omacHOCTH MH(OPMALIMK Ha dTale 3KCIUIyaTallud CUCTEM U CETel MPUMEHSI0TCA
aBTOMATHU3UPOBAaHHBIC CpPEACTBA HWHBEHTApU3allUd CHUCTEM M CeTeil, aHaiu3a
ySI3BUMOCTEH, TECTUPOBAHMsSI Ha NMPOHUKHOBEHHWE CHCTEM M CETEH, a TaKXKe WHBIC
CPEICTBA, HCIIONB3YEMBIE ISl WCCIENOBAHMM YPOBHS 3allUIICHHOCTH CHCTEM U
ceTell U cojieprkalieiicss B HUX HHPOPMAIUH.

2.10. B cnyuae omeHku yrpo3 Oe3omacHOCTH WHGOpPMAIMU IS CUCTEM U
ceTedd, (QPYHKUMOHHUPYIOIMX Ha 0aze WHOOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM
MH(DPaCTPYKTYphl LEHTpa OOpaOOTKM [aHHBIX WM OOJa4HOM HHQPPACTPYKTYpHI,
yIpo3bl 0€30MaCHOCTH UH(POPMALIMK ONPEETAIOTCS KaK JJIi CAMUX CHCTEM U CETeM,
TaK U JUisl UHQOPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHON MH(PACTPYKTYPhI, HA KOTOPOU
OHM (PYHKIMOHUPYIOT (PUCYHOK 1).
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Pucynok 1. Ouenka yrpo3 0e30macHOCTH HHpOpMAIUK B MHPOPMAITMOHHOM
uH(ppacTpyKkType Ha 6a3e 1eHTpa 00pabOTKU JaHHBIX
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2.11. Tlpu pa3memieHUd CUCTEM H ceTedl Ha 0Oaze HH(DOPMAIIMOHHO-
TEJICeKOMMYHUKALIMOHHOW HWHQPACTPYKTYphl ILIEHTpa OOpaOOTKH JaHHBIX WJIH
oOnayHOl MH(PACTPYKTYphl, MPUHAJJIEKAIIEH MMOCTABUIUKY YCIyT, OIEHKA yIrpo3
0e3onacHOCTH HWH(MOpPMAIMU TMPOBOAMUTCS ONEPATOPOM BO B3aUMOJCUCTBUHU C
MOCTABIIMKOM YCIIYT.

B cnywae pasmemenuss cucreM UM cered Ha 0aze uWHGOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHON MH(pacTpyKTyphl I1eHTpa oOOpabOTKH JaHHBIX WM
o0nayHONW WMHQPACTPYKTYPHI, JUIsi KOTOPOM IMOCTABIIMK YCIYr HE OLIEHWJI yTrpO3bl
Oe3omacHocTH WHGOPMAllMM WIA HE TMPEACTaBWI pPE3ylbTaThl TaKOW OILICHKH,
ormepaTop TpU OIEHKe yrpo3 Oe3omacHOCTH HHGOpPMALMKA  HUCXOJUT U3
MPENOJIOKEHUsA, YTO WH(OPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHA HHPPACTPYKTypa
IIeHTpa 00pabOTKU JaHHBIX WK OOJavyHasi UHPPACTPYKTypa, SIBISIOMIASCS Cpelon
(YHKIMOHUPOBAHUS ISl €r0 CUCTEM M CETEH, MOABEpKEHa yrpo3aM 0e30MacHOCTH
uHpOpMalMu (CKOMIIPOMETHPOBAHA HAPYIIMTEIEM C MAaKCHMAJIbHBIM YPOBHEM
BO3MOXXHOCTE).

2.12. Pe3ynbTaThl OIIEHKHU Yrpo3 0e30MacHOCTH MH(POPMAIUU OTPAKAIOTCS B
MOJIETIM yIpo3, KOTOopas HpelcTaBisieT coO0Oil omucaHue CcUCTEM M ceTell U
aKTyaJIbHBIX yrpo3 Oe3onacHoCTH MH(popManuu. Pekomenayemas CTpyKTypa MOJENIU
yrpo3 Oe3omacHocTH HMH(GOpMalMu NpUBEIECHA B MPWIOKEHUU 3 K HACTOALICH
Meronuke.

2.13. [lo pemenuto obnamarens UHGOpMAIUA WK OTEpaTopa MOJETh yrpo3
Oe3omnacHocT MHGOpMaUKM pa3zpadaThIBA€TCs KaK JJIsi OTIAEIBHONW CHUCTEMBI WJIN
CETH, TaK W JJIi COBOKYMHOCTH B3aMMOJCHCTBYIOIIMX CHUCTEM U CETEH oreparopa.
[Ipu pazpabotke ™moaenu yrpo3 Oe30macHOCTH HH(OpMauuMU ISl OTIAEIBHOU
CUCTEMBbl M CETH, OHa [JOJDKHA COJAEpX aTh ONHCaHUE Yrpo3 Oe30MacHOCTH
uHPOpMAIlMK,  aKTyaJdbHBIX I WHPOPMAIMOHHO-TEIEKOMMYHHUKAITMOHHOM
MH(DPaCTPYKTYpHhl, HA Oa3e KOTOPOI 3Ta CUCTEMA UJIU CETh (PYHKIIMOHUPYET, a TAKKE
yrpo3 0e30MacHOCTH MH(OpMaIMK, CBI3aHHBIX ¢ MHTep(deiicaMu B3auMOIEUCTBHS CO
CMEXXHBIMH (B3aUMOJICHCTBYIOIIMMHU ) CHCTEMaMU U CETSMHU.

Jlomyckaetcst pa3zpaboTka OJIHOM MOjeNH yrpo3 0e30MacHOCTH WHMOpMaIuu
JUIA  HECKOJbKUX OJHOTHIHBIX CO3/1aBa€MbIX CHCTEM M ceTed obmazaTens
uH(pOpMAIUU WK oriepaTopa.

2.14. Mopenb yrpo3 0€30MmacHOCTH MH(pOpMAIMK TOJDKHA TOIEPKUBATHCS B
aKTyaJIbHOM COCTOSIHUU B IIpoliecce (PYHKIIMOHUPOBAHUS CUCTEM U CETEHl.

Benenne monenu yrpo3 Oe3onacHoCTH WHGOPMAIMU U TOJJEPKAHUE €€ B
aKTyaJIbHOM COCTOSSHUM MOXKET OCYIIECTBIIATHCS B AJIEKTPOHHOM BHJIE C YYETOM
MIPUJIOKEHUS 3 K HacTosIIer MeToauke.

N3meHenne mojenu yrpo3 0€30macHOCTH WH(OpMalMKM OCYIIECTBISETCS B
clIyJasix:

a) U3MEHEHUs TpeOOBaHWI HOPMATUBHBIX TIPABOBBIX akKTOB Poccuiickoii
Oenepanuu, Meroaudeckux AokymeHToB DCTIK Poccuu, periamMeHTHPYIOMIMX
BOIPOCHI OIIEHKH YTp03 0€30MacHOCTH UH()OPMALINK;



11

0) U3MEHEHUN apXUTEKTYPhl U YCIOBUHN (YHKIIMOHUPOBAHUSA CUCTEM U CETEH,
pexxuma 00paboTku nHGOpPMAIMK, MPABOBOTO pekuMa UH(OpPMALUY, BIUSIONINX Ha
yrpo3bl 0€30MacHOCTH UH(OPMAINY;

B) BBISIBJICHUS, B TOM YHCJIE [10 PE3yJIbTaTaM KOHTPOJISI YPOBHS 3alMILIEHHOCTH
CHUCTEM M CceTedl W cojepikaimierics B HUX HH(popMaiuu (aHaau3a ysI3BUMOCTEH,
TECTUPOBAaHMN HAa TMPOHUKHOBEHHWE, ayJuTa), HOBBIX YIrpo3 0€30MaCHOCTH
uH(GOpMAIUHU WA HOBBIX CLIEHAPUEB Pean3allii CYIIECTBYIONIUX yTPO3;

I') BKJIIOYCHUST B 0OaHK JaHHBIX yrpo3 0Oe30omacHOCTH  MHOOpMAILHMH
OCTOK Poccun  (bdu.fstec.ru) cBegeHWii O HOBBIX yrpo3ax 0e€30MacHOCTH
uH(pOpMaInH, CIIEHAPUIX (TaKTUKAX, TEXHUKAX) UX pean3allHH.

2.15. Ouenka yrpo3 0e30MacHOCTH WH(POPMAIMA BKIIOYAET CIICTYIONTHE
ATAarbI:

1) onpenencHre HETATHBHBIX IOCJICACTBUN, KOTOPBIE MOTYT HACTYIHTH OT
peanu3anyu (BOSHUKHOBEHUS ) yrpo3 0€30MacHOCTH HH()OPMAIIHH;

2) ompe/ieliecHUe BO3MOXHBIX OOBEKTOB BO3JCHCTBHS YIrpo3 0€30MacHOCTH
nHpopmaruy,

3) OlICHKY BO3MOYKHOCTH peanu3anuu (BO3HUKHOBEHHS) yrpo3 0e30MacHOCTH
MH(GOpPMaLIUU U ONIPENIEICHUE UX AKTYaIbHOCTH.

OOmasi cxema TMPOBENEHUS OLEHKH Yrpo3 O€30MacHOCTH HWH(OpMaLuu
MpUBEJICHA HA PUCYHKE 2.
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3. Onpene.ﬂeHHe HEeraTuBHbIX HOC.]IeIlCTBl/Iﬁ OT peain3anuu
(BO3HI/IKHOBCHI/ISI) yrpos 0€30MacHOCTH I/IH(l)OpMa]_lI/II/I

3.1. B xonme omeHku yrpo3 Oe3omacHOCTH WHGOPMAIMKA JTODKHBI OBITh
orpe/eeHbl HETaTUBHBIEC MOCIEACTBUS, KOTOPhIE MOTYT HACTYHUTh OT peasu3aiiu
(BO3HUKHOBEHHS) yIpo3 0€30MacHOCTH HH(DOpMAITUH.

3.2. UcxogHbIMH JTAHHBIMHU JJIs OMpEJETICHUS] HEraTUBHBIX MOCIEIACTBUN OT
peanu3anuu yrpo3 6e30nacHoCT UHPOPMAIIUU SABJISFOTCS:

a) o0Iuil mepedeHb yrpo3 0e30MacHOCTH WH(OPMALNU, COJEP)KALIUNCT B
O0anke nmaHHBIX yrpo3 OezomacHoctH uHPopMmanuu GCTIK Poccum (bdu.fstec.ru),
MOJIeIN yrpo3 Oe3omacHocTy uH(opmaimu, paspadareiBaembie DCTOK Poccun B
COOTBETCTBUM ¢ NoANyHKTOM 4 nyHkTa 8 llonoxenuss o denepanbHOi ciayx)0Oe 1Mo
TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIO, YTBEpPKAEHHOro Yka3om Ilpesmpenta
Poccuiickoii ®@enepanmm ot 16 aBrycra 2004 1. Ne 1085, a Takxke oTpacieBbie
(B€IOMCTBEHHBIE, KOPIIOPATHUBHBIE) MOJIENIM YTpo3 O€30MacHOCTH UH(POPMaLIUY;

0) HOpMaTHBHBIC TIPaBOBbIC akThl Poccuiickoit denepalyiv, B COOTBETCTBUH C
KOTOPBIMU CO3JAIOTCS M (PYHKIMOHUPYIOT CUCTEMBI M CETH, COJIEpIKAIIUEe B TOM
qyclie ONHMCaHWE Ha3HAueHWs, 3a7ad ((QyHKUMH) CHUCTEM U CETeH, COCTaB
oOpabaTbiBaeMoii HH(POPMAIIUHU U €€ TPABOBOU PEKUM;

B) IOKYMCHTAIIUS HA CETH W CHCTEMbI (B YaCTH CBEJCHUI O HAa3HAUCHHWU U
(YHKIUSIX CHCTEM U CETCH, O COCTaBE M apXUTEKTYPE CUCTEM H CETEH);

I) TEXHOJIOTHUYECKUE, TPOM3BOJCTBCHHBIC KApThl WM WHBIC JIOKYMEHTHI,
coliepKalllie OMHMCAHME OCHOBHBIX (KPUTHYECKHX) MPOLECCOB (OM3HEC-TIPOIIECCOB)
obnanaresns uHpopmalyu, onepaTopa;

1) pe3yJIbTaThl OLIEHKH puckoB (ymiepOa), NpOBEACHHON oO0Jamareaem
MH(}OpMaALUU UK ONIEPaTOPOM.

Yka3aHHbIE UCXOAHBIE TaHHBIE MOTYT OBITh JOMOJHEHBl HHBIMU JTOKYMEHTAMU
U CBEACHUSAMH C Y4YE€TOM OCOOEHHOCTEH 00JacTh JesTeIbHOCTH, B KOTOPOM
(GYHKIIMOHUPYIOT CUCTEMBI U CETH.

3.3. Ha ocHoBe aHanmm3a HMCXOJHBIX JAHHBIX OIPEICIAIOTCS COOBITHE WU
rpynmna  COOBITUH, HACTYIJICHHME  KOTOPBIX B  pe3ysbTaTe  peaiu3aluu
(BO3HHKHOBEHHS1) yrpo3 0€30MacHOCTH HHPOPMAITMHA MOXKET TPHUBECTH K:

a) HApYLIECHUIO TIPaB rpaxk/iaH,

0) BOBHUKHOBEHHIO yIiiepba B oOmactu oOecnedeHus: OOOpOHBI CTpaHBI,
0€30MacHOCTH TrocyJapcTBa H  MPABOMOPSAKA, a TakkKe B COIHAIBHOM,
HSKOHOMHUYECKOH,  TOJUTUYECKOM,  HOKOJOTrMYecKkol  cdepax  AeATENbHOCTU
rocyapcTBa;

B) BOSHUKHOBCHHIO (DMHAHCOBBIX, MPOW3BOJCTBCHHBIX, PEMYTAMOHHBIX WU
MHBIX PUCKOB (BUIOB yiepOa) 11 o0naaaresns nHopmaiuu, ornepaTopa.

CoOpITHE WK TpyNa COOBITUI OTPEENSIOTCS TPUMEHUTENBHO K HAPYIIEHUTO
OCHOBHBIX (KPUTHUYECKHX) TPOIECCOB (OM3HEC-TIPOIIECCOB), BBITIOJHEHNUE KOTOPBIX
o0ecneunBaOT CUCTEMbl U CETHU, U MPUMEHHUTENIbHO K HapyIIeHHI0 Oe30MacHOCTU
uH(pOpMaLnK, COAEepKAIIEHCA B CUCTEMAX U CETSIX.
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3.4.B cmyuae oTcyTcTBHA Yy oOmamarens wuHGOpMAIMH WM OIepaTopa
pe3yIbTaTOB OIIEHKUA PHUCKOB (ymiepOa), BO3MOXKHBIC HETATUBHBIC ITOCIEACTBUS OT
peanu3any yrpo3 6e30MmacHOCTH WH(GOPMAIMU MOTYT OINPEENIATHCS KaK Ha OCHOBE
OKCHEPTHON OIEHKH CIEIHAINCTOB, MPOBOIAIIMX OLEHKY yrpo3 0e30MmacHOCTH
MHQOpPMALIMK, TaK U HA OCHOBE HH(GOpPMAIMM, NPEACTABISEMON MPOQUIbHBIMU
HOJpa3IeICHUSIMH WM CIIEIaTUCTaMu o0afaTesst nHGOpMaIK WK OTlepaTopa.

3.5. OnpenensieMble B XOJA€ OIEHKA Yrpo3 Oe3onmacHOCTH WHGOPMAINH
HETaTUBHBIC TOCIEACTBUA JOJDKHBI OBITh KOHKPETH3MPOBAHBI MPUMEHUTEIBHO K
00JacTIM U OCOOCHHOCTSIM JESATEIBHOCTH 00a1aTesst HHPOpMAIIUU UM oTepaTopa.
Jns cucteM u ceTeil obnagarens WHQOpPMAIMM WM ONEpPaTopa MOKET OBITH
OIIPEJIEIICHO OJTHO WMJIM HECKOJIbKO HETaTHBHBIX TIOCIICICTBHIA.

Ilpumep 1: 1) ecniu onepamop obpabamvieaem nepconanibHvle OAHHbIE 2PANCOAH,
Komopwie 8 coomeemcmsuu ¢ Pedepanvivim 3akoHOM « O NEPCOHANbHBIX OAHHBIX»
noonedxcam 005A3amenbHOU  3awume, OOHUM U3  BO3MOJICHLIX — HE2AMUBHBIX
HOCAeOCMEULl Om peamusayuu  yepo3 0e30nacHocmu uHgopmayuu  sA6Js1emcs
HapyuwieHue KOHQUOECHYUATbHOCMU NEPCOHANILHBIX  OAHHbIX, 68 pe3yibmame
KOmopozo 6y0ym Hapyuienvl npasa CcyOvbekmos NepcoOHAIbHbIX OAHHLIX U
coomeemcmaylowjue 3aKoHoo0amesbHble akmol, 2) eciu onepamop obecneuusaem
MPAHCROPMUPOBKY Hepmu, 0OOHUM U3 BOZMONCHLIX HE2AMUBHbIX NOCIeOCMBULl Om
peanuzayuu yepo3 0e3onacHocmu uHgopmayuu AGNAemcs pasiue Hepmu us
Heghmenposooa, NoGIeKWUll HACMYNIEHUe dKO0JI02UYecKo2o yulepoa, 3) eciu
onepamop Npeodocmasisaem Yciyeu Ce:A3u, OOHUM U3 BO3MOINCHBHIX He2amuGHbIX
HOCNeOCmeUll Om peanusayuu yepo3 0e30nacHocmu uHgopmayuu AGJsemcs
HenpeoocmasieHue yciye cea3u aOOHenmam, nosjeKuiee Hacmyniexue yujepoa 8
coyuanvhol cepe, 4) 01 onepamopa no nepesooy OEHENCHLIX CPeOCmE OOHUM U3
B03MOJCHLIX HE2AMUBHLIX NOCIeOCMEULl Om peanusayuu yepo3 6e30nacHocmu
ungopmayuu A611emcs xuujenue OeHeHCHbIX Cpeocms, 8 pe3yibmame KOmopo2o
B03MOICHbL PUHAHCOBBIE U PENYMAYUOHHBLE PUCKU.

Bunpel puckoB (yimepOOB) W THUIOBBbIE HEraTUBHBIE MOCIEICTBUS, KOTOPbIE
MOTYT HACTYNUTh OT peanu3anud (BOSHUKHOBEHHs) YIrpo3 0O€30MacHOCTH
uH(pOpMalnu, IPUBEIEHBI B MPUIIOKEHUH 4 K HacTosmeld MeTtoauke.
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4. Omnpenesenne BO3MOXKHBIX 00bEKTOB BO3ACHCTBHSA YIPO3
0e3omacHOCTH HH(OPMALUHN

4.1.B xome ouleHKH yrpo3 0Oe30macHOCTH HWHGOPMAIUU JOJKHBI OBITH
onpeneneHsl UHGOPMAIMOHHBIE PECYpChl W KOMIIOHEHTBl CHCTEM U CETEeH,
HECAHKIIMOHUPOBAHHBIM TOCTYI K KOTOPHIM WJIM BO3JEUCTBHE Ha KOTOPHIE B XOJI€
peanu3aiyu (BOZHUKHOBEHHUS) YIrpo3 0€30MacHOCTH HHPOPMALIUU MOXKET MPUBECTH K
HEraTUBHBIM MOCJIEACTBUSAM — O0BEKTHI BO3JCHCTBUS.

COBOKYITHOCTh OOBEKTOB BO3JIECUCTBHSI W WX HHTEP(DEHCOB ompenensieT
IpaHUIlBI IIPOLIECCa OLIEHKH YIpo3 6€30MacHOCTH HH(OpMALIUK U pa3paboTKU MOJIEIH
yrpo3 0e3omnacHocT nHpopManuu (pucyHok 1, 3).

4.2. IcCXOmHBIMH ~ JTAaHHBIMU  JIJIT  OMPEJCICHUS BO3MOXKHBIX  OOBEKTOB
BO3JCHUCTBUS SBIISIIOTCS:

a) o0 mepedeHb yrpo3 0e30macHocTd MHGOpPMaALUM, COJepKaliencs B
O0anke nmaHHBIX yrpo3 OesomacHoctH uHPopMmanuu PCTOK Poccum (bdu.fstec.ru),
Mozenu yrpo3 6e3zomacHoctu uHbopmaimu, paspadareiBaeMbie PCTOK Poccuu B
COOTBETCTBUM ¢ TOANMYHKTOM 4 myHkTa 8 [lonoxenuss o denepanbHOM Ciy)Oe MO
TEXHUYECKOMY M JSKCIOPTHOMY KOHTPOJIO, YTBEpXKICHHOro YkazoM lIpesumeHta
Poccuiickoii ®@enepanu ot 16 aBrycra 2004 1. Ne 1085, a Takxke oTpacieBbie
(BeIOMCTBEHHBIE, KOPIIOPATHUBHBIC) MOJIENIN YTPpo3 O€30MacHOCTU UH(POpMAITUH;

0) onucaHusi BEKTOPOB KOMIIBIOTEPHBIX aTak, CojAeprKairecs B 6a3ax JTaHHbBIX
U WHBIX HMCTOYHHUKAX, omyonukoBaHHBIX B cetn «Mutepuer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u ap.);

B) TOKYMEHTAIlUsl HAa CETH U CHUCTEeMbl (B YacTH CBEJCHUN O COCTaBe U
apXUTEKType, O TPYIMIax TOJb30BaTeicd W YPOBHE WX TOJHOMOYMNA W THUMAX
J0CTyIa, BHEUTHUX U BHYTPEHHUX UHTEpdericax);

T') TOTOBOPHI, COTJIAIICHUS WU WHBIC JOKYMEHTBI, COJEpIKAIINE YCIOBHSI
WCITOJIB30BaHUsA  MH(GOPMAIIMOHHO-TEIICKOMMYHHUKAITMOHHOW ~ WHMPACTPYKTYPHI
1eHTpa oOpabOTKH JAHHBIX WM OOJAYHOW HH(PPACTPYKTYpPHI MOCTABIIMKA YCIYT
(B cnmydae (GYyHKIMOHUPOBAHUSI CHCTEM U ceTell Ha 0a3e HMHPOpMaIMOHHO-
TEJICKOMMYHUKAIIMOHHON WH(pacTpyKTyphl I1IeHTpa OOpaObOTKH JaHHBIX WIIU
o0nayHON MHPPACTPYKTYPHI);

1) HETaTUBHBIC TIOCNIEACTBHS OT peanu3aidd  (BO3HUKHOBEHHS) YIpo3
O0e3omacHOCTH HMH(POpPMAIIUU, OMpPEACIEHHbBIE B COOTBETCTBHM C HACTOSIICH
MeTtoaukou.

Yka3aHHbBIC UCXOJIHBIC JJAHHBIC MOTYT OBITh JTOTIOJHEHBI MHBIMHU TOKYMEHTAMU
U CBEACHUSAMH C Y4YE€TOM OCOOEHHOCTEH 00JacTh JesTeNbHOCTH, B KOTOPOM
(OYHKIIMOHUPYIOT CUCTEMBI U CETH.

4.3. Ha ocHOBe aHaiM3a MCXOIHBIX JAHHBIX M PE3YJIbTATOB WHBEHTApU3AIMH
CHUCTEM M CETCH OMPEACIISIOTCS CICIYIONUE TPyl HH()OPMAITMOHHBIX PECYPCOB H
KOMITOHEHTOB CHUCTEM M CETEH, KOTOPBIE MOTYT SIBIISITHCS OOBEKTaMU BO3/ICHCTBUSL:

a) nHpopManus (JaHHBIE), COJCPKAIMIASLCST B CUCTEMax M ceTsX (B TOM 4YHCIe
3amuiaeMas uHpopmanus, nepcoHadbHbIE AaHHbIe, HH(pOpMaLug 0 KOHPUTYpaluu
CUCTEM U CETEH, TaHHbIE TEIIEMETPUH, CBEJICHUS O COOBITUAX OE30MaCHOCTH U JIp.);
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0) mporpaMMHoO-afnapaTHeie cpefcTBa 00pabOTKM M XpaHeHUs WHGOpPMALUU
(B TOM uYHCle aBTOMAaTHU3MpPOBaHHBIE paboOyhMe MecTa, CEepBEpbI, BKIOYAS
IPOMBIIICHHBIE, CPEICTBAa OTOOpakeHUs HMHGPOPMALMMU, MPOTPAMMHUPYEMbIE
JIOTUYECKUE KOHTPOJUIEPHI, MPOU3BOACTBEHHOE, TEXHOJOTUYECKOE O0OpyAOBaHUE
(MCIOTHUTEIbHBIE YCTPOMCTBA));

B) IpOrpaMMHBIE CpeAcTBa (B TOM YHCIE CHCTEMHOE U TMPUKIAJTHOE
IporpaMMHOE OOecCIieYeHue, BKIOYas CepBEphl NPUIIOKEHHM, BeO-TIPUIIOKEHHIH,
CHCTEMBI yIpaBJIeHUs 0a3aMu TaHHBIX, CHCTEMbI BUPTYAIU3AIINN);

I') MalIMHHBIE HOCUTENHM WHGOpPMAlLlMU, COAEpXkallhe KakK 3allyIlaeMylo
uH(pOpPMaILIMIO, TaK U AyTCHTH(PUKAIMOHHYIO HH()OPMALINIO;

1) TEJICKOMMYHUKAIIHOHHOE 000py/Z0BaHKEe (B TOM 4YHCIE MPOTPAMMHOE
oOecrieueHue AJid ynpaBieHUs TEIEKOMMYHHKAIMOHHBIM 000PYI0BAHUEM );

¢) cpencTBa 3aMThl HHGOPMANUU (B TOM YHCJIE MPOrpaMMHOE OOECIeUCHUE
T EHTPATU30BAaHHOTO aIMUHUCTPUPOBAHUS CPEJICTB 3aLTUTHl HHPOPMAIUH);

) IPUBHUJICTUPOBAHHBIE M HETPUBHIICTHPOBAHHBIC IOJIL30BATEIIN CHCTEM U
ceTel, a Takke HHTep(dechl B3aUMOICUCTBHS C HUMH,

3) 00ecIeYrBAaIOIINE CUCTEMBI.

Ipumep 2: k 0CHOBHBIM UHGOPMAYUOHHBIM pecypCcam U KOMNOHEHMAM CUCmeMm
u cemeti MO2ym OMHOCUMbBCA CUCMEMbl XPAHEeHUss OAHHbIX (0a3bl OAHHLIX),
cucmemvl ynpagienus 6azamu OaHHbIX, 8ebO-caiim, nOYmosyvlll cepeep, Noumosbiil
KAUEHM, —A8MOMAMU3UPOBAHHOe paboyee Mecmo NoIb30samesis, cucmema
VNpasnenus u aOMUHUCMPUPOBAHUS, KOHMPOLIEp O0OMEHd, cemesvie CLyiHcObl,
npoBooHbvle U OECNPOBOOHbBIE KAHAIbI Nepedayll OAHHLIX, MeleKOMMYHUKAYUOHHOE
obopyodoeanue u m.o.

4.4, Ha sTamne co3gaHusi CUCTEM M CETe 0OBEKTHI BO3JACHCTBHS ONPEACIIAIOTCS
Ha OCHOBE MPEANOIAraeMbIX apXUTEKTYPhI U YCIOBUM (YHKIIMOHUPOBAHUS CUCTEM U
CeTel, OMpEEICHHBIX HA OCHOBE M3YYEHHUs W aHAJIM3a MUCXOJHBIX JNaHHbIX. B xone
AKCIUTyaTallMy CUCTEM M CETEW, B TOM YHUCJIE MPU Pa3BUTUHU (MOJAEPHU3AIMU) CUCTEM
U ceTel, OOBEKThI BO3JCHCTBUSA OIPEACIAIOTCS JUIsl PEATbHBIX APXUTEKTYPHI H
ycinoBUi (DYHKIIMOHUPOBAHUS CHUCTEM W CETeH, MOJIYYCHHBIX [0 pe3yibTaTam
aHaJM3a UCXO/IHBIX TaHHBIX U UHBEHTAPHU3AIUU CUCTEM U CETEHl.

NuBeHTapu3aumss CUCTEM UM CETEM IPOBOAMUTCS C  HCIIOJIb30BAHUEM
ABTOMATU3UPOBAHHBIX CPEJICTB, KOTOPBIC TMO3BOJISIOT ONPEACTUTh KOMITOHEHTHI
CHUCTEM U CETEH, a TaK)Ke BHEITHUE U BHYTPEHHUE UHTEP(EHCHI.

4.5. Jlna onpeneneHHbIX HHPOPMALMOHHBIX PECYPCOB U KOMIIOHEHTOB CHCTEM
M ceTed JOJKHBI ObITh OMNpeeSieHbl BUALI BO3JCHCTBUS HA HUX, KOTOPHIE MOTYT
MPUBECTH K HETaTUBHBIM MOCIEACTBUSAM. OCHOBHBIMM BUJAMU TaKUX BO3JEHCTBUIN
SIBJISIFOTCSL:

a) yreuka (mepexBar) KOH(QUACHIUMAIGHOW WH()OPMAIUU WIH OTAEIHHBIX
JaHHBIX (HapyIIeHNue KOH(MUIESHITNATLHOCTH);
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0) HeCAaHKITMOHMPOBAHHBIN  JTOCTYT K  KOMIIOHGHTaM,  3allUIacMOM
nH(}OpMAIUHU, CUICTEMHBIM, KOH(PHUTYPAIIMOHHBIM, HHBIM CITy>KEOHBIM JaHHBIM;

B) OTKa3 B 00CTY)KUBAaHUU KOMITIOHEHTOB (HapyIICHUE JOCTYITHOCTH);

I') HECAaHKIIMOHUPOBaHHAs MOIU(UKAIHS, TOAMEHA, HCKAKEHUE 3aIIUIAeMON
UHPOpPMAIIUU, CHUCTEMHBIX, KOH(DHUTYypallMOHHBIX, WHBIX CIYXEOHBIX JaHHBIX
(HapylIeHHe IETOCTHOCTH);

1) HeCAaHKIIMOHUPOBAHHOE HCITOJI30BAHUE BHIYUCIUTEIBHBIX PECYPCOB CHCTEM
U ceTell B MHTepecax PEIICHUs HECBOMCTBCHHBIX UM 3a]1ad;

¢) HapymieHne  (PyHKIIMOHWpPOBaHUS (pabOTOCIIOCOOHOCTH) MPOTPAMMHO-
amnmapaTHBIX CPEJICTB 00pabOTKH, TIEpeiadu U XpaHEHUsT HH(OPMAITIH.

4.6. OOBEKTHI BO3JCHCTBUS OIPEACIAIOTCS Ha aIlmapaTHOM, CHCTEMHOM U
MPUKIATHOM YPOBHSX, HA YPOBHE CETEBOW MOJENHM B3aMMOJICHCTBHSI, a TaKKe Ha
YpOBHE TI0JIb30BaTeNeH (PUCYHOK 3).

paHuLa oueHKM yrpos
©e3onacHocTn
WUHopMaLumm

PucyHok 3. YpOBHU apXUTEKTYpPhl CUCTEM U CETEM, HA KOTOPBIX
OTIPEEISAIOTCS 0OBEKThI BO3ICUCTBUS

4.7. B mporiecce 3KCIUTyaTallii CUCTEM U ceTell 00BEKThI BO3ACUCTBUS U BUIBI
BO3JICHCTBHUS HA HUX MOTYT JOMOJHATHCS U U3MEHATHCS OTHOCUTENIBHO UX COCTaBa M
BUJIOB BO3JCHCTBHS, ONMPECICHHBIX Ha JTare CO3/aHus JAaHHBIX CHCTEM U CETEH.
B sTom cnyuyae y4yeT W3MEHEHWI MOJDKEH TPOBOAUTHCA B paMKax peaau3aliu
MEPONPUATHIA MO YHPABICHUIO KOH(UTypalUel CUCTEM M CeTe M aHalIu3y yrpos
Oe3omacHocTh UHGOPMAIUU B XOJI€ UX DKCILTyaTal|u.

4.8. Ilpu omenke yrpo3 Oe30macHOCTH HWH(POpPMAIUM B CHUCTEMaX U CETIX,
(GYHKIIMOHUPYIOIIUX Ha 0aze UH(POPMALMOHHO-TEIEKOMMYHHUKAIITOHHOM
UHQPACTPYKTYphl LIEHTpa OOpaOOTKM MaHHBIX WM OOJauHOM HH(PPACTPYKTYPHI,
OOBEKTHI BO3JEHCTBHUS OIPEAETSIOTCS C Y4YETOM COCTaBa M COACPXKAHUS YCIYT,
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MPEIOCTABIIAEMBIX MMOCTABIIUKOM YCIYT (Hampumep, HHPPACTPYKTypa Kak yCiyra,
miatopma Kak cepBHC, IPOrpaMMHOE 00ecIIedeHHE KaK CEPBHUC).

ApeHnyemble MM UCHOJB3yEMblE HAa HMHOM 3aKOHHOM  OCHOBAaHHMHU
IIPOrpaMMHO-aIIapaTHbIE CPECTBA U UX UHTEP(ENChI, KaHAJIbI CBSI3U, IPOIPAMMHOE
oOecrieueHue (B TOM 4HCIE MPOrpaMMHOE OOECMEYEHUE BHUPTyalIH3alUud W
IIOCTPOCHHBIX Ha €ro 0a3e BUPTYaJbHBIX MalllWH, BUPTYaJIbHBIX CEPBEPOB, CHUCTEM
yIpaBJICHUS BUPTYyaIU3alMeld, BUPTYaIbHBIX KaHAJIOB CBSI3W M T.JI.) OTHOCATCS K
Oo0BEKTaM BO3ACUCTBUS, HAXOASAIIMMCA B TPAaHULE OLEHKU yrpo3 Oe30MacHOCTU
uHpopmaruu  omepatopa. B OTHOIIEHWHM  OCTAIBbHON  MH(POPMAIMOHHO-
TEJICeKOMMYHUKALIMOHHOW WHQPACTPYKTYphl I[EHTpa OOpaOOTKM JaHHBIX WU
oOnmayHOW WHQPPACTPYKTYPHl YTPO3bl 0O€30MacHOCTH HWHGOPMAIMKM OIICHUBAIOTCS
MOCTABIIUKOM YCIIYT.

[lpumep pacmpeneneHus TpaHUI] TpPH  OIEHKE Yrpo3 0Oe30macHOCTH
uHPOpMAllMM  MEXIy ONepaTopoM U  TOCTaBIIMKOM yCIyr  TPECTaBJICH
Ha pHUCYHKe 4.

IIporpammuoe
Wngpactpykrypa Hudpactpykrypa [nargopma obecreuenye
oreparopa KaK yciyra Kak yciyra KaK yciyra

Ipunosxenus Ipunosxenus IIpunoxenns

Ipunosxenus
Cpeza BBIIOIHEHHS

Caszyromee Caszytoree Caszyroree
MPOrpaMMHOE HpPOrpaMMHOE MPOrpaMMHOE
obecrnieueHue obecrnieueHne obecrnieueHne

JlaHHbIE JlanHble JlanHble

Cpeza BBIIOIHEHHS Cpeza BBIOIHEHHS Cpeza BBIIOIHEHHS

Cesizyrolee
MPOrPaMMHOE
obecrieueHne

OrnepanroHHas cuctemMa OmnepannoHHas cucTeMa OnepannonHas cuctTeMa

OHCpaI_IPIOHHaFI cucrema

Inatpopma
BHPTYAIH3ALAH

ITnatpopma
BHPTYQIN3aLAH

TInatdopma
BHPTYAIH3ALAN

Inardopma
BHPTYAIN3aLHN

AnmnaparHas miatpopma

AnmnaparHas miathpopma

Annaparnas niatdgopma AnmaparHas miathopma

Cucrtema XpaHEHUs
JAHHBIX

CucremMa XpaHeHHS
JIQHHBIX

CucreMa XpaHeHUS CucreMa XpaHeHHS
JAHHBIX JIAHHBIX
CereBas uHMpaCTpyKTypa CereBas HHdpacTpyKTypa

Pucynox 4. Ilpumep pacrpenesnenus rpaHull Ipyu OLEHKe yrpo3 0€30IacHOCTH
uHbOopMaIuu B MTHPOPMAIIMOHHON HHPPACTPYKType MOCTABUIUKA YCIYT

Ceresast nuppactpyxrypa CereBast HHpacTpyKTypa

4.9. O0ObeKTsl BO3AECUCTBUS MW BHUABI BO3IEHCTBASA HAa HUX HJOJDKHBI OBITH
KOHKPETHU3UPOBAHBI IIPUMEHUTEITHHO K aApXUTEKType u YCIIOBUSM
(GYyHKIIMOHUPOBAHUSI CHCTEM M CEeTeH, a Takke o0JacTIM ©u OCOOCHHOCTSIM
NeATeIbHOCTH 001aaaTesnst nHGOpMalUK U orieparopa.
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IHpumep 3. 1) pazenawienue nepcoHalbHubIX OAHHLIX U (UIU) UX MOOUDUKAYUSL
BO3MOJICHbL 8 pe3yIbmame HeCAHKYUOHUPOBAHHO20 00CMyna K Oaze OaHHbIX, 8
Komopou sma uH@opmayus XxXpauumcs, 2) pasiué Hepmu u3 Hepmenposooa
B03MOICEH 8 pe3yibmame HeCaHKYUOHUPOBAHHO20 OOCIMYNA K NPOSPAMMUPYEMOMY
JI02UHEeCKOMY — KOHmpoJiepy, obecneuusaiowemy YApasieHue  3a08UNCKAMU
Hegpmenposooa, U NOOMEHbl XPAHAWUXCS 68 HeM  3HAYeHUll YCMAeok,
3) nenpedocmasnenue yciye cesa3u AOOHEHMAM B03MOICHO 6 pe3yabmame OmKa3d
8 00CIyHCUBAHUU —Mapuwipymuzamopa YpoeHs Aopa cemu; 4) HapyuweHue
IEeKMPOCHADIHCEHUSA nompeobumernet B03MOMNCHO 8 pe3ynvmame
HeCaHKYUOHUPOBAHHO20 ~ OOCMYNA K  NPOSPAMMUPYEMOMY  JIO2UHECKOM)
KOHMPOJLIepy, Ynpasiaouemy blKiouamenem, ¢ Yyeiblo no0adu J0HCHbIX KOMAHO
Ha e20 omKoUeHue; 5) XuweHue 0eHeN’CHbIX Cpedcma y onepamopa no nepesooy
OCHEJCHbIX CPe0Cm8 BO3MOJICHO 8 pe3yibmame HoOMeHbl (Moougurayuu)
ungopmayuu, cooeprcauyeiics 8 ANeKMpOHHbIX COOOUEHUSIX.

[Ipumeps! onpeneneHusi 0ObEKTOB BO3/ICUCTBUS U BUIOB BO3JEHCTBUS HA HUX
MPUBEJCHBI B IPUJIOKEHUH S5 K HacTosuen MeToauke.
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5. OHeHKa BO3MOKHOCTH peajin3aliliu (BO3HHKHOBeHI/Iﬂ) yrpos
0€e30IacHOCTH I/IH(l)OpMaHI/II/I U onpeacjicHue uX aKTyaJdbHOCTH

5.1 OmnpeaeseHne HCTOYHUKOB YIpo3 0e30nacHOCTH HHGOPMALNH

5.11. B xome omeHku yrpo3 Oe3omacHOCTH HHGPOPMAIUU JIOJDKHBI OBITh
OTpe/IeNiCHbl BO3MOXKHBIE AHTPOIIOT€HHbIE HCTOYHMKH Yrpo3 0e30MacHOCTU
uH(pOpMallMK, K KOTOPBIM OTHOCATCS Jula (Tpymnma JHIl), OCYIIECTBISIONINE
peain3anuio yrpo3 0e30MacHOCTH HHQPOpPMAIMU IMyTeM HECAaHKIIMOHUPOBAHHOTO
JOCTyMa W (WJIK) BO3JACUCTBUS Ha MH(OPMAIIMOHHBIC PECYPChl U (KMJIM) KOMIIOHEHTHI
CUCTEM U CETeH, — aKTyaJIbHbI€ HAPYILIUTEIH.

5.1.2. UcXOHBIMU JTaHHBIMU JIJIS  OTPE/ICNICHUS BO3MOXHBIX aKTyaJIbHBIX
HapYILIUTEICH SBISIOTCS:

a) 00Ul mepedeHb yrpo3 O€30MacHOCTH WH(OPMALMU, COJEp)KaLIUHC B
OaHke nmaHHBIX yrpo3 OesomacHoctd uHGopMmanuu PCTIK Poccum (bdu.fstec.ru),
MOJIeTH yrpo3 Oe3omnacHocTH MHopmanuu, pazpadarsiBaecmbie PCTOK Poccun B
COOTBETCTBUM ¢ NOANYHKTOM 4 myHkTa &8 llonoxenuss o denepanbHOU ciayx0Oe 1Mo
TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIO, YTBEpPKIEHHOro Yka3om Ilpesmaenta
Poccuiickoii ®@enepanmm ot 16 aBrycra 2004 1. Ne 1085, a Takxke oTpacieBbic
(B€IOMCTBEHHBIE, KOPIIOPATHUBHBIE) MOJIENIM YTpo3 O€30MacHOCTH HH(OpMaLUY;

0) onucaHusi BEKTOPOB KOMITBIOTEPHBIX aTakK, COJIEPkKAIIUXCS B 0azax JaHHBIX
U WHBIX WMCTOYHHUKAX, onmyoOaukoBaHHBIX B cetn «Mutepuer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u ap.);

B) HOPMaTHBHbBIE TIPaBOBbIE akThl Poccuiickoil denepanuu, B COOTBETCTBUU C
KOTOPBIMU CO3Aa€TCAd U (PYHKIIMOHUPYET CUCTEMa WM CETh, COJIEPIKale OMHCaHHE
Ha3HaueHus, 3amad (QyHKIMI) CHUCTEeM H CeTei, cocTtaB 00pabaThIBaeMOi
nH(}OpMAIUHU U €€ TIPABOBOU PEXKUM;

I) IOKyMEHTAIMs] Ha CETH M CHCTEMbI (B YaCTH CBEJCHUN O Ha3HAUYCHUH M
(GYHKIUSAX, COCTaBE U apXUTEKType CUCTEM M CeTeH, O IpyMIax MoJb30BaTeled U
YpOBHE MX TTOJITHOMOYHA U TUTIAX JOCTYIA, O BHEITHUX U BHYTPEHHUX HHTEp(deiicax);

1) IOTOBOPBI, COTJIAIICHUS WM WHBIC JOKYMEHTBI, COJCPIKAIIHME YCIOBUS
WCTIONIb30BaHUsl  HMH(DOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOW  MHMPaCTPYKTYpPHI
IeHTpa 00pabOTKMU MaHHBIX WM OOJAYHON WHQPACTPYKTYPHI MOCTABIIMKA YCIYT
(B yacTu mepcoHaa MOCTaBIIMKA YCIYT, UMEIOIIETO TOCTYII K 3TOH MHPPACTPYKTYpE,
ero npae U 00s3aHHOCTEH, YPOBHS IMOJIHOMOYUN M TUTIOB JIOCTYIIA);

¢) pe3y/ibTaThl OIEHKU yimiepba (PUCKOB), MPOBEACHHOH oOmagarenem
nH(MOpMAIUU WIH ONIEPaTOPOM;

’K) HETaTUBHBIC TIOCIEACTBUSA OT peanu3aiud  (BO3HHMKHOBEHHUS) YIrpo3
Oe3omacHOCTH HWH(OPMAaLMK, OINpEAeNIeHHbIE B COOTBETCTBUM C HACTOSIIEH
MeToauKkou,

3) OOBEKTBI BO3IEHCTBHsSI yrpo3 Oe3omacHOCTH WHGOpPMAIMA W BUIBI
BO3JICUCTBUA HA HUX, ONIPEICIICHHBIE B COOTBETCTBUU C HACTOSIEH MeToauKOM.

VYKa3zaHHbIE UCXOJIHbIE JJaHHBIE MOTYT OBbITh IOMIOJHEHbI MHBIMU TOKYMEHTaMU
U CBEICHUSMH C Y4YE€TOM OCOOEHHOCTEH 00JlacTh MAEesTENbHOCTH, B KOTOPOWU
(GYHKIMOHUPYIOT CUCTEMBI U CETH.
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5.1.3. Ha ocHOBe aHaiv3a MCXOJHBIX JAHHBIX, a TaKXKE PE3yJbTAaTOB OLIEHKU
BO3MOYKHBIX LEJE€H peanu3alny HapyLIUTEISIMU Yyrpo3 0e30MacHOCTH MH(POPMALMH
OTPENENSAIOTCA BUIbI HAPYIIUTENEH, aKTya IbHBIX ISl CHCTEM U CETEH.

OCHOBHBIMH BUJaMU HapyIIUTENEH, MOAJIEKAITUX OLEHKE, SBIISIFOTCS:

crieruaibHbIe CIY>KObI MHOCTPAHHBIX TOCYAApPCTB;

TEPPOPUCTUUECKHUE, IKCTPEMUCTCKUE IPYIITUPOBKY;

MPECTYIHBIE TPYNIbI (KPUMUHATIBHBIE CTPYKTYPHI);

OT/IeNIbHBIC (PU3NUecKue aulia (Xakephl);

KOHKYPHUPYIOIIHE OpraHu3aluy;

pa3paboTUMKH MPOTrPAMMHBIX, TPOTPAMMHO-AIIAPATHBIX CPE/ICTB;

auna, o0ecleynBaKIINe MOCTaBKy NPOrPAMMHBIX, TPOrPaAMMHO-aINaPaTHBIX
CpPeACTB, 00€CTICUMBAIOIINX CUCTEM;

MOCTABIIUKHU YCIIYT CBSI3U, BBIYUCIUTENIbHBIX YCIYT;

JUIa,  [pPUBJIEKAaeMble U1  yYCTAHOBKM,  HACTPOMKH,  WCIBITAaHUU,
IIyCKOHAIAI0YHBIX U UHBIX BUJOB padoT;

auia, obecrnedrBarome (QYHKIMOHUPOBAHHME CHCTEM M CeTell Wi
o0ecIeunBaIOIIUX CUCTEM oreparopa (aIMUHUCTpPAIHS, OXpaHa, YOOPIIUKH U JIp.);

aBTOPHU30BAHHBIC [10JIb30BATENIN CUCTEM U CETEM;

CUCTEMHBIE aIMUHUCTPATOPHI U AMUHUCTPATOPBI OE30M1aCHOCTH;

ObIBIIIME (YBOJIEHHBIE) pAOOTHUKH (TI0JI30BATEIN ).

VYka3zaHHble BHWABl HApPYIIUTENICW MOTYT OBITh  JIOMOJHEHBI  HMHBIMU
HapyLIUTEISIMU € Yy4E€TOM OCOOEHHOCTEH 00JIacTh JeATEIbHOCTH, B KOTOPOM
(GYHKUMOHUPYIOT CUCTEMBI U ceTu. {7151 OTHOM CHCTEMBI U CETH aKTyaJIbHBIMUA MOTYT
ABJISITHCSI HAPYIIUTEIN HECKOJIBKUX BHUJIOB.

5.1.4. Hapymurenu npu3HAIOTCA aKTyalbHBIMHM JUIsI CUCTEM W CETeil, Koraa
BO3MOJKHBIE LEIM peaM3allii UMHU yrpo3 Oe30MacHOCTH HWH(OpMauuu MOTYT
MPUBECTU K OMNPEIEICHHBbIM /JII CHUCTEM U CETe HEraTUBHBIM TMOCIEACTBUSM H
COOTBETCTBYIOIIMM PHUCKaM (BUAaM yiiepOa). Bo3MoHbIE Lenu peanu3anuu yrpo3
O0e3zonacHocTH  HWHGOPMAIIMK  HAPYIIMTENSAMH TPHUBEIACHBI B  MPHIOKEHUU 6
K Hacrosuen Meroauke.

[Ipumep COOTBETCTBHUS HAPYLIWTEIEH, BO3MOMKHBIX LEJNEH pealn3aluud HUMHU
yrpo3 6e30MmacHOCTH UH(POPMAIK 1 BO3MOKHBIX HEIaTUBHBIX IOCIEICTBUN U BUJIOB
puckoB (yiiep0a) OT X peanu3anud (BO3HUKHOBEHHS) NMPUBEIACH B MPHIOKECHUH 7
K Hacrosuen Meroauke.

5.1.5. Hapymurenu MMeIOT pa3Hble YPOBHU KOMIETEHTHOCTH, OCHAILIEHHOCTH
pecypcaMd W MOTHBALMU JUIsl peaiu3aluuy yrpo3 Oe30MacHOCTH WHGOpMAaIUH.
COBOKYITHOCTh JIAHHBIX ~XapaKTEPUCTUK ONpENEseT YPOBEHb BO3MOMXHOCTEH
HapyluTesIe no peainzanuu yrpo3 0e30macHOCTH HH(popMauu.

B 3aBucuMOCTH OT ypOBHSI BO3MOKHOCTEH HApPYIIMTENIW MOJPAa3JEiSIOTCS Ha
HapyIuTeneu, o0aagaromux:

0a30BbIMH  BO3MOXKHOCTSIMM [0  peanu3aly  yrpo3  0e30macHOCTH
unpopmanuu (H1);

0a30BbBIMM  IOBBILIEHHBIMM  BO3MOYKHOCTSIMA IO  pe€alu3aluud  yrpos
6e3omacuoctu nnpopmanuu (H2);
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CPEIHHUMH  BO3MOXXHOCTSAMH [0  pealu3aluud  yrpo3  0O€300acHOCTH
unpopmanuu (H3);

BBICOKMMHM  BO3MOXKHOCTSIMM [0  peajiu3allud  yrpo3  0e30MacHOCTU
uHdopmarmu (H4).

Jlis OHOM CcHUCTEMBI MM CETU aKTyaJbHBIMU MOTYT SIBJISATBCS HApPYIIUTENH,
MMEIOIINE pa3Hble YPOBHU BO3MOKHOCTEH.

YPOBHHM BO3MOKHOCTEW HapyIIMTEIEH IO pealn3allud yrpo3 Oe30MacCHOCTH
MH(pOpMaIMU NPUBEICHBI B IPUIIOKEHUH 8 K HacTosel MeTtoauke.

5.1.6. Ins akTyaJbHBIX HapyIIUTENEW JOJDKHBI OBITh ONpEeAeNeHbl HX
KAaTeropuy B 3aBHCUMOCTH OT UMEIOIIUXCS MPaB M YCIOBHUMA MO JOCTYIy K CUCTEMaM
U CeTSIM, OOYCIIOBJIEHHBIX apXUTEKTYPOM MU YCIOBUAMH (PYHKIIMOHHUPOBAHUS 3TUX
CUCTEM M CETEH, a TAKXKE OT YCTAHOBJICHHBIX BO3MOXHOCTEH Hapymureneu. Ilpu
ATOM HAPYIIMTEIH MOIPA3ACIISIOTCS Ha IBE KaTEropuu (PUCYHOK 5, 6):

BHEIIHUE HApyUIUTEIH — HApPYIIUTEIU, HE HMEIONIME IpaB JOCTyla B
KOHTPOJIUPYEMYIO (OXpaHSIEMYI0) 30HY (TEppUTOPHUIO) U (WJIM) MOJIHOMOYHUH IO
JIOCTYyIly K HWHGOPMAlMOHHBIM pecypcaM M KOMIIOHEHTaM CHUCTEM M CETeH,
TpeOyIOIMUM aBTOPU3ALIIH;

BHYTPCHHHME HApPYIIMTEIN — HAPYLIMTEIW, HMEKIIME IIpaBa J0CTyna B
KOHTPOJIUPYEMYIO (OXpaHsIeMyl0) 30HY (T€ppUTOpUIO) M (WJIM) IMOJHOMOYHS IO
aBTOMATHU3UPOBAHHOMY JOCTYIy K HMH(OPMAalMOHHBIM pecypcaM M KOMIIOHEHTaM
CUCTEM U CETEH.
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PucyHok 5. BHemHuU HapyIUTENb PU PEATU3ALNANA YTPO3
6e3omacHocTi UHGOpPMaIUU
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Pucynok 6. BHyTpeHHMIT HapyIIUTENh P peaM3allii yTrpo3
0e3onmacHOCTH UHPOpMaLUU

BHyTpeHHne HapymuTe I NepBOHAYAIBHO MOTYT UMETh Pa3HbIA yPOBEHB MPaB
AocTyma K WH(GOPMAlMOHHBIM pecypcaM ¥ KOMIIOHEHTaM CHCTeM U CeTe
(Hanpumep, IOCTYN B JIMYHBIA KaOMHET Ha cailTe, UCIOJIHEHHWE OOs3aHHOCTEH Ha
aBTOMATU3MPOBAHHOM paboyeM MecTe, aJIMUHUCTPUPOBAHME CHCTEM U CeTel).
K BHYTpeHHMM HapylIMUTEISIM OTHOCATCS  IOJIb30BATENH, HMMEIONIME  Kak
HENPUBWIECTUPOBaHHbIE  (TIOJIB30BATENbCKUE), TaK W  [PUBUICTUPOBAHHBIC
(aIMUHUCTpAaTUBHBIE) TMpaBa JOCTyNma K HH(OPMALMOHHBIM pecypcaM u
KOMIIOHEHTaM CHCTEM M CETEH.

5.1.7. BHemnHue HapyIIUTEIN PEAU3yIOT yrpo3bl 6€30MacHOCTH MH(pOPMaIUu
npelHaMepeHHo  (mpeIHaMepeHHble  yrpo3bl  0e30MmacHOCTH  MH(OpPMAIIIH)
C WCIOJB30BAaHUEM MPOTPAMMHBIX, MPOTPAMMHO-AMIAPaTHBIX CPEACTB WM 0e3
WCTIONIb30BAaHUSI  TAKOBBIX. BHYTpEeHHHWE  HApYIMIUTENW  PEATU3YIOT  YIPO3BI
O0e3omacHocTH ~ MHpOpPMAIMM  TpeIHAMEpPeHHO  (MpeIHAMEpPEeHHBIE  YTPO3bI
0e3omacHOCTH HMH(OpPMALMK) C HUCIOJB30BAHUEM MPOTPaAaMMHBIX, MPOTrPaMMHO-
anmapaTHBIX CPEACTB WM 0€3 HCIONb30BaHMs TAKOBBIX WM HEMpeIHAMEPEHHO
(HempegHaAMEpeHHbIE yrpo3bl Oe3onacHocT HHGpopMaluu) 0e3 MCIOoJIb30BaAHUS
IPOrPaMMHBIX, IPOrPAMMHO-AIaPaTHBIX CPECTB.
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Ilpumep 4: k HenpeoHamepeHHbIM Y2po3am 0e30NaCHOCMU UHDOPMAYUU MOSYm
OMHOCUMbCA!

1) Hapywenue @yHKYUOHUPOBAHUS CUCTEMbl YAPABIeHUs 6a3bl OAHHbIX 3d CHem
66004 6 NOJIsL OAHHBIX UHGOpMayuL, npesviuuaroujelt OONYCMuUMbLLL 00beM;

2) HapyweHue GYHKYUOHUPOBAHUs 8ebO-pecypca 3a cuem mo2o, Ymo CUCTEeMHbIL
AOMUHUCIIPAMOpP OONYCMUNL OWUOKY NpU 8blO0Ope KOHDUYpaAYUOHHO20 ¢hatiia
6eO-cepaepa.

5.1.8.B cayuae ecam K cucTeMaM W CETAM TMPEIbABICHBI TPEOOBAHUS
K YCTOMYMBOCTH W HAJIEKHOCTH (YHKIMOHUPOBAHUS (B YacTH LEIOCTHOCTU H
JOCTYHOCTH HWH(GOPMAIMOHHBIX PECYpCOB M KOMIIOHEHTOB CHUCTEM U ceTeil),
JIOTIOJTHUTENIBHO K aHTPONOTEHHBIM HMCTOYHHUKAM YIrpo3 0e30macHOCTU MHGOpMAIUU
B KA4yeCTBE aKTYyaJbHbIX MOTYT OBITh ONpENENeHbl TEXHOTCHHbIE HWCTOYHUKH
(usmueckue  sABICHUS, MaTepHalIbHBIE OOBEKTHI). YTPO3bl  0OE30MaCHOCTH
nH(OpMAIH, CBA3aHHBIC C TEXHOTCHHBIMH HCTOYHHUKAMH, BKJIIOYAIOTCS B MOJENb
yrpo3 0Oe3onacHocTd HUHGpOpMAIMU MO peHieHu0 obianarens UHPOPMAIUU WU
orepaTopa CUCTEM U CETEH.

OCHOBHBIMHM (paKTOpamMu BO3HHUKHOBEHHS yrpo3 0e30macHOCTH HMH(OpManuu,
CBSI3aHHBIMH C TEXHOTCHHBIMU NCTOYHUKAMU, MOTYT SIBJISTHCS:

a) HEIOCTaTKM  Ka4yecTBa, HAJCKHOCTH  MPOTPAMMHOIO  OOECIEUEHHS,
MPOTPaMMHO-AMIAPATHBIX CPEJCTB, OOECIEUYHBAIOIIUX OOpadOTKYy M XpaHEHHE
uH(pOpMaIUK, UX TUHUHN CBA3H;

0) HETOCTAaTKH B pabOTe 00ECIICUNBAIOIINX CUCTEM;

B) HEJIOCTYITHOCTh ~ CEpBUCOB  (YCNyT), TMPEIOCTABISEMBIX CTOPOHHUMU
OpraHu3aIMIMHU.

B03MOXHOCTP BO3HMKHOBEHHS TaKHX Yrpo3 OIpeaeseTcss Ha OCHOBE
CTaTHCTUKH MX BOSHUKHOBEHHMS 3a MPOIUIbIE TOBL. B ciiydae oTCyTCTBUS yKa3aHHON
CTaTHUCTUKH BO3MOXHO MCTIOJB30BAaHUE DKCTIIEPTHOM OI[CHKH.

BrisiBneHre TEXHOTEHHBIX HCTOYHHMKOB JIOJDKHO OCYIIECTBISTHCS C YYETOM
TpeOOBaHUN ¥ TpaBWJI, YCTAaHOBJICHHBIX YIOJHOMOYECHHBIMH (enepalbHbIMU
OpraHaMM HCIIOJHUTEIBHOM BIIACTH, HALMOHAIBHBIMU CTaHIAPTAMHU', U HE BXOAUT
B 00JIaCTh AECUCTBUA JaHHOH METOIUKH.

5.19.Tlo pesynbraTam ompeneieHUsT HCTOYHUKOB Yyrpo3 0€30MacHOCTH
uH(}OpMAITUHU JOJKHBI OBITH OMIPEICIICHBI:

a) BUJbl aKTyaJIbHBIX HAPYIIUTENIEH M BO3MOXKHBIE IIENIA pean3alliid MU
yrpo3 0e3onacHocTy HHGOPMAIUK, a TAK)KE UX BOZMOKHOCTH,

0) KaTeropuy aKTyaJbHBIX HAPYIIUTENICH, KOTOpPhIE MOTYT PEaM30BHIBATH
yrpo3bl 0€30MaCHOCTH UH(OPMALIUY, B TOM YHCIIE HEPEIHAMEPEHHBIE YTPO3BI.

[Ipu omnpeneseHMM HUCTOYHMKOB yrpo3  0O€30MacHOCTH  MHMOpManuu
HEOOXOIUMO HUCXOJUTh M3 MPEANOJOKEHUS O HaTUYUHU TOBBIIIEHHOW MOTHBALUU

! Hanpumep, Takumu cTaHaapTaMu sBJISFOTCS:

I'OCT P 22.0.05-2020 Be3onacHOCTb B Upe3BbIYaHBIX CUTyalUsAX. TeXHOr€HHBIE Upe3BbIUaliHbIE CUTyalluu. TepMUHBI
U ONpEJeNeHHUS;

I'OCT P 51901.1-2002 MenemxMeHT prcka. AHaIU3 pucka TexHosoruueckux cucreM (c Ilompaskoit).
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BHEIIHUX W BHYTPEHHUX HapyIIMTENICH, MPEAHAMEPEHHO PEATU3YIOUIUX YrpPO3bl
6e3omacHoctu uHpopmaruu. Kpome Toro, Heo0X0IUMO YUUTHIBATh, YTO TaKHE BUIBI
HapylIuTeNe Kak  CHelUalbHble CIYy)XObl ~ MHOCTPaHHBIX TOCYJIAapCTB H
TEPPOPUCTUUECKUE, IKCTPEMUCTCKUE TPYNIUPOBKA MOTYT MPHUBJIEKATH (BXOIUTh
B CrOBOp) BHYTPEHHMX  HapyluTened, B TOM 4ucjie  oOJafarouiux
NPUBWIECTUPOBAHHBIMU IpaBaMU J0CTyna. B 3ToMm ciydae ypOBEHb BO3MOXKHOCTEMN
aKTyaJIbHBIX HapylIUTENed OyIeT ONpeAessIThCs COBOKYMHOCThIO BO3MOXHOCTEH
HapYUIUTENEH, BXOIAIINX B CTOBOP.

[Ipumepsl omnpeneneHusl akTyalbHbIX HApyLIUTENIECH MpU peau3alid yrpos
Oe3omacHOCTH MH(pOPMAIMM W COOTBETCTBYIOLIME WM BHUJABI HAPYIIUTENEH M UX
BO3MO>KHOCTH MPUBEJICHBI B IpUIIoKeHUH 9 K HacTosimeld MeToauke.

5.2 Ouenka cnoco0oB peaju3anuu (BOSHUKHOBEHHS) YIpo3
Oe3onacHocTH HH(popManun

5.2.1. B xome omeHku yrpo3 Oe3omacHOCTH HHGPOPMAIUU JTOJDKHBI OBITh
OIPENIeICHI  BO3MOXKHBIE ~ CIIOCOOBI  peanm3anui  (BO3HHMKHOBEHHUS)  yrpo3
0e30macHOCTH HMH(POpPMALIMM, 32 CYET MCIOJb30BaHUS KOTOPBIX AaKTyaJbHBIMU
HapyIIUTEISIMA MOTYT OBITh pEaJM30BaHbl Yrpo3bl 0€30MacHOCTH HWH(OpMALU
B CHCTEMaxX M CETsIX, — aKTyallbHbIe CIIOCOOBI peanu3anuu (BO3HUKHOBEHHUS) yIpo3
6e3omacHOCTH UH(POPMAIIUH.

5.2.2. ICXOMHBIMU J@HHBIMH [IJI1  ONPEACIICHUS aKTYyaJbHBIX CIIOCOOOB
peanu3zaiuy (BOSHUKHOBEHHS ) yTpo3 0€30MacHOCTH HH(DOPMAIUH SBIISIOTCS:

a) o0mmii TepedeHb yrpo3 Oe3omacHOCTH WHGOPMAIMH, COJEPIKAIIHIICST
B OaHKe MaHHBIX yrpo3 Oe3omacHocty uHGopMarmu ®CTOK Poccun (bdu.fstec.ru),
MoJienu yrpo3 Oe3onacHoctd uHbopmaiuu, paspadarsiBaembie PCTOK Poccun
B COOTBETCTBUU C MOANYHKTOM 4 myHKTa 8 Ilonoxenus o @enepanbHoil cinyx0e 1o
TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIO, YTBEpKIEHHOro Yka3om Ilpesmpenta
Poccuiickoii ®@enepanmu ot 16 aBrycra 2004 1. Ne 1085, a Takxke oTpacieBbic
(B€IOMCTBEHHBIE, KOPIIOPATHUBHBIE) MOJIENIM YTpo3 O€30MacHOCTU HH(POpMALUY;

0) onucaHusi BEKTOPOB KOMITBIOTEPHBIX aTakK, COJIEPKALIUXCS B 0a3ax JaHHBIX
W MHBIX HMCTOYHHUKAX, onmyoOiaukoBaHHBIX B cetu «Mutepuer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u ap.);

B) JOKYMEHTAIMsI HAa CHCTEMbl M CeTH (B YacCTH CBEIEHUW O COCTaBe U
apXUTEKType, O Tpynmax TOJb30BaTee W WX THUIAX JIOCTylla W YPOBHEH
MTOJITHOMOYHIA, O BHEIITHUX U BHYTPEHHUX UHTEp(ericax);

) HETaTUBHbIC  TIOCICACTBUS  OT  peanu3aiud  (BO3HUKHOBEHHS)  yrpo3
0e301macHOCTH HH(POPMAITIH, OPEICIICHHBIC B COOTBETCTBUHU C HACTOSIICH MeTOIUKOM;

1) OOBEeKTHI ~ BO3ACHCTBHS  yrpo3  Oe3omacHOCTH  WHGOpPMAllUM U
COOTBETCTBYIOIIIME WM BHUJbI BO3JCUCTBUS, OMNPEICICHHbBIE B COOTBETCTBUHU
¢ HacTtoser MeToIuKou;

€)BUAbl W KATErOpuM AakTyalbHBIX HApYLIUTENEH, KOTOpble MOTYT
peanu3oBbIBaTh  Yrpo3bl  Oe3omacHocTd  MHGOpMAlMM, B  TOM  YHUCJIE
HENpeIHAMEpPEHHbIE YTPO3bl, U UX BO3MOXHOCTH, ONpEJEICHHbIE B COOTBETCTBUU
¢ HacTosen MeToaIuKoM.
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VYka3zaHHbIE UCXOJHbIE JaHHBIE MOT'YT OBITh JOIOJHEHBI HHBIMHU JOKYMEHTaMHU
U CBEJIECHUAMH C YYETOM OCOOEHHOCTEH 00JIacTh JeATEIbHOCTH, B KOTOPOM
(YHKIIMOHUPYIOT CUCTEMBI U CETH.

5.2.3. Ha ocHOBe aHanmu3a MCXOJHBIX JAHHBIX, a4 TaKXEe BO3MOXKHOCTEH
HapyILIUTEIEH ONpEeNesstoTCS CHOCOObl peaiu3auuu  (BO3HUKHOBEHHS) YIpO3
0e30MacHOCTH HH(OPMALIMHY, aKTyaJIbHBIE JUIsl CUCTEM U CETEH.

OCHOBHBIMHU cIIOCOOaMM peain3anui (BO3HUKHOBEHMs) Yrpo3 0€30IacHOCTH
MH(POpPMAIUU SBISIOTCS:

1) ucriosib3oBaHMe  ysA3BUMOcCTeH  (ysA3BUMOCTEH Koja  (TIpOrpaMMHOTO
oOecrieueHus), YsA3BUMOCTEH apXUTEKTypbl M KOH(MUTYpaluu CHCTEM U CeTeld,
a TaK»K€ OpraHU3alMOHHBIX U MHOTO(AKTOPHBIX YA3BUMOCTEN);

2) BHEIIPEHUE BPEJOHOCHOTO MTPOrPAMMHOTO 00CCIICYCHUS;

3) HCIIONIb30BaHUE  HEACKIAPUPOBAHHBIX  BO3MOXKHOCTEH  IPOTPAMMHOTO
oOecrieueHus 1 (WIK) IporpaMMHO-aNMapaTHBIX CPEACTB;

4) ycTaHOBKAa MPOTPAaMMHBIX W (WJIM) TPOTPAMMHO-AINIAPATHBIX 3aKJIaI0K
B IIPOrpaMMHOE oOecreueHue 1 (W) IporpaMMHO-aIapaTHbIe CPECTBa;

5) popMupoBaHuEe M UCIOIB30BAHUE CKPBITHIX KaHAIOB (IO BPEMEHH, II0
naMsITH) JUIsl Iepeavu KOH(PUACHINATbHBIX TaHHBIX;

6) mepexBar (M3MepeHHE) MMOOOYHBIX DIICKTPOMATHUTHBIX W3JIyYCHUH U
HaBOJOK (Apyrux (Qu3MyecKux TMosied) Aasd JocTyna K KOHQUIACHIMAIBbHOU
uH(pOpMaLnH, coAepKallelcs B allllapaTHbIX CPEICTBAX ayTeHTU(PUKAIIH,

7) MHBAa3WBHBIC CIIOCOOBI JIOCTyNMa K KOH(HUICHIMAIBLHOH WH(pOpMaIUH,
coJiepKalleiicst B anmnapaTHbIX CPEJCTBAX ayTeHTU(PUKALUY;

8) HapymieHne 0€30MaCHOCTH TMPH TMOCTAaBKaxX MPOTPAaMMHBIX, MPOrPaMMHO-
anmnapaTHbIX CpEJACTB M (WJIM) YCIYr IO YCTaHOBKE, HACTPONKE, HCHBITAHMSIM,
MyCKOHANAaI0YHbIM padoTaM (B TOM YHCII€ aAMUHUCTPUPOBAHHUIO, 0OCITY>KUBAHUIO);

9) ommOOYHbIE NISHCTBUS B X0 CO3/IAHMUS U SKCILTyaTalluk CHCTEM U CETEH, B TOM
YHCIIe TPU YCTaHOBKE, HACTPOMKE MPOrPaMMHBIX U MTPOrPaMMHO-aNaAPATHBIX CPEJCTB.

VYkazaHHbple CIOCOOBI peaym3anuy (BOSHUKHOBEHHUS) YIpo3 0e30MacHOCTH
uH(pOpMaIuu MOTYT OBITh JOTOJHEHBI MHBIMH CIIOCOOAMHU C YYETOM OCOOEHHOCTEM
aApPXUTEKTYPHI U YCIOBUM (PYHKIIMOHUPOBAHUS CUCTEM U CETEH.

Crioco0b1 peanm3anuu (BOZHUKHOBEHUS) yrpo3 0O€30MacHOCTH HHGOpMAIIH
OTIPECIAIOTCA MPUMEHUTENBHO K OOBEKTaM BO3ACHUCTBUSA, OINpEACICHHBIM B
COOTBETCTBUM ¢ Hactosieil Metonukoit. CriocoObl SBISIOTCS aKTyaJlbHBIMH, KOT/Ia
BO3MOKHOCTH HapyUIUTENs] MO3BOJISIIOT HMX HMCIOJIB30BaTh VISl peaM3allli yrpo3
0€30MacHOCTH M UMEIOTCSl MJIM CO3/1aHbl YCJIOBUS, MPU KOTOPBIX TaKasi BO3MOXHOCTh
MOXET OBITh peajn30BaHa B OTHOIIEHWU OOBEKTOB BoO3lelcTBUsA. OmHa yrposa
0e3omacHoCcTH UHGOPMAIIK MOXKET OBITh PeaIM30BaHa HECKOJIBKUMU CIIOCOOaMHU.

5.2.4. YcnoBueMm, TMO3BOJIAIONIMM HAPYIIMTENISAM HCIONb30BaTh  CIOCOOBI
peanu3auuu yrpo3 0Oe3omacHOCTH UHGOPMAIUMKM, SBISETCS HaIMuMe Yy HHX
BO3MOXKHOCTH JIOCTYIA K CJIEIYIOIIUM TUIIaM UHTEeP(HEHCOB 0ObEKTOB BO3ICHCTBUS:

BHEIIHHE CETEeBbIE MHTEPPEIChl, 00eCneunBarOIINe B3aUMOICHCTBUE C CEThIO
«HTEepHET», CMEXHBIMA (B3aUMOJEUCTBYIOIIMMH) CHCTEMAMH WM  CETAMU
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(mpoBogHBIe, OecmpoBOAHBIC, BeO-UHTEpQECh, WHTEPPEHCH  YIAICHHOTO
JOCTYIIa U Jp.);

BHYTPEHHHE CETEBbIe MHTEPPEIChI, 0OecreunBarone B3auMoIeicTBie (B TOM
quclie 4Yepe3 MPOMEKYTOUHBIE KOMIIOHEHTHI) ¢ KOMIIOHEHTaMH CUCTEM M CeTeH,
UMEIOIIMMHU BHEIIIHUE CETEeBbIe MHTEP(EHCHI (POBOIHBIE, OECIIPOBOJIHBIC);

uHTEpEnChI JUTSI MOJIb30BaTENEH (mpoBO/HEIE, OecrpoBOIHbIE,
BeO-uHTEepQeiichl, nHTEP(EHCH yIaIEHHOTO AOCTYIIA U Jp.);

uHTEeppenCchl NIl UCIMOJIb30BAaHUSI CHEMHBIX  MAIMHHBIX  HOCHUTENEH
uHpopMauu 1 nepudepuitHoro o0opy10BaHuUS;

uHTep(derchl sl YCTAaHOBKH, HACTPONKH, HCIBITAHUM, ITyCKOHAJIaJ0YHbBIX
pabor (B TOM 4UHCIIe aIMHHHCTPUPOBAHUS, VIPaBJICHUS, OOCITYyXKHBAaHU)
oOecrieyeHus: PyHKIMOHUPOBAHUS KOMIIOHEHTOB CUCTEM U CETEM;

BO3MOXHOCTh ~ JIOCTyHa K  [OCTaBISI€MbIM WM  HaXOJSAIIMMCS  Ha
00CITy’)KUBaHUH, PEMOHTE B CTOPOHHUX OPraHU3alUsAX KOMIIOHEHTAM CHCTEM H CETEH.

Hanuune ykaszaHHbIX UHTEP(HENCOB ONpPENEsieTCss apXUTEKTYpPOil, COCTaBOM U
yCIOBUSMU (DYHKIIMOHUPOBAHUSI CUCTEM M CETEW, IpyIIaMu I0Jb3oBaTenel, ux
TUIIAMU JIOCTYIla W YPOBHSMH MOJHOMOuuMd. B Xone aHanmm3a AOKHBI OBIThH
OnpeseNieHbl Kak JIOrMY4ecKHe, Tak U (usmueckue HHTEpPEiichl 0O0BEKTOB
BO3/ICICTBHS, B TOM 4Kcie TpeOyrone pU3n4eckoro J0CTyna K HUM.

WnTepdeiickl ompenensioTcss Ha anmapatHoM, CHUCTEMHOM U MPUKIATHOM
YPOBHSIX CHUCTEM M CETEH, a Takke Ul TeJIEKOMMYHUKAIIMOHHOTO 00OpYIOBaHUS.
B0O3MOXXHOCTP HMX UCHOJIb30BAaHUSI Ha YKa3aHHBIX YPOBHSAX  OIpEAeaeTcs
BO3MOKHOCTSIMU aKTyaJIbHBIX HAPYIIUTEIIEH.

5.25.Ha »Tanme co3maHWs CHCTEM | CETeH ompeneieHue WHTepQehHcoB
O00OBEKTOB BO3JEHCTBUSA, KOTOPHIE MOTYT HMCIOJIb30BAThCS [JIsl pealn3aluu yrpo3
0e30MacHOCTH, MPOBOAUTCS HAa OCHOBE MPEAIOJIaraeMoil apXUTEKTYpPhl U YCIOBHIA
(YHKIMOHUPOBAHUS CUCTEM U CETEW, ONPE/IETICHHBIX HA OCHOBE U3YUYEHUS U aHaIU3a
MCXOJIHBIX TJAHHBIX O HUX.

Ha »sTame skcrmiyaramuyd CHUCTEM M CETeH I ompeneieHus uHTepdeircoB
OOBEKTOB BO3CHCTBHS, KOTOPbIE MOTYT MCIIOJNb30BAThCS AJIS peallu3alliyd yrpo3
0€30MMacHOCTH, TOTIOJHUTENBHO K JOKYMEHTAIIMM Ha CETH U CUCTEMBbI UCTIOJIb3YIOTCS
pe3ynbTaThl MHBEHTapHU3alUU CHCTEM M CETEH, MPOBENCHHOW C HCMOJIb30BAHHEM
aBTOMATU3HPOBAHHBIX CPEJACTB.

5.2.6.Ilo pesynpTaTam OIIEHKH BO3MOXHBIX CIIOCOOOB peaM3alliid Yrpo3
0e3omacHocTh UHGOPMAIUU JOJKHBI OBITh OTIPEICIICHBI:

a) BUIABI W KaTCrOpUU HAPYIIUTENCH, KOTOpPhIE HWMEIOT BO3MOXHOCTb
MCIIOJIb30BaHUS aKTYyaJbHBIX CIIOCOOOB;

0) akTyallbHbIC CIOCOOBI pealiv3aliKi Yrpo3 0e30MacHOCTH HH(pOpMAIMH U
TUIBl UHTEPHENCOB OOBEKTOB BO3ACHCTBHUS, 3a CYET KOTOPHIX OHH MOTYT OBIThH
peann30BaHbI.

[Ipumepsl  ompeneneHUs aKTyaJlbHBIX CIOCOOOB  pealu3aluu  Yrpo3
Oe3omacHOCTH MH(pOPMAIMM U COOTBETCTBYIOLIME WM BHJABI HApyLIUTENEH U HX
BO3MO>KHOCTH NpUBeeHbI B mpuiioxkeHuu 10 k HacTosmieit Metonuke.
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5.3 OueHka aKTyaJbHOCTH Yrpo3 0e30nacHocTH MH(popManuu

5.3.1. B xonme oneHku yrpo3 Oe3omacHOCTH HHMOpPMAlMKM JOKHBI OBITH
OIpe/ieNieHbl BO3MOXKHBIE YTPO3bl 0O€30MAaCHOCTH HWHGPOpMAllMM M OIEHEHAa uX
aKTyaJlbHOCTh JIII CHUCTEM U CETed — aKTyaJbHblE YIpO3bl O€30MaCHOCTU
uHopMarmm.

5.3.2. VIcX0oHBIMHM JaHHBIMH JJI OLICHKM aKTyaJIbHOCTH YIpo3 0€30IacHOCTH
MH(POpPMAIIUU SBISIFOTCS:

a) o0Iuil mepedeHb yrpo3 0e30MacHOCTH HH(OPMALHUH, COAEPKAIIUNCST B
O0anke nmaHHBIX yrpo3 OezomacHoctH uHPopMmanuu GCTIK Poccum (bdu.fstec.ru),
MoJienu yrpo3 Oe3onacHoctd uHbpopmanuu, paspadarsiBaecmbie PCTOK Poccun
B COOTBETCTBUU C NMOANYHKTOM 4 myHKTa 8 Ilosnoxenus o ®@enepanbHoil cinyx0e 1o
TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO, YTBEPXKACHHOTO YKaszom IIpesnmeHra
Poccuiickoii ®@enepanmm ot 16 aBrycra 2004 1. Ne 1085, a Takxke oTpacieBbie
(B€IOMCTBEHHBIE, KOPIIOPATHUBHBIE) MOJIENIM YTPo3 O€30MacHOCTH HH(pOpMaLUY;

0) onMcaHusl BEKTOPOB KOMIIBIOTEPHBIX aTak, COAEprKalIMXcs B 0a3ax JaHHBIX
U MHBIX HMH(OPMALMOHHBIX HMCTOYHMKAX, ONMYyOJMKOBAaHHBIX B ceTu «VIHTEepHET»
(CAPEC, ATT&CK, OWASP, STIX, WASC u np.);

B) HCTAaTUBHBIC ~ TOCICACTBHS OT peanm3aiuy  (BO3HHKHOBEHHUS)  yIpo3
0e30macHOCTH MH(POPMALIUH, OIIPEETICHHBIE B COOTBETCTBUM C HACTOsAIIEH MeTouKoM;

r) oOObeKThl BO3ACUCTBUS Yrpo3 0e30mMacHOCTH MH(POpPMAIMM U  BUIBI
BO3JCHCTBUN HA HUX, OMPEJICIICHHBIE B COOTBETCTBUU C HACTOSIE MeETOaNKOM;

J) BUIBI W KAaTETOPUH AaKTYaldbHBIX HapyIIUTENeld, KOTOpPbIE MOTYT
peali30BbIBATH  yrpo3bl  Oe3omacHOCTH  WHGOpManud, B  TOM  YHUCIHE
HEMpeIHAMEPEHHBIE yTPO3bl, U X BO3MOXKHOCTH, OMPEEICHHBIE B COOTBETCTBUH
¢ HacTosme MeToauKou;

€) aKTyaJlbHbIE CIOCOOBbI peanu3aluuu (BO3HUKHOBEHHMS) Yyrpo3 0O€30MacHOCTH
uH(popmanuu.

5.3.3. Ha ocHOBe aHanm3a MCXOIHBIX JAHHBIX OMPEICISIIOTCS BO3MOXKHBIC IS
CUCTEM M ceTel yrpo3bl Oe30macHOCTH HH(OpMalMH, K KOTOPHIM OTHOCSATCS
OCYILECTBIISIEMbIE HApYLIUTENIEM BO3JCHCTBUS Ha HH(POPMAIMOHHBIE PECYpChl U
KOMIIOHEHTbI CHCTeM U ceTel (OOBEeKThl BO3JEHCTBHUS), B PE3YJIbTaTe KOTOPBIX
BO3MOXXHO HapylieHue Oe3omacHOCTH uHpopMauud u (WIKM) HapyUleHHE WIH
npekpaiieHne QyHKIMOHUPOBAHUS CUCTEM U CETEl.

VYrpo3a Ge3omacHOCTH WH(OpPMAIIMK BO3MOXKHA, €CIIM MMEIOTCS HapyIIUTEIb
WM UHOW UCTOYHHUK YTPO3bl, OOBEKT, HA KOTOPHIA OCYLIECTBISIOTCS BO3JEUCTBUS,
CrocoObl peain3alii yrpo3bl 0€30MacHOCTH MHGOpMALMM, a peaau3alus yrpo3bl
MOJKET IPUBECTU K HETATHBHBIM TIOCIICACTBUSM:

YBbU; = [HapymuTenb (MCTOYHUK YIpO3bl); 00BEKThl BO3JIEHCTBUS; CIIOCOOBI
peanu3aluuu yrpo3; HeraTUBHbIE MOCIEACTBUS |.
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5.3.4. AKTyanbHOCTh BO3MOXHBIX yrpo3  0e30macHOCTH  WHGpOpMaIUU
OTpeIeIIIeTCSl HAaTMYUEM CLICHAPUEB UX PeATM3alIUH.

CueHapuu peanu3aluu yrpo3 0€30MacHOCTH HH(OpMAIUMU JIOJDKHBI OBIThH
onpeneneHbl i COOTBETCTBYIOIIMX CIIOCOOOB pead3alliu yrpo3 0e30macHOCTU
uH(OpMAIMK, ONpPENeIeHHBIX B COOTBETCTBHHM C HAcTosAmed MeEToaukon, wu
MPUMEHUTETPHO K OOBEKTaM BO3ACHCTBUS W BHJAM BO3JCHCTBUS Ha HUX.
OnpeneneHue ClHEHApUEB NPEIyCMaTPUBAET YCTAHOBJIEHUE IOCIEI0BATEILHOCTH
BO3MOXHBIX TaKTUK M COOTBETCTBYIOIIMX MM TEXHUK, MPUMEHEHHE KOTOPBIX
BO3MOXHO  aKTyaJlbHbIM  HApyIIUTEIIEeM C  COOTBETCTBYIOIIMM  YPOBHEM
BO3MOXKHOCTEH, a TakKe JOCTYMHOCTH WHTEP(EUCOB I  HCIOIb30BAHMUS
COOTBETCTBYIOIIUX CIIOCOOOB pean3aiiu yrpo3 0e30MacHOCTH HH(HOpMAIIIH.

[lepeyeHb OCHOBHBIX TAaKTHK (TaKTHYECKUX 3aJlad) U COOTBETCTBYIOIIMX UM
TUTOBBIX TEXHUK, MCIOJIB3YEMBIX MJI MOCTPOCHUS CLICHAPUEB pealn3allii Yrpo3
Oe3omnacHocTy nHGOpPMaIU, IPUBEACH B npuiioxkeHuu 11 k HacTosielt Meroauke.

5.3.5. Ha »Tame co3maHusi CHCTEM U CETeH JOJDKEH OBITh OINpeseieH XOTs Obl
OJIUH CIIEHApUU KaXKJOTro croco0a peanu3allid BO3MOXKHOW yrpo3bl 0€30MacHOCTH
nHopmaruu. CrieHapuil ompeaessieTcss sl KaKI0ro akTyajdbHOTO HapyUIUTENs U
UX YPOBHEN BO3MOKHOCTEH.

[Tpu Hamuyuu XOTsI OBl OJTHOTO CIIEHAPHS YIPO3bl 0€30MACHOCTH MH(MOPMAITUU
Takasi yrpo3a MpHU3HAETCsl aKTyaJIbHOM JIJII CUCTEMBI M CETU M BKIIIOYAETCS B MOJIEIh
yIrpo3 0€30MacHOCTU CUCTEM M CeTel A1 000CHOBAHMS BbIOOpA OPraHU3alMOHHBIX U
TEXHUYECKUX MEp MO 3amure nHpopmanuu (oOecreyeHuto 0€30MacHOCTH), a TaKXKe
BBIOOpA CPEJICTB 3aUTHI HH(MOPMAIUH (PUCYHOK 7).



cnocol
I_.,,a,.n.n.ia'-'-"““

yrpoib!

HoAd

Yrpo3a HeCaHKUMOHNPOBaHHOMO AOCTyNa K 6ase gaHHbIX, COAepKaLlen 3almiaemyo MHGopmaumio

.AptHHI'
B e

BHeapeHue n YnpaeneHue
MonyyeHve
C6op - 1Cronb3oBaHue 3aKkpenneHue B BPeA,0HO CHbIM
MHbOpMaLmn BPEAOHOCHOTO cucTEME U CeTn
bopmauy HOro gocTyna PeA KROAOM U
e KOMIMOHEHTOM
HecaHKUMOHU-
poBaHHOE
co3panue
Wcnonb3oBaHue
BHELIHIX YUYETHbIX
C6op 3anmceit uam
MHbOPMaLMK 13 cepsucos Kpawa TyHHe MpoBa-
opraHv3aumm B
NYBAMYHbIX P CETﬂ)I(J' CyLLe CTBYIOLLMIX HuWe TpadwKa
NCTOYHVIKOB SO YUETHbIX ynpasneHua
[aHHbIX yepes VPN
pocryna
NHTepHerT)
HanpaeneHHoe ( pHeT) Cipuiran
CKaHMpOBaHKe e
npi nomoLLyt 3anycK cpeacTs
Ccrneumanm3mnpo- T 0
|__BaHHoro MO | KonuposaHwe u poKc1poBaH1e
Jocrynaw
3anyck Tpaduka
ynpasneHusa
Wcnonb3oBaHue CKPUMTOB U OMepaLMOHHON ynpasneHua ana
owmMb0oK MCMONHAEMbIX MaCKMpPOBKK
Céop " CUCTEMBI ORO3DUTEN be
e T KOHOUIypaumm daiinos yepes B03p
nonbgosal-rene ceTeBOro cpeacTea HOW ceTeBon
obopynosarms yAaneHHoro BHeceH1e aKTMBHOCTM
1 cpeacTs ynpaeneHus COOTBETCTBYO-
3aWUT bl onepauyoHHOM LUMX 3anuce B
cucTemoli peecTp,
cepsucamu obecneymnsato-
LLMX 3anycK
BPEAOHOCHOTO
no

w
8

- TEXHUKa

MonyueHue -
HenpasomepHbiit
MogbiweHne CokpbiTne Aocryna K C60p 1 BbIBOA, e
npusuemin encTBuii UM MHGOPMaLnn o
g A ARV bopmaLy BO3AelcTBUE
KOMMOHEHTamM
SkcnyaTauma foctyn k
yA3BuUMOCTelN cucteme ana
Mok BbIBOAA
nHpopmaupm
I'IOBbILIJEHVII? N3meHeHre yepes
npusuiemin
KoHpUrypaLn CTaHOapTHble
CETH, BK/IOYaA HpOTOKObI
I'Io,u,60p napons N3MeHEHUE ynpasnenua Henpasome
ey ronpapaLm o Hbli/‘lpp.ocl'ynpk
CeTeBbIX
MHGOpMam > RDP, SSH)
ana YCTPOWCTB, MHbOPMaLUKN
ayTeHTUdUKa- opraHv3auuio K daiinosoi
NpPOKCcK- OtnpaBKa cucteme
LN OT UMEHU Mogmdmka- po . pa : ’
npusuae Mpo- = coeinHeHnn AaHHbIX Mo asam
n M SHRRTE A N3BECTHbIM AaHHbIX
BaHHOW y4eTHO M W KOHMypa-
3anucu Lnm NpPOTOKO/1am
ynpasneHus u
BPEAOoHOCHO-
Mcnonb3oBaHne o 10 nepegauv
yA3BUMOCTEN [AaHHbIX
KOoHbUrypaumm
CUCTEMBI,
M03BONAOLLYX Ouncrka/ TaKTUKa
BPEOHOCHOMY 3atmpatue OTnpasKa ;
no ncropumn OaHHbIX Mo
BbINONHATLCA C LOLLETall] COBCTBEHHBIM
NOBbILLEHHbIMM Y pHasoB npoToKoIam
npuBMUIE UAMM pervctpaun

Pucynox 7. IIpumep crieHapus peanu3aiuu yrpo3bl 6€30macHOCTH HHOpMaIuu




31

Ha srane skcmutyatauuu CHCTEM M CeTel JUIsl KaKIOW BO3MOKHOHM yIpo3bl
0e30MmacHOCTH HMH(QOpPMAIMK ONpPEAEIAETCS MHOXKECTBO BO3MOXHBIX CLEHApUEB
ee pealr3aluyd B MUHTEpecax OLEHKU IPPEKTUBHOCTH MPHUHSITHIX TEXHUYECKUX MEP
no 3ammre uHpopmanun (oOecmedeHHio 0€30MacHOCTH), B TOM  YHKCHE
CpeacTB 3amuThl MH(popMauuu. [Ipy 3TOM MHOXKECTBO CIIEHAPUEB ONPEIEISIETCS
Ui KaXJOTr0 AakTyaJbHOTO HAapyIIUTEIs W YPOBHEH €ro BO3MOXXHOCTEM
B COOTBETCTBUM C IOJIYYEHHBIMH pE€3yJbTaTaMU WHBEHTAPU3ALMH CUCTEM U CETEM,
aHanM3a ysA3BUMOCTEM W (WJIM) TECTHUPOBAaHUS HAa NPOHUKHOBEHHE, IPOBEICHHBIX
C UCTIOJIb30BaHHEM aBTOMATH3UPOBAHHBIX CPEACTB (PUCYHOK 8).

5.3.6. Ha sTane skcmiiyataluu OIpENECHUE CLIEHAPUEB pealn3alii yrpo3bl
BKJIFOYAET:

a) aHAJIM3 UCXOJIHBIX JaHHBIX HA CUCTEMY WM CE€Th, MPEIyCMaTpUBAIOUIUI B
TOM YHCJE aHalu3 JOKYMEHTallUd, MOJEIM Yrpo3 Oe30lacHOCTH HH(pOpMalu,
IPUMEHSEMbIX CPEJICTB 3allUThl MHQOpPMAIMHM, U OIpeNeieHHE IUIaHUPYEMbIX K
MIPUMEHEHUIO AaBTOMATU3UPOBAHHBIX CPEJICTB;

0) MpoBEeICHNE WHBEHTApU3allMd HHPOPMALIMOHHBIX CHUCTEM M CETed U
orpesiesieHue 0ObEKTOB BO3ICHCTBUS U UX UHTEP(ENCOB;

B) OIpE/IeJICHUE BHEIIHUX UHTEP(PEICOB, KOTOPbIE MOTYT OBITH 33]1€CTBOBAHbI
IIPY pealn3aliy yrpo3 0e301acHOCTH HH(POpMaLUy;

) ONIpe/eJICHHe BHYTPEHHUX  HMHTEp(eEiicoB, KOTOpblE MOTyT  OBITh
3aJIeiCTBOBaHbI IPU peasin3aliii yrpo3 6€301acHOCTH UHPOpMAIIIH;

1) BBISIBJIEHUE YSI3BUMOCTEH OOBEKTOB BO3JEHCTBHS, a TaKKE KOMIIOHEHTOB
CUCTEM M CeTeH, MMEIOLIUX BHENIHUE HHTEp(EiCchl, ¢ KOTOPBIMU IOCPEICTBOM
BHYTPEHHUX UHTEP(ENCOB B3aUMOICUCTBYIOT OOBEKTHI BO3ACHCTBUS;

€) IPOBEJICHUE TECTUPOBAHUS HAa MNPOHUKHOBEHHUE, MOJATBEPIKIAOIIErO
BO3MOKHOCTh MCIIOJIb30BAHUS BBISBJICHHBIX YSI3BUMOCTEW WJIM BBISBIICHHUS HOBBIX
CLIECHAPUEB PEAIM3aLUU YIPO3bl 0€30M1aCHOCTH MH(OPMALINY;

) TIOUCK TIOCTICIOBATEIPHOCTH TAKTHUK M TEXHUK, MPUMEHEHHE KOTOPBIX
MOXKET MPHUBECTH K pealu3aluu Yrpo3bl O0€30MacHOCTH HWHGOpPMalUU, HUCXOM
U3 YPOBHS BO3MOXHOCTEM AaKTyaJIbHBIX HApYIUMTENEH, a TaKKe pe3ylbTaToB
MHBEHTApU3AllNH, aHAJIM3a YA3BUMOCTEN 1 TECTUPOBAHUS HA IPOHUKHOBEHUE;

3) COCTaBJICHUE CIICHAPUEB peallM3alliyd yrpo3bl 0€30MacHOCTH WH(OpMAINH
NPUMEHUTEIBHO K OOBEKTaM M BHJIaM BO3ACHMCTBUS, a TaKKe CrocobaMm pealin3aluu
yIrpo3 6e30macHOCTH HHPOPMAIIHH.
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[Tpunoxenue 1
K MeTtonnke OLleHKH yrpo3
0e3omacHOCTH UH(pOpMALIUU

TepMI/IHI)I H onpeaecjacHus,
NMPUMEHSIEMBIC 1151 ueneﬁ HACTOAIIEro METOAUIECKOTO TOKYMEHTA

ApXMTEKTYypa CHCTeM M CeTeill. COBOKYIHOCTh OCHOBHBIX CTPYKTYPHO-
(YHKIMOHATBHBIX XapaKTEPUCTUK, CBOMCTB, KOMIIOHEHTOB CHCTEM M CETeH,
BOIUIOUIEHHBIX B HMHGOPMAIIMOHHBIX pecypcax M KOMIIOHEHTaX, IpaBuiax uX
B3aUMOJICUCTBUS, peKUMax 00pabOTKN MHGOPMALIHH.

B3aumopeiicTByomas (cMe:KHasi) CUCTeMA: CHUCTEMa WUJIM CeTh, KOTOpasi B
paMKaxX yCTaHOBJICHHBIX (DYHKIIMA WMEET B3aMMOJICHCTBHE MOCPEIACTBOM CETEBBIX
MHTEpPPENCOB C CHUCTEMOM M CEThIO OIeparopa M HE BKIIOYEHA UM B TPaHUILY
mpolecca OleHKH yrpo3 0e30macHOCTH HHPOpMaInH.

Bo3MOKHOCTH HApyIIMTeNsl: Mepa YCWINHA HApYIIUTENS IS pean3aliuu
yTpo3bl 6e30macHOCTH WH(POpPMAIIMU, BEIpAKCHHAS B MOKA3aTeNIIX KOMIICTCHTHOCTH,
OCHAIIEHHOCTH PeCypcaMu U MOTHBAITUU HAPYIITUTEIIS.

I'pannna oumeHku yrpo3 0e3onmacHocTH WHGoOpMANMHU: COBOKYITHOCTh
MH()OPMAITMOHHBIX PECYPCOB M KOMIIOHEHTOB CUCTEM U CETEH, B Mpejesiax KOTOPOM
obecrieunBaercs 3ammura nHpopmaluu (6€30MacHOCTh) B COOTBETCTBUU C €IMHBIMU
npaBuWjaMU M TIPOILEIypaMH, a TaKXe KOHTPOJb 3a PEaTM30BAaHHBIMH MEpaMu
3amuThl HHpopMaiu (odecreueHrs 0€30MacHOCTH).

Nudopmanuonnbie pecypcebl: uH(Opmaiusi, JaHHBIC, MPEICTABICHHBIC B
dhopme, IpegHA3SHAYCHHOM I XpaHEeHUs M 0Opa0OTKH B CHCTEMaX U CETSX.

KommnoneHT (cMCTeMBI, CeTH). IIPOrpaMMHOE, MPOTPaMMHO-AIapaTHOS WK
TEXHUYECKOE CPEJICTBO, BXOAIICE B COCTaB CHCTEM M CETEH.

OO6ecneynBamIMe CUCTEMbI. TH)XCHEPHBIE CUCTEMBI, BKITIOYAIONNE CHCTEMBI
AIEKTPOCHAOKEHUS, BEHTUJIAINN, OXJAXKICHUS, KOHIAWIIMOHUPOBAHUS, OXPaHBI H
IpYTUe WHXEHEPHBIC CHCTEMBI, a TaKXe CpEACTBA, KaHAbI W CHCTEMBI,
MpeIHA3HAYCHHBIC JUISI OKa3aHWs YCIyr CBS3W, JPYTUX YCIAYT M CEPBHUCOB,
MPEIOCTABIIEMBIX ~ CTOPOHHUMH  OpPTaHHM3aIllMsIMH, OT  KOTOPHIX  3aBHCHT
(YHKIIMOHUPOBAHUE CUCTEM U CETEH.

O6sanarens nHGoOpMAaIIUM: JIUIIO, CAMOCTOSATEIHLHO CO3/IaBIIee HHPOPMAITHIO
au00 TONy4YMBIIIEE HAa OCHOBAaHWUHM 3aKOHA WJIM JIOTOBOpAa MPaBO pa3pemiath WM
OTpaHUYMBATH JOCTYN K HH(OpMAIUH, OTIPEACIISIEMOM 110 KaKUM-JTHO0 TIPU3HAKAM.

OmnepaTop: U0, OCYIIECTBISIONIEE AEATEILHOCTD MO AKCILTyaTallii CHCTEM
U CeTel, B TOM 4yucIe mo o0paboTke coaepkaiieiics B HUX HHGHOpMAaIIiu.

OcHoOBHBIE (kpuTHUYECKHE) NMPoLecchl (Ou3Hec-nmpoueccsl):
VOpPaBJICHUYCCKUE, OpPraHW3allMOHHBIC, TEXHOJIOTMYECKUE, IPOU3BOJICTBCHHEIC,
(hMHAHCOBO-?PKOHOMHYECKHE M WHBbIE OCHOBHBIE IMpoIecchl (OU3HEC-TIPOIIECCHl),
BBITIOJIHAEMbIE OOJlafiaTesieM HMH(POpPMalUM, ONEPATOPOM B paMKax peaau3aluu
byHKUMA (OJIHOMOYMIA) WJIM OCYLIECTBIEHUS OCHOBHBIX BHJOB JESTEIBHOCTH,
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HapymieHne M (WaM) MPEeKpaIleHrne KOTOPHIX MOXKET MPUBECTH K BO3HHUKHOBEHHUIO
pHUCKOB (yiepoy).

IMoan30BaTeNb: JIMIIO, KOTOPOMY pa3pelieHO BBIMOJHATh HEKOTOPHIC
nevicteusl  (omepanuu) mo oOpaboTke wuWHGOpPMAllUM B CHUCTEME WJIM CETH H
UCTIOJNB3YIOIIEe Pe3yIbTaThl €€ QyHKITMOHUPOBAHUSI.

IMocTaBmMK yCJOyr: JUIO, TMpeAocTaBisioniee omepatopy W (WiH)
o0JamaTer0 Ha OCHOBAHMHU JOTOBOPA WMJIM MHOM 3aKOHHOM OCHOBAaHUU YCIYTH TIO
MCTIOJIb30BAaHUIO CBOWX BBIYHCIUTEIBHBIX PECYpCOB, MPOrPaMMHOTO 00OeCIeYeHHUS,
CPEICTB XpaHEHHsI UJIH Tepeaadu HHPOPMAITUH.

IIporpaMMHo-annapaTHoe  CpPeICTBO:  yCTPOMCTBO,  COCTOAIIEE U3
ammapaTHoro oOecrmeueHus] W (QYHKIHMOHUPYIOIIETO Ha HEM MPOTrPaMMHOTO
obecrnieyeHus1, ydyacTByloiiee B ¢GopMupoBaHuu, 00pabOTKe, Mepeaadye Wik Mpueme
uH(popmanuu.

Yrpos3a 0e3onacHocTH MHGOPMAIMM: COBOKYIMHOCTh YCIOBUWA U (DAKTOPOB,
CO3/IAI0IIKX MOTEHIIHAIBHYIO WIH PEATbHO CYIIECTBYIOIIYIO OMACHOCTh HapyIICHUs
6e30macHOCTH UH(POPMAIIUH.

YAa3BUMOCTB: HEJJOCTATOK  (cmabocTh)  mporpaMMHOTO  (TIpOrpaMMHO-
TEXHUYECKOTO) CPEICTBAa WM CUCTEMBI U CETU B LIEJIOM, KOTOPHI(ast) MOKET OBbITH
MCIIOJIb30BaH(a) JIJIs pealin3aiuy yrpo3 0€301acHOCTH HHGOPMAIIHH.



35

[Ipunoxenue 2
K MeTronnke OLleHKH yrpo3
0e3omacHOCTH HHGOpPMAITUT

Pexomenaauuu mo (popMupoBaAHUIO
JKCIEPTHON IPyNNbl U MPOBEACHUIO IKCIIEPTHON OLEHKHU NPH
OLICHKe YIpo3 0e30macHoCcTH HHGOpMAaNNu

KauectBeHHOE (hopMUpOBaHKE IKCIEPTHON TPYMIIBI CIOCOOCTBYET CHUKEHHUIO
CYOBEKTUBHBIX (AaKTOpPOB TMPH OICHKE Yrpo3 0e30MmacHOCTH HH(POpPMAIUH.
3aHmxkeHue (ociaadlieHue) 3KCHepTaMU MPOTHO30B M MPEINOJIOKEHUN MPU OLEHKE
YIpO3 MOXET MOBJICYbh HACTYILJIEHUE HEMPOTHO3UPYEMOTro (HEOXHUJAHHOI0) yiepoa
B pe3yiapTaTe WX pealu3aliy. 3aBBIIICHHE OSKCIEepTaMH IPOTHO30B U
MPENOJIOKEHUN TPH MOJEIMPOBAHUHM Yrpo3 0e30macHOCTH WH(OPMAIUA MOXKET
MOBJIEYb 32 COOOM HeompaBIaHHBIE PACXOAbl HA HEUTpaiu3anuio (OJIOKUpOBaHUE)
yIpO3, SBISAIOIUXCSI HEAKTYaJIbHBIMHU.

HezaBucumo ot pesynbrata GOpMUPOBAHUS SKCIIEPTHOM IPYMIbl IPU OLEHKE
yrpo3 0Oe3omacHocTH HH(MOpPMALMK  CYLIECTBYIOT CYOBEKTUBHBIE  (PaKTOpHI,
CBSI3aHHBIE C MCUXOJOTHEN NMPUHATUS PEIICHUH. DTO TaKKe MOXKET NMPUBOAUTH Kak
K 3aHIKEHHIO (OC/Ia0JIeHHI0), TaK M K 3aBBIIICHHI0 (YCHIEHHUIO) SKCIEpPTaMU
IPOTHO30B M MPEIINO0KEHUN MPU OLEHKE yrpo3 0e30macHOCTH MH(OpMAaLUU, YTO
B CBOIO OuY€pelb MOXXET MPHUBECTH K MPOMYCKY OTICNBHBIX yrpo3 0e30MacHOCTU
uH(POpMaIlMK WM K HEOMpaBIaHHBIM 3aTpaTaM Ha HEUTpaNIM3AIMI0 HEAKTYaJTbHBIX
yIpos3.

JIroboe perienne, MpUHUMAEMOEe dKCTIEpTaMU TIPU OIIEHKE YyTpo3 Oe30MacHOCTH
uH(pOpPMaIINH, TOJDKHO UCXOIUTh U3 TIPABUII, IPU KOTOPHIX HAPYIIUTETh HAXOANUTCS B
HAWIYYIIUX YCIOBHSX Ui pealu3alid  yrpo3bl  0e30macHOCTH  (IpHUHIMIA
«TapaHTUPOBAHHOCTH).

a) gopMupoOBaHMe IKCIHEPTHON IPyNIIbI

B coctaB skcnepTHO# rpynmbl Al OLIEHKH yrpo3 0€30MacHOCTH WH(popManuu
PEKOMEHIyeTCsl BKJIIOYATh OSKCIEPTOB (HE3aBUCHUMO OT TOTO, pPEaTU3yIOTCs JIU
bynkuuu obnanatens nHPopMaIuy, 3aKkazyruKka M onepaTopa B paMKaxX OJHOW HIIA
HECKOJIbKMX OpTraHu3allMii) OT:

nojpaszieneHuss no 3amure uHdopmanuu (obecnieueHus: MHPOPMALUOHHOM
0€30I1acCHOCTH);

nojApas3JejeHus, OTBETCTBEHHOro  3a  IudpoByro  TpaHchOpMaIUIO
(UT-cneuuanucros);

No/Ipa3/ieNieHusi, OTBETCTBEHHOTO 32 SKCILTyaTal|I0 CETEN CBS3U;

noJipa3feNieHusl, OTBETCTBEHHOTO 3a JKCIUTyaTallMi0 aBTOMAaTHU3MPOBAHHBIX
CUCTEM YIpaBIICHUS;

nojipa3zesieHuil obnaaarens nHGOPMALIUK WM ONEPAaTOpa, OTBETCTBEHHOTO 32
BBITIOJTHEHHE OCHOBHBIX (KPUTHYECKHX ) MPOIIECCOB (OM3HEC-TTPOIIECCOB).
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CocTaB 3KCHEpTOB MO peUIeHHIO oOnamaTens WHGOPMalMK WM orepaTopa
MOXXET OBbITh JIONOJHEH WM YTOYHEH C YYETOM OCOOEHHOCTEW 001acTH
JCSTEIIFHOCTH, B KOTOPOW (YHKIIMOHHUPYIOT CHUCTEMBI W CETH. B wacTHOCTH, IS
OIICHKH YTIp03 0€30MacHOCTH WHGOPMAITUH, peai3aIiis KOTOPhIX MOKET MPUBECTH K
(UHAHCOBBIM PHICKaM, PEKOMEHIYETCSl MPHBJICKATh JTOTIOJHUTEIHEHO CICIIHATUCTOB
SKOHOMHMYECKUX ((DMHAHCOBBIX) TOApa3AcicHUuN obnanarens HWHGOpPMAIUA WU
orepaTopa.

s opranuzanuu pabOThl AKCIEPTHON TPYIIBI PEKOMEHIYETCs OMPEeIeNIiTh
cnenuaiucTa 1o 3amuTte uHbopMammu  (oOecmeueHHI0  WH(OPMAIMOHHON
0€30MMacHOCTH), UMEIOIIETO CTaX paboT HE MEHee TpeX JIET U MPAKTUYECKUN OMBIT
OLICHKH HWH(OPMAIIMOHHBIX PHUCKOB. B 3KCHIepTHyI0 Tpymmy A OIEHKH YIrpo3
0e3omacHocT MHGOpPMAIUM PEKOMEHIYETCS BKIIIOYATh CIEHHAIMCTOB, UMEIOIINX
OMBIT PabOTBl HE MEHEE OJHOTO0 TOAa TO COOTBETCTBYIOIIEMY HAIPABICHUIO
JESITeIbHOCTH, B KOTOPOM MPOBOJUTCS OIIEHKA yTPpo3 0€30MacCHOCTH HHPOPMAITHH.

OKcmepThl AOKHBI 0051a7aTh HE3aBUCHUMOCTBIO, OCHOBAaHHOW Ha OTCYTCTBUU
KOMMEPUYECKOTro U (pMHAHCOBOTO MHTEpECA WM JPYroro JaBJIEHHs, KOTOPOE MOKET
OKaszaTh BJIMSHUE Ha MpUHMMaeMmble perieHus. He pexkomenmyercs hopmMupoBarth
AKCIIEPTHYIO TPYIITY U3 YYACTHUKOB, HAXOSIIUXCS B TIPSIMOM MOJAYMHEHUHU, TaK KaK
TO MOXKET HEraTHMBHBIM 00pa3oM IOBIMATH Ha pPE3YyJbTaT OIpPEAETICHUS YIrpo3
6e30macHOCTH UH(POPMAIIUH.

B cocrtaB skcniepTHOM Ipynibl JOKHBI BXOAUTh HE MEHEE TPEX IKCIIEPTOB.

0) npoBeeHUE IKCIIEPTHOM OLIEHKH

[Ipu npoBeieHnH SKCIEPTHON OLIEHKHU MPUHUMAIOTCSI MEPBI, HAallpaBJIEHHbIE HA
CHWKEHUE YPOBHA CYOBEKTUBHOCTU U HEONIPEAEIIEHHOCTH IIPH ONPEACICHUH KaX 0N
U3 yrpo3 0€30MmacHOCTH HH(POPMALIUH.

DKCHEPTHYIO OLEHKY PEKOMEHIYETCsl MPOBOIUTH B OTHOILIEHUHU CIEAYIOLIUX
[1apaMeTpPOB:

a) HETaTUBHOTO  TIOCJEACTBUS  OT  peaju3aluud  yrpo3  0€30MacHOCTH
uHdopmanuu;

0) 1eneit HapyIIUTENeH 10 peaTu3alii yrpo3 0€301MacHOCTH HHGOPMAITIH,;

B) ClicHApusl JICHCTBHI HapyIIMTEICH MPH peaau3alryd yrpo3 0e30MacHOCTH
uH(popMaIuu.

OueHky napamMeTpoB PEKOMEHAYETCS MPOBOJUTH OIMPOCHBIM METOIOM C
COCTaBJICHHMEM aHKETbI, B KOTOPOH YKa3bIBAIOTCS BOMPOCHI U BO3MOKHBIE BapUaHThI
OTBETa B €IMHON NPUHATON IIKaJe U3MEPEHUN («HU3KUID), «CPETHUN», «BBICOKHID)
WM «J1a», «HET» WU MHbIe Kabl). [Ipn 3TOM BOMPOCH! JOIKHBI ObITh YETKUMH U
OJIHO3HAYHO TPAKTYEMbIMH, IIPEIIIOIaraTh OJJHO3HAYHbBIE OTBETHI.

Ornpoc 3KCNepTOB BKIIOYAET CIECIYIOMINE 3TAIbI:

KOKIBIM ~ BKCOEpPT  MNPOBOAMT  OLEHKY  OLEHMBAEMOIO  Iapamerpa
(pekoMeHIyeTCsl HE MEHE JBYX PayHIOB OLIEHKH), PE3yJIbTaThl KOTOPOU 3aHOCATCS B
TalauIy;



37

IMOCJIC OHOCHKM KaXJIbIM M3 3KCIICPTOB OT6paCBIBaIOTC$I MHWHHMAJIBHBIC U
MaKCHUMAJIbHBIC 3HAYCHU A,

OIIpCACIIACTCA CPCAHCC 3HAYCHUC OICHNBACMOTI'O ITIapaMCTpPad B KAXKIAOM PAYHIC,

OoIIpCACIIACTCA NTOIOBOC CPCAHECC 3HAYCHNUC OLICHNBACMOT'O ITIapaM<ETpa.

[Tpumep TaOauIBI PE3YNHTATOB OLEHKH MapaMeTPOB

DKCHepThl 3HauyeHHE OLEHUBAEMOI0 | 3Ha4Y€HHUE OLICHUBAEMOTO
napametpa (payaa 1) napamerpa (payHnu 2)
Okcnepr 1
Okcnepr 2
DKcrepT N
HTorosoe 3HaueHue
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[Ipunoxenue 3
K MeTonrke OLIeHKH yrpo3
0e30macHOCTH HH(pOpMAIUU

PexoMenayemasi CTpyKTypa MojeJIH YIpo3
0e3omacHocTH MH(pOPMANH

YTBEPXIAIO

PykoBonutens oprana
roCy/1apCTBEHHOM BJIACTH
(opraHuzanuu) Ui HHOE

YIOJIHOMOYEHHOE JIMLIO

« » 20 r.

Mopgaenb yrpo3 6e30nacHOCTH HHPOpMaluu

« »
HaMMCHOBAHHEC CUCTEMBI U (I/IJ'II/I) CETHU
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1. O0mme noJio:KeHUst

Paznen «O011e monoxeHus» CoIEPIKUT:

Ha3HauY€HUE U 00JIaCTh ACHCTBUS JOKYMEHTA;

HOPMATHBHBIE TPABOBBIC AKThI, METOAMYECKHE TOKYMEHTHI, HAI[MOHAJIbHbBIE
CTaHAApThI, HUCIIOJIb3yeMble JJI1 OILIEHKH Yrpo3 Oe3omacHocTH HWHGOpMAIUU U
pa3pabOTKH MOJIETH YIpoO3;

HaMMEHOBaHUE oOnanarenss WUHQOpMAIUHU, 3aKa3uMka, OlepaTropa CUCTEM U
ceTeu;

no/IpasiesieHus, JOJKHOCTHBIC JIUIA, OTBETCTBEHHBIC 3a 00€CTICUeHNE 3aIIUThHI
nH@opmaruu (6€30MaCHOCTH) CUCTEM U CETEH;

HAaWMCHOBAHHUE OpPTaHW3AIWH, NMPUBJIECKAEMON IS pa3pabOTKU MOJETH YIpo3
0e3omnacHocTu uHGopMauu (Ipu HAJTUIUH).

2. Onucanue cuUCTeM M ceTeili M HMX XapaKTEePUCTHKA KaK 00beKTOB
3alUTHI

Paznen «Omnucanue cucreM U ceTedl U MX XapaKTEpUCTHKAa KaKk OOBEKTOB
3aIIUATBD) COACPIKNUT:

HAaUMEHOBAHUE CUCTEM M CETeH, Al KOTOPBIX pa3paboTaHa MOJENb YIrpo3
0€e30MacHOCTH HH()OPMALINH;

KJIACC 3allMIIEHHOCTH, KaTeropus 3HAYMMOCTH CHCTEM M CETEH, YpPOBEHb
3aIIUIIEHHOCTH MEePCOHATBHBIX JAHHBIX;

HOpPMATUBHbIE MpaBoBble akThl Poccuiickor denepanuu, B COOTBETCTBUH C
KOTOPBIMHU CO31at0TCA U (M) PYHKIIMOHUPYIOT CUCTEMBI U CETH;

Ha3zHayeHue, 3a7auyu ((yHKIMU) CHUCTEM M CeTei, cocTaB 00pabaThiBaeMOM
MH(}OpMaIUU U €€ MPABOBON PEXKUM;

OCHOBHBIC  TMpolecchl  (Ou3Hec-mporecchl)  obiamatens  HMH(pOpPMaIWH,
omiepaTopa, i 00€CIEeUYeHHUs] KOTOPBIX CO3/at0TCs ((PYHKIMOHUPYIOT) CUCTEMbl U
CeTH;

COCTaB U AapXUTEKTYpy CHCTEM U CeTe, B TOM uucie HHTEepPeicsl u
B3aUMOCBSI3M KOMIIOHEHTOB CHCTEM H CETEH;

ONMCAHWE TPYII BHEUIHUX W BHYTPEHHUX I0Jb30BATEIEH CUCTEM M CETEH,
YpPOBHEH HUX TMOJHOMOYMH W THUIOB JAOCTyma (B COCTaB Tpymn MOJib30BaTenen
BKJIFOUYAIOTCS BCE IMOJI30BATENH, AJI1 KOTOPHIX TpeOyeTcss aBTOPHU3aIUs MPH JOCTYIIE
K MH(OpPMAIMOHHBIM pecypcaMm, M TMOJIb30BATENM, AJII KOTOPBIX HE Tpedyercs
aBropuzanus (Hampumep, TMPEJOCTABICH JOCTyH K cailTy 0e3 MpOXOXKICHUS
aBTOPH3AIIHH);

ONMKCAHWE BHEUIHUX HHTEp(EecOB M B3aMMOJEHUCTBUM CHUCTEM U ceTel ¢
MOJIb30BATESIMU (B TOM YHCJI€ TIOCPEICTBOM MAIIMHHBIX HOCHUTeNed MHGOpMAIIHH,
CpPEICTB BBOJA-BbIBOJA, BEO-TIPUJIOKEHUI), HMHBIMH CHCTEMaMH M  CETIMH,
00€ecreynBarOIIMMU CUCTEMaMH, B TOM 4YHUCIIe ¢ ceThio «IHTepHEeTY;

uHbpopMalmio O (QYHKIMOHMPOBAHMM CHCTEeM M ceTed Ha 0aze
MH(POPMALIMOHHO-TEIEKOMMYHHUKAIMOHHON HH(PPACTPYKTypbl IEHTpa 00paboTKU
JaHHBIX WM 00JadyHod  HMH(QPACTPYKTyphl, O MOJAEIU  MPEAOCTaBICHHUS
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BBIYMCIIUTEILHBIX  yCIIYI, O paCIpeiCciCHMH OTBETCTBEHHOCTH 32  3aIlUTy
uHopMauu MeXay obiamateneM WHOOpPMAIUU, ONEPATOPOM U IMOCTABITUKOM
BBIUMCIUTENBHBIX  YCIYr, 00 YCIOBHSX HCIOJB30BaHUS  MHQPOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHOW HWHMPACTPYKTYphl IEHTpa OOpaOOTKM MaHHBIX WJIH
00s1ayHOM HHPPACTPYKTYPHI MOCTABIIMKA YCIYT (MPU HATUYUHN).

K momemun yrpo3 GezomacHOCTH HMH(MOPMAIMA MOTYT MPHUIIAraThCs CXEMbl H
PUCYHKH, WUTIOCTPUPYIOIINE COCTaB U apXUTEKTYPy CHCTEM M ceTel, nHTep(]echl
B3aUMOJICHCTBHSI KOMIIOHCHTOB CHCTEMbI W CETH, TPYIIIHI MOJIb30BaTEICH, a TaKkkKe
JpyTHUE TOSCHSIIONTUE MAaTEPUAITHI.

3. Bo3mo:kHbIE HeraTUBHbIE NOCJIeACTBUS oT peajqu3anuu
(BO3HUKHOBEHHS) Yyrpo3 0e301acHOCTH HH(pOopMaLUU

Pasznen  «Bo3MOXHBIE  HEraTMBHbIE  MOCIEICTBHUS ~ OT  pealn3aluu
(BO3HMKHOBEHHMS) YIpo3 0€30MaCHOCTH UH(POPMALIH COACPIKUT:

ONMCAaHWE BHJIOB PUCKOB (ymiepOOB), akTyalbHBIX Ui  OOJIagaTess
uH(pOpMallMK, OIepaTropa, KOTOPbIE MOTYT HACTyNMTh OT HapyLICHUS WIH
IIPEKPAIICHUS] OCHOBHBIX IPOLECCOB;

ONKMCAHWE HETaTHBHBIX IIOCIEACTBUI, HACTYIUICHHE KOTOPBIX B PE3YJbTATE
pean3anuy (BOZHUKHOBEHUS) yrpo3 0€30MacHOCTU MH(OpMAIMY MOXKET MPUBECTH K
BO3HMKHOBEHHUIO PUCKOB (yIiepoa).

4. Bo3Mo:KHbIe 00bEKTHI BO31eCTBHS YIPo3 0€30NMacHOCTH HH(pOpMALMHU

Paznen  «Bo3moxkHble  OOBEKTHI  BO3ACUCTBUSL  yrpo3  0€30MacCHOCTH
MH(}OpMaLUN» COAEPIKUT:

HAaUMEHOBAaHUS M Ha3HAYEHHWE KOMIIOHEHTOB CHCTEM M CETEH, KOTOphIe
HETOCPEJCTBEHHO YYaCTBYIOT B 00pa0OTKE M XpaHEHUU 3alluiaeMoi nH(opMaiuu,
WM 00€CleurBalOT pealn3alyio OCHOBHBIX IpoleccoB oOnaaaTess MHGOpMAaIIH,
orneparopa;

OMMCaHWE BUJIOB BO3JICHCTBUS HAa KOMIIOHEHTBhI CUCTEM U CETEH, pean3alus
KOTOPBIX HAPYIIUTEIEM MOKET IPUBECTH K HETATUBHBIM MOCIIECTBUSIM.

K mopmenu yrpo3 Ge3zomacHOCTH HH(OpPMAIMA MOXKET MPHJIaraThCs cXema C
OTOOpa)KeHHEM OOBEKTOB BO3JCHCTBUS M WX HA3HAYEHUS B COCTABE APXUTEKTYPHI
CUCTEM U CETEM.

5. UcTouHuKH yrpo3 0e3onacHocTu MHGopManun

Paznen «McTounuku yrpo3 6€30nacHOCTH HHPOPMALUN» CONEPIKHUT:

XapaKTEPUCTUKY HAPYLIUTENIEH, KOTOPhIE MOTYT SIBISITHCA UCTOYHUKAMH yTPO3
O0e3zonacHOCTM HMH(OpPMALMKA, W BO3MOXHBIE [EJIM pealu3alud HUMH yIpo3
0e30macHOCTH UH(POpMaALUK;

KaTerOpUM  aKTyaJbHBIX  HapylIUTENEH, KOTOpPhIE  MOTYT  SBJISTHCS
MCTOYHUKAMU yrpo3 0€30MacHOCTH HHPOPMAIIHH;

ONMCAaHMWE BO3MOXXHOCTEH HApPYLIMTENEW MO pealn3alud HMH  Yrpo3
0€30MacHOCTH MPUMEHUTENIPHO K HAa3HAYEHHIO, COCTaBy M apXUTEKTypEe CHUCTEM U
CETEH.
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K mozenu yrpo3 6e3omacHOCTH MH(POpPMAIMU MOTYT MPUIAraThCs PUCYHKH,
WUTIOCTPUPYIOIINE BO3MOKHOCTH HAPYLIUTENCH, U IPyTHe MOACHSIONINE MaTepUabl.

6. Cnoco6nl  peanu3anuu  (BO3HHKHOBEHHMSI) Yrpo3  0e30MACHOCTH
uH(popMaHHU

Paznen «CrnocoObl peanuzanuu (BOZHMKHOBEHHUSI) Yrpo3 0€30MacHOCTH
uH(pOpMAaIIN BKIIOYAET:

OMKMCAaHHE CHOCOOOB peaiu3aluy (BO3HUKHOBEHUS) Yrpo3 0O€30MacHOCTH
uH(pOpMaIii, KOTOPBIE MOTYT OBITH UCTOIB30BaHbl HAPYIIUTEISIMH PAa3HBIX BUIOB U
KaTeropuiu;

onucaHue  HUHTEpPEercoB  OOBEKTOB  BO3ACHCTBHS,  JOCTYMHBIX  JJIS
WCIIOJB30BaHUS HApPYIIUTEISIMUA CHOCOOOB  peanu3aiuu  yrpo3 0e30MmacHOCTU
uH(popmanuu.

K Mopenu yrpo3 06e30macHOCTH HMH(QOpMAlUMU MOKET NpHJIaraThCs CXema C
OTOOPAKEHHEM  THUIOB  JIOTMYECKUX, (PU3HUECKMX HMHTep(eiicoB  0OBEKTOB
BO3/JCHCTBUS, B TOM 4YHUCIE TPeOyIOUIMX (PU3UUECKOro JOCTyna K HUM, a TaKXKe
COOTBETCTBYIOIIUE UM CIIOCOOBI pealin3aluu yrpo3 0e30MmacHOCTH HHpOpMaIIH.

7. AKTyaJIbHbI€ YTPO3bl 6€30MaCHOCTH HH(popMau

Pa3nen «AxtyanibHble yrpo3bl 0€300aCHOCTH MH(POPMALIUI» BKIIIOYAET:

NepPEeUYeHb BO3MOKHBIX (BEPOSTHBIX) Yrpo3 0€30MacHOCTH MH(POpMALUU IS
COOTBETCTBYIOIIMX CHOCOOOB WX peaju3allid U YpPOBHEW BO3MOKHOCTEH
HapyIINUTENEH;

ONKCaHWE BO3MOXKHBIX CIIEHApWEB pealu3alid yrpo3 0e30MmacHOCTH
uH(popmanuu;

BBIBO/IbI 00 aKTyaJIbHOCTH Yrpo3 0€30MacHOCTH HH(OpMAIUH.

K momenn yrpo3 6e3omacHocTr MHGOPMAIMM MOXKET MpPUIAraThCsi cXema ¢
OTOOpaXEHUEM CIIEHAPUEB pealii3alliy yrpo3 0€301macHOCTH HH(popMaIuu.
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[Ipunoxenue 4
K MeTonrke OLIeHKH yrpo3
0e3omacHOCTH HHGOpPMAITUT

Buabl puckos (ymep0a) 1 TUNOBbIE HEraTHBHBIE MOCJIEICTBHS OT
peaju3anunu yrpo3 0e3onacHoctu nHgopmanumn

Tabmnura 4.1
Ne Bunabi Bo3MoskHbBIE THIIOBbIEC HETATHBHBIE
pucka (yuiep6a) MOCJIeICTBHS
Y1 | VYwmep6 pusudeckomy muiry Yrpo3a )KU3HU WK 37]0POBbIO.

YHUXKEeHUE JOCTOMHCTBA TMYHOCTH.

Hapymenue CBOOO/IBI, JINYHOH
HEIIPUKOCHOBEHHOCTH.

Hapymenne HenmpuKOCHOBEHHOCTH YaCTHOW JKU3HU.

Hapymienne nuyHON, ceMelHOW TalHbI, yTpaTa
Y4eCTH U JOOpOTo NMEHH.

Hapymenne  TaifiHbI  mepenucku, TesnedOHHbIX
MIEPErOBOPOB, MHBIX COOOIICHHI.

Hapymenne wuHBIX mpaB M cBOOOJA TIpakJaHMHA,
3akperuieHHbIXx B Konctutynmu — Poccuiickon
®enepanuu u penepaabHbIX 3aKOHAX.

OUHAHCOBBIN, WHOW  MaTepHanbHBIA  ymepo
buznueckomy JuIy.

Hapymenne KOH(UIEHIIMATBHOCTH (yreuka)
NIEPCOHAIBHBIX JaHHBIX.

«TpaBns» rpaxkaanuHa B cetu «HTEpHETY.

Pasrnamenune nepcoHanbHbIX JAHHBIX I'PaXkI1aH

Y2 | Pucku ropuaudyeckoMy  JIuLy, Hapyienne 3aKOHOJATEIbCTBA Poccuiickon
UHAUBUAYAILHOMY denepanuu.

MPEANPUHUMATENIO, CBSA3AaHHBIE C
XO3SIUCTBEHHOHN JIEATEILHOCTRIO

[ToTepst (XHIEHUE) TCHEKHBIX CPEICTB.

Henononyuenne oxugaemoir  (IpOrHO3UPYEMON)
IPUOBLIH.

HeobxoaumocTts JIOTIOJTHUTEIIbHBIX

(He3arIaHMPOBAHHBIX) 3aTpaT Ha BBILIATH MITpadoB
(HeyCTOEK) MM KOMIIEHCAIUH.

Heo6xoaumocTthb JIOTIOJTHUTEITHHBIX
(He3arIaHMPOBAaHHBIX) 3aTpaT Ha 3aKyNKy TOBAapOB,
pabor wmm yciayr (B TOM  YHCIE  3aKyIKa
POTPaMMHOTO 00eCIeueHusl, TEXHUYECKUX CPEJICTB,
BBIIIEININX W3 CTPOs, 3aMEHa, HACTPOWKa, PEMOHT
yKa3aHHBIX CPEJICTB).

Hapymenne mratHOro pexkuMa (yHKIIHOHHPOBAHUS
ABTOMATH3UPOBAHHOM  CHCTEMBl  YNOpaBICHHS U
yIpaBIsieMOro 00beKTa U/UIU Ipoliecca.

CpbIB 3a1UIaHUPOBAHHOM CIENIKU C TAPTHEPOM.

Heo6xoaumocts JIOTIOJTHUTEIbHBIX
(He3arIaHMPOBAHHBIX) 3aTpaT Ha BOCCTAaHOBJICHUE
NESITETbHOCTH.
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[Tponomxenue Tabauis 4.1

Ne Buani Bo3Mo:kHBI€ THIIOBLIE HEraTUBHEIE

pucka (yuiep6a) MocJIeICTBUSA

[ToTepst KTUEHTOB, MOCTABIIUKOB.

[ToTepsi KOHKYPEHTHOrO PEUMYIIECTBA.

HeBo3MoxHOCTH 3aKIJIIOUEHUS JIOTOBOPOB,
COTJIALICHUM.

Hapymienue nenoBoii pemnyranum.

CHIDKEeHHE MPeCcTUxka.

Juckpenurainus pabOTHUKOB.

VYr1para nosepus.

[IprurHeHne UMYIIECTBEHHOTO yiepoa.

Hecmoco6HOCTB BBITIIOJTHEHUS JIOTOBOPHBIX
0053aTEeNBCTB.

HeBo3MoxxHOCTh  pemieHuss 3agad  (peanusanuu
byHKIMI) Wi cHKeHHe 3()(PEKTUBHOCTU pPELICHUS
3ama4 (peanu3anuu QyHKITH).

Heo6xomumocTh U3MCHEHUS (mepectpoeHwMs)
BHYTPEHHUX TMpOLENyp /s JOCTH)KEHUS LeNeH,
penienus 3aaa4 (peanu3auuu GyHKIHI).

[IpuHsATHE HENPABUIIBHBIX PELICHUM.

[Ipocroii nHPOPMALIMOHHOW CUCTEMBI WIIH CETH.

[lyOnukanuss HemoCTOBEpHOM MH(OpManMM Ha
BeO-pecypcax OpraHu3alum.

Hcnonb3oBanue BeO-pecypcoB TUISE
paclpocTpaHEeHUs] ¥ YIOPaBIEHUS  BPEIOHOCHBIM
MIPOTrpaMMHBIM 00ECTIEYECHUEM.

Pacceimika ~ MHQOpPMAIIMOHHBIX ~ COOOIIEHHH  C
UCIOJIb30BAaHUEM  BBIUHUCIUTENBHBIX  MOIIHOCTEN
orepaTtopa u (WJIH) OT €ro UMEHHU.

VYr1euka KOH(pHUACHIIMATIbHON nHpopmaruu
(koMMepuecKol TailHbl, CEKpeTOB IPOU3BOJICTBA
(oy-xay) u 1p.)

VY3 | Vmepd rocymapctBy B obnactu | IlpuunHenue ymepOa )KU3HU U 3I0POBBIO JIIOJIEH.
oOecrieueHnss 00OpoHbI  cTpaHbl, | [Ipekpaimienue win HapyueHue GyHKIUOHUPOBAHUS
0€30IacCHOCTH ~ rocynapcTBa U | OOBEKTOB o0ecrieueHus KU3HENIEATEIbHOCTH
MIPABOIOPAIKA, a  TaKkke B | HaCEJICHHUS.

COLIMAJIbHOM, sKOHOMHUYECKOH, | [IpekpamieHue uiam HapyuieHue GYHKIIMOHHUPOBAHUS
MTOJINTHYECKOU, 9KOJIOTMYECKOH | 00BEKTOB TPAHCHIOPTHON MHPPACTPYKTYPHI.

cdepax AesITeTbHOCTH

[Ipekpamenue uinu HapyuieHue GyHKIMOHUPOBAHUS
rOCy/IapCTBEHHOIO0 OpraHa B YacTU HEBBINOIHEHUS
BO3JIO)KEHHOW Ha HEro QyHKIUH (TOTHOMOYHS).

[Ipexpamienue win HapyueHue GyHKIIMOHUPOBAHUS
CETH CBSI3U.

OtcyTtcTBHE 10CTYyNA K TOCYAAPCTBEHHOM yCayre.

Hapymenue ycnoBuil MeXIyHapOAHOIO JI0rOBOpa
Poccuiickoit ®enepannn, CpbeIB IEPErOBOPOB  HIIU
NOJANUCAHUS  IUIAHUPYEMOI'O K 3aKJIIOUEHUIO
MEXyHapoaHoTo JoroBopa Poccuiickoit dexneparumu.

CHuKeHHe ypOBHS  J0XOJla TOCYAapCTBEHHOMU
KOpIopauuy, ToCylapCTBEHHOW OpraHu3alud WIN
OpraHu3aliy € TOCYAAPCTBEHHBIM yYaCTHUEM.
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[Tponomxenue Tabauis 4.1

Ne Buani Bo3Mo:kHBI€ THIIOBLIE HEraTUBHEIE
pucka (yuiep6a) MocJIeICTBUSA
Bo3nuknoBenue ymepba Oromkeram Poccuiickoit

denepauuu.

[Ipekpamienue  WiaM  HapylIeHWE  IMPOBEACHUS
KJIIMEHTaMH ONepaluii o 0aHKOBCKUM cYeTaM U (WUJIn)
0e3 OTKphITUA OAaHKOBCKOTO cueTa WIM Omlepauuil B
CUCTEMHO 3HAQUYMMOW  KPEIUTHOM  OpraHH3alui,
OIepaToOpoOM yCAyr IUIATeKHOM HHEOPaCTPyKTyphl
CHCTEMHO M (WJIM) COIMAJIbHO 3HAYUMBIX IIIATEHKHBIX
CHUCTEM, CHCTEMHO 3HAa4YUMOW HWHQPACTPYKTYpHOI
opranuzaiei (UHAHCOBOTO PHIHKA.

Bpennblie Bo3€iicTBUS Ha OKPYKAIOIIYIO CPELY.

[Ipekpamenue wiu HapymeHne (yHKIMOHHPOBAHUS
MyHKTa YIpaBleHUs (CUTYaIllMOHHOTO IIEHTPA).

CHimkxenue MoKa3areyeun rOCyJ1apCTBEHHOIO
000pOHHOTO 3aKa3a.

[Ipekpamenue nwiu HapymeHne (yHKIMOHHPOBAHUS
WH(pOPMAIMOHHOW CHUCTEMBI B 00JACTH OOCCIICUCHUS
00OpOHBI CTpaHbl, OE30MACHOCTH TOCYAapcTBA U
MIPaBOIIOPSIJIKA.

Hapymenne 3aKOHO/ATEIbCTBA Pocculickon
denepanuu.

[Ty6nukaius HETOCTOBEPHOU COIMATIBLHO 3HAYUMOM
uHpopMaMu Ha BeO-pecypcax, KOTOpas MOXKET
INPUBECTH K COLMAJIbHON HANpPSDKEHHOCTH, IaHUKE
Cpellu HaceJIeHus U JIp.

Hapymenue mratHoro pexuma (yHKIIMOHUPOBAHUS
ABTOMAaTU3UPOBAHHOW  CHUCTEMBbl  YIPABICHUS U
yIOpaBiIsieMoOro o0bEKTa W/WIM Tpollecca, €CIU 3TO
BEJIET K BBIBOJIY U3 CTPOSI TEXHOJIOTUYECKUX OOBEKTOB,
UX KOMIIOHEHTOB.

Hapymenue 00LIECTBEHHOT'O IIPABOIOPSIKA,
BO3MOXXHOCTb ~ IIOTEPU WM  CHWXKEHMS  YPOBHS
KOHTPOJISI 32 00ILIECTBEHHBIM ITPaBOTIOPSIIKOM.

Hapymenne Bei0opHOTO Mporiecca.

OtcyrcTBUE BO3MOYKHOCTHU OTepaTUBHOTO
OIOBELIEHMS HACETIEHMSI O UYPE3BBIYANHON CUTYaIUH.

Opranm3anys MHUKETOB, 3a0aCTOBOK, MHUTHHTOB M
JIpYrUX aKLuu.

MaccoBbl€ yBOJIBHEHHS.

VYBennyeHne  KomM4ecTBa  Kajo®d B OpraHsbl
rOCyIapCTBEHHOW BJIACTH WJIM OpraHbl MECTHOTO
CaMOYIIPaBJICHUS.

TlosiBiienue HETaTUBHBIX myOmuKaruit B
0O0IIEeJOCTYIMHBIX HCTOYHUKAX.

Coznanue MPEeArnochIOK K BHYTPUIIOIUTUYECKOMY
KpU3HUCY.
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Oxonuauue Tadomusr 4.1

Ne Buani
pucka (yuiep6a)

Bo3Mo:kHBIE THIIOBbIE HETATHBHbIE
MnocCJeaACTBUSA

JlocTylm K TEPCOHAIBHBIM JaHHBIM COTPYIHHUKOB
OpPraHOB TOCYJApCTBEHHOU BIACTH, YIOJTHOMOYECHHBIX
B oOmactu obecrieueHuss 0OOPOHBI, OE30MAaCHOCTH M
MIPABOIIOPSIKA, BBICIIIHX IOJKHOCTHBIX JINIL
rOCYyJIapCTBCHHBIX ~ OPraHoOB M JIPYIMX  JIHII
rOCY/IapCTBEHHBIX OPTAHOB.

JlocTyIl K CUCTeMaM U CETSAM C IICJIbI0 HE3aKOHHOTO
HCIIOIBL30BAHUSA BEIYUCIUTENBHBIX MOIIHOCTEHN.

Hcnonb3oBaHne BeO-pecypcoB  TOCYIApPCTBEHHBIX
OpraHOB JUIsl PACHpPOCTPAHEHUS U  YIPABJICHUS
BPEIOHOCHBIM IPOrPaMMHBIM 00€CIICUCHHUEM.

YTeuka nHPOpPMAITMH OrPAaHUYCHHOTO JIOCTYIIA.

HenpenocrapneHne rocy1apCTBEHHBIX yCIyT

VYka3aHHbIE THIIOBbIE HETaTHBHBIC TIOCIEACTBHS OT pealu3alid yrpo3
O0e3zonacHOCTH WH(OPMAIMK MOJUIEKAT KOHKPETU3AlMM W MOTYT JOMNOJHATHCS
APYTUMH HETATUBHBIMH TOCJIEACTBUSIMH B 3aBHCHMOCTH OT OCOOCHHOCTEH oOmactu
AESTENbHOCTH, B KOTOPOU (DYHKIIMOHUPYET CUCTEMA U CETh.
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[Ipunoxenune 5
K MeTonnke OeHKH Yyrpo3
0e30macHOCTH HH(pOpMAIUU

IIpumeps! onpenesieHus1 00bEKTOB BO31€CTBUA U BUI0B
BO3/1eMiCTBUSA HA HUX

Tabmura 5.1
HeraTuBHrle OO0BeKTHI BO3AeiiCTBUA Buapl Bo3aedcTBHSA
NocJieACTBUSA
Pasrnamnienue baza JTaHHBIX | YTeUuka  WACHTH(PUKAIMOHHONW  MHGOpMAaIUu
MEPCOHAIIbHBIX nH(OPMALIMOHHOU rpaxaaH u3 0a3bl TaHHBIX
JAHHBIX  TpaXJaH | CUCTEMBbI,  COJIEpKaIas
V1) UICHTH(PUKATUOHHYIO
MH(POPMAIIHIO TPAXKIAH
VY najgenHoe Yreuka naeHTU(GUKATMOHHOW HHPOPMALTUH
aBTOMAaTU3UPOBAHHOE rpaxnaad ¢ APM nosnb3oBatens
pabouee wmecto (APM)
MOJIb30BaTENS
Jluaust  cBszu Mmexay | [lepexBat undopmarum, coaepxaiieit
cepBEpPOM OCHOBHOTO | WACHTU(DUKAIIMOHHYIO HHPOPMAIIIIO TPaXK/IaH,
LEHTpa 00paboTKu | mepegaBaeMou 1o JIMHUSM CBSI3U
JAHHBIX WM  CEpBEPOM
pe3epPBHOIO LEHTpA
00pabOTKHU JaHHBIX
Be6-npunoxxenue HecanknmonupoBaHHbIN JIOCTYyI K
nH(OPMAIIMOHHOU UICHTU(PUKAITMOHHON WHGOpMAIlUU TpaxaaH,
CUCTEMBI, coJiepKaliencs B BEO-TIPHIIOKEHUHT
oOpabartbIBaroreit MH(POPMAIIMOHHOM CUCTEMBI
UJIEHTU(DUKAITMOHHYIO
UH(OPMALIHIO TPAKIAH
XulileHue bank-kinueHt HecankunonupoBanHass ~ moAMEHa  JaHHBIX,
JIEHEKHBIX CPEJICTB CONIEPKAIIUXCSI B  PEKBU3UTAX  IUIATEKHOTO
co cyera MOPYYEHUS
opranuzanuu (Y?2)
APM ¢unancosoro | HecankunonupoBanHas MoaupUKaIUs
JTUPEKTOpa nH(OpPMALIUK B TJIATEKHBIX PACIOPSDKEHUSX H

OTIIpaBKa HEIOCTOBEPHBIX PACHOPSIKEHUN OT
UMEHH (PUHAHCOBOTO JUPEKTOPa

DJIEKTPOHHBIN MMOYTOBBIN

Moaudukaruss wHGOpPMAMK B IUIATEKHBIX

SITITAK (MHAHCOBOTO | PACMOPSDKEHHUSIX M OTIPaBKa HEJOCTOBEPHBIX

JTUPEKTOpa pacmopsbkeHHii  OT  MMEHM  (PMHAHCOBOTO
TUPEKTOPA

APM rnaBHoro | [lonMeHa [aHHBIX, COAEPKAIIMX PEKBU3UTHI

Oyxranrepa IJIATeKHBIX TOPYYECHHH M APYroll IMIaTeXHOM

uHpopmanuu Ha APM riaBHoro Oyxrairepa
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Oxonyanue Tadauisl 5.1

HeratuBHble OO0LEeKTEI BO3AeiiCTBUA Buanl Bo3aencTBUs
MOCJIeICTBUA
CpeiB APM pykoBomutens | Mogudukanus wuHGOpMAIMM M OTIpaBKa
3aIlJIAaHUPOBAHHOM | OpraHu3anuu NEKTPOHHBIX ~ IMCEM  C  HEJIOCTOBEPHOM
CHCIIKH c uHbopmanMel  OT HUMEHH  pPYKOBOAUTEI
naptHepoM (Y2) OpraHu3aIu’
DNEeKTPOHHBIA MOYTOBBIM | Momudukanuss wHOpPMAIIMM W OTIpPaBKa
ALK PYKOBOIMTENS | MEKTPOHHBIX ~ IMCEM  C  HEIOCTOBEPHOMU
OpraHHu3aLuu uHpopManMel  OT HUMEHH  pPYKOBOAUTEIS
OpraHu3aLu
3arpsi3HeHus KoMMmyTannoHHsi HecankunonupoBanHas MOIUpUKALHS
OKpYyXKarolen KOHTPOJLIED il | (M3MEHEHHe) JIOTMKK paboThl MM YCTaBOK
Cpelbl U BOJIOEMOB | YIPaBJICHUS KOMMYTAllUOHHOTO  KOHTpOJuIepa,  KOTOpas
B pe3yJsbTaTe | aBapUMHBIMU IPUBOAUT K OTKPBITUIO (WIM HE 3aKPBITHIO)
pa3nmuBa He()TH W3 | 3aJBMKKAMHU B | aBapuilHOW  3aJBWXXKM  NpU  HApYLICHUH
He(TenpoBoaa HedTenpoBoe repMETUYHOCTH He(TENpOBOAA
(¥3) [Iporpammupyemsliii HecanknmonupoBannas MoupuKaus
JIOTUYECKUH KOHTpoOJuIep | (M3MEHEHHE) JIOTHKK paboThl win ycTaBok [JIK,
(IUIK) nmns ympaBieHus | KOTOpass HPUBOAMT K BKIIOYEHUIO (WM HE
HACOCHBIMH CTAHIMSIMU | OTKJIFOUEHHI0) HACOCHOM CTaHIIMU IIPU 3aKPBITOM
aBapHITHON 3aJIBMKKE B HE(PTEIIPOBOIE
APM onepatopa HecankunonupoBanHas ~ OTIIpaBKa  KOMaHg,
NpUBOASIIAs K  HecpabaThIBAHUIO  CPE/ICTB
aBapUiHOM 3alUThl U (MJIM) K HW3MEHEHUIO
noruku [TJIK
Henpenocrasnenue | Be6-npunoxenue OTka3 B 00CITy’)KUBaHUU BEO-TIPUIIOKEHUS
rOCYy/IapCTBEHHBIX | IOpTaJa
yeayr (Y3) rOCy/1apCTBEHHBIX YCIIYT

IMonmena uH(oOpMauM Ha CTpaHMILIAX MOpTaia
Ha HEIOCTOBEPHYIO

Cucrema  ympaBieHUS
COZIePKUMBIM BeO-
TIPUIIOKEHUS (caifta)
nopraia
TOCYJapCTBEHHBIX yCITyT
CepBep  GamaHCHPOBKH
Harpys3ku Ha BeO-
MIPUJIOKEHUE (caifr)
nopTasa

rOCy1apCTBEHHBIX YCIIYT

OTka3 B 00CIyXKMBaHUU BEO-TIPUIIOKEHUS

CepBep BeO-IPUIIOKECHUS
(caifTa) noprasna
rOCYJapCTBEHHBIX YCITyT

OTka3 B 00CIyXKMBaHUU BEO-TIPUIIOKEHUS

CepBep 0a3
nopraia

rOCy/IapCTBEHHBIX YCIIYT

JTaHHBIX

Otka3 B OOCIy)KHBaHHH CEpBEpa YIIPaBICHUS
0asaMu JaHHBIX

[Monmena wuHpopmammu B 0a3ax JaHHBIX Ha
HE/IOCTOBEPHYIO

VYTeuka NepCOHANBHBIX JaHHBIX TPaXIaH
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[Tpunoxenue 6
K MeTtonnke OLEeHKH yrpo3
0e3omacHOCTH HHGOpPMAITUT

Bo3moskHbIE e IH peajin3anuy yrpo3 0e30nacHoCcTu nHpopManumn

HAPYUIUTEJISIMHU
Tabmnura 6.1
Ne Buasi Kareropuu Bo3moxkHbIe LeJu peaju3aluu yrpos
BH/IA HAPYLIUTEJS HAPYIIUTEJS 0e3omacHOCTH HH(OPMAIIUH
1 | CoeumasibHble  CITY)KOBI Buenrauit Hanecenue ymep6a rocyaapctBy B o0jacTu
WHOCTPaHHBIX oOecrieyeHnss OOOPOHBI, 0€30MaCHOCTH U
rocyJIapcTB IIPABOIOPS/IKA, & TAK)KE B MHBIX OTIEIBHBIX

00J1acTsAX €ero JesTeIbHOCTH WM CEKTOpax
9KOHOMMKH, B TOM YHCJIE IUCKPEIUTALMS
WU JnecTaOuiIn3anus NEeSATEIbHOCTH
OTHENBHBIX  OpPraHoB  TI'OCYJIapCTBEHHOMH
BJIACTH, OpraHu3anui, IIOJIy4YEHUE
KOHKYPEHTHBIX INPEUMYLIECTB HAa YpPOBHE
rocyzapcraa, CpBIB 3aKJI0YEHUS
MEXIYHApOJHBIX  JOTOBOPOB,  CO3JaHME
BHYTPUIIOJUTHYECKOIO KpU3HCa

2 Teppopuctuueckue, Bremnuit CoBepiieHUE  TEPPOPUCTHUECKUX  aKTOB,
JKCTPEMUCTCKHUE yIrpo3a KU3HU IPaxkJaH.
TPYHIIUPOBKHU Hanecenne ymep0ba oTnenbHbIM —cdepam
JEATEIbHOCTH WM CEKTOpPaM JKOHOMHUKH
rocyzapcraa.

Jlecrabunu3anms oOIecTBa.
Jlecrabunm3anust  JCSITEILHOCTH  OPraHOB
TOCY/IapCTBEHHOW BIIACTH, OpraHU3aIuit

3 IIpecTynusie TPYIIIBI Bremnuit [Tonydyenne  guHaHCOBOM WM HMHOM
(KpMMHHAJIbHBIE MaTepuaIbHOU BBITOJIBI.
CTPYKTYpBI) Kenanue camopeanuzanuu (IOATBEPKICHUE
cTaryca)
4 | OtnenbHble (U3HUECKHE Bremmnuit [Tonyuyenue  ¢uHAHCOBOM  WJIM  MHOM
auna (Xakepbl) MaTepuatbHOU BBITOJIBI.
JIro6onbITCTBO W KeJlaHue
camopeanu3anuu (MoATBEpXkKACHUE cTaTyca)
5 Konkypupyroniue Bremnuit [Tonmy4yeHne KOHKYPEHTHBIX ITPEUMYILECTB.
OpraHu3anuu [Tonyyenne  guHaHCOBOM WM MHOM
MaTepUaIbHON BBITOJbI
6 PazpaboTunku Buyrpennuii | Bueapenue JIOTIOJTHUTETbHBIX
IIPOrPaMMHBIX, (YHKIIMOHATBHBIX BO3MOKHOCTEN B
IIPOrpaMMHO- IIPOrpaMMHBIE WU MIPOrpaMMHO-
armapaTHbIX CPEJICTB anmnapaTHbIe CpeJICTBA Ha 3Tare pa3padoTKH.

[TosyueHne KOHKYPEHTHBIX IPEUMYIIECTB.
[Tonydenne  QuHAHCOBOM WM HMHOM
MAaTepHaTbHON BBITOJBI.
HenpennamepeHHbIE, HEOCTOPOXKHBIE WIIN
HEKBATM(PHUIMPOBAHHBIE IEHCTBUSA
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OxoHuanue Tadauus! 6.1

Ne Buasi Kateropuu Bo3moxkHbIe Leu peaju3aluu yrpos
BHJA HAPYLIUTeJS HAPYLIUTeJS 0e3onacHOCTH HH(OpMaLNH
7 Jlnma, oOecmedynBaroIne Bremnui [Tomy4yenue (dbuHaHCOBOM WIA  WAHOU
IIOCTAaBKYy IpPOrPaMMHBIX, MaTEpUAIbHOU BBITOBI.
IPOrpaMMHO- HenpennamepeHHble, HEOCTOPOXKHbBIE WJIU
anmapaTtHbIX  CpEJICTB, HEKBaTU(UIUPOBAHHBIE JEHCTBUS.
o0ecrneunBaroIIux [TosyueHne KOHKYPEHTHBIX IPEUMYILECTB
CUCTEM
8 [ToctaBuimku Buayrpennuii | [lonmyuenne ~ ¢uHAHCOBOM WM WHOMU
BBIUHCIIUTENBHBIX YCIYT, MaTEpUaIbHOU BBITOJBI.
YCIIYT CBSA3U HenpennamepeHHble, HEOCTOPOXKHbBIE WJIU
HEKBaNU(UIIUPOBAHHBIE CHCTBUS.
[TonyueHnne KOHKYPEHTHBIX MPEUMYIIECTB
9 JInna, npuBnekaemble | Buyrtpennwmii | [lomydenune — guHaHcOBOM WM HMHOM
VIS YCTaHOBKH, MaTepuaibHOU BBITO/IbL.
HACTPOIMKH, HUCIBITAaHUH, HenpennamepeHHble, HEOCTOPOKHBIE WM
IyCKOHaJaI04YHbIX u HEKBATU()UITUPOBAHHBIC ICHCTBUS.
MHBIX BUJOB paboT [TosryueHne KOHKYPEHTHBIX IPEUMYILIECTB
10 |JIuma, o6ecneunBaromue | Buyrpennwuit | [lomyuyenue (dbuHaHCOBOM WIA  WAHOU
(YHKIMOHUPOBAHUE MaTepuaibHON BBITOJIbI.
CUCTEM U CceTed WIu HenpennamepeHHble, HEOCTOPOXXKHbBIE WIIU
o0ecIeunBaroIIre HEKBaTU(UIIUPOBAHHBIE JCHCTBU
CHCTEMBI oreparopa
(amMuHHCTpAIMs, OXpaHa,
yOOPIIMKY U T.1.)
11 | ABTOopu30OBaHHbIE Buyrtpennunii | [lonydyenue  ¢uHaHCOBOM  WIM  WHOMU
M0JIb30BATENN CUCTEM U MaTepUaIbHOU BBITOBI.
ceTe JIro6onbITCTBO WIH KeJlaHue
caMmopeanu3annu (MoATBEPkKAECHUE cTaTyca).
MecTb 3a paHee COBEPILICHHBIE JEHCTBHUS.
HenpennamepeHHble, HEOCTOPOXKHBIE WIIN
HEeKBaIU(UIIMPOBaHHbIE JeHCTBUS
12 | Cucremubie Buyrtpennunii | [lonydyenue  ¢uHaHCOBOM  WiIM  WHOMU
aJIMMUHHUCTPATOPbI u MaTepUaIbHOU BBITObI.
aJIMUHUCTPATOPbI JIro6onbITCTBO WIH KeJlaHue
0e30MmacHOCTH camopeanu3aruu (TIoTBEPKICHHE CTaTyca).
MecTb 3a paHee COBEpILICHHBIE JEHCTBHUS.
HenpennamepeHHble, HEOCTOPOXKHBIE WIIN
HEKBaTM(HUIMPOBAaHHBIE JIEHCTBUS
13 | beBmme paboTHUKH Bremnuit [Tonyuenne  ¢uHAHCOBOM WM  MHOM
(TIosIE30BaTENN) MaTepHaTbHON BBITO/IBI.
MecTb 3a paHee COBEPIIEHHBIE IEHCTBUS
VYKka3zaHHble  BO3MOXXHbIE  LEIM  peaju3alud  yrpo3  0e30MacHOCTH

nH(pOpMaMK TOJJIEKAT KOHKPETH3alUUu M
B 3aBUCUMOCTHU

oT

0co0OeHHOCTEN

(GYHKIIMOHUPYIOT CUCTEMBI U CETH.
[Ipu orieHKe BO3MOXKHOCTEH HapylIuTeNlnel He00X0AUMO UCXOIUTh U3 TOTO, YTO
JUIS1 TIOBBILLIEHHS] YPOBHS CBOMX BO3MOXXHOCTEW HAPYIIUTENH | BHIA MOTYT BCTyHaTh

obOiactu

MOTYT JIOINOJIHATBCA NPYTUMHU LETAMU
JIESITEIIbHOCTH, B  KOTOPOH
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B CroBOp ¢ Hapymmtensmu 5, 6, 7, 8, 9, 10, 11, 12 BugoB. Hapymmrenu 2 Buga
MOTYT BCTyHaTh B croBop ¢ Hapymmutensimu 10, 11, 12 BunoB. Hapymurenu 3 Buaa
MOTYT BCTynaTh B croBop ¢ Hapymmwreasimu 10, 11, 12 Bunos. B ciyuae npusstus
TaKUX MPENNONIOKEHUN LEIM U YPOBHHM BO3MOXHOCTEH HapylIMTENIeW mojyiekaT
00BETNHEHUIO.



[Ipunoxenue 7

K MeTronnke OUeHKH yrpo3
6e30macHOCTH HHGOpPMAITUU

IIpuMep oneHKH Hesieil peajJn3alui HAPYIIUTEISIMH YIpo3 0€3011aCHOCTH MH(OPMALIUHM B 3aBUCMMOCTH OT BO3MOKHBIX
HeraTMBHBIX NOCJIEACTBUI U BUAOB yiep0a OT UX peajn3alun
(na1s1t rocymapcTBeHHOH HH(POPMAIHOHHOMH CHCTEMBI)

Ta0muma 7.1

Buabl
HapymIHuTe el

Bo3MozkHBIE 1IEaH peajindanuu yrpo3 0€30IacHOCTH HH(l)OpMaIII/II/I

Hanecenne ymep0a
uznueckomy anmy

Hanecenne ymep0a
OPUAHYECKOMY JIHILY,

Hanecenue ymep6a rocyaiapcrsy B
o0J1acTH obecrnieyeHHs1 000POHBI

CoorBercTBHE Hegel
BH/AM pPHUCKa (ymepo0a) u
BO3MOKHBIM HEraTHBHBIM

HHAUBUIYAJIBHOMY CTpaHbl, 0€30IIACHOCTH rOCy/1apCcTBa N0CJIeACTBUAM
NnpeanpUHUMATETI0 U MPaBONOPSAKA, a TAKKE B
COIMAJIBHOM, DKOHOMHYECKOI,
NOJUTHYECKOM, IKOJIOTHYeCKOIH
chepax 1esiTeJbHOCTH
CrennanbHbie CITYKObI - - + y3™
MHOCTPaHHBIX (mrckpemuTaIUs WA 1eCTa0MIH3aIns (mapymenue
rocy1apcTB JesTeTbHOCTH OpraHa (G YHKIIMOHUPOBAHUS
roCcyapCTBEHHOM BIACTH ) rocyapCTBEHHOTO OpraHa,
JTUCKPETIUTALINS
NEeSATEIbHOCTH OpraHa
roCyJapCTBEHHOM BJIACTH)
Teppopuctuueckue, - - + v3
SKCTPEMHUCTCKUE (mectabunuzanus qesTeNbHOCTH (oTcyTcTBHE MOCTYIA K
TPYIITAPOBKH OpraHOB TOCY/IapPCTBEHHOM BJIACTH, COIMATPHO 3HAYMMBIM

OpraHu3aIuii)

roCyJapCTBCHHBIM
ycayram)

TG



[Tponomkenne Taduuusl 7.1

Bunni
HApyLIHTeIeH

Bo3moxkHbIe 1eu peajau3anuu yrpo3 60€30nacHocTd HHpopManuu

Hanecenue ymep06a
buzuyeckomy Uy

Hanecenne ymepoa
IOPUIHYECKOMY JIMILY,

Hanecenue ymep6a
rocy1apcTBy B 00J1aCTH

CooTBeTCcTBHE LIeJIed BUIaM
pucka (ymep6a) u
BO3MOKHBLIM HeraTHBHBIM

HHIUBHIYAJIbHOMY obecrieyeHust 000POHBI CTPAHBI, NOCJeICTBUSIM
NpeANpPUHIMATEJII0 0e30NacHOCTH rocyAapcTBa U
NPaBoONOPSIKA, a TAKKE B
COIMAJIBHOM, YKOHOMHYECKOIA,
NOJMTHYECKOI, IK0JIOrHYeCKOil
cepax 1esiTeJbHOCTH
[IpecTynHble rpymb + + + V1
(KpUMUHaJIbHBIE (monyuenue (mony4enue pUHAHCOBOM (xenaHHe caMOpeaT30BaThCsl) (Hapy1ieHue
CTPYKTYpBbI) (MHAHCOBOH BBITOJIbI 32 BBITO/IbI 32 CUET KOH(HICHIINATLHOCTH
CUET KPaXXH U MPOAAXKH UCIOJIb30BAHUSA NEPCOHAIbHBIX JAHHBIX IPAX/IaH)
NEPCOHAIBHBIX JAHHBIX |BBIYMCIUTEIbHBIX MOLUTHOCTEN y2
rpaxIaH) CEepBEPOB IOCYAAPCTBEHHON (HapyIIeHuEe J1eJI0BOH PeryTaIim)
MH(POPMAIIMOHHON CUCTEMBI v3
JUI MaHUHTa (opranusanusi MUTHHIOB,
KPHIITOBATIOTHI) 3a0acTOBOK M3-3a MMyOIUKalul
HEJI0CTOBEpHON MHPOPMALIUN)
OtnenbHble (pU3NYECKHE + + - Vi
nuna (Xakepsl) (xenmaHue (monyuyenue hUHAHCOBOM (HapymieHue JIMYHOM, CeMENHOM
CaMOpeaTn30BaThCs) BBITOJIbI 32 CUET KPAXU U TalHbI, yTpaTa 4ecTd 1 JoOporo

KOMMEPYECKOH TaiHbI)

uMeHn) Y2
(yTedka KOMMEpPYECKOH TalHBI;
noTepsi KJIMEHTOB)

Konkypupyromue
OpraHu3aluu

¢S



[Tponomkenne Taduuusl 7.1

Buasbi Bo3moxkHbIe 1eu peajau3anuu yrpo3 60€30nacHocTd HHpopManuu CooTBeTcTBHE LEJIEl BUIaM
HApyLIUTe el Hanecenue ymep6a Hanecenue ymep6a Hanecenue ymep6a pucka (ymep6a) u
¢pusnyeckomy Uiy IOpUINYecKOMY JIHILY, rocy/1apcTBy B 00J1aCTH BO3MO’KHBIM HETaTUBHBIM
HHAUBUAYAIBHOMY obecrieyeHust 000POHBI CTPAHBI, NOCJeICTBUSIM
npeanpuHIMATETI0 0e30MaCHOCTH roCcy/1apCcTBa U
NMPaBOMOPSIKA, a TAKKE B
COIMAJIBHOM, YKOHOMHYECKOIA,
NOJMTHYECKOI, IK0JIOrHYeCKOil
cepax 1esiTeJbHOCTH
Pa3paborunku - + + v2
MIPOrPaMMHBIX, (mepenava uHbGOpMALIUH O (BHEIPEHHUE TOMOTHUTEIBHBIX (HemomoyyeHHE 0XKUIaEMOM
IIpOrpaMMHO- IOPUINYECKOM JIUIIE TPETHUM | (YHKIMOHAIBHBIX BO3MOXKHOCTEH pUOBLIN)
anmnapaTHBIX CPEJCTB JIMLIAM) B IIPOrPaMMHBIE UJIH MPOTPAMMHO- v3

arnmapaTHbIC CPE/ICTBA HA dTare
pa3pabOTKH TPH BCTYIUICHUH B
CTOBOp CO Ccri€eruaJIbHBIMU
CITy’K0aMHi HHOCTPAHHBIX
rOCyJapCTB)

(HapymieHue QyHKIIMOHUPOBAHHUS
roCyJapCTBEHHOI'O OpraHa,
TMCKPEIUTALMS AEATEIbHOCTH
opraHa rocy/IapCTBEHHO# BIIACTH)

Jluna, obecrieunBarorime
MOCTaBKY MPOTPaMMHBIX,
MIPOrpaMMHO-aIapaTHbIX
CpEJICTB,
00ecneynBaroIX CUCTEM

TlocTaBimku
BBIYMCIIUTENBHBIX YCIYT,
YCIIYT CBSI3U

JInna, MIPUBJIEKAEMbIE
JUTST YCTaHOBKH,
HACTPOMKHU, HCIBITAaHUU,
MYCKOHAJIAI0YHBIX "
WHBIX BUJOB paboT

€9



[Tponomkenne Taduuusl 7.1

Buasbi Bo3moxkHbIe 1eu peajau3anuu yrpo3 60€30nacHocTd HHpopManuu CooTBeTcTBHE LEJIEl BUIaM
HApyLIUTe el Hanecenue ymep6a Hanecenue ymep6a Hanecenue ymep6a pucka (ymep6a) u
¢pusnyeckomy Uiy IOpUINYecKOMY JIHILY, rocy/1apcTBy B 00J1aCTH BO3MO’KHBIM HETaTUBHBIM
HHIMBUAYAJIHHOMY obecrieyeHust 000POHBI CTPAHBI, MOCJeICTBUSIM
npeanpuHIMATETI0 0e30MaCHOCTH roCcy/1apCcTBa U
NMPaBOMOPSIKA, a TAKKE B
COIMAJIBHOM, YKOHOMHYECKOIA,
NOJMTHYECKOI, IK0JIOrHYeCKOil
cepax 1esiTeJbHOCTH

JInma,  oOecrieunBaroIye - - - -
(bYHKIIMOHUPOBaHHE
CUCTEM U CeTed W
00€eCIIeYnBaroIIe
CHCTEMBI oreparopa
(amMUHUCTpaLs, OXpaHa,
YOOPILUKH U T.1.)
ABTOpHU30BaHHBIE + - - Vi
MOJIb30BAaTEIM CHCTEM H| (HempeaHaMepeHHbIE, (buHaHCOBBII, HHOM
cereii HEOCTOPOKHBIE HIIH MaTepuaIbHbIN yiepo

HEeKBaJIM(PULUPOBAHHbIE (bHU3MUSCKUM JIUTIAM)

JEHCTBUN)

Cucremubie + + + Vi
aJIMUHHUCTPATOPBI u (MecTh 3a paHee (:mr06OMBITCTBO WK Kemanue |(moaydeHne (GUHAHCOBOM WIIH MHOM (buHaHCOBBII, HHOM
aJIMHHHCTPATOPBI COBEpIIICHHBIE camopeasr3aIyim) MaTepUaTbHOU BBITOBI TIPU MaTepUaIbHBINA yiepo
6e30macHOCTH JICUCTBYSA) BCTYILJIEHUU B CTOBOP C (bHU3HUECKUM JIUIIAM)

NPECTYITHOW TPYIIIIOit)

y2
(HEBO3MOXKHOCTb 3aKITFOYCHHS
JIOTOBOPOB, COTJIAIlIEHUH)
V3
(yreuka nadopmanuu
OrPaHUYCHHOTO TOCTYIIA)

12°]



Oxkonuanue Tadoymer 7.1

Bunni Bo3moskHbIe e peajn3anuu yrpo3 6e3onacHoctu uHGopmManuu CooTBeTCcTBHE LIeJIed BUIaM
HApyLIUTe el Hanecenue ymep6a Hanecenue ymep6a Hanecenue ymep6a pucka (ymep6a) u
puznueckomy Juny OPUAHYECKOMY JIHILY, rocyaapcTBy B 00J1aCTH BO3MOKHBbIM HEraTHBHBIM
HHIUBUIYATHHOMY o0ecrnieyeHusi 000POHBI CTPAHBDI, MOCJIeICTBUSIM
npeInpuHUMATETI0 0€30MaCHOCTH rocyIapcTBa u

NMPaBONOPSIKA, a TAKXKE B
COIMAJIBHOM, DKOHOMHYECKOI,
MOJTUTHYECKOMH, IKOJIOTHYECKOMH
chepax 1esiTeJbHOCTH

beiBiie  (yBoJIEeHHBIE) - - - -
pabOTHHUKHU
(monb30BaTeNN)

- mpuMepbl BO3MOXHBIX IIEJICH peanu3aluu yrpo3 0e30macHOCTH HH(OpPMAIMH ¢ YYeTOM OO0JIACTH JEATEIBHOCTH, B
KOTOpOH (GYHKIITMOHUPYIOT CUCTEMBI U CETH, OTIPEIEIICHHBIE B COOTBETCTBUH C IPWIIOKEHUEM 6 K HacTosel Meroauke.
- TNpPUMEPHl COMOCTABJICHUS BO3MOXHBIX IeJeld pealn3auud yrpo3 0Oe3omacHOCTH HHGOpPMALUU C BHJIAMHU &
ymiepba (pucka) ¥ BO3MOXHBIMU HETATUBHBIMU TOCJEACTBUAMH O peaju3aliud yrpo3, OMNpEICNICHHbIE B COOTBETCTBUU
C MMPWJIOKEHHUEM S5 K HacTodAlern Meroauke.



YpoBHM BO3MOKHOCTEH HAPYLIUTEJIEH

[Tpunoxenue 8
K MeTronnke OUeHKH yrpo3
6e30macHOCTH HHGOpMAIUU

M0 peajn3anuu yrpo3 6e3onacHocTu nHpopMauun

TaOmuma 8.1
Ne Yposenn Bo3mokHOCTH HapyIIHMTeJIel 0 peajiu3aluy Yrpo3 6e30nacHOCTH Buabl Hapymmresei
BO3MO’KHOCTeH HH(poOpManuu
HapylIHTe el
H1 | Hapymurens, HmeeT BO3MOXKHOCTh MpHU peau3alnuu yrpo3 6e3onacHoctd uHpopmanuu duzuyeckoe JIUIO (Xakep)
oOafaromuit MCII0JIb30BaTh TOJIBKO U3BECTHBIE YSI3BUMOCTH, CKPUIITHI U MHCTPYMEHTHI.
6a30BBIMU HNmeer BO3MOXHOCTH HCIOJB30BAaTh CPEACTBA peaU3allli  Yrpo3 Jluna, obecreunBaronye noCTaBKy
BO3MOXXHOCTSIMU | (MHCTPYMEHTBI), CBOOOJHO pacrpocTpaHsemble B ceTd «HTepHET» U | HpOrpaMMHBIX, IPOrpaMMHO-aNIapaTHbIX
pazpaboTaHHBIE JAPYTUMHU  JIMIIAMH, HUMEET MHHHMAJbHbIC 3HAHHS CPEICTB, 00ECIIEUYUBAIOIIUX CUCTEM
MEXaHU3MOB WX  (YHKUMOHUPOBAHHS, JOCTaBKM H  BBIMOJIHEHUS
BPEIOHOCHOTO IPOTPaMMHOT0 00€CIIeYeHH s, SKCILIIOUTOB. Jluna, obecreynBaroiye
Ob6nagaer 6a30BbIMU KOMIIBIOTEPHBIMHU 3HAHUSIMU U HaBBIKAMU Ha YpOBHE | (DYHKIMOHMPOBAHUE CUCTEM M CETEH WIIH
10JIB30BATEIS. o0ecreynBaroIUX CUCTEM (aIMUHHUCTpALIUA,
HmeeT BO3MOKHOCTb peain3alii yrpo3 3a cueT (U3HUecKUX BO3JAeHCTBUM oxpaHa, yOOpIIUKH U T.1.)
Ha TEXHMYECKHE cpelcTBa OOpabOTKM M XpaHeHHs HH(OpMAIMH, JTUHUN
CBA3M U oOecreuyuBarolIMe CUCTEMbl CHUCTEM U CeTe Mpu Haauuuu | ABTOPU30BaHHBIE MOJB30BATENIN CUCTEM U
(U3UYECKOro 10CTyna K HUM. ceTe
Takum o0pa3om, HapymuTeau ¢ 0A30BLIMH BO3MOKHOCTAMH HMMEIOT
BO3MOKHOCTh  PeajJM30BbIBATH  TOJBKO  H3BECTHbIC  YIPO3bl, BriBIIMEe pabOTHUKH (IIOJIB30BATENH)
HallpaBJieHHbIe Ha M3BeCTHbIe (IOKYMEHTHPOBAHHbIE) YA3BUMOCTH, €
HCIO0JIb30BAHMEM 001IeJOCTYIIHBIX HHCTPYMEHTOB
H2 | Hapymwrens, O6mamaer BCEMH  BO3MOXXHOCTSAMHM  HapymuTened ¢ 0a30BBIMHU [IpecTymHbie Tpymiibl (1Ba TUla U OoJee,
obnanaromuit BO3MO>KHOCTSIMHU. JCUCTBYIOIIUE IO €ANHOMY TIIaHY)
6a30BBIMU HNmeer BO3MOXHOCTH HCIOJB30BAaTh CPEACTBAa pead3allli  yrpo3
MOBBIIIEHHBIMU (MHCTpYMEHTHI), CBOOOJIHO pacmpocTpaHsemble B cetu «HTepHeT» U Konkypupyromue opranuzaniuu
BO3MOXXHOCTSIMU | pa3paboTaHHbIE JPYTUMHU JHUIIAMH, OJTHAKO XOPOLIO BIa/I€ET ITUMHU

ITocTaBIIMKY BEIYUCIUTEILHBIX YyCIyr,

99



[Tponomxenne Tabauisl 8.1

YpoBeHb
BO3MOKHOCTEH
HapymIuTe el

Bo3mokHOCTH HApYIIMTEJIEH 10 peaju3anum yrpo3 0e30macHoCTH
uHpopmannu

Buabl HapymmTesnei

CpPEICTBAaMU M MHCTPYMEHTaMH, IIOHUMAET, KaK OHU pabOTalOT U MOXKET
BHOCUTh M3MEHEHUS B UX (YHKIMOHMPOBAHUE JUISI  IOBBIIICHUS
3¢ (HEKTUBHOCTH peau3aIiy yrpo3.

OcHareH u BiajeeT GppeiMBOpKaMu U HAOOpPaMU CPEJICTB, MHCTPYMEHTOB
JUIsL peanu3anuu  yrpo3 0e30macHOCTH HH(OPMALKMU W HCIOJIb30BAHUS
YA3BUMOCTEM.

HNmeer HaBBIKM CaMOCTOSITEILHOTO IUIAHUPOBAaHUS U peallu3aluu
CLIEHapHeB yrpo3 6€3011aCHOCTH UH(OPMALIHH.

OObnagaer NMpakTUYECKUMHU 3HAHUSMH O (YHKIIMOHHPOBAHUU CHUCTEM U
ceTed, OINEepalMOHHBIX CHUCTEM, a TaKKe HMEeT 3HAaHUSA 3allUTHBIX
MEXAaHU3MOB, IPUMEHSAEMBIX B MPOrPaMMHOM OOECIEYEeHUHU, IPOrpPaMMHO-
anmnapaTHbIX CPEACTBaX.

Takum o0pa3oM, HapymmTeJad ¢ 0a30BbIMH MNOBBIIIEHHBIMHU
BO3MOKHOCTSIMH MMEIOT BO3MOKHOCTh PeajIM30BbIBATh YIPO3bl, B TOM
yHcjle HanpaBJeHHble HAa HeU3BeCTHble (HEJOKYMEHTHPOBAHHBIE)
YA3BHMOCTH, € HCIIOJb30BAHMEM CIENHAJbHO CO3JAaHHBIX JJISl 3TOro
HHCTPYMEHTOB, cCBOOOJHO pacnpocrpansiembix B ceTu «MHTepHer». He
HMEIT  BO3MOKHOCTEH  peaju3alldd  yrpo3 Ha  (usnyecku
M30/IMPOBAHHbIE CETMEHTHI CUCTEM U ceTei

YCIIYT CBS3U

Jluna, npuBeKaeMble 17151 yCTAHOBKH,
HACTPOWKH, UCIIBITAHUH, TyCKOHAJIQJI0YHBIX
Y UHBIX BUJIOB paboT

CucreMHble aIMUHUCTPATOPHI U
aJIMUHUCTPATOPbI 0€30MaCHOCTH

H3

Hapymurens,
obnagaromui
CpEIHUMU
BO3MOXKHOCTSIMU

OOnamaer BceMH  BO3MOXKHOCTSAMHU  Hapymurtened ¢ 0a30BbIMHU
IIOBBIIICHHBIMH BO3MOXHOCTIMU.

HNmeer BO3MOXHOCTH THpuoOperaTh HH(pOpMAIHMIO 00 YI3BUMOCTSX,
pa3MeliaeMyl0 Ha CIeHUaIM3UPOBAaHHBIX IUIATHBIX pecypcax (Ouprxkax

yS3BUMOCTEH).
Mmeer BO3MOXKHOCTH HPHOOpETaTh  JOPOTOCTOSIINE  CPEACTBa U
UHCTPYMEHTHI TSt peanu3anuu yrpos, pa3meniaemMbie Ha

CHeIMaIM3UpOBaHHBIX IJIATHBIX pecypcax (Oupxkax ysa3BUMOCTEN).
VimMeer  BO3MOXHOCTh ~ CaMOCTOSITEIbHO  pa3pabaThiBaTh  CpE/CTBA

TeppopucTHUeCcKue, SKCTPEMUCTCKHE
TPYIIIPOBKH

Pa3zpaboTunku mporpaMMHBIX,
IIPOrpaMMHO-AMIAaPATHBIX CPEICTB

LS



[Tponomxenne Tabauisl 8.1

YpoBeHb
BO3MOKHOCTEH
HapymIuTe el

Bo3mokHOCTH HApYIIMTEJIEH 10 peaju3anum yrpo3 0e30macHoCTH
uHpopmannu

Buabl HapymmTesnei

(MHCTpYMEHTBI), HEOOXOJMMblEe  JUIs  pealu3almuu  yrpo3  (arak),
pEann30BBIBATh YIPO3bI C UCTIOIB30BAHUEM JAHHBIX CPE/ICTB.

Nmeer  BO3MOXKHOCTH  MOJY4YEHUS  JOCTyHna K  BCTPAHMBAEMOMY
IPOTrPaMMHOMY OOECIICUEHHIO alMapaTHBIX IUIaTPOPM, CHUCTEMHOMY U
IPUKIAJHOMY IPOTPAMMHOMY OOECHEYEHUI0, TEIEKOMMYHUKAIIMOHHOMY
00OpY/IOBaHUIO ¥ JIPYTUM IPOrPaMMHO-ANIapaTHBIM CpPEACTBAM  JUIs
IMPOBCACHU UX aHAJIM3a.

OOnagaer 3HaHUSMHM U NPAKTUYECKUMH HaBBIKAMH IIPOBEICHHS aHAIM3a
IPOTPAMMHOTO KOZa JUIsl MOJYy4YeHUsT UHPOPMALIUHU 00 YSI3BUMOCTSIX.

OOmagaer BBHICOKMMH 3HAHUSIMH U TPAKTHYECKUMH HAaBBIKAMH O
(YHKIIMOHUPOBAHUM CUCTEM U CETEH, ONEpAallMOHHBIX CHCTEM, a TaKkKe
UMeeT TIIyOOKOe TOHMMAaHHE 3allUTHBIX MEXaHHU3MOB, NPUMEHSEMBIX B
IPOTPaMMHOM 00eCTieueHIH, IPOTPAaMMHO-aIapaTHBIX CPEICTBAX.

HmeeT BO3MOKHOCTh PEaIM30BBIBATh YIPO3bl 0€30MaCHOCTH MH(OPMALIUH
B COCTaBE I'PYIIIIBI JIHUII.

Takum o0pa3oM, HapylIMTeJIH €O CPEIHUMH BO3MOKHOCTSMHM HMEIOT
BO3MOKHOCTH PeaIM30BbIBATH YIPO3bl, B TOM YHCJ€e HA BbISIBJIEHHbIE HMH
HeM3BeCTHbIe  YS3BUMOCTH, C  HCHOJIb30BAaHHEM  CAMOCTOSITEJbHO
pa3paboTaHHBIX s ITOro WHCTPyMeHTOB. He wuMeroT BO3MOKHOCTEH
peajiu3aluu YIpo3 Ha Gu3n4ecKH M30JIMPOBAHHBIE CETMEHThI CHCTEM M ceTeid

H4

Hapymmrens,
00J1a1aro i
BBICOKHMH
BO3MOKHOCTSIMH

OO6nagaer BCeMH BO3MOXHOCTSMM  HapylIuTeled CcoO  CpeIHUMH
BO3MOXHOCTSIMH.

HimeeT BO3MOYKHOCTB TTOTYYEHHS IOCTYIa K UCXOHOMY KOJTy BCTPAaHBaEeMOTO
NpOrpaMMHOTO  OOECTIeUeHUs] — anmaparHbIX —IUIaTGopM, CHCTEMHOTO U
NPUKIAJHOTO  IPOTPaMMHOTO  OOecrieueHHs,  TeIEKOMMYHUKAI[HOHHOTO
000pyIOBaHUS M JPYIHX MPOrPaMMHO-AINMApaTHBIX CPEJCTB IS MOTy4eHHs
CBEZICHHIT 00 yS3BIMOCTSIX «HYJIEBOTO JHS.

HNmeer  BO3MOXKHOCTH  BHEAPEHHMsS  MPOrPaMMHBIX  (IIPOTpaMMHO-
aHHapaTHBIX) 3aKJIaJJ0K HUJIN y;[SBHMOCTGﬁ Ha PAa3JIMYHBIX 3Tallax IMOCTaBKH
IPOTPaMMHOT0 00ecrieueH s UM TPOrPaMMHO-AMIAPATHBIX CPEJICTB.

CrneunasnbHble Ci1y>KObl HHOCTPaHHBIX
rocyaapcrs

89



OxoH4anue TadauIs! 8.1

Ne YpoBeHb Bo3mokHOCTH HApYIIMTEJIEH 10 peaju3anum yrpo3 0e30macHoCTH Buabl HapymmTesnei
BO3MOKHOCTEH uHpopmannu
HapymIuTe el

HMeeT BO3MOXHOCTh CO3/1aHUSI METOJOB U CPEACTB pEeaM3allUUd yrpo3 ¢
IPUBJICUECHUEM CIEIMATN3UPOBAHHBIX HAyYHbIX OpPraHU3alui U pealn3aluu
yrpo3 ¢ MPUMEHEHHEM CHEeNHMaIbHO Pa3padOTaHHBIX CPEJCTB, B TOM YHCIIE
o0ecrneynBaroIuX CKPhITHOE IPOHUKHOBEHHE.

HNMmeeT BO3MOXKHOCTb  pEaM30BBIBATH  yIpO3bl C  MPUBJICYEHUEM
CHELMAINCTOB, HMMEIOUIMX 0a30Bble IOBBIIIEHHBIE, CPEAHUE M BBICOKHE
BO3MO>KHOCTH.

HmeeT BO3MOXKHOCTh CO3JJaHUS U IPUMEHEHHUS CIIELUAIbHBIX TEXHUUECKUX
CpeAcCTB Juisd NO0OBIBaHUS MH(POpPMALMHU (BO3JACHCTBUS HAa MH(DOPMAITUIO W
TEXHUYECKHUE CPEJCTBA), PACHPOCTPAHSIIOIIEHCS B BUJE (PU3NYECKUX TOJeH
WJIU SBJICHUU.

Vmeer BO3MOXKHOCTH JIOJIFOBPEMEHHO M HE3aMETHO JUIsl OIepaTOpoOB
CHCTEM M CeTeH peaIn30BhIBaTh YrPO3bl 0€301MacCHOCTH HH(OPMAIIH.

OOnanaeT UCKIIOUUTENIBHBIMU 3HAHUSAMHU U NPAKTHUECKUMH HaBBIKAMU O
(GYHKIIMOHUPOBAHUU CHUCTEM U CETEH, ONEepalOHHBIX CHCTEM, allapaTHOM
o0ecreyeHnH, a TakKe OCBEIOMJIEH O KOHKPETHBIX 3alUTHBIX MEXaHU3Max,
IPUMEHSEMbIX B IPOrpaMMHOM OOECHEeUeHUH, IPOrpaMMHO-aIlapaTHbBIX
CPEICTBaX aTaKyeMbIX CHCTEM U CETEH.

Takum o0pa3zoM, HAPYMINTEJIU € BBICOKHMH BO3MOKHOCTAIMH MMEIOT
NPaKTHYeCKH HeOrPAHNYCHHbIC BO3MOKHOCTH PEAJIN30BbIBATh YIPO3bI,
B TOM 4HCJIe C HCIOJb30BAHMEM HeJAeKJAPUPOBAHHBIX BO3MOKHOCTEI,
NPOrPaMMHBIX, NMPOrpaMMHO-ANNAPATHBIX 3aKJI3J0K, BCTPOCHHBIX B
KOMIIOHEHTBI CHCTEM U ceTel

69
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[Ipunoxenune 9

K MeTtonnke OLEeHKH yrpo3
0e3omacHOCTH HHGOpPMAITUT

IIpumepsl pe3yabTaTa onpeaeeHUss aKTYaJlIbHbIX HAPYLIMTEJIel NMPU

peaju3anuu yrpo3 6e3onacHoctu nHgopManuu u

COOTBETCTBYIOIIHNE MM BO3MOKHOCTH

(m1st rocymapcTBeHHOMH HH(POPMAIHOHHOMH CHCTEMBI)

Tabnuua 9.1
Ne | Buasl pucka (ymep6a) u Buasi Kareropus YpoBeHb
1/l | BO3MOKHbIE HeraTUBHbIE aKTYaJIbHOI'0 HAPYLIUTEIsl | BO3MOKHOCTeH
HOCJIEeNCTBHS HApYLIHTEeas HAPYUIUTEJIs
1 V1 IIpecTynHble rpymnmsl Buemnuit H3
HapylIleHHe (KpuMUHAITBHBIE
KOH(pHICHIIMAIBHOCTH CTPYKTYpHI) BuyTtpenHuii***
MEPCOHAJIbHBIX JAHHBIX OtnenbHbIC Buemnuii H2
rpaxkJaH; bu3nyeckue nmuna
HapyIlIeHUE JTUYHOM, (xakepsl)
CEMEWHON TalHbI, yTpaTa Pa3paboTrunku BuyTpenHmit H3
YeCTH U JOOPOTO NMEHHU; POTPaMMHBIX,
(buHaHCOBBIN, HHON MIPOrpaMMHO-
MaTepUaIbHBIN yiepo anImapaTHbIX CPE/ICTB
(usnueckux auin CucreMHsbIe Buyrpennuit H2
aJMUHHUCTPATOPBI U
aJIMUHUCTPATOPbI
0e3onacHoCcTH
ABTOpHU30BaHHbIE Bryrpennuit H2
M0JIb30BaTEIN CUCTEM
U CeTel
2 V2 IIpecTynHble rpymnbl Buemnunit H3
HEBO3MOKHOCTb (KpUMUHAITBEHBIE
3aKJIFOYEHHUS JOTOBOPOB, CTPYKTYPBbI)
COTJIAIICHU; OtnenbHbIE Bryrpennuit H2
yTe€uKa KOMMEPUYECKON duznueckue una
TaliHblI, (xakepsl)
oTeps KIMEHTOB; Pa3paborumnku Buyrpennui H3
HapylIeHHE JeJI0BOM IPOTPaMMHBIX,
penyTanuu, IPOTrpaMMHO-
HEJIOMOJIyuYeHUe anmnapaTHbIX CPEJCTB
OKH/IAEMOM MPUOBLIH CucreMHbIe Buyrpennuit H2
aJMUHHUCTPATOPHI U
aJIMUHUCTPATOPHI
0e3onacHOCTH
3 Vy3: CrneunanbHble Baemnuit H4
HapylleHHe CIIy’KObl HHOCTPaHHBIX
(yHKIIMOHUPOBAHUS rocyfapcTB BuyTpeHHHI***
rOCyJapCTBEHHOTO OpraHa, Teppopuctrueckue, Buemnuit H3
TUCKPEAUTAIIS 9KCTPEMHUCTCKHE

ACATCIIBHOCTH OpraHa

OpraHu3aIu
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Oxonuanue Tadauus! 9.1

Ne | Buasl pucka (ymep6a) u Buanbi Karteropus YpoBeHb
/1 | BO3MOKHbIE HEraTUBHbIE AKTyaJbHOI0 HAPYWIMTEIs] | BO3MOKHOCTEH
NOCJIENCTBUA HAPYIIMTEJas HAPYIIHTEJIs
roCyJapCTBEHHOU BJIACTH; IIpecTynHble rpymnmsl Buemnuit H3
JOCTYH K CUCTEMaM U CETAM (KpUMHUHAaJIbHBIE
C LIEJIbI0 HE3aKOHHOT'O CTPYKTYpBbI) Buyrpenanii***
MCTIOTL30BAHHA Pa3paborumnku Buyrpennui H3
BBIUMCIIUTEIbHBIX
. IPOTrpaMMHBIX,
MOLIHOCTEH; pOrpAMMHO-
Te4Ka WH(POpMAIHH
yTetka HHGOpMaLl annapaTHbIX CpeCTB
OrPaHUYEHHOI'0 J0CTYIIA; =
p Aoctyna, CucreMHbIe Bryrpennui H3
OpraHu3aIsl MUTHHTOB,
aJIMUHUCTPATOPbI U
3a0acTOBOK U3-32
. aJIMAHUCTPATOPHI
nyOIuKaui
. 0e3011aCHOCTH
HEJI0CTOBEpHOH
MH(MOpMAarIHH; ABTOpPU30BaHHbIE Buyrpennuit HI
OTCYTCTBHC NOCTYIIA K II0JIB30BATEIN CUCTEM
COIIMAJIEHO 3HAYMMBIM U ceTeil
rOCyJapCTBEHHBIM yCIyram -
beiBine Bryrpennui H1
(YBOJIEHHBIE)
paboTHUKHU
(moxbp30BaTENN)
© - mpuMepsl  BO3MOXKHBIX  IIEJICH  peaju3aluu  yrpo3  0e30MacHOCTH

nH(OpPMAIIUU C YIETOM 00JIaCTH JAESITEILHOCTH, B KOTOPOH (YHKITMOHUPYIOT CUCTEMBI
1 CETH, ONIPECICHHbBIC C YUETOM NPUIOKEHUU 4 1 5 K HacTosIeln MeTtonuke.
- mpuMepsl BHIOB AaKTyallbHBIX HAPYLIUTENEH, OIPENEIEHHBIE C YYETOM
MpUJIOKEHUH 6 1 7 K HacTosinieln Meroauke.

CHUCTCMHBIMHU

*Kkk

aJIMUHHACTpATOpaMu

ONPEAECICHHOM B MPUJIOKEHUU 7 K HACTOsAIIEeH MeToauke.

- MIPU CTrOBOpPE MPECTYNMHOW TPYNHUPOBKU (KPUMHHAIBHOW CTPYKTYpPBI) C

aAMUHUCTpATOpaMU U 0€30IacHOCTH,




IIpunoxenne 10
K MeTonnke OLleHKH yrpo3

6e3omacHOCTH HHGOpPMAIUU

IIpumepsl onpenesieHUs AKTYAJIbHBIX CIIOCO00B peau3alum yrpo3 60e30nacHocTH HHpOpManu
U COOTBETCTBYIOIIME UM BH/IbI HAPYIIUTEJIe U UX BO3MOKHOCTH
(nJ1st rocy1apcTBeHHOM HH(OPMALMOHHOM CHCTEMBbI)

Tabmura 10.1

Ne Bua napyummrest Karteropus OO0beKT BO3/1elicTBUA HoctynHbie Cnoco0bl peajnzanumn
n/n HapyIUTeIsd HHTepdenchl
1 | CoeuunanbHele Buemnun baza nanHbIX MH(DOpMALMOHHON Be6-untepdeiic Hcnonb3oBanue
CITY>KOBI CHUCTEMBI, COIEPKAIIAL | yyiaeHHOro HEJEKJIapUPOBAHHBIX
MHOCTPAHHBIX UACHTU(PUKATUOHHYIO a/IMUHICTPHPOBAHNS BO3MO>KHOCTEM
rocynapcts (H4) WH(pOpMaIIHIO Tpak/IaH: 6a3bI JAHHBIX | IPOTPAMMHOr0 obecreyeHust
HECAHKLMOHMPOBAHHEIN OCTYI K | yydhopMaLOHHOI TEJIEeKOMMYHHUKAHOHHOTO
KOMIIOHEHTaM CHCTEM WIIU CETeH, | cpcreMbl o0opynoBaHus
231212132212 B G opMALIH, [Tonb3oBarenbckuit HCHOHBOB'{HHG
KOH(UTypallMOHHBIM, mpy | BEO-MHTEpdetic ocTyma | YASBHMOCTCH KOH(bHr}épaHHH
CITyKEGHBIM JIHHBIM: K Gaze AHHBIX CUCTEMBI yIipaBiIeHUs 6azaMu
yTeuka (HapyImeHue MH(OPMaLIMOHHON AQHHBIX
KOH(pHIEHIIMATBHOCTH ) CHCTCMBI
3aIIHAIAEMON uH(popMaluu,

CHUCTCMHBIX, KOH(bHpraHHOHHLIX,
HWHBIX CJ'IY)K€6HBIX JaHHBIX

JIuHUS CBSI3M MEXIy CepBEpOM
OCHOBHOTO IIeHTpa 00paboTKH
JTAHHBIX U CEPBEPOM PE3epPBHOTO
1eHTpa o0pabOTKM TaHHBIX
nepexsar (HapyiieHue
KOH(UIEHIIMATBHOCTH)
3anmaeMoi nHdopmMaiyu,

Kanan mepenaun maHHBIX

MEXTY cepBepoM
OCHOBHOT'O LEHTpa
00pabOTKM JaHHBIX W
CepBEPOM  PE3EPBHOIO
LEHTpa 00paboTku
JTAHHBIX

YcTaHOBKa — MPOTPaMMHBIX
3aKJIJI0K B
TEJIEKOMMYHUKAIMOHHOE
obopynoBaHue

29



[Tpogomxenne Tadbmauisl 10.1

Ne Bua napymmrens Kareropus OO0beKkT BO3/elCTBUA JocTrynHbie Crnoco0sb! peajmzanum
n/n HAPYLUIU TS HHTeppeiichl
CHUCTEMHBIX, KOH(PUT'YPaLIMOHHBIX,
MHBIX CITY)KEOHBIX JTaHHBIX
KoMMyTalmoHHBI ~ KOHTPOIUIED | Y janenuslit xana | MIcmonb3oBanue
UL YIPABICHUA —ABAPMUHBIMH | yipapjieHus ySI3BUMOCTEH Ko/a
3aJIBIDKKaMHU B HE(TEpoOBoOIE: KOMMYTALHOHHBIM KOMMYTallUOHHOT'O
HapylmeHne  QyHKIHOHHPOBAHKS | koHTpOIIIEpOM KOHTpOJLIEpA
(paboToCrIoCOOHOCTH)  CPEACTB c [T ST——
00paboTKH u XPaHEHHUS bEMHBIC  MAIIMHHBIC y
uH OPMAIIHY; HOCUTENM WHGOPMAaIUH, ayTeHTU(UKALMOHHON 5
e (oo | opra dopsan 5 ool
CHCTEMHBIX, KOH(PUTYPaLIMOHHBIX, PMALHIO
UHBIX CIIY)KEOHBIX JTaHHBIX
2 | OrnenbHbIe Bremnun YnaneHHoe aBTOMAaTH3UPOBAHHOE |  JlocTym gepes | BHEIpEHHE  BPEIOHOCHOTO
dusndeckue Mna pabouee MECTO (APM) | pokanbryto IPOrpaMMHOI0 00eCTIeYeH s
(xaxepsr) (H2) TI0JIb30BATEIA. 5 BBIYHMCIIUTENILHYIO  CETh
HECAHKIMOHMPOBAHHBI JOCTYI K | gpranusanun
omnepanrioHHon cucreme APM e T T T ——.
TOTb30BATEIS; BEMHBIE  MAIIMHHbIE .
HapymIeHue HocuTenu uH(bOpMauyy, | YA3BUMOCTEH KOH(HIyparmm
KOH®HICHIMATBHOCTH nonkiaroyaeMple Kk APM | CUCTCMBI YHPaBﬂzHH’I
uHOpManuK, cojepxkanieiica Ha | TOTB30BATCI AOCTYITOM K PM
HI0JTb30BATES
APM nonb3oBarens
Be6-caiit noptana | BeG-unrepdeiic Hcnonb3oBanue
rOCyIapCTBEHHBIX YCIIYT | TIOJb30BaTens BeO-caiiTa | ysI3BUMOCTEH Koza
(cepBHCOB): rOCYJapCTBEHHBIX YCIYT | IPOTPaMMHOTO OOecredeHus

OTKa3 B 00CIy’)KHBaHUU BeO-caiiTa
MOpTaJia TOCYAapCTBEHHBIX YCIYT

BeO-cepBepa

€9



Oxonuvanue tadauisl 10.1

Ne Bua napymmrens Kareropus OO0beKkT BO3/elCTBUA JocTrynHbie Crnoco0sb! peajmzanum
n/n HAPYLUUTEJISA HHTep(peiichl
Buenpenne  BpeqOHOCHOTO
KOJIa B BEO-TIPUIIOKEHUE
CereBbie  muTepdeiicsr | AcTonb3oBanue
KOMMYTaTOpa CeTH, rje | YA3BUMOCTeH KoHdHrypaiun
pacrosioxeH BeO-ceppep | CHCTEMBI yHpaBJICHUA
JIOCTYIIOM K APM
MOJIb30BATES
3 | ABTOpU30BaHHEIC Buytpennuii APM  rmaBHoro  Oyxranrtepa | JlokanpHas OmmbouHble  ACUCTBUA B
M0JIb30BATEIN CHCTEM OpraHHU3aIH: BBIUMCIUTENbHAS ~ CeTh | XoAe  HacTpoiiku  APM
u cereit (H1) MoauUKaIs IJIATEXKHBIX | OPraHU3alUuU IJIaBHOTO OyXranrepa
MOpYYEHUHN,  XpaHIIUXCS  Ha
APM rnaBHoro Oyxrairepa
CepBep 0a3bl naHHBIX BeO-caiiTa Be6-unrepdeiic Hapymenne nemnouku yciyr
HOpTajla TOCYAAPCTBEHHBIX YCIYT | cpcTeMbl o aJIMAHUCTPUPOBAHHIO
(cepBUCOB): a/IMHHHCTPUPOBAHNS nopraia  ToCyJapCTBEHHBIX
OTKa3 B 00CITy)KMBaHHUH | geG-caiita noprana | YCIYT

OTIENbHBIX KOMIIOHEHTOB
CHUCTEM U CETEU B IIEJIOM

Ui

rOCYAapCTBEHHBIX YCIIyT

¥9



[Tpunoxenne 11
K MeTronnke OUeHKH yrpo3
6e30macHOCTH HHGOpPMAITUU

IlepeyeHb OCHOBHBIX TAKTHK M COOTBETCTBYIOIMX UM THIOBBIX TEXHUK, HCIOJIb3YeMbIX Il OCTPOEHHSA
CIleHAPHEB peau3aiuu Yrpo3 6€30nacHoCTH HH(POPMAIIUH

Tabmuma 11.1

TakTuka

OCHOBHBIE TeXHUKH

T1

COop uHpOopMaIuu 0 CUCTEMAX U CETAX

TakTuueckas  3ajgada:  HapyLIUTEINb
CTPEMUTCS MOJTYYUTh To0yI0
TEXHUUYECKYI0 UHpOpMaInio, KOoTopas
MOXET OKa3aTbCid MOJIE3HOM B XOJE
peanmuzanuu  yrpo3  0€30MacCHOCTH
uH(popMauu

T1.1. Coop unpopmanuu U3 MyOIMYHBIX UCTOYHUKOB: O(UIIMATBHBINA CAalT (CaiiThl) OpraHu3aluy,
CMU, coumanbHble ceTH, (POTOOAHKH, CAUTHI TIOCTABIIUKOB U BEHIOPOB, MaTepUaAIIbl KOH(PEPEHIIHIA

T1.2. Coop uH(pOpMAIH O TOJKITIOUYEHHBIX K ITYOJUYHBIM CUCTEMaM U CETSIM YCTPOWCTBAX M UX
ciy:)k0ax IMpH MOMOIIM IOMCKOBBIX CHUCTEM, BKJIIOYas cOOp KOH(PUIypalMOHHON HH(OpMaruu
KOMIIOHEHTOB CUCTEM U CETEW, IPOrpaMMHOI0 00ECIIeUeHUsI CEPBUCOB U MPUIIOKEHUI.

[Tpumep: wucnonp3oBaHue MOMCKOBOM cucrtembl Shodan ans nomydeHus wuHbopManuu 00
OTpeNeNieHHBIX Mojesix [P-kamep BUaCOHAOMIONEHUS C BO3MOXKHO YSI3BUMBIMH BEpPCHSIMH
HPOILUBOK

T1.3. IlaccuBHbIil cOop (mpociymuBaHue) HHGOPMAIMKA O TIOAKIIOUEHHBIX K CETH YCTPOMCTBAax C
LEJbI0 MICHTU(UKAIIMY CETEBbIX CIIyO0, THIIOB U Bepcuid [1O 3TuX cayx0 M B HEKOTOPBIX CIydasix —
UACHTU(PUKAIIMOHHON NH(OPMAaIIUY MOJIb30BaTEIeH

T1.4. HampaBieHHOe CKaHUPOBAaHWE TIPU TOMOIIM  CIEHHUATU3UPOBAHHOTO MPOTPAMMHOTO
obecrieueHus MOAKIIOUEHHBIX K CETH YCTPOWCTB C IIEJIbI0 MIACHTU(PUKAIMK CETEBBIX CEPBUCOB,
TUTIOB W BEPCUM MPOrpaMMHOT0 OOECHedYeHHs ITHX CEPBHCOB, a TaKXKe C IEeNbI0 TMOTyYeHUS
KOH(pUTypanimoHHOW WH(GOPMAIIUU KOMIOHEHTOB CHUCTEM M CETEH, MPOrpaMMHOI0 00ecreueHus
CEPBUCOB U NPHUIIOKEHUH.

[Tpumep: ckaHMpOBaHKE MTPU TOMOIIK CKaHEpa nmap

T1.5. Coop wuH(popMammu O TMONB30BATENSAX, YCTPOMCTBAX, TMPHIOKEHUSAX, a Takke cOop
KOH(UTYpAITMOHHOW HWH(POPMAIIMA KOMITOHEHTOB CHCTEM M CETEH, MPOrpaMMHOTO OOECIICUCHHS
CEpBUCOB W TMPWIOKEHUI MyTeM IMOMCKAa M AKCIUIyaTalluu YSI3BUMOCTEH MOJKIIOYEHHBIX K CETH
YCTPOMCTB.

[Tpumep: skcrutyatarus ysi3BuMoctu Tumna directory traversal myOIu4YHO 10CTYIHOTO BeO-cepBepa

99



[Tponomxenne Tabmump 11.1

TakTuka

OCHOBHBbIE TEXHUKHU

T1.6. Coop wuHPOpMAaIMK O TIONH30BATEIAK, YCTPOMCTBAX, MPHUIOKEHUAX, aABTOPH3YEMBIX
CEpBHICAMH BBIYHCIUTEIILHON CeTH, TyTeM Tepedopa.
[Tpumep: cOop mHboOpMaIMK O TOYTOBBIX aapecax mpu momoinm directoryharvestattack Ha modToBbIe

cepsepa

T1.7. Coop undopmanuu, npeaocrapisiemorr DNS cepucamu, Bkitodas DNS Hijacking

T1.8. Coop wmHpOpManuu O IMOJB30BAaTENEe MPH MOCCHICHMHM WM BeO-caliTa, B TOM YHCIE C
UCIIOJIb30BAHUEM YA3BUMOCTEH MPOrpaMMbl Opay3epa i HaJCTpanBaeMbIX MOIyJIel Opay3epa

T1.9. Coop wunHbopManuu O TMONH3OBATENAX, YCTPOWCTBAX, MPHIOKEHUAX MyTeM IOHCKa
uHpOpMalnU B TaMATH, Qaiiiax, KaTagorax, 6a3ax JaHHBIX, IPOIINBKAX YCTPOUCTB, PEMO3UTOPHUSIX
ucxonHbix konoB 110, Bkirouas NOMCK Naposieil B HMCXOAHOM M XSUIMPOBAHHOM BHJE,
KPUNTOTpapUUECKUX KIFOUCH.

[Tpumep: momydeHwe Xsuied maposei u3 /etc/passwd WiIu MOTydeHHE HApoJield MO YMOTYaHHIO
myTeM 00paTHOTO MHXMHUPHHTA IMPOIIMBKH YCTPOHCTBA

T1.10. Kpaxxa 1u¢poBeIX CcepTUPHUKATOB, BKIKOYas Kpaxy (GU3NYECKUX TOKEHOB, JIHOO
HEaBTOPU30BAHHOE BBINKUCHIBAHUE HOBBIX CEPTU(UKATOB (BO3MOXKHO I10OCJIE KOMIIPOMETALlUU
UHPPACTPYKTYPhl TOMEHHOTO PErHCcTpaTopa WM aKKayHTa aJMHUHHUCTpATopa 30HBl Ha CTOPOHE
JKEPTBHI)

T1.11. Coop wuHpopMamuu o0 MOJB30BATENSAX, YCTPOWCTBAX, NPHIOKEHUSIX, BHYTpEHHEH
UHPOPMAIIUK O KOMIIOHEHTaX CUCTEM M CETEeH IMyTeM MPUMEHEHUS CONMAIBHOW HHKECHEPHH, B TOM
yucie GUIIMHTa

T1.12. COop mnuuHOW uAEHTU(UKAUMOHHOW HHPOpMarun (MIeHTHU(UKATOPHl TMOJIb30BATENEH,
yCTpOMCTB, HHpoOpManuss 00 uACHTU(UKAIMKU TOJIb30BaTeNIed CcepBUCAMH, IPUIIOKEHUSIMH,
CpeACTBaMU YIaJECHHOTO JI0CTyNa), B TOM 4Hcie cOOp YKpaJeHHbBIX JIMYHBIX JAHHBIX COTPYIHHKOB
U TOJPSITYMKOB Ha CIydai, eciii COTPYIHUKU/TIOAPSATIUKN UCTIONB3YIOT OAHH U T€ YK€ Mapojiu Ha
paboTe M 3a ee npeaesamu

T1.13. Coop unbOpMaIuu vepe3 MoaydeHue JOCTyna K cucTteMaM (U3UYEeCKo 0e30macHOCTH U
BUJICOHAOIIOICHUS

T1.14. Coop nndopmanuu yepes nosydyeHue KOHTPOIIS Hall TUYHBIMU YCTPOMCTBAMH COTPYIHUKOB
(cMapThoHaMu, MIAHIIETAMU, HOYTOYKaMH) JUIsl CKPBITON MPOCTYIIKH U BUACOPUKCAIIN

T1.15. Ilouck u nmokymnka 6a3 AaHHBIX WACHTU(PUKAIIMOHHON MHPOpPMAINH, CKOMIPOMETHPOBAHBIX
I1apoJIed U KIIOYEH Ha CIEeLUaIu3UPOBAHHBIX HEJIETAJIBHBIX IUIOMIAIKaX
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[Tponomxenne Tabmump 11.1

TakTuka

OCHOBHBbIE TEXHUKHU

T1.16. Coop nHbOpMaMK Yepe3 MOTydeHUE TOCTyIa K 0a3aM JTaHHBIX PE3yJIbTaTOB MPOBEACHHBIX
WHBEHTApH3aIlMii, peecTpaM YycCTaHOBIEHHOro oOopymoBanus u I[10O, AaHHBIM MPOBEIECHHBIX
ayIuTOB 0E€30MacHOCTH, B TOM YHCJIE Yepe3 MOJYydeHHE JAOCTylna K TaKuM JIaHHBIM 4Yepes
KOMIIPOMETAIMIO MOAPSIIYUKOB U MAPTHEPOB

T1.17. IlaccuBHBIii cOOp ® aHaNW3 JAHHBIX TEJIEMETPUU JUIA TONXydeHus uHbopmanuu
0 TEXHOJOTHYECKOM IIpoliecce, TEXHOJOTUUECKUX YCTaHOBKax, cucteMax u 1O Ha mpennpustusx
B ABTOMATHU3MPOBAHHBIX CHCTEMax YIPABICHUS MPOU3ZBOJCTBEHHBIMU M TEXHOJOTUYECKHUMHU
MIPOIIECCAMH, B TOM YHUCJIC HA KPUTHYECKU BAXKHBIX 00bEKTaX

T1.18. COop ¥ aHanmu3 JAaHHBIX O MPOLIMBKAX YCTPOMCTB, KOJUYECTBE W MOAKIIOYEHHUU ITUX
YCTPOMCTB, HCIOJIB3YEMbIX IPOMBIIUICHHBIX MPOTOKOJAX [UJIsl TOJy4YeHus uH)OpManuu o
TEXHOJIOTMYECKOM MPOLECcCe, TEXHOJOTMYECKUX YCTaHOBKax, cucteMax u 110 Ha nmpeanpusarusx B
aBTOMATHU3UPOBAHHBIX CHCTEMaX VYIPABJICHHUS TMPOU3BOJCTBEHHBIMH U TEXHOJOTHUYECKUMHU
MPOIIECCaMH, B TOM YHCJI€ Ha KPUTHYECKH BaKHBIX 00BEKTaX

T1.19. Coop m aHanu3 crnenudUUecKuX IS OTPACiIM WM THUIA TPEANPHUATHS XapaKTECPUCTHK
TEXHOJIOTUYECKOTO Tpoliecca Ui TMOJIydeHUS WH()OpPMAIUM O TEXHOJOTMYECKUX YCTaHOBKaX,
cuctemax u [IO Ha mnpeanpusTUSX B aBTOMATU3MPOBAaHHBIX CHUCTEMax  yIpaBICHUS
MIPOU3BOJICTBEHHBIMA U TEXHOJOTHUYECKUMHU IPOILIECCAMHU, B TOM YHUCJIE Ha KPUTHYECKH Ba)KHBIX
00BEKTAX

T1.20. TexHUKM KOHKYPEHTHOM pa3BeIKU M MPOMBIIIJIEHHOIO IINMHOHaXa s cOopa MHPOopMaun
0 TEXHOJIOTUYECKOM ITPOLIECCE, TEXHOJOTUYECKUX YCTaHOBKaX, cucreMax u [10 Ha mpennpusatusx B
ABTOMATU3MPOBAHHBIX CHCTEMax yIPaBICHUS IPOU3BOJACTBEHHBIMM U  TEXHOJOTMYECKUMH
polieccaMy, B TOM YHCII€ HAa KPUTHUECKU BaXKHBIX 00bEKTax

Ipumeuanue 1: Coop ungopmayuu moxcem 8blNOIHAMbCA C UCHOIL30BAHUEM OOHOU UNU OOlee U3
NePEeUUCTIEeHHbIX 8blUle MEXHUK, NOKA HApyuwumenb He NOIYYUM OOCMAMOYHO UHGOpmayuu Ot
peanuzayuu Opyeou MakmuKu 8 npoOOJIHCEeHUU AMAaKy

T2

[lonyyeHue mepBOHAYATBHOTO JAOCTYyMa
K KOMIIOHEHTAM CHUCTEM U CETEN

Taxtuueckas

3ajada.

HapYILINTEINb,

HaxO/Ch BHE HHPPACTPYKTYPHI CETU WM
CHCTEMBI, CTPEMUTCSI IOIYYUTh JOCTYH K

T2.1. Ucnonb30BaHNe BHEIIHUX CEPBUCOB OpraHM3alluu B ceTsaxX myonuyHoro aocryna (MatepHer)
[Tpumepsr: 1) nmoctynm k BeO-cepBepy, paclolOXKEHHOMY B CETH OpraHu3aluu; 2) JIOCTyH K
uHTepdeiicy anekrponnoit moutsl OutlookWebAccess (OWA) modtoBoro cepepa opraHu3aiiu

T2.2. Ucnonb30BaHUE YCTPOMCTB, JATYUKOB, CHUCTEM, PACIOJIOKEHHBIX Ha IMEPUMETPE WU BHE
nepuMerpa GU3NYECKOW 3aIUTHI 00BEKTa, IS MOTYyYeHHUsS MEPBHYHOTO JOCTYNA K CHCTEMaM M
KOMIIOHEHTAM BHYTPH 3TOr0 IEPUMETPA.
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[Tponomxenne Tabmump 11.1

TakTuka

OCHOBHBbIE TEXHUKHU

ao00My Y31y B HH(]pacTpykType U
UCIIOJB30BaTh €ro Kak IUlalgapM Ui

NANLHEUIINX NEUCTBUN

[Tpumeps! 1) mocTyn K gaT4nkaM aBTOHOMHOW CHCTEMbI TUCTAHIIMOHHOTO KOHTPOJIS JaBJICHUs Ta3a
y4JacTKa ra3ornpoBo/a; 2) TOCTYIl K YMHOMY CUETUHKY, PACIIOIOKEHHOMY Ha YaCTHOM O0BEKTE, KaK
K 4acTH MH(PACTPYKTyphl MOCTABLIMKA IEKTPOIHEPTUH; 3) AOCTYI K MHTEpQeicy yrnpaBiIeHUs
KaMepbl BUJICOHAOIIOACHUS Yepe3 CeTH OIMKHEro IeCTBUS

T2.3. DkcrutyaTanus ysa3BUMOCTEH CETEBOro OOOPYIOBAHHUS M CPEJIICTB 3alUThI BHIUUCIUTEIBHBIX
CeTel I MOJy4eHUs JOCTyNa K KOMIIOHEHTaM CUCTEM U CETEH IMPU YAAJICHHOMN aTake.

[Tpumep: 00X0J MEXKCETEBOTO SKpaHa MyTeM HKCIUTyaTallud YSA3BHUMOCTEH peanau3alud MpaBUil
¢bunbTpanun

T2.4. Ucnosnip30BaHuEe OMIMOOK KOH(UTYpALlUKU CETEBOrO0 00OPYIOBaHUS U CPENCTB 3aIIUTHI, B TOM
yuciae clabbIX Mapojiel M maposiell 1Mo yMOJIYaHMIO, JJs MOJY4YeHHs JIOCTyNa K KOMIIOHEHTam
CUCTEM U CEeTeH Npu yJaJIeHHOH aTake

T2.5. DxcrutyaTanust ysI3BUMOCTEN KOMIIOHEHTOB CUCTEM M CeTeH MpH yAaJIEHHOM WM JIOKAJIbHON
aTake.

[Tpumepsr: 1) skcruryaTanus ya3BUMOCTEH BeO-cepBepa C LEeNbI0 BHITIOTHEHUS IIPOU3BOIBHOTO KOJIA
B KOHTEKCTE ATOI'0 CepBepa; 2) 3KCIUTyaTallus ysI3BUMOCTEH ONEpallMOHHONW CHUCTEMbI YCTpOWCTBa
YeJIOBEKO-MAlllMHHOTO MHTepdeiica aBTOMAaTU3UPOBAHHOW CHUCTEMBbl YIPaBJIEHUS C LEJIbIO
BHEJPCHUS] CPEICTB TMOJYYCHHs BBOIMMBIX Ha OTOM YCTpPOMCTBe maposieil mpoctyma; 3)
AKCIUTyaTalus ya3BUMOCTeN Opay3epa BpeIOHOCHBIMHM CKPUIITaMU IIPH MOCEIIEHUH M0JIb30BaTeIeM
BPEJIOHOCHOTO MJIM CKOMIIPOMETHPOBAHHOI'O BeO-caiiTa

T2.6. Ucnionb30BaHNE HEJOKYMEHTUPOBAHHBIX BO3MOXKHOCTEH MPOTPaMMHOIO 0OecreyeHus
CEpBUCOB, TMPWIOKEHUH, 000pYAOBaHMs, BKJIOYas MCIOJIb30BaHHE OTIAJOYHBIX HHTEpQEicoB,
IIPOrPaMMHBIX, IPOrPaMMHO-aNIaPATHBIX 3aKJIaJJ0K

T2.7. Ucniosib30BaHMe B CHCTEME BHEUIHMX HOCHTEJIeH HWHPOpPMAaluu, KOTOpbIE MOTJIH
MOJKITIOYATBCS K JAPYTUM CHCTEMaM W OBITh 3apaXeHbl BPEIOHOCHBIM IPOTPAMMHBIM
o0ecrieyeHueM.

B Tom umcne mapeHwe, MOAMEHa WM TMOJUIOT HOCHTENEeH WH(POpPMAIWK W BHEIIHUX YCTPOMCTB,
CoJIepKallMX BPEJOHOCHOE MPOrpaMMHOE oOecredyeHue WM MpeJHa3sHAuYeHHbBIX IS pealln3aluu
BPEIOHOCHBIX (DYHKIUH.

[Tpumepsr: 1) mepenaua ¢rem-HOCUTENSI B KOMIUIEKTE MaTE€pHaliOB BBIC3THOIO MEPONPUSTHS,
2) mopmena USB-amantepa OecripoBOIHON KIaBHATYpPhI CXOKMM BHEIIHE, HO PEaTH3YIONIHAM
¢byHkuuu cOopa 1 nepeaayu JaHHBIX YCTPOHCTBOM
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T2.8. Mcnonb30BaHre METOAOB COLIMAIILHON WHXEHEPHH, B TOM YHCIIC (PUIIMHTA, JUIS MOJTYICHUS
MpaB JOCTyIa K KOMIIOHEHTaM CUCTEMBbI

T2.9. HecaHKIIMOHUPOBAHHOE MOJKIOYEHUE BHEITHUX YCTPOUCTB.
[Tpumep: HECAaHKIIMOHMPOBAHHOE MOKITFOYCHUE TOUKH ocTyna Wi-Fi

T2.10. HecaHKIIMOHUPOBAHHBIM JOCTYNl IyTeM NOA00pa YYETHBIX JAHHBIX COTPYAHHUKA WIIH
JETUTUMHOTO TOJb30BaTeNss (MeTogamMHu MpsMOro mepedopa, CIOBApHBIX aTak, M[apoJiei
IIPOU3BOJUTENIEH 10 YMOJIYAHUIO, MCIOJIb30BAaHUS OJMHAKOBBIX IMapoJiel JUIsl pa3HbIX YYETHBIX
3anuced, MPUMEHEHUS «PaJy>KHbIX» TaOJIUI] UM APYTUMHU)

T2.11. HecaHKIIMOHUPOBAHHBIN JOCTYN MYTEM KOMIPOMETAllMM YYETHBIX JAHHBIX COTPYIHUKA
OpraHu3alii, B TOM YHCIIE Yepe3 KOMIIPOMETALUI0 MHOI'OKPAaTHO HCIOJb3YEMOrO B Pa3jIMYHbBIX
cUcTeMax naposist (Ui TUYHBIX WIH CIYXKEOHBIX HYXK])

T2.12. Ucnonp30BaHue nocTyna K CHCTEMaM M CETSAM, IPEIOCTABIEHHOTO CTOPOHHUM
OpraHu3aIsaM, B TOM YHCJIE Yepe3 B3JIOM MH(PPACTPYKTYpPbI STUX OpPraHU3aINi, KOMIIPOMETAIIHIO
JMYHOTO 000PYOBAHUS COTPYIHUKOB CTOPOHHUX OpraHU3aLUH, HCIOIB3YEMOT0 /I JJOCTYIA.
[Ipumep: wucnonb3oBaHUE AOCTYyNa TPEThEl JoBepeHHOW cTopoHbl (mocrtaBumku WT-ycnyr,
MOCTaBIIUKH yCIYT 6€301acHOCTH)

T2.13. Peann3anus aTaky TUIA «4EJIOBEK MMOCEPEIUHE» Ul OCYIIECTBICHMS JOCTYIA, HAIPUMED,
NTLM/SMB Relaying ataku

T2.14. locTyn myTeM SKCIUTyaTallii HEJJOCTATKOB CUCTEM OMOMETPUUYECKON ayTeHTU(UKALIUY.
[Tpumep: nemoHcTpanus poTorpaduu 11t ayTeHTU(PUKAIMY Yyepe3 PYHKIMIO paclioO3HABAaHUS JINL

IIpumeuanue 2. Ionyuenue 00Cmyna moxcem 8blNOIHAMBCA 8 HECKOIbKO WA208 C UCNONIb30BAHUEM
00HOU unu Oolee U3 NEPeqUCIeHHbIX 8blule MEXHUK, NOKA Hapywumenb He 00CMUZHem Yenesoll
cucmembl ulu He 6y0em GblHYHCOEeH NPUOESHYMb K OpY20ll MAaKmuKe 0Jis1 NPOOOJIHCEHUsL AMAaKU

T3

Buenpenue u HCIIOJTHEHUE
BPEIOHOCHOTO MIPOTrPaMMHOTO
o0ecrevyeHns B CUCTEMAX U CETIX

TakTuueckas 3agava: MOJIYUUB JOCTYII K
y3]1y C€TU WM CUCTEMBI, HApYHIUTCIIb
CTPCMUTCA BHCIAPHUTH B €ro

T3.1. ABToMaTH4eCcKHit 3aIlyCK CKPHUIITOB U HUCIIOJHACMBIX (I)aﬁHOB B CUCTCMC C HCIIOJIb30BaHUCM
MOJIB30BATCIIbCKUX HJIM CUCTEMHBIX YUCTHBIX HAHHBIX, B TOM YHCJIC C HCIIOJB30BAHUEM MECTOI0B
COHH&HBHOﬁ HWHKCHCPpUH

T3.2. AkTUBauusi ¥ BBIIIOJIHEHUE BPEIOHOCHOTO KOJA, BHEAPEHHOIO B BHJIE 3aKIAJOK B
JIETUTUMHOE MPOTPAMMHOE U MPOTPAMMHOE-AMNIapaTHOE 00ECIIeueHNne CUCTEM U CeTel

T3.3. ABTromMaTuyecKkass 3arpy3ka BpEIOHOCHOTO KOJa C YAAJEHHOTO calTa WIH pecypca C
MOCJEAYIOLIMM 3aIlyCKOM Ha BBITIOJIHEHHUE
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MIPOrpaMMHYIO cpeny | T3.4. KonmupoBanue W 3alyCcK CKPHUITOB M HCIIONHSAEMBIX (DailyioB depe3 cpeacTBa yAalleHHOTO
WHCTPYMEHTAJIbHbBIC CpE/CTBa, | YIPABJICHUS ONEPAMOHHON CUCTEMOW U CepBUCAMU

HEOOXOAMMBIE €My [UIS JallbHEHUIINX
NenCcTBU

T3.5. Okcrutyatanus ya3BUMOCTEH Tuma ynajieHHoe ucrnonHeHnue mnporpammuoro kona (RCE,
Remotecodeexecution)

T3.6. ABToOMaTH4eckKoe CO31aHuE BPC€AOHOCHBIX CKPHIITOB Ipu IIOMOIIIH JAOCTYIIHOT'O
HHCTPYMCHTApPUs OT UMCHH IIOJIB30BATCIIA B CUCTCME C UCII0JIb30BAHUECM €T0 YYCTHBIX JaHHBIX

T3.7. Ilogmena ¢aiiyioB TETUTUMHBIX IPOTPaMM U OMOTMOTEK HETIOCPEACTBEHHO B CHCTEME.
Ilpumeuanue 3: B mom yucie modicem couemamupcs ¢ MeXHUKOU KOMApOMemayuu cepmuguxama,
ucnonv3yemo2o 0 yugposou noonucu oopasza 110

T3.8. [logMeHa JETUTUMHBIX TMPOTpaMM U OUOJIMOTEK, a TaKKe JICTUTHMHBIX OOHOBJICHUIA
MPOrPaMMHOTO OOECIICUCHHSI, MOCTABIISIEMBIX MPOU3BOJUTEIIEM YIAJICHHO Yepe3 CETH CBS3H, B
PEMO3UTOPHSIX TIOCTABIIUKA HITU IPH MIEpeaue Yepe3 CETH CBS3H.

IIpumeuanue 4: B mom uucne modxcem couemamvpcs ¢ MeXHUKOU KOMAPpOMemayuu cepmuguxama,
UCNONB3YEeMO20 0151 YUPPOBOU NOONUCU 0OPA3A NPOSPAMMHO20 0OecneyeHUs.

T3.9. IlogMeHa CCBUIOK Ha JIETHTUMHBIE MPOTpaMMBbl M OMOIMOTEKH, a TakKe Ha JICTUTHMHBIC
OOHOBJIEHHSI TPOrPAaMMHOTO 0OecreueHus], MOCTaBIsieMble TPOU3BOANUTENEM YAAJICHHO Yepe3 CeTH
CBSI3M, TIOJJMEHAa WH(POPMALMK O TAaKWX OOHOBIICHUSX, BKJIIOYAs aTakd Ha WHQPPACTPYKTYpHBIE
cepBHUCHI NocTaBmuKa (Takue kak DNS hijacking), aTaku Ha TpeTbeCTOPOHHHUE PECYPCHI, aTaKU Ha
AJIEKTPOHHYIO MOYTY U JPYTHE CPEJICTBA OOMEHA COOOIICHUSIMU.

Ipumeuanue 5: B mom uucne modcem couemamvbcs ¢ MEXHUKOU KOMApoMemayuu cepmuguxama,
UCNONB3YeM0O20 05 YUPPOoBol NOONUCU 0OPaA3a NPOSPAMMHO20 0OecneyeHUs.

T3.10. I[lommMena aucTpuOyTHBOB (YCTAaHOBOYHBIX KOMILUIEKTOB) TMPOTpaMM Ha HOCHUTEINSX
nH(pOpMaIK UM OOIINX CETEBBIX pecypcax

Ipumeuanue 6: B mom uucne mosxscem couemamvcs ¢ MeXHUKOU KOMRpoMemayuu cepmugpuxama,
UCNONB3YEMO20 015 YUPPOBOl NOONUCU 0OPA3a NPOSPAMMHO20 0becneyeHUs.

T3.11. Komnpomeranusi ceptudukarta, HUCIOIb3yeMoro s ImdpoBoit moamucu obpaza 10,
BKJII0Yast KpaxKy 3Toro ceprudukara y npousBoautens [10 mwnm mokynky kpajgeHoro ceprupukara
Ha HeJIeraJbHbIX IUIOMIAJIKAaX B CETSX CBA3M (T.H. «1apKBeO») U MOJAENKY cepTudrKara ¢ TOMOIIbIO
sKcrutyaranuu ys3sumocteit I10, peanusyromero GyHKIMM TeéHEpUPOBAHUS KpUNTOrpapruecKux
KJIFOYEH, XpaHeHUs U yIpaBieHHs HH(POBBIMU cepTU(UKATAMU
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T3.12. KomnpomMeranusi CpeicTB CO37aHUsl MPOTPAMMHOI0 KOAa MPHIOKEHUN B MHGPACTPYKTYpeE
pa3paboTurMKa JTHUX MPUIOKEHUM (KOMIWJIATOPOB, JIMHKOBIIMKOB, CpPEJICTB YIpaBICHUS
pa3paboTKOil) [UIsl MOCIENYIOIIEr0 aBTOMAaTU3UPOBAHHOTO BHECEHUSI W3MEHEHHUH B O3TOT KO/,
yCTaHaBIMBAEMbIN aBTOPU30BAHHBIM IOJIb30BATEJIEM Ha 1I€JIEBbIC JUIsl HAPYIIUTEIISI CHCTEMbI

T3.13. KomnpomeTtanusi cpeicts cOOpKU, KOHPUTYpUPOBaHUS U Pa3BOPAUYMBAHUS MPOrPAMMHOTO
KOJa, a TakkKe CpEeACTB CO3JaHus Y3KOCIELMATU3UPOBAHHOIO Koaa (K IpuMepy, Kozaa
MIPOMBIIIJICHHBIX KOHTPOJIJIEPOB) B HHMPACTPYKTYpE LENEBON CUCTEMBI 11 aBTOMATHU3UPOBAHHOTO
BHECEHHS U3MEHEHHI B 3TOT KOJI, yCTaHABJIMBAEMbI aBTOPU30BAHHBIM MOJIH30BATENIEM Ha 11E€JIEBHIC
JUTSL HAPYIITUTEIIS CUCTEMBI

T3.14. IInanupoBaHue 3amycka BpPEJOHOCHBIX IMPOrpaMM IMpPU CTAPTE ONEPALMOHHOM CHCTEMBbI
IyTeM 3KCIUTyaTallud CTAHAAPTHBIX MEXaHM3MOB, B TOM YHCIE IyTeM IpaBKU KIOYel peectpa,
OTBEYAIOLMX 3a ABTOMATUYECKUH 3alyCcK IpPOrpaMM, 3alycka BpEIOHOCHBIX IPOrpaMM Kak
CEpBHUCOB U T.II.

T3.15. [InanupoBaHue 3amycka BpEAOHOCHBIX MPOrpaMM 4Yepe3 IUIAHUPOBIIUKOB 3a1ad B
ONEPALOHHON CUCTEME, a TAKXKE C HUCIOJIb30BAHMEM MEXaHU3MOB IUIAHUPOBAHUS BBINOJHEHUS B
yIaJeHHOW CHUCTEME 4Yepe3 yAaJeHHBbIH BbI30B MpoOLENyp. DBbimonHeHHMe B  KOHTEKCTE
IUIAHUPOBIIMKA B PsE€ CIyd4aeB IO3BOJISIET ABTOPU30BAaTh BPEIOHOCHOE IPOTrPAMMHOE
o0ecrieyeHre U OBBICUTh IOCTYITHBIE €My NPUBUIIETUN

T3.16. 3amyck BpEIOHOCHBIX MPOTpamMM IpPH IMOMOIIM JIETUTUMHBIX, MOANMCAHHBIX LUPPOBOM
HOJNKMCHIO YTWIMT YCTAaHOBKM NPWIOKEHUH M CpPEACTB 3amycka CKPUNTOB (T.H. TEXHMKA
MIPOKCHUPOBAHUS 3aITycKa), a TAaK)Ke Yepe3 CPEeACTBa 3amycka Koja 3JIeMEHTOB yrpaBiieHust ActiveX,
KOMITOHEHTOB (MIBTPOB (KOJEKOB) U KOMIOHEHTOB Onbmuorex DLL.

[Tpumepst: 1) 3anyck MSI-¢aiinoB B omnepannonHoi cucreMe Windows Mpu MOMOIIHM YTHUIUTHI
msiexec; 2) wucnone3oBaHue yTHIHT Regsvr32.exe (Microsoft Windows RegisterServer) u
odbcconf.exe misi mpokcUpoBaHUSA HUCMONHEHHS Kona Oubmuotex dll B omepanmoHHOW cucreme
Windows nocpecTBOM BHECEHHs] U3MEHEHHH B PEeCTp ONepallMOHHbIX CHCTEM

Tlpumeuanue 7: Buedpenue u ucnoinenue 8pe0OHOCH020 NPOSPAMMHO20 0becneueHus: 8 CUCMEeMAX
U cemsax Modcem GbINOJHAMbCSA 6 HEeCKOIbKO WA208 ¢ UCNONb308aHUeM OOHOU unu 0Oonee u3
NepevucIeHHbIX 8blule MEXHUK, NOKA Hapyuiumenb He O0OCMUSHem Yelesoll CUCmembl Ul He Oyoem
8bIHYIHCOEH NpuUbecHyms K Opy20u maxmuke 05l NPOOOJIHCEHUS AMAaKU
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T4 | 3akpemienue (coxpanenue noctymna) B | T4.1. HecaHKIMOHMpPOBAHHOE CO3JaHUE YUYETHBIX 3alMCed MM KpaXka CYIIECTBYIOIIUX YYETHBIX
CUCTEME UJIU CETU JTAHHBIX
T4.2. Ucnonib30BaHMEe IITATHBIX CPEJCTB YAAJICHHOTO JOCTyNa W YIpaBJiCHUS ONEpallMOHHOU
TakTuyeckas 3ajayda: MOJIY4YUB JIOCTYI K | CHCTEMBI
Y31y CE€TH C TOMOLIBIO HEKOTOPOW | T4.3. CKpbITasi yCTaHOBKA M 3aIyCK CPEJICTB yIAJEHHOIO JOCTYyNa U YIpPaBJICHUS ONEparioOHHON
IIOCJICI0BATCIIBHOCTHU JACUCTBUU, | CUCTEMBI.
HapylIuTeIb  CTPEMUTCA  YNPOCTUTH | BHeceHHMe M3MEHEHUW B KOH(UTypalMio U COCTaB MPOTPAMMHBIX U MPOTPAMMHO-AIAPATHBIX
cebe MOBTOPHOE IOJIYYEHHUE JIOCTYNA K | CPEJICTB aTaKyeMOM CHUCTEMbI WIIM CETH, BCIEICTBHE YETr0 CTAHOBHMTCS BO3MOKEH MHOTOKPATHBIM
3TOMY Y3Ily, €CIIM OH €MY BIIOCJIEICTBUM | 3aIyCK BPEIOHOCHOIO KOJa
OHA/00HTCS (Hampumep, | T4 4. MackupoBaHue MOAKIIOYEHHBIX YCTPOWCTB TMOJ JIETUTUMHBIC (HampuMep, HaHECCHHE
YCTAaHABJIMBACT CPCACTBA  yNAICHHOIO | xopriopaTHBHOTO JIOTOTHIIA, HTHBEHTAPHOTO HOMEPA, Tene(oHa CTyKObI MOIISPIKKH )
yHIpaBICHHA y3om, MSMCHACT | T4 5 BHeceHne COOTBETCTBYIOIMX 3alUcell B PEECTp, AaBTO3arpy3Ky, ILUIAHMPOBLIMKH 3a/aHUI,
HAaCTPOMKH CPEACTB 3alllUTl U NIPYTUC | oGecneunBarolmx 3ayCcK BPEJOHOCHOTO MPOIPAMMHOIO 00ECTICUEHHS TIPU MIEPE3ArPY3KE CHCTEMBI WU
JIEHCTBUS) cetH
T4.6. Komripomeralusi MpOIIMBOK YCTPOUCTB C HUCIIOJIb30BAHUEM YS3BHUMOCTEH WM MPOTrPaMMHO-
anmnapaTHbIX 3aKJIaJ0K, K IpuMepy, BHeapeHue HoBbIX ¢yHkuui B BIOS (UEFI), komnpomeranus
MPOILIMBOK JKECTKUX JTUCKOB
T4.7. PezepBHOE KONMPOBaHHE BPEAOHOCHOTO KOJia B 00J1aCTAX, PEIKO MOJBEpraeMbIX MPOBEPKE, B
TOM 4HCIIE€ 3apaK€HHE pE3epBHBIX KOMHM JAaHHBIX, COXpaHEHHE O00pa3oB B HEPa3MEUEHHBIX
0071aCTsIX KECTKUX JUCKOB M CMEHHBIX HOCHUTENeH
Ilpumeuanue §8: 3axpennenue (coxpaweHue Oocmyna 6 cucmeme) MONCem NPOU3BOOUMbCS C
UCNONIL308aAHUEM OOHOLL UNU DOoJlee U3 NepedUCTIeHHbIX 8bIULe TMEXHUK
TS | Yopasnenue BpenoHocHbIM | T5.1. YaaneHHoe ympaBieHue depe3 cTaHAapTHbIE npoTokonbl (Hanpumep, RDP, SSH), a Taxxe

MPOrpaMMHBIM OOecTieueHueM | (WJIH)
KOMITOHEHTaMH, K KOTOPBIM paHee ObLI
MOJIY4YEH JIOCTYII

TakTuueckas 3a/1a4a; BHE/IPUB
BPEIOHOCHOE IpOTrpaMMHOE
o0ecrieuenne 1501051 obecreuuB

UCIONIb30BaHNE MHPPACTPYKTYPHI MPOBANAEPOB CPEACTB YAATEHHOTO aIMUHUCTPUPOBAHUS.
[Ipumep: wucmonb30BaHUE CPEJCTB YAAJICHHOTO ymopaBieHus RMS/teamviewer s co3gaHus
KaHaJla CBSI3U U YNPABJICHHUS] CKOMIIPOMETUPOBAHHON CUCTEMOM CO CTOPOHBI 3JI0YMBIIIJIEHHUKOB

T5.2. Ucnonb30BaHUE IITAaTHBIX CPEICTB YAAJIEHHOIO JOCTYNA W YIPABICHUS OINEPALMOHHOMN
CHCTEMBI

T5.3. KoMMyHMKanusi ¢ BHEIIHUMHU CEPBEPAMU YIIPABJIIEHUs YEPE3 XOPOILIO M3BECTHHIE NMOPTHI HA
ATHX CepBepax, pazpeleHHble Ha MexxceTeBoM 3kpane (SMTP/25, HTTP/80, HTTPS/443 u np.)
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IMOCTOAHHOEC IIPUCYTCTBUC HA Y3JIC CCTH,

HapYyIIUTEb CTPEMHUTCS
aBTOMAaTU3UPOBATh yIpaBJCHUE
BHEJAPEHHBIMU WHCTPYMEHTAIbHBIMU
CpeICTBAMH, OpraHn30BaB
B3aNMOICUCTBHSA

CKOMITPOMETHPOBAHHBIM y3J0M H

CEpPBEPOM YNPABJIEHUSI, KOTOPBII MOKET
OBITH pa3MelleH B ceTu VIHTepHET Wi B
UH(ppacTpyKType OpraHu3aluu

T5.4. KoMMyHHKaIusi ¢ BHEUTHUMH CEpBEpaMu YIIPaBJICHUS Yepe3 HECTaHJIAPTHHIE MOPTHI HA 3TUX
cepBepax, 4TO B HEKOTOPBIX CIydasX MO3BOJISIET HKCILTYaTHPOBATH YSI3BUMOCTU CPEJICTB CETEBOM
bunbTpanum 171 06X04a ITUX CPENICTB

T5.5. Yopasnenue uepe3 CbeMHbIE HOCUTENN, B YACTHOCTH, IIepeiadya KOMaH/ YIPaBICHUSA MEXIY
CKOMITPOMETHPOBAHHBIMU H30JIMPOBAHHOM CHCTEMON M TOAKIOUYEHHOM K HMHTEepHET cuctemoit
4yepe3 HOCUTETU HHPOPMAITUH, UCTIOJIb3YeMbIe Ha 00EUX CHCTEMaX

T5.6. IlpokcupoBanue Tpaduka yhOpaBieHUS I MACKHPOBKH TOHO3PUTEIBHON CETEBOM
AKTUBHOCTH, 00XOJa MpaBHJ Ha MEKCETEBOM JKpaHEe M COKPBITUS aapecoB HHOPACTPYKTYpHI
HapyIIUTENCH, TyOIupoOBaHNEe KAaHAJIOB CBSI3H, 00O yCKalus U pa3ieiicHue Tpaduka yrpaBIeHUS BO
n30exaHne 0OHapyKEHUS.

[Tprmepst: 1) ncmonb30BaHWe CKOMIIPOMETHPOBAHHBIX CHCTEM B TOM YK€ CETH, JUIS KOTOPBIX MPaBUIIAMU
MD pazperien goctyn B MIHTepHET, B Ka4yeCcTBE MPOKCHU CEPBEPOB; 2) MCHONb30BaHIE UHPPACTPYKTYPHI
cetru TOR panst mpoKcHpoBaHUSI 3alpOCOB K CEpBEpaM  yIpaBlieHHs; 3) HCHOIb30BaHUE OIHOTO
KOMMYHUKAIIMOHHOTO MPOTOKOJIA JUIsl 3aIIpoca, U APYToro — Jyist OTBETA Ha 3a1poc

T5.7. TynaenupoBanue Tpaduka ynpasienus uepe3 VPN

T5.8. TynnenupoBanue TpaduKka YOpaBICHUS B MO 3alOJHEHMS U JIAHHBIX CIIY)KEOHBIX
IIPOTOKOJIOB, K MPUMEPY, TYHHEIUpPOBAaHUE TpauKa yIpaBICHUS B IOJIA JAHHBIX U 3aNOJHEHUS
poTokosioB DNS, ICMP unu npyrue

T5.9. praBJIeHI/Ie Uepe3 MNOAKIHOYCHHBIC YCTpOP’ICTBa, peaIM3yromune I[OHOJ'IHI/ITGHBHHﬁ KaHal
CBsA3M C BHCITHUMU CUCTEMAaMU HJIM MCXKIAY CKOMIIPOMETHUPOBAHHBIMH CUCTEMAaMU B CCTH

T5.10. Ucnonb3oBanue cpenctB obdyckanuu, mudpoBaHus, cTeraHorpaduu JUis COKPBITHS
TpaduKa yrnpaBieHUs

T5.11. Ilepenayua KOMaH;a YIpaBiI€HUs Yepe3 HECTAaHAAPTHO HHTEPIPETUPYEMbIE THUIIOBBIE
OTiepalfiy, K MPUMEPY, MyTEM BBIMOJHEHUS] KOMUPOBaHUS (aiijia Mo pa3pelieHHOMY MPOTOKOITY
(FTP wnu nmopoOHOMY), TTyTeM YIIPaBJICHUS pa3/IeiseMbIMU CETEBBIMU PECYpCaMH MO MPOTOKOTY
SMB u 1.11.

T5.12. Ilepenavya komMaHA yOpaBlIeHUS uyepe3 MyONWKAIIMIO HAa BHEIIHEM JIETUTUMHOM CEpBHCE,
TaKOM Kak BeO-caiT, 00JauHbINA pecypc, pecypc B COIMAIBHON CETH U T.1I.

T5.13. luHamMuveckoe M3MEHEHHE apecOB CEPBEPOB YIPABICHHS, MICHTH(PHUKATOPOB BHEITHHX
CEpBUCOB, Ha KOTOPBIX IMyOJUKYIOTCS KOMaH/AbI YIPABJICHUS, U T.II. 10 U3BECTHOMY QJITOPUTMY BO
n30exaHne 0OHapyKEHUs
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Ilpumeuanue 9. Ynpasnenue 8pedoHOCHbIM NPOSPAMMHBIM ObecneyeHuem U (Uiu) KOMNOHeHmamu,
K KOMOpuIM paHnee Obll NOAYYEH OOCMYN, MOJNCem NPOUIBOOUMbCSA HApyuwiumeniem ¢
UCNONb308aHUEM OOHOU UMU Oojlee U3 NePeqUCIeHHbIX Gblile MEXHUK Oasl  YAPAGIeHUs.
MpPYOHOOOCYNHBIMU KOMHOHEHMAMU UY OISl Pearu3ayull pe3epeHulX KAHAI08 YNPAGIeHUs.

T6

[ToBbIIEHHE TPUBUIIECTHH 11O JOCTYMY K
KOMITIOHEHTAM CHUCTEM U CETEU

TakTnueckas 3a7aya: [1OJIy4UB
IIEPBOHAYAJIBHBIM JOCTyl K Y31y C
MNPUBWICTUAMHU, HCOOCTATOUYHBIMU JJIA
COBEpUICHMSI HY)KHBIX €My JIEHCTBHA,
HapylmurTCIib CTPEMUTCA IIOBBICUTH
IIOJIyYE€HHBIE TPUBUIIETUN U IIOJYYHUTH
KOHTPOJIb HaJ[ y3JIOM

T6.1. Ilonmydenne naHHBIX NI ayTEHTH(UKAIMK U aBTOPU3AIMK OT UMEHU IPUBUICTUPOBAHHOMN
YUETHOM 3aIMCH ITyTeM IMOMCKA dTUX JaHHBIX B Mankax u (aiinax, moucKa B MaMsTH WU TIepexBaTa
B ceTeBOM Tpaduke. J[aHHbBIE I aBTOPU3AIUHU BKIIIOYAIOT MAPOJIH, XAII-CyMMBI MapoJiel, TOKEHBI,
UICHTH(DUKATOPBI CECCHH, KPUTITOTPAPUICSCKHE KITFOYU, HO HE OTPAaHUYHBAIOTCS HMH

T6.2. IlonGop maposns wnM Japyro wuHbopmMauMu Juid  ayTeHTH(QHUKAIUA  OT
IIPUBUJIETMPOBAHHON yYETHOH 3aIllUCH

HUMCHU

T6.3 Okcrunyatanus ysassumocrel 110 k nOBBIIEHUIO IPUBUJIETHH.

[Tpumep: sKcIuTyaTaus ysI3BUMOCTH JApaiiBepa cIyXObl 1e4aTH, MO3BOJISIONIEH BBITTIOIHUATE KOJ C
HOPUBUJIETUSIMM CUCTEMHOM YUeTHOHM 3amlKcH, Yepe3 JOCTYyN K TOMY JpailBepy W3 NPUIIOKEHUS,
3aIyIIEHHOTO OT UMEHHU HENIPUBUIETUPOBAHHOTO 110JIb30BATENS

T6.4. Dxcrutyaranus ysi3BUMOCTEH MeXaHHW3Ma MMIIEPCOHALMU (3allycKa oIepanuil B cucteMe oT
MMEHHU JIPYrol y4eTHOM 3amucH).

[Tpumep: oKcmulyaranus YsA3BUMOCTH INTAaTHOIO MEXaHUW3Ma MMIIEPCOHALMU, PEATU3yeEMOro
ONEepalOHHONW CHCTEMOM

T6.5. Manunyasiuuu ¢ UACHTUPHUKATOPOM CECCHUHM, TOKEHOM JOCTyNa MM HHBIM IapaMeTpoM,
OTpEEIAIONIMM IpaBa U MOJIHOMOYHMS IOJIb30BATENS B CUCTEME TaKUM OOpa3oM, YTO HOBBIM MU
U3MEHEHHbIH  MJIEHTU(UKATOpP/TOKEH/apaMeTp  JaeT BO3MOXKHOCTh  BBINIOJIHEHHsS — paHee
HEJIOCTYIHBIX MOJIb30BATENI0 ONIEPALIU.

[Tpumep: kpaxa u moajenka cookie ceccuu A MOMYyYEHHs aBTOPU30BAHHOIO JOCTyHa K BeO-
uHTepdelicy ynpaBlieHUsl CETEBOrO YCTPOMCTBa

T6.6. O0X0/] MOJUTUKU OTPAHHUUCHHS MOJIb30BATEIBCKUX YUETHBIX 3alUCCH B BBIMOJIHEHUH TPYIII
ornepanuii, TpeOyOINX TPUBHIETHPOBAHHOTO PEXHUMA.
[Tpumep: o6xoa UserAccountControl B oneparmonnoit cucreme Windows

T6.7. Ucnionb30BaHNe yA3BUMOCTEH KOH(QUTYPAIIUN CUCTEMBI, CIIY>KO U MPHUIIOKEHHH, B TOM YHCIIe
MpEeBApUTENbHO  CKOH(QUIYPUPOBaHHBIX Mpoduieil MPUBMWIETUPOBAHHBIX  I0JIb30BATENEH,
aBTOMAaTUYECKH 3aIlyCKa€MbIX OT HWMEHH [PUBUIIETMPOBAHHBIX I10Jb30BATENIEd CKPHUIITOB,
MPWIOKEHUH M HK3EMIUIIPOB OKPY)KEHHMsI, MO3BOJIsAOMUX BpeaoHocHOMY I1O BwImoNHATBCSA C

V.
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MOBBIIICHHBIMU TPUBHIICTUSMHU.

[Tpumepsr: 1) ucnonb3oBanue mnpodmieir PowerShell mis 3akpemnenus Bpenonocnoro 10 B
cucTeMe | BBINOIHEHUs 3Toro [10 ¢ MOBBIICHHBIMUA NPUBUJICTHAMHE; 2) KOHOUTYpAIUS KOMaH/IbI
nepexoaa B MPUBHIICTHPOBAHHBIA pekuM sudo, MpH KOTOPOW YCIEUIHBIN pe3ysbTaT BBHITOJTHEHHS
ATOM KOMaH/Ibl Ha HEKOTOPOE BPEMs KAIIUPYETCsI, YTO MPHU OMPEICICHHBIX 00CTOSATEILCTBAX MOXKET
OBITh WCMOJB30BAHO BPEJOHOCHBIM KOJOM JUIS BBINOJHEHHS NMPUBUIICTUPOBAHHBIX OMNEpaldil B
TE€YEHHE ITOro BpeMeHH; 3) mapamerpsl ucnonaHenus ¢aiioB (ImageFileExecutionOptions, IFEO),
MO3BOJISIOIINE TEPEKIIIoYaTh HCIONHEHHE (AHIOB B PEXHUM OTIAJIKH, BBHIMOIHSAS BPEIOHOCHBIC
NPUIOXKCHHUS O/ BHJIOM OTJIAJYUKOB U CPEICTB MOHHUTOPHHIA, YTO TO3BOJISIET MM OTKJIIOYATh
CHCTEMHBIC TIPUIIOKEHUS M CPEJICTBA 3aIIUTHI

T6.8. OkcrutyaTanyst ysS3BUMOCTEH, CBSI3aHHBIX C OTHCIBHBIM, M BEPOATHO MEHEE CTPOIMM
KOHTpPOJIEM JOCTylna K HEKOTOPhIM pecypcaM (Hampumep, K (daiioBoll cucreme) uis
HEIPUBWIECTMPOBAaHHBIX YUETHBIX 3aIIACEH.

[Tpumep: moaMeHa Ha AUCKe OMHAPHBIX (PAHIIOB MM CKPUNTOB, MPEAHA3HAYCHHBIX ISl HCIIOIHEHUS B
NIPUBWIETUPOBAHHOM  KOHTEKCTE, IPHUJIOKEHUEM, HCIOJIHAIOIINUMCS B  HENPUBUIETMPOBAHHOM
KOHTEKCTE

T6.9. DkcrutyaTanusi yA3BUMOCTEH CpEACTB OTPAaHUYECHHs] CpeIbl HCIONHEHUs (BUPTyalbHbIE
MalInHbI, IICCOYHUIIBI 1 T.H.) JJ1s1 UCITOJTHCHUS KOJa BHE STOU CpCabl.
[Tpumep: osKcmyatanus ya3BUMOCTH 00paboTku Oydepa OaHHBIX B paMKax MECOYHHIIBI,
peanu3zyemMoil Opay3epoM Il OrpaHMuYeHUss paboThl MoOWIbHOTO Koma (Javascript), ¢
MOCIIEAYIONUM BBIMOJHEHHEM KOJla B KOHTEKCTE Ipoliecca Opaysepa

Ipumeuanue 10: Iosvluenue npusunezuti no 00CMyny K KOMHIOHEHMAM CUCHeEM U cemell Modcem
nPoU3800UMbCS C UCNONB308AHUEM OOHOU UM 0Oojee U3 NEPeyUCIeHHbIX 6blule MEXHUK, NoKa
HApywumeinb He noay4um 00Cmamo4Ho npuuieculi Ois peanuzayuu Opy2oti MaKkmuKu 8 NpoOOIHCEHUU
amaxu

T7

CokpeiTHE NEWCTBUH M NPUMEHSEMBIX
IIPU 3TOM CPEJICTB OT OOHAPYKEHUS

TakTtuueckas
CTPEMHUTCS

3ajaqa:
3aTPYAHUTH

HapyluTeIb
IIPUMEHEHHE

T7.1. Ucnionib30BaHNe HApYLIMTENEM WM BPEIOHOCHOW MIaT(opMoil INTAaTHBIX HMHCTPYMEHTOB
AJIMAHUCTPUPOBAHHS, YTHIUT M CEPBUCOB OMNEPAIMOHHOW CHUCTEMBI, CTOPOHHHX YTHJIUT, B TOM
qucie JBOWHOTO Ha3HAUYEHUS.

[Ipumep: wucnonb3zoBanue nomyimsipHoil  yrunutel  PsExec gmgs  OC  Windows — kak
aJIMUHUCTPATOPAaMH, TaK U HAPYIIUTEIISIMU

G
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Mep 3amUThl UHGOPMAIUU, KOTOPHIC
CIIOCOOHBI TIOMENIATh €ro AEeHCTBUAM
WK OOHAPYKUTh MX

T7.2. Ounctka/3aTupaHue UCTOPUN KOMaHJ U KypHAJIOB PErUCTpalluy, IEpeHanpaBiIeHue 3anuceit
B OKYpHaJbl pErucTpanuy, IEPElOJIHEHUE HCTOPUM KOMaHJ U JKypHAJIOB pErucTpanuu,
3aTPyHEHME JIOCTYIA K )KypHaJlaM PEerucTpalyu JJi1 aBTOPU30BAHHBIX M0JIb30BaTENIeH

T7.3. Ynanenue Qaiinos, nepenucbiBanue (ailioB MPOU3BOIBHBIMH JaHHBIMU, (OPMATHPOBAHHE
CHhEMHBIX HOCHTENIEH

T7.4. OTkiIoueHHE CPEACTB 3AIMUTHI OT Yrpo3 HHGOPMAIIMOHHONW OE30MacHOCTH, B TOM YHCIIES
CpPE/ICTB AHTHUBHUPYCHOW 3alllUTHI, MEXAHH3MOB ayaWTa, KOHCOJEH orepaTopa MOHUTOPUHTA M
CPEJICTB 3alUThl APYTUX TUIIOB

T7.5. OTKIIIOYEHUE CHUCTEM M CPEJICTB MOHUTOPUHIA U 3alIUTHl OT YIpO3 MPOMBILUICHHOM,
bu3nyecKoil, MOXKApHOM, HSKOJIOTHMYECKOH, pagualoOHHOW 0e30macHOCTH, WHBIX BHJOB
0€30MacHOCTH aBTOMATHU3MPOBAHHOW CHCTEMBI YIPABICHUS TEXHOJOTUYECKUMH IPOILECCAMU H
yrpapisieMoro (KOHTPOJIMpyeMoro) o0beKTa U (UiH) mpoiecca

T7.6. Ilognenka qaHHBIX BBIBOAA CPEJCTB 3aLIUTHI OT YTPO3 HH(OPMAIIMOHHON 0€301acHOCTH

T7.7. llonnenka NaHHBIX TEJIEMETPUH, JAHHBIX BbIBOJIA AaBTOMATU3UPOBAHHBIX CHCTEM YIIPABJICHUS,
JAHHBIX CHUCTEM M CpEICTB MOHUTOPMHIAa M 3allUThl OT Yrpo3 NPOMBIIIJICHHOH, (u3nyeckoi,
MOKapHOM, HSKOJIOTMUYECKOM, pagualMoHHOM 0e30MacHOCTH, HWHBIX BHJIOB 0€30MAacCHOCTH
ABTOMATU3UPOBAHHOW CHCTEMBI YIPAaBJICHMUsI TEXHOJIOTMYECKMMH IIPOLECCAMH M YIPABISEMOTO
(koHTpOJIMpYyeMOro) oObeKTa U (M) MPOLecca, JaHHbIX BUJCOHAONIONCHUS U APYTUX BU3YaJbHO
WJIM aBTOMATHYECKHU MHTEPIIPETUPYEMbIX JTaHHBIX

T7.8. BolnoniHeHue ataku OTKa3a B OOCIY)KMBAHMM Ha OCHOBHBIE U PE3EpBHbIC KaHAJbl CBS3H,
KOTOPbIE MOTYT HCIOJIB30BAThCS JJIsl JOCTABKH COOOIEHUI 0 HEpaOOTOCIOCOOHOCTH CHUCTEM WM
VX KOMIIOHEHTOB WIH O IPYTUX IPU3HAKaX aTaKu

T7.9. [lognucanue Kojaa, BKJIIOYAs HCIOJB30BAHUE CKOMIIPOMETHPOBAHHBIX CEPTH(PHUKATOB
ABTOPUTETHBIX Mpom3BoauTenei [10 1 moanrcanus BPeTOHOCHBIX TPOTPAMMHBIX MOJTYJICH.
Ilpumeuanue 11: Couemaemcs ¢ mexHukou KOMApoOMemayuu cepmuukama, Ucnoib3yemoz2o 0
yugposoti noonucu oopaza I10

T7.10. BHeapeHue BpenOHOCHOTO KOJa B JOBEPEHHBIE IPOLECCHl ONEPALMOHHON CHCTEMBI U
Ipyrue OOBEKThl, KOTOpblE HE TMOJBEPraloTCsi aHajlu3y Ha HaJMdhe Takoro Koja, Uit
NpeOTBpALIeHNUs OOHAPYKEHHSI

T7.11. Mogudukauus Moayiaeil 1 KOHQUrypauu BpeAOHOCHOTO MPOrPaMMHOI0 00ecTIeYeHUs JIs
3aTpyIHEHHs €ro OOHApY>KEHHsI B CUCTEME.
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[Ipumep: BHeceHHe M3MEHEHHIl B MOAYiIM W KoHpurypamuio BpenonocHoro 1O mns ynanenus
uHARKaTOpoB Kommpomeraluu 3tuM BITIO nociie oOHapyXeHws ero B IPYruX CUCTEMaX

T7.12. Manunynsiuu MMEHaMM M TapaMeTpaMH 3alycka MPOIECCOB M MNPUIIOKEHUU IJIst
o0ecrie4eHns CKPbITHOCTH.

[Tpumepsl: 1) COKpbITHE OKHA MPUIIOKEHHS Yepe3 mapaMeTpsl 3amycka mporecca B OC Windows;
2) BbIOOp I BPENOHOCHOTO NPUJIOKEHHS HWMEHH (aiina (mpouecca), MOXO0XKEro Ha HUMS
M3BECTHOTO W/WJIM CUCTEMHOTO MTPHUIIOKEHHUS WIIM COBMAIAIONIET0 C HUM

T7.13. Coznanue CKpBITBIX (DalIOB, CKPBITHIX YYETHBIX 3aIHuCei

T7.14. YcTaHOBJEHHE JIOKHBIX JOBEPEHHBIX OTHOLICHWM, B TOM 4YHUCIIE€ YCTaHOBKAa KOPHEBBIX
CepTU(UKATOB Ul YCHELIHON BalMJAlMM BPEJAOHOCHBIX MPOTrPAMMHBIX MOJYJEH U aBTOPU3ALUU
BHEIIIHUX CEPBUCOB

T7.15. BHeapenue BpEIOHOCHOTO KOAa BBIOOPOYHBIM/ICNIEBBIM 00pa3oM Ha HamOOJee BaXKHBIC
CUCTCMbl WJIM CHUCTCMbI, YAOBJICTBOPAIONIUC OINPCACICHHBIM KPUTCPHUAM, BO I/I36€)K21HI/I€
MPEXIEBPEMEHHOW KOMIIPOMETAIIMA UHPOPMALUU 00 HCIOJIb3yEeMBIX MPH aTake YA3BHMOCTAX H
oOHapyxeHus (aKTa aTaKu

T7.16. UckyccTBEHHOE BPEMEHHOE OTPAHUUYEHHUE PACTIPOCTPAHEHMS UM AKTUBALIMU BPEJIOHOCHOTO
KOJla BHYTPHU C€TH, BO N30€KaHNE MTPEKIECBPEMEHHOI0 OOHApYKEeHUsI (paKTa aTaku.
ITpumep: pacnpocTpaneHue BpenoHocHOro IIO enIMHOBPEMEHHO IO BCEM HHTEPECYIOIIMM
3JIOYMBIIUIECHHUKaM CHUCTEMaM M €JIMHOBPEMEHHBIM 3allyCK €ro Ha BBINOJIHEHHE 10 KOMaHJE,
BIUIOTh JIO BBIMOJIHEHUS] KOTOPOW KOMIIPOMETAIIMIO CUCTEMbI OOHAPY>KUTh CIIOKHO

T7.17. O6dyckamnusi, mudpoBaHue, yIMaKOBKAa €  3alUTONM  MMapoJieM WM  COKPBITHE
cTeraHorpau4ecKMMH METOJaMH IMPOTPaMMHOT0 Koja BpenoHocHoro 1O, maHHBIX M KOMaH]
VIIPABIISIONIETO TpaduKa, B TOM YUCIIE TPU XPAHSHUH 3TOTO KOJA M JIAHHBIX B aTAKyeMOW CHUCTEME,
MIpHU XpaHEHUHU Ha CETEBOM pecypce WM MPH Nepeade 1o ceTu

T7.18. Ucniosib30BaHWE CPEACTB BHUPTYyaIU3alMU ISl COKPBITHUS BPEIOHOCHOTO KOJa WM
BPEIOHOCHON aKTUBHOCTHU OT CPEJICTB OOHAPYKEHHS B OMEPAIMOHHON CHCTEME

T7.19. TynnenupoBanue Tpaduka ynpasieHus yepe3 VPN

T7.20. TynnenupoBanue Tpaduka yOpaBiIeHUS B TOJSA 3aMOJHEHHS W JIaHHBIX CITYKEOHBIX
MPOTOKOJIOB, K MPUMEPY, TyHHEIHUpOBaHUE TpaduKa yINpaBICHHUS B TMOJS JAHHBIX U 3aTOTHEHHS
npotokosioB DNS, ICMP unu npyrue

LL
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T7.21. I3MeHeHne KOH(UTYpallMK CETH, BKIIOYAsk K3MEHEHHE KOH(DUTYpaIlMKM CETEBBIX YCTPOWCTB,
OpTraHMU3aINI0 IPOKCU-COCTMHEHUH, M3MEHEHHE Ta0JIUIl MapIIpyTU3aluu, copoc U Moaudukamo
naposiei Joctyna Kk uHTepdeiicam ynpaBieHuUsl CETEBbIMU yCTPOHCTBAMU

T7.22. IlonMeHa 1 KOMIIpOMETalMsl TPOUIMBOK, B TOM uuciie npomnBok BIOS, jkecTKkux 1uCKOB

T7.23. IlonmeHa (aiiyioB JETUTUMHBIX TIPOTrPaMM B OMOIMOTEK HEMOCPEICTBEHHO B CUCTEME.
Ipumeuanue 12: B mom uucie modxicem couemamspcsi ¢ MmexHUKol KoOMnpomemayuu cepmugurama,
UCnov3yemo2o 0 yugposou noonucu oopasza 110

T7.24. llonMeHa JErUTUMHBIX IpOorpaMM U OMOIMOTEK, a TaKKe JIETUTUMHBIX OOHOBJIEHUI
IPOrPaMMHOI0 00€CHeueHus], MOCTABISEMbIX IPOU3BOAUTENIEM YIAJICHHO 4Yepe3 CETH CBS3H, B
PENO3UTOPUSIX MOCTABIIMKA WM [IPU NIEPEIaye Yepe3 CETU CBA3H.

Ilpumeuanue 13: B mom uucne modicem couemamspcs ¢ MeXHUKOU KOMIpomMemayuu cepmugurama,
ucnonv3yemo2o 0 yugposou noonucu oopasza 110

T7.25. IlonMeHa CCBUIOK HA JIETHTUMHBIC MPOTPaMMbl M OMOIMOTEKH, a TAaKKe Ha JICTUTHMHBIC
OOHOBJIEHHSI IPOTPAMMHOI0 00ECIICUEHHs], TIOCTABIAEMbIC TPOU3BOJUTENIEM YIAIEHHO Yepe3 CEeTH
CBSI3W, MHPOPMAIMM O TaKUX OOHOBJICHHSX, BKIIOYAs aTakl Ha HWHQPPACTPYKTYpHBIE CEPBUCHI
nocrabiuka (takue kak DNS hijacking), ataku Ha TpeTbeCTOPOHHHME pECYpPChl, aTaku Ha
AJIEKTPOHHYIO NIOUTY M JPYTUe Cpe/icTBAa 0OMEHA COOOIIEHUIMHU.

Ilpumeuanue 14: 6 mom uucne modiscem couemamspcs ¢ MEXHUKOU KOMNpOMemayuu cepmugpukama,
UCNONBL3YeM020 015 yugposoii noonucu oopasa 110

T7.26. llonmMena aucTpUOYTHBOB (YCTAaHOBOYHBIX KOMIUIEKTOB) MpPOrpaMM Ha HOCHUTESAX
MH(OPMALIUU WK OOIIMX CETEBBIX pecypcax.

Ipumeuanue 15: 8 mom uucie mModxcem couemamvpcs ¢ MmexHUKoU KomMnpomemayuy cepmugpuxama,
UCNONb3YeM0o20 0215 yugposoii noonucu oopasa 110

T7.27. Komnpomeranusi cepTudukaTta, HUCIOIb3yeMoro mis IudpoBoit moamucu obpaza 10,
BKJIIOYast KpaxKy 3Toro ceprudukara y npousBoautens [10 uimm nmokynky KpajeHOro cepThu(HUKaTa
Ha HeJIeraJbHbIX IUIOMIAJIKAaX B CETSIX CBA3M (T.H. «IapKBeO») U MOJIENKY cepTudUKaTa ¢ HOMOIIbIO
sKkcrutyaranuu ys3sumocteit I10, peanusyromiero GyHKIMM T€HEPUPOBAHUS KpUNTOrpapruecKux
KJIFOYE, XpaHeHUs U yIpaBiieHHs HH(poBbIMU cepTU(UKATAMU

T7.28. Komnpomerarusi CpeicTB CO3/1aHUSI POTPAMMHOTO KOJa MPUJIOKEHUN B HHPPACTPYKTYpe
pazpaboTurMka OSTUX MPWIOKEHUH (KOMIMISATOPOB, JIMHKOBUIMKOB, CpPEJICTB  yIpaBICHUS
pa3paboTKOi) I MOCIEAYIOUEro aBTOMATH3MPOBAHHOTO BHECEHMS H3MEHEHHH B ITOT KO,

8.
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YCTaHaBHI/IBaeMHﬁ ABTOPHU30BAHHBIM I10JIE30BATCJIEM HaA LECJICBBIC JJISI HAPYIIUTCIISA CUCTEMBI

T7.29. Komnpomeranusi cpeAcTB cOOpKH, KOHPUIYPUPOBAHUS M PAa3BOPAYUBAHHS MPOTPAMMHOTO
KO/Ja, a TakKe CpEeACTB CO3JaHus Y3KOCHELHMAIM3UPOBAHHOIO Koaa (K MpuUMepy, Koja
IPOMBIIUIEHHBIX ~ KOHTPOJUIEPOB), B UHPPACTPYKTYpE L[EJIEBOM CHUCTEMBI, UL
ABTOMATU3UPOBAHHOIO BHECCHMSI M3MEHEHUH B OTOT KOJ, YCTaHaBIMBACMbI aBTOPU30BAHHBIM
IIOJIB30BATEJIEM Ha LICJIEBBIC ISl HAPYILIUTEIS CUCTEMBbI

Ipumeuanue 16: Coxpvimue Oelcmsuii u NPUMEHAEMbIX NPU IMOM CPeOCm8 Om OOHAPYIHCeHUs
MOdHCem NPOU3B0OUMbCS C UCNONIL30BAHUEM OOHOU UIU DoNee U3 NEPEUUCTIeHHbIX 8blUle MEXHUK Ol
COKDbIMUSL PA3HBIX CEUOEMENbCE KOMNpOMemayuu cucmemsvl uiu 0is 6onee 3¢hghexmugrnozo
COKpblmus

T8

[Tomyyenue mgocryna (pacmpocTpaHeHHE
IocTyna) K JAPYTUM — KOMIIOHEHTam
CHCTEM H CEeTe WIM  CMEKHBIM
CHCTEMaM U CETIM

TaxkTHueckas 3a1a4a: MOJIy4yuB AOCTYH K
HEKOTOPHIM  y3JIlaM HH(PacTPYKTYpHI,
HApyLUTEIb  CTPEMUTCS  TOJYYUTh
nocTyn K apyrum  ysnaMm. [lomoOnoe
pacrpocTpaHeHHE J10CTyIa MOXET ObITh
HElCJICHAIIPABIIEHHbIM: TaK, €IIe He
3Hasg, K KakUM HMMEHHO KOMIIOHEHTaM
UH(QPaCTPyKTYypbl TpeOyeTcs MOIy4YUTh
JOCTYNl JUIsl TOro, YTOOBI BBI3BATh
HYXXHBIE €My HETaTHBHBIE TIOCIIECTBHS,
HapyLIUTEIh MOKET CTPEMHTHCS
MOJYYUTh KOHTPOJIb HaJ KaK MOXHO
Oonpliel  4acThl0  MHMPACTPYKTYPHI
CHUCTEM U ceTel

T8.1. OkcrutyaTanus ysS3BUMOCTEH JJIS TOBBIIICHUS TPUBWJICTHM B CHUCTEME WJIH CETH s
YAAJIEHHOI'0 BBIIOJHEHUS IPOIPAMMHOI0 KOJA I pacpOCTPAHEHUs JOCTYIa

T8.2. Ucnonp30BaHue CpesicTB U UHTEP(PENCOB yIaIe€HHOIO YIIPABICHUS J1s OJyYEHUs JOCTYIa K
CMEKHBIM CHCTEMaM U CeTIM

T8.3. Ucnosnib30BaHNE MEXaHU3MOB JAMCTAHLIMOHHON YCTAHOBKU IPOTPAMMHOIO OO€CIEeYeHUs] U
KOH(HUTypHUPOBaHHUS.

[Ipumep: pacmpocTpaHeHHE BPEIOHOCHOTO KOJa TPYyNmoBbIMU moiuTukamu ActiveDirectory,
OOBIYHO HCIIOJIB3YEMBIMH JJII aBTOMATUYECKOI'O YIPABJIEHUS JISTUTUMHBIM TPOIPAMMHBIM
o0ecrieyeHneM

T8.4. YnanenHoe xonupoBaHue (aidaoB, BKIKOYash MOJYJIHM BpPEIOHOCHOTO IMPOrPaMMHOIO
o0ecrieyeHHs M JIETUTUMHBIE NPOTrpaMMHBIE CPEICTBA, KOTOpPbIE IMO3BOJSIOT 3J0YMBIIUIEHHUKY
MOoJIy4aTb JOCTYII K CMCKHBIM CUCTEMAM U CCTAM

T8.5. Usmenenne KoHPUTypaIlluu CETH, BKIIOYAsh U3MEHEHUE KOH(PUTYpAIIUU CETEBBIX YCTPOWCTB,
OpraHU3aIMI0 MMPOKCU-COCTMHEHUH, N3MEHEHHUE TaOIUI] MapIIpyTU3aluU, cCOpOC U MOAUPUKAIIIO
naposiei Joctymna K uHTepdeiicam ynpaBlieHuUs! CETEBBIMU YCTPOHCTBAMU

T8.6. KonmnpoBanue BpeAOHOCHOTO KOJja HA Cb€MHBIE HOCUTENH

T8.7. Pa3melieHne BpeIOHOCHBIX MPOTPaMMHBIX MOAYJIEH Ha pa3lels€MBbIX CETEBBIX peCypcax B
CeTH

T8.8. Ucnonb3oBanue JOBCPCHHBIX OTHOIIIEHUI CKOMHpOMCTHpOBaHHOﬁ CUCTCMBI )51
IMOJIL30BATEIIEHl ATOM CHCTEMEI C APpyruMu CUCTEMAMH W IIOJB30BATCIIAMH JJIA PACIIPOCTPAHCHHUA
BPCAOHOCHOI'O MPOTPpaMMHOI'O oOecIreueHHs UiIn JUIL JOCTYTIAa K CUCTEMaM U I/IH(I)OpMaI_[I/II/I B IPyIrux
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[Tponomxenne Tabmump 11.1

Ne TaxkTuka OcHOBHbIE TeXHUKH
CHCTEMaX U CETSX.
[Tpumep: OTCHUIKA COOOIIEHUI KOPIOPATUBHON AJIEKTPOHHOM MOYTHI OT UMEHU KOJUIET U MPOYUX
JIOBEPEHHBIX JIUI]
Ilpumeuanue 17: Ilonyuenue Odocmyna (pacmpocmpanenue 00Cmyna) K OpyeumM KOMNOHEHMAM
cucmem u cemeul UlU CMENCHbIM CUCEMAM U CeMAM MOJHCEM BbINOIHAMBCSA 8 HECKONbKO UA208 C
UCNONIL308AHUEM OOHOU UlU 0OoNee U3 NepevuciieHHblX 6blule MeXHUK, NOKA Hapyuiumeib He
docmuzHem yenesol cucmemsvl Ul He 0yO0em GulHYHCOeH NpudecHymov K Opyeol maxkmuxe OJisl
NPOO0NICEHUS AMAKU

T9 | Coop u BbBOA M3 cuctembl win cetd | T9.1. Jloctyn k cucreme mis cOopa MH(pOpMalMM U BbIBOA HMHGOpPMAIMU Yepe3 CTaHAApPTHbIE

uHpopmanuu, HEOOXOIUMOK IS
JabHEHIINX AeWCTBUI IPH pean3aiu
yrpo3 0e30macHOCTH MHOOPMAIH WIIH
peanu3aly HOBBIX yIpo3

TaxkTnueckas 3ajava: B Xojie
peanuzanu  yrpo3  0€30MacHOCTH
UHpOpPMALUK, HAPYUIMTENI0  MOXET
noTpebOBaThCS MOJIYUYUTh U BBIBECTH 3a
npenensl  MHOPacTPyKTypbl  OoJbllne
o0bemMbl MH(pOpMaLUU, H30€)aB MpU
3TOM oOHapyXKeHUs WIn
MPOTUBOJICUCTBUS

poTokoJibl yrnpasieHus (Hampumep, RDP, SSH), a Takxe wucnonb3zoBaHue HHQPPaCTPYKTYphI
IIPOBaiIepoB CPEICTB yJaIEHHOI'O aIMUHUCTPUPOBAHUS.

[Ipumep: ucnonb30BaHME CPEACTB yHAJCHHOro ympasieHus RMS / teamviewer i co3gaHus
KaHaJla CBSI3U M YIIPABJICHUs CKOMIIPOMETHPOBAHHONM CUCTEMOM CO CTOPOHBI 3JI0YMBIIIIIEHHUKOB

T9.2. Hoctyn k cucreme s cOopa mHGOpMalMu U BBIBOJ HMH(POPMAIMH uYepe3 HCIOJIb30BaHUE
MITAaTHBIX CPEJICTB YJAICHHOTO JOCTYIA U YIIPABICHUS ONEPAMOHHON CUCTEMBbI

T9.3. BeiBox nH(pOpMaIy Ha XOPOIIO U3BECTHBIE MOPTHI HA BHEITHUX CEPBEpax, pa3pelieHHbIe Ha
mesxceteBoM 3kpane (SMTP/25, HTTP/80, HTTPS/443 u np.)

T9.4. BeiBoa unpopmary Ha HecTaHAAPTHBIE OPTHI HA BHEIITHUX CEPBEPAX, YTO B HEKOTOPBIX CIydasix
MO3BOJISIET FKCILTYaTUPOBATh YS3BUMOCTH CPECTB CETEBOM (DMIBTpaLK JUIs 00X0/a ITUX CPE/ICTB

T9.5. OTHpaBKa JAaHHBIX 11O U3BECTHBIM IIPOTOKOJIaM YIIPABJICHUA U NEPCAAYN JAHHBIX

T9.6. OtnpaBka 1aHHBIX [0 COOCTBEHHBIM ITPOTOKOIAM

T9.7. IlpokcupoBanue Tpaduka nepenaud JaHHBIX JUIsI MAacCKHPOBKHM TOJIO3PUTENBHON CETEeBOM
aKTUBHOCTH, 00XOJla TpPaBHJI Ha MEXKCETEBOM OKpaHE M COKPBITHUS a/pecoB HHQPACTPYKTYphI
HapyIIUTENeH, TyOJIMpOBaHUE KaHAIOB CBsI3M, 00(yCKalus U pasziefieHre Tpaduka nepeiaun TaHHBIX BO
u30exaHre OOHAPYKEHHS.

[Tpumepsr: 1) ncrnonb3oBaHUE CKOMIIPOMETHPOBAHHBIX CUCTEM B TOM YK€ CETH, Il KOTOPBIX MPaBHIaMU
MD paspenien noctyn B MIHTEpHET B KayecTBE MPOKCH CEPBEPOB; 2) MCIOIb30BaHNE MH(PPACTPYKTYPHI
cetu TOR panst mpokcHpoBaHMSI 3alpoCOB K cCepBepaM yIpaBjeHHs; 3) HCIOJIb30BaHUE OIHOTO
KOMMYHHUKALMOHHOT'O IIPOTOKOJIA JUIsl 3aIIpOca, U APYTroro — Uil OTBETA Ha 3apoc

T9.8. TynuenupoBanue Tpaduka neperaun JaHHbIX yepe3 VPN
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TakTuka

OCHOBHBbIE TEXHUKHU

T9.9. TynnenupoBanue Tpaduka ympaBlieHHUsS B TOJIA 3alOJMHEHUS W JAHHBIX CIYKEOHBIX
MPOTOKOJIOB, K MPUMEPY, TyHHEIHUpPOBaHUE TpaduKa yINPaBICHHUS B TOJIS JAHHBIX U 3alIOTHEHHS
npoTokos0B DNS, ICMP unu apyrue

T9.10. BeiBon mH(popManuu 4epe3 ChbeMHBIE HOCUTENH, B YACTHOCTH, Tepeaada JaHHBIX MEXIY
CKOMITPOMETHPOBAHHBIMU H30JIMPOBAHHOM CHCTEMON M TOAKIOUYEHHOM K HMHTEepHET cuctemoit
yepe3 HOCUTETU HHPOPMAITIH, UCTIOJIb3YeMbIe Ha 00EUX CHCTEMaX

T9.11. OTnpaBka 1aHHBIX Yepe3 albTEPHATUBHYIO Cpely Mepeaaun JaHHbIX.
[Tpumep:  BBIBOA  KOHQUACHOHMATBHOW  wWHpOpMammm  dYepe3  CyOTUTpBl  BHIEOpsIA,
JIEMOHCTPHPYEMOT0 Ha BeO-caiTe

T9.12. llluppoBanue BHIBOAUMON HH(MOpPMAIMU, MCIOIb30BAaHUE CTEraHOTpapuM A COKPHITHS
¢dakTa BbIBOJIa HHPOPMAIUU

T9.13. BeiBoa nHopmanuu yepe3 mperocTaBlieHrne JocTyna K (paiaoBbIM XpaHUIUIIAM U 6a3am
JAHHBIX B HMH(QPACTPYKType CKOMIIPOMETHPOBAHHOW CHUCTEMBI HWJIM CETH, B TOM YHCIE IyTeM
CO3/IaHMsI HOBBIX YYETHBIX 3alKcel WM Mepefaud JaHHBIX A7 ayTeHTU(UKALUUA U aBTOPU3AIUU
MMEIOLINXCS YUETHBIX 3anuceit

T9.14. BeiBog uH(poOpManMu IyTeM pa3MeIleHus cooOmeHui uiau (aiyioB Ha MyOIMYHBIX
pecypcax, AOCTYNHBIX JUIsl aHOHUMHOro Hapymutenst ((popyMmsel, (ailtooOOMEHHBIE CEPBUCHI,
dbotobaHKu, 00IaYHBIE CEPBUCHI, COIIMANEHBIE CETH)

Ilpumeuanue 18: Cbop u 6v1600 u3 cucmemvl ulu cemu uHpopmayuy, HeoOXOOUMOU O
oanvhetux oelcmauil npu peanusayuu y2po3 6e30nacHocmu UuHopmayuu Ui peanusayuu Hoeblx
Yepo3 MOdcem 8bINOTHAMBCA C UCNOIb30BAHUEM OOHOU UIU OOee U3 NePedUCTIeHHbIX 6blile MEeXHUK
0J1 peanu3ayuu pe3epeublx KAHai08 6b1600a UHGopmayuu

T10

HecaHKIIMOHMPOBAaHHBIN

(nn)

UH(POPMAaIMOHHbIE

KOMIIOHEHTEI
MIPUBOISAILINE
OCJIENCTBUIM

TakTtuueckas
HapyIIUTEIEM

BO3JIeiiCTBIE

pecypcsl
CUCTEM n

IOCTYyIl U

Ha
HITH
ceTel,

K HECTaTUBHBIM

3a7a4a;  JOCTHIKEHHE

KOHEYHOU

LETH,

T10.1. HecanKIIMOHMPOBAHHBIM JOCTYN K MH(OpMaIMM B MaMsiTH CHCTeMbl, (paiiiioBoil cucteme,
0a3ax JaHHBIX, PEIO3UTOPUSX, B IPOTPAMMHBIX MOAYJISIX U IPOHIMBKAX

T10.2. HecaHKIIMOHMPOBAaHHOE BO3JIEHCTBHE HA CHCTEMHOE IMpPOrpaMMHOE OOECleYeHHue, €ro
KOH(UTYpalMIo U MapaMeTphl JOCTyma

T10.3. HecaHKLIMOHUPOBAaHHOE  BO3JICCTBME HA  MPOTPAMMHBIE  MOJYJIM  NPHUKIAJIHOTO
MPOrPaMMHOTO O0ecTieueHust

T10.4. HecanKIIMOHMPOBaHHOE BO3/EMCTBHE HA MPOTPAMMHBIN KOJI, KOHPUTypallMIO0 U MapaMeTpbl
JIOCTYTIA MPUKJIATHOTO MPOTPAMMHOT0 00ecreueHus!

T10.5. HecankunoHMpOBaHHOE BO3EMCTBHE HA MPOTPAMMHBIN KOJ, KOHPUTYpallMIO0 U MapaMeTpbl
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Ne TakTuka OcCHOBHbBIE TEXHUKH
PUBOJIAIIICE K pealiM3aluu | 10CTyla CHCTEMHOTO IIPOrpaMMHOTr0 oOecreyeHus
MOZIEIMPYEMOH yrpo3bl U Npu4uHEHUIo | T10.6. HecaHKIIMOHUPOBaHHOE BO3AEHCTBHE HA MPOTPAMMHBIN KOJI, KOH(GUTYpAIMIO ¥ apaMeTpPhI
HEJOMYCTUMBIX HETaTUBHBIX | IOCTyNA NPOLIMBKU YCTPOUCTBA
IOCTIE/ICTBUIA T10.7. Ilonmena nadopmanuu (HarpuMep, IIIATEKHBIX PEKBU3UTOB) B MaMITH WA UH(POpPMAIINUH,

XpaHuMoii B Buae (ainoB, mHpopMamuu B 06a3zaX AAHHBIX M PENO3UTOPUAX, WH(POpPMAIMHM HA
Hepa3MEYEHHBIX 00JIACTSIX TMCKOB M CMEHHBIX HOCHTENIEH

T10.8. Yanuroxxenne wuHPOpMauy, BKIOYas HHPOPMALHUIO, XpaHUMYI0 B Buae (¢Hailiios,
uHpopManMio B 0a3ax MaHHBIX M PENO3UTOPHAX, WHPOPMAIMIO Ha HEPa3MEUEHHBIX O0JIACTAX
JIICKOB M CMEHHBIX HOCHTEJIEH

T10.9. [lo6aBnenue undopmaruu (Hanpumep, AeQeiicUHT KOPIIOPAaTUBHOTO MOpTala, MyOIuKaIus
JIO’)KHOM HOBOCTH)

T10.10. Opranm3anus oTKaza B OOCTYXMBAaHUH OIHOW WJIM HECKOJIBKHX CHCTEM, KOMIIOHECHTOB
CUCTEMBI WJIH CETH

T10.11. HeueneBoe ncnoyib30BaHUE PECYPCOB CUCTEMBI.
IIpumepsl: 1) opraHuzanuss MaWHWUHTOBOM IIATGOPMBI; 2) OpraHu3ainus IIaTGOpPMbI s
OCYIIIECTBIICHHS aTaK 0TKa3a B 00CIY)KHBaHUHU HAa CMEKHBIE CHCTEMBI M CETH.

T10.12. HecaHKIIMOHUPOBAaHHOE BO3JICHICTBHE HA aBTOMAaTU3MPOBAHHBIE CHCTEMBI YIPABJICHUS C
L[eJIbI0 BBI30BA OTKAa3a WM HapylleHUs] PyHKUUN ynpaBieHus, B ToM uucie Ha ACY kpuTuuecku
Ba)XHBIX 00BEKTOB, HOTEHIIMAIBHO OMACHBIX 00BEKTOB, 00BEKTOB, MPEACTABISIOIINX TOBBIIIEHHYIO
OMACHOCTH JUIS JKM3HHU U 3/10pPOBbS JIIOJAEH M AJIl OKpPY’KAIoUIel MpUPOAHOIN cpelibl, B TOM YHCIIe
OTaCHBIX NTPOU3BOICTBEHHBIX O0OBEKTOB.

[Tpumepsi: 1) Bo3zaelicTBUE HAa aBTOMATU3UPOBAHHBIE CUCTEMBI yIIPaBICHUSI 0OBEKTOB TPAHCIOPTA,;
2) ynajeHHOe BO3JEHCTBME Ha LU(POBBIE CHCTEMBI U IEPBHUYHOE O0OpPYIOBaHHE OOBEKTOB
AIIEKTPOPHEPIeTUKH; 3) BO3ACWCTBHE HA CHUCTEMbI YIPAaBJICHHUS TEXHOJOTHYECKHM IPOLIECCOM
HEPTEXUMHUECKOTO 00BEKTa

T10.13. HecaHKITMOHUPOBAaHHOE BO3JICHCTBHE HA aBTOMATH3MPOBAHHBIC CHCTEMBI YIPABICHHUS C
IEJIbI0 BBI30BAa OTKAa3a WJIM MOJOMKH 00opyaoBaHus, B ToM uucie ACY KpUTHYECKH Ba)kKHBIX
00BEKTOB, MOTEHIMAIBHO OMACHBIX OOBEKTOB, OOBEKTOB, MPEACTABISAIONIUX IOBBIILIEHHYIO
OIACHOCTb JUISl KU3HM U 3I0pPOBbs JIFOACH U I OKPYXKArOLIEH NPUPOJHON Cpelbl, B TOM YHUCIE
OIACHBIX MMPOU3BOJICTBEHHBIX OOHEKTOB
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TakTuka

OcCHOBHBIE TEXHUKH

T10.14. OTKIIOYEHHE CHUCTEM W CPEJICTB MOHHTOPHMHTA M 3alUTHl OT YIPO3 IMPOMBIIUICHHOM,
(GU3HYECKON, TMOXKAPHOW, HSKOJIOTHMYECKOH, paJualloOHHOW 0e30macHOCTH, WHBIX BHJOB
0€30MMacHOCTH, B TOM YHUCJIE KPUTHUECKHU BaXKHBIX OOBEKTOB, MOTEHIMAJILHO OMACHBIX OOBEKTOB,
00BEKTOB, MPEACTABIISIONIMX MOBBIIIEHHYI) OMACHOCTh JUISl U3HU M 3[0POBbsS JIOJAEH W JUIS
OKpYXKarollel MPUPOJAHON Cpefibl, B TOM YHCJIE OMACHBIX TPOU3BOJICTBEHHBIX O0OBEKTOB

T10.15. Bo3neiicTBre Ha nHGOPMALMOHHBIE PECYPCHI UePe3 CUCTEMBI PACIIO3HABAHUS BU3YaJIbHBIX,
3BYKOBBIX 00pa30B, CUCTEMbI I'€OMO3ULUOHUPOBAHUS U OPUEHTAlMU, AATYUKH BHOpauuu, npoyue
JATYUKU U CUCTEMBI IIpeoOpa3oBaHUsl CUTHAIOB (PU3MUYECKOrOo MHpa B HUGPOBOE MPEACTaBICHUE
C LEJbI0 TMOJHOTO HWJIM YaCTUYHOIO BBIBOJIA CUCTEMbI U3 CTPOS WJIM HECAaHKIMOHHUPOBAHHOTO
YIIPABJICHUS CUCTEMOM.

[Tpumepsl: 1) HaHeceHHe HEIETUTHMMHOM pa3METKH JOPOXKHOTO IOJIOTHA C LENIbI0 BbI30Ba COOs
CHUCTEMBI aBTOMATHYECKOTO YIpPaBIEHHUs aBTOMOOWIEM; 2) WCIOJIB30BAaHUE CIEIUAIBHBIX
CHUMBOJIOB B HJCHTU(HUKAIIMOHHOM 3HaKe (U3UYECKOro OOBEKTa, paclo3HABaeMOM KaMmepamu
BUICOHAOIIOIEHUS

Ipumeuanue 19: Hecanxyuonuposannwviii docmyn u (unu) eozoeticmeue Ha UHGOPMAYUOHHbIE
pecypeyl Ui KOMNOHEHmbl CUcmem U cemel, Npugoosujee K He2amuHblM NOCIeOCMBUIM NpU
peanuzayuu  yepo3 0Oe30nacHOCmuU  UHGOPMAyUU UTU  Pearu3ayuu  HOBbIX Yepo3, MOdiCem
BbINOIHAMBCSA C  UCNONBL30BAHUEM OOHOU UlU 0Oojee U3 NEPeducieHHbIX 6blule MEeXHUK OJisl
nosbluleHUst 3PHEeKMUEHOCMU 8030€liCMEUsi ¢ MOYKU 3PeHUs. Hapywumens uiu OJisi pearusayuu
HeCKOJIbKUX MUNO08 8030€llCEUsL HA AMAKYeMYI0 CUCIEMY

®opmar 60x90/8. Yen.neu.n. 10,38
3ax.
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