3apeructpuposaHo B MuHtocte Poccmm 30 nioHa 2014 r. Ne 32919

®EAEPAJIBHAA CNYKBA MO TEXHUYECKOMY U SKCMOPTHOMY KOHTPO/1O

NMPUKA3
ot 14 mapra 2014 r. Ne 31

OB YTBEP}/EHWUM TPEBOBAHUIA
K OBECMEYEHMIO 3ALLMTBI UHGOPMALMU B ABTOMATU3UPOBAHHbIX
CUCTEMAX YMPAB/IEHWA NPOU3BOACTBEHHBIMW U TEXHONIOTMYECKUMU
MPOLIECCAMM HA KPUTUYECKU BAXKHbIX OBbEKTAX, MOTEHLMA/ILHO
ONACHbBIX OBBEKTAX, A TAKXE OFbEKTAX, NMPEACTABNAIOLLMX
MOBbILIEHHYIO OMACHOCTb A9 }XU3HWU U 3[10POBbA NIOAEN
W ANA OKPYXKAIOLLIEM NPUPOAHOWM CPEAbI

CNnNCOK M3MEHALWMX AOKYMEHTOB
(8 pea. Npukasos PCTIK Poccum ot 23.03.2017 Ne 49,
07 09.08.2018 Ne 138, ot 15.03.2021 Ne 46)

B cootBeTctBUM C lonoxkeHnem o PepepanbHoM cnyxbe No TEXHUYECKOMY M IKCMOPTHOMY
KOHTPOO, YyTBEPXKAEHHbIM YKa3zom lNpe3sunaeHTa Poccuiickon Pegepauymm ot 16 asrycta 2004 r. Ne 1085
(CobpaHue 3akoHoaaTenbcTBa Poccuitckoit deaepaumn, 2004, Ne 34, ct. 3541; 2006, Ne 49, c1. 5192; 2008,
Ne 43, cT.4921; Ne 47, cT. 5431; 2012, Ne 7, cT1. 818; 2013, Ne 26, cT. 3314; Ne 52, c1. 7137), npuKasbiBato:

YtBepantb  npwunaraemble  TpeboBaHMa K  obecneyeHuto  3aWMTbl  UMHPOpPMauuKM B
aBTOMaTM3MPOBaHHbIX CUCTEMAX YNPABAEHUA MPOU3BOACTBEHHbIMU U TEXHOJOTMYECKMMU MPOLECCaMU Ha
KPUTMYECKM BaXKHbIX 06bEKTAX, NOTEHLMAIbHO OMAaCHbIX 06BbEKTAX, a TaKKe 06beKTaX, NPeACTaBAAOLLMX
NOBbIWEHHYO ONACHOCTb AJ1A }KM3HU U 340P0BbA NHOAEN U ANA OKPYKAOLWEN NPUPOAHON cpebl.

Oupektop

dPepepanbHON CyKObl MO TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPOIO

B.CE/INH



YTBEepKAaeHbl
npukaszom ®CTIK Poccuun
oT 14 mapTta 2014 r. Ne 31

TPEBOBAHUA
K OBECMEYEHUIO 3ALLINTbI UHOOPMALIUU B ABTOMATUSUPOBAHHbIX
CUCTEMAX YNPABJIEHUA NPOU3BOACTBEHHbIMW U TEXHONOIMMYECKUMU
NPOLUECCAMMU HA KPUTUYECKU BAXKHBIX OBbEKTAX, MOTEHUUA/IBHO
ONMACHbIX OBbEKTAX, A TAKXKE OBbEKTAX, NMPEACTAB/IAIOLLNX
NOBbILLEHHYIO ONACHOCTb A/19 XU3HU U 300POBbA NIOAEN
U ANA OKPYXAIOLLEEA NPUPOAHOW CPEADI

CnnCOK U3MeHALWUX AOKYMEHTOB
(8 peq. Mpukasos PCTIK Poccum ot 23.03.2017 Ne 49,
o1 09.08.2018 Ne 138, ot 15.03.2021 Ne 46)

. O6wwme nonoxKeHna

1. B Hactoswem [OKyMeHTe YycTaHaB/AMBaloTCcA TpeboBaHMs K obecneyeHUto 3alLUThbI
nHpopmauum, obpaboTKa KOTOPOMN OCYLUECTBAAETCA aBTOMATU3UPOBAHHBIMW CUCTEMAMM YMpPaBAEHUA
NPOWU3BOACTBEHHBIMW U TEXHONOTMYECKMMM MPOLECCaMM  Ha KPUTUYECKM BaXKHbIX O0ObeKTax,
NOTEHLMANbHO ONACHbIX 06beKTax, 06bEeKTax, NPeACTaBAAOWMX NOBbILEHHYIO ONAaCHOCTb AN YKU3HU U
30p0BbA MIIOAEA M ANA OKPY)Kalowelh NpupoaHoi cpeapl (Aanee - aBTOMaTU3UPOBAHHbIE CUCTEMBI
yrnpaBieHua), OT HenpaBOMEPHOro [AOCTyna, YHUYTOXeHua, mMoauduunpoBaHuA, 6J10KMPOBaHUS,
KOMMPOBaHMWA, NpPeaoCTaB/AeHUs, pPacrnpoCTPaHEeHMs, a TaKXe MHbIX HenpaBOMEPHbIX OeWCTBUI B
OTHOLUEHUM TaKoON MHPOpMaLMW, B TOM 4YUC/AEe OT AECTPYKTUBHbIX MHPOPMALMOHHbLIX BO3AENCTBUIA
(KomnbloTepHbIX aTak), CAeacTBMEM KOTOPbIX MOMET CTaTb HapyweHue  (YHKUMOHUPOBAHUSA
aBTOMaTU3MPOBAHHOMN CUCTEMbI YIIPaBAEHUA.

ObecneyeHune 6€30NaCHOCTM aBTOMATU3NPOBAHHbIX CUCTEM YNPaABAEHUA, ABAAIOLLMXCA 3HAYNMMbBIMU
06BbEKTaMM KPUTUYECKOM MHOOPMALMOHHON MHPPACTPYKTYpbl Poccuinickon Pepepaumm, ocyliectesnserca
B cooTBeTCTBMM C TpeboBaHMAMKM No obecneveHUo H6e30NacHOCTU 3HAUYMMbIX OOBEKTOB KPUTUYECKOM
MHPOPMALMOHHON MHPPACTPYKTYpbl Poccuiickoit Peaepaunn, yTeepaeHHbIMM Npukasom PeaepanbHoi
CAYXKObl MO TEXHUYECKOMY M 3SKCMOPTHOMY KOHTposto oT 25 pekabpa 2017 r. Ne 239, a TaKke
TpeboBaHMAMM K cO3AaHUIO cucTeM Be30MacHOCTN 3HAUYUMBbIX OOBEKTOB KPUTUUECKON MHPOPMALIMOHHOM
NMHPpPacTpyKTypbl Poccuiickoit ®epepaumm n obecneyeHnto nx GyHKLUMOHUPOBAHUA, YTBEPHKAEHHbBIMU
npukasom PegepanbHol cnybbl N0 TEXHUYECKOMY M SKCMOPTHOMY KOHTpoto oT 21 aekabpa 2017 r. Ne
235 (3apernctpuposaH MuHtoctom Poccumn 22 despans 2018 r., pernctpaumoHHblin Ne 50118).

Hactoawue TpeboBaHMA MPUMEHAIOTCA B C/ydYae MPUHATMA BAaAe/NbLEM aBTOMaTU3MPOBAHHOM
cMCTeMbl ynpasieHusa peweHus o6 obecneyeHuM 3aWmTbl MHOOpmauMK, 06paboTKa KOTOPOM
OCYLLECTBNAETCA 3TON CUCTEMON M HapylueHne 6e30MacHOCTU KOTOPOW MOMKET MPUBECTU K HapyLUeHWIo
bYHKUMOHMPOBAHMA aBTOMATU3MPOBAHHOMN CUCTEMbBI YNPaBAEHMS.

B cnyyae HeO6XOOMMOCTM NMPUMEHEHWE KpuUnTorpaduuyecknx MeTofoB 3alwmuTbl MHGOPMALUU U
wndpoBanbHbIX (KpUNTOrpadpuyeckmx) cpeacTs 3awmTbl MHGOPMALMM OCYLLECTBNIAETCA B COOTBETCTBUM C
3aKoHogZaTenbcTBOM Poccuiickon Pegepaunn.

2. Hactosawue  TpeboBaHuAa  HanpasieHbl  Ha  obecneyeHne  PyHKLMOHMPOBaAHUA
aBTOMATM3MPOBAHHOM CUCTEMbI YMpPaBJeHUA B LUTAaTHOM PeXuMMme, MpU KOTopom obecrneymBaeTcs
cobnogeHne MPOEKTHbIX MNPesenoB 3HauyeHWd MapameTpoB  BbIMOJIHEHWA  LUENeBbiX  QYHKUUIA
aBTOMATU3MPOBAHHOM CUCTEMbI YNPaBAEHNA B YCA0BUAX BO3AENCTBMA Yrpo3 6e3onacHocTn nHpopmaumm,
a TaKXKe Ha CHWKEHWE PUCKOB HEe3aKOHHOro BMeLaTenbCTBa B Npouecchl ¢GYHKUMOHMPOBAHMA
aBTOMATU3MPOBAHHbIX CUCTEM YMNPaBJAEHUA KPUTMYECKU BaXKHbIX OOBEKTOB, NOTEHLMANbHO OMaCHbIX



06BbEKTOB, 06HLEKTOB, NPEACTaBAAOWMX MOBbILEHHYHO OMNacCHOCTb A/1A XU3HU U 340P0BbA Ntoael U ana
OKpy)alolWel npuMpoaHOi cpedbl, B TOM 4YMCAe OMacHbIX MPOM3BOACTBEHHbIX O6bEKTOB (manee -
ynpasnsemble (KOHTpoanpyemblie) 06beKTbl), 6e3onacHoCTb KOTOpbIX 0becrneymBaeTca B COOTBETCTBUN C
3aKoHoAaTenbCcTBom Poccuiickoit depepauum o 6e30nNacHOCTM OBHEKTOB TOMAMBHO-3HEPreTUYecKoro
KOMMAeKca, 0 TpaHCNopTHoM 6e3onacHOCTM, 06 MCNONb30BaHUM aTOMHOMN 3HEPrMKU, O MPOMbILLAEHHOM
6e30nNacHOCTM ONacHbIX MPOM3BOACTBEHHbIX 06BHEKTOB, 0 6@30MacCHOCTU FMAPOTEXHUYECKUX COOPYHKEHUIA
U MHbIX 3aKOHOAaTeIbHbIX aKTOB Poccuiickoi denepauuu.

3. [OelictBue HacToAwmMx TpeboBaHMI PaAcCnNpoOCTPaHAETCs Ha aBTOMATU3MPOBAHHbIE CUCTEMDI
ynpasneHusa, obecneymBatolime KOHTPO/b U yNpaBaeHUe TEXHOIOTMYECKUM U (MAKn) NPOM3BOACTBEHHbIM
obopyaoBaHMEM (MCMONHUTENBHBIMW YCTPOMUCTBAMM) U Peann30BaHHbIMKU HA HEM TEXHONOTMYECKUMU U
(nnn) nponssoacTBEHHBIMW NMpouUeccamm (B TOM YMC/e CUCTEMbI AUCTIETYEPCKOrO YNpaB/ieHUs, CUCTEMbI
cbopa (nepegaun) [aHHbIX, CUCTEMbI, MOCTPOEHHbIE HA OCHOBE MPOrPaMMUPYEMbIX JIOTUYECKUX
KOHTPO//IEPOB, pacnpenefieHHble CUCTEMbI YNPaBAEHUA, CUCTEMbI YNPaB/ieHMA CTaHKaMKW C YMCNOBbIM
NPOrpammHbIM yrpaBaeHUem).

4, Hactoawue TpeboBaHuA npeaHasHayYeHbl A1 NUL, YCTaHaBAMBaOWMX TpeboBaHMA K 3awmuTe
MHGOPMaLMKN B aBTOMATU3MPOBAHHbIX CUCTEMAX YNpaBaeHWA (Aanee - 3aKkas3unk), anu, obecneunsatoLmx
3KCMAyaTaumMio aBTOMAaTU3MPOBAHHbLIX CUCTEM YnpasieHMs (Janee - onepatop), a Tak¥e auu,
npuBAeKaemMblX B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickon deaepaumnn K nposeaeHuto pabot no
CO34aH1I0 (MPOEKTMPOBAHUIO) aBTOMATM3MPOBAHHbBIX CUCTEM YMpPaBieHMa M (MaK) UX CUCTEM 3aLUmTbI
(nanee - paspaboTumk).

5. Mpn obpaboTke B aBTOMATU3MPOBAHHOW cCMUCTeMe yhpaBaeHua UMHPOPMALMK, COCTaBAAOWEN
rocyZapcTBEHHYIO TalHy, ee 3aWwmTa obecrneyunBaeTcs B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuitckom
depepaumm o rocyaapcTBeHHOM TalHe.

6. 3awmTta MHGopmaLmM B aBTOMATU3MPOBAHHOM CUCTeMe ynpaBfieHus obecneumBaeTca nyTem
BbINO/IHEHUS 3aKA3YMKOM, OMEepaTopoM W pas3paboTyMkom TpeboBaHMI K OpraHM3auMM 3aluTbI
MHbopMauMmM B aBTOMATU3MPOBAHHOW CUCTEME YNpaBiaeHUs U TpeboBaHUMA K Mepam 3aliuThbl
MHbOPMaLMKM B aBTOMATU3MPOBAHHOM CUCTEME YNpaBaeHWUA.

Il. Tpe6oBaHMA K OpraHM3aLum 3aWwUTbl MHGOPMaL UK
B aBTOMaTU3UPOBAHHOI cucTeme ynpaBaeHus

7. ABTOMaTU3MpPOBAHHAA CMCTEMA YNPABAEHUSA, KaK NPaBMAO, UMEET MHOTOYPOBHEBYIO CTPYKTYPY:
YPOBEHb 0NepaTopPCKOro (AMCNeT4epcKoro) ynpasaeHnn (BepXHUn ypoBeHb);
YPOBEHb aBTOMATUYECKOrO yNpaB/ieHns (CpeHUl YPOBEHbD);
ypoBeHb BBOAaA (BbIBOAA) A@aHHbIX UCMO/IHUTE/bHbIX YCTPOMUCTB (HUMNKHWI (NONEBOI) YPOBEHD).
ABTOMaTU3NPOBAHHAA CUCTEMA YNPABAEHUSA MOXKET BK/OYATb:
a) Ha ypoBHe OnepaTopCKOro (AMcneT4epcKkoro) ynpasaeHus:

onepaTopckMe  (AUCMNETYEPCKME), MHXKEHepHble aBTOMAaTM3MpoBaHHble pabouve  MecTa,
npombilLneHHble cepaepbl (SCADA-cepBepbl) C yCTaHOBAEHHbIM Ha HUX 06LLECUCTEMHbBIM U NPUKAAAHbIM
NPOrpaMmmHbIM obecneuyeHnem, Te/IeKOMMYHUKaUMOHHOoEe obopyaoBaHue (kommyTaTOpBI,
MapLIPYTU3aTOPbl, MEKCETEBbIE 3KPaHbl, MHOe 060pyAOBaHME), @ TAKKe KaHa bl CBA3K;

6) Ha ypoBHe aBTOMATUYEeCKOro yrnpaB/eHus:

nporpaMmmupyemble IorMYecKMe KOHTPOANEPbI, UHble TEXHWYECKMEe CPpeAcTBa C YCTaHOBAEHHbIM
nporpaMmmHbiMm obecrneyeHnem, Mnojyvatolme AaHHble C HUXKHero (Nonesoro) ypoBHA, mepeaatowme
[AaHHble Ha BEPXHUI YpOBEHb AN NMPUHATMA PelleHUs Mo ynpasBiaeHUo 06beKToM U (MaKn) npoueccom u



dopmupylowme  ynpaeaswowme KomaHabl  (ynpasnstiowyto  (KomaHaHyoo) uHbopmaumio)  ana
NCMONHUTENbHBIX YCTPOWCTB, @ TaKXKe MPOMbIL/IeHHan CeTb Nepesaym AaHHbIX;

B) Ha ypoBHe BBOAa (BblBOAA) Aa@HHbIX (MCMOAHUTENbHbIX YCTPOMNCTB):

OATYMKKN, UCMONHUTENbHbIE MEXAaHM3MbI, UHble annapaTHbIe YCTPOMCTBA C YCTAHOBNEHHbIMU B HUX
MUKPOMNPOrpaMmmamMmn m MaMHHbIMW KOHTPOANEPAMM.

KonnuyectBo ypoBHel aBTOMATU3MPOBAHHOW CUCTEMbI YNPABAEHUA U ee COCTaB Ha KaKaAoOm u3
YPOBHEl 33aBMCMT OT HA3HA4YeHMA ABTOMATU3UMPOBAHHOW CUCTEMbI YMNPaBAEHMA U BbINONHAEMbIX €L
uenesbix ¢GyHKUMA. Ha KaKAoOmM ypoBHE aBTOMATU3MPOBAHHOM  CUCTEMbI  YMpaBAEHMA MO
OYHKUMOHANbHBIM, TEPPUTOPUANbHBIM UAW MHBIM MPU3HAKAM MOFYT BblAENATLCA AOMNOAHUTENbHbIE
CErmeHTbl.

B aBTOMaTVI3VIpOBaHHOI7I Cucrteme ynpasneHuma obbeKTamu 3aWNTbl ABNAKOTCA:

nHbopmaums (gaHHble) 0 NapameTpax (COCTOAHUMU) yNpaBAAEMOro (KOHTPOJIMPYEMOTro) obbekTa
WAn npouecca (BxogHaa (BbixogHas) uHdopmauumaA, ynpasaswwas (KomaHAHas) WHPopmauwms,
KOHTPO/IbHO-M3MepUTENbHasA MHOPMaLUSA, MHAsA KPUTUUYECKM BarkHan (TexHonornyeckas) nHdopmaums);

NPOrpPamMmMHO-TEXHUYECKUIA KOMMAEKC, BK/OYAlOWMIA TexXHUYeckue cpeactsa (B Tom uucne
aBTOMaTM3MpPOBaHHble pabouyMe MecTa, MNPOMbIWIEHHbIE CepBepbl, TeNeKOMMYHUKALMOHHOe
obopyaoBaHMe, KaHa/bl CBA3W, MPOTrPaMMUPyemMble JIOTMYECKUE KOHTPOJIIEPbl, WUCMOJIHUTE/bHbIE
YCTPOICTBA), nNporpammHoe obecrneyeHne (B TOM 4UYMCAE MUKPOMNPOrpammHoe, obLlecnucTtemHoe,
NPUKNaZHOE), a TaKKe CPeACTBa 3aLMTbl UHPOPMALUN.

8. 3awuTa MHGOopPMaLLMM B aBTOMATU3MPOBAHHOM CUCTEME YNPaBeHNA ABAAETCA COCTaBHOM YacTblo
paboT No co3gaHuio (MoAepHM3aLMKM) 1 3KCMAyaTauMM aBTOMaTM3MPOBAHHOW CUCTEMbI YNpPaBAeHUa U
obecneymBaeTcs Ha BCex CTagmAX (aTanax) ee co3gaHuA M B XOA4e SKCNayaTauuu.

3awuTa HGOpPMaLUM B aBTOMATU3MPOBAHHOM CUCTEME YrNpPaBAeHNA AOCTUrAeTCa NyTeM NPUHATUA
B paMKax CUCTEeMbl 3alMTbl  aBTOMATU3MPOBAHHOM  CUCTEMbI  YMNPaBAEHWUA  COBOKYMHOCTU
OPraHM3auUMOHHBIX M TEXHUYECKUX Mep 3aluTbl MHPOPMALMKM, HaMpaBAeHHbIX Ha 6/J0KMpoBaHue
(HelTpanusaumo) yrpos 6esonacHoCTM WHPOPMaLMKM, peanmnsaums KOTOPbIX MOMKET MPUBECTU K
HapYLWeEeHUIO LWTATHOrO perrMma ¢YHKUMOHMPOBAHUA ABTOMATU3MPOBAHHOW CUCTEMbl YNpaBAeHUA U
ynpasasemoro (KoHTpoaupyemoro) obbekta M (MiM) npouecca, Ha J0KaAu3auuio U MUHUMMU3ALMIO
nocneAcTBM OT BOSMOMKHOW peaninsaumm yrpo3 6e3onacHocTM MHpopmaLmMm, BOCCTaHOB/EHME WTATHOMO
pexuma GyHKLMOHMPOBAHUA aBTOMAaTM3UPOBAHHOW CUCTEMbI YNPaB/JEHMA B C/lyyae peannsauuu yrpos
6e3onacHOCTM MHPOpMaLMK.

MpuHMMaemMble OpraHM3aLNOHHbIE U TEXHUYECKME Mepbl 3aLMUTbl MHd)OpMaLI,MVII

AO/MKHbI  obecneunBaTb AOCTynHocTb o6pabaTtbiBaeMold B aBTOMAaTU3MPOBAHHOM cCUCTeMe
ynpasneHMa UHPopmauumn (UCKAloYeHWe HenpaBomepHoro 6710KMpoBaHMA  UHbOpmauuKn), ee
LEeN0CTHOCTb (UCK/OYEHNE HENPABOMEPHOTO YHUUTOXEHUA, MoandULMPOBaHUA MHGOPMaLMK), a TaKKe,
npu HeobXoaMMOCTH, KOHPUAEHLMANLHOCTL (MCKNOYEHME HEMpPaBOMEPHOro AO0CTYyNa, KOMMPOBAHMS,
npesocTaB/eHUs UK PacnpoCcTpaHeHns nHbopmaLlmm);

[AO/IKHbI COOTHOCUTBCA C MepaMu MO NPOMBILLJIEHHOW, GU3NYECKOW, MOMKAPHOM, IKOSIOTMYECKOM,
pagMaLMOoHHOM 6e30NacHOCTM, MHBIMM Mepamu no obecrneyeHnto 6e30NacHOCTM aBTOMATU3NPOBAHHOM
CUCTEMbI YNPABAEHUSA U YNPaBAAEMOro (KOHTPOAMpYyemoro) obbeKTa 1 (Man) npouecca;

He [AOO0J/1IXKHbl OKa3biBaTb OTPULATE/IBHOIO B/UAHUA Ha WTATHbIN pexXnm d)yHKLI,MOHMpOBaHMH
aBTOMaTM3MDOBaHHOﬁ CUCTEMDI YNpaBaeHnA.



9. MpoBeaeHue paboT no 3awmTe MHPopmMaLmm B COOTBETCTBMM C HacToAWmMMM TpeboBaHUAMMU B
Xo4e Co34aHusa (MoaepHM3auMu) M 3KCMyaTauMy aBTOMATM3MPOBAHHOW CUCTEMbI  yNpaB/ieHus
OCYLLECTBASIETCA 3aKa3uMKOM, onepatopom W (Mnu) pas3paboTyMKOM camocToATenbHO U (1an) npwu
HeobXoAMMOCTM C NPUBAEYEHMEM B COOTBETCTBUMM C 3aKOHoZaTenbcTBOM Poccuiickoin Pepepaumm
OpraHu3aumMn, MMeLWmx AULEH3UID Ha AeATEe/IbHOCTb MO TEXHWYECKOM 3alumuTe KOoHOMAEHUMANbHON
nHdopmauum B cootseTcTBUM ¢ DeaepanbHbiM 3akoHOM oT 4 masa 2011 r. Ne 99-d3 "O nmMueH3npoBaHUn
oTaenbHbIx BUAo0B geatenbHocTn" (CobpaHue 3akoHoaaTenbcTea Poccuiickon ®egepaummn, 2011, Ne 19, cT.
2716; Ne 30, ct1. 4590; Ne 43, c1. 5971; Ne 48, cT. 6728; 2012, Ne 26, cT. 3446; Ne 31, c1. 4322; 2013, N2 9,
CcT. 874; Ne 27, cT. 3477).

10. Ona obecneyeHma 3awmtbl MHPOPMaLMM B ABTOMATM3MPOBAHHOWM CUCTEME YNpaBiAeHUS
OonepaTopomM HasHayaeTcA CTPYKTYpHOe noapasgeneHue WaM OO0MKHOCTHoe /vuo  (paboTHMK),
OTBETCTBEHHbIE 33 3aLLUTY MHOPMALUMK.

11. B aBTOMaTM3MPOBaHHOW CUCTEME YNPaBAEHUA NPUMEHAIOTCA CPEACTBA 3alWMTbl MHGOPMALMMK,
npolweawne OUEHKY COOTBETCTBMA B COOTBETCTBMM C 3aKOHOAaTenbCcTBOM Poccuiickoit depepaumm o
TEXHWUYECKOM PETY/IMPOBaHUN.

12. Ona obecneyeHua 3awWuTbl MHPOPMALMM B aBTOMATU3MPOBAHHOM CUCTEME YMpaBAEHUA
npoBOAATCA C/ieayloLmne MeponpuaTma:

dopmupoBaHme TpeboBaHMI K 3aliuTe MHGOPMaLIMK B aBTOMATU3UPOBAHHOM CUCTEME YNPABAEHUS;
pa3paboTKa CMCTEMbI 3aLLMUTLI aBTOMATM3MPOBAHHOW CUCTEMbI YNPaB/EeHUS;
BHeApeHMe CUCTeMbl 3alMTbl aBTOMAaTU3NPOBAHHOM CUCTEMbI YNPaBAEHUA U BBOA, ee B AeNCTBUE;

obecneyeHue 3awmTbl MHOOPMALMM B XOA4e 3SKCMayaTauMuM aBTOMAaTU3MPOBAHHOW CUCTEMBI
ynpaBneHus;

obecneyeHwe 3aLLMTbl MHPOPMALMM NPU BbIBOAE M3 IKCM/yaTaLLMM aBTOMATU3MPOBAHHOM CUCTEMDI
ynpaBneHus.

dopmupoBaHue TpeboBaHuUit K 3awmute HGopmauumn
B aBTOMaTU3MPOBAHHOI cucTemMe ynpaBaeHus

13. dopmuposaHme TpeboBaHMt K 3awmTe MHPOpPMaLMM B ABTOMATU3IMPOBAHHOM cUCTEME
ynpaBAeHWA OCYLLLECTBNAETCS 3aKa34YMKOM.

dopmupoBaHme TpeboBaHWU K 3aMTe MHGOPMALIMKN B aBTOMATU3UPOBAHHOW CUCTEME YNPaB/eHuUA
ocywectenasetrca ¢ ydyetom [OCT P 51583 "3awuta uHPopmaumn. [lopAagoK cosgaHua
aBTOMaTM3MPOBaHHbIX CUCTEM B 3aLLULLEHHOM MCnoHeHUKU. Obwue nonoxkeHus" (aanee - TOCT P 51583),
FOCT P 51624 "3awwuta MHPopmaumn. ABTOMATU3IMPOBAHHbIE CUCTEMbI B 3aWMLWEHHOM WMCNOJAHEHUN.
Ob6uwme TpebosaHua" (nanee - TOCT P 51624) n cTaHA@pPTOB OpraHM3aLuM U B TOM YMC/E BKAKOYAET:

NPUHATUE pelleHnUAa O HeobXoAMMOCTM 3alUTbl MHPOPMALMM B aBTOMATM3UPOBAHHOW cUCTemMe
ynpaBneHus;

KNnaccMouKauMio aBTOMaTU3MPOBAHHOM CUCTEMbl  yNpaBieHUss Mo TpeboBaHMAM  3alLMTbI
MHpopmaumn (aanee - KnaccuduKaLma aBTOMaTU3MPOBAHHOW CUCTEMbI yNpaBaeHNs);

onpegeneHne yrpo3 6e3onacHOCTM MHPOPMaLMKM, peanusauma KOTOPbIX MOMKET MNPUBECTM K
HapylWeHMWIO LWTATHOMO peMma ¢YHKUMOHMPOBAHUA aBTOMATM3MPOBAHHOW CUCTEMbI YMpaBAeHUA, U
pa3paboTKy Ha UX OCHOBE MoAenu yrpo3 6esonacHocTM nHGopmaumm;

onpeageneHume Tpe603aHm7| K CUcTteme 3aLllinThbl aBTOMaTM3MpOBaHHOﬁ CUCTEMDI YNpaBaeHNA.



13.1. Mpy NPUHATUKN peleHns 0 HeobXoAMMOCTU 3aLUTbl MHGOPMaLMKM B aBTOMATU3MPOBAHHOM
cucTemMe ynpaBAeHMUA OCYLLLeCTBAAIOTCA:

daHanns3 LLEHEﬁ co34aHuA aBTOMaTM3MpOBaHHOﬁ CNCTEMDBI ynpasaeHMA U 3a4a4y, pelaemblX aTOM
aBTOMaTM3MDOBaHHOﬁ cucTemoln ynpasneHusa;

onpegeneHve MHGOpMaLnUN, HapylleHUE AOCTYNHOCTU, LLeIOCTHOCTU UAU KOHPUAEHUMANBHOCTH
KOTOPOM MOXKET MPMBECTM K HapyLUEHMIO LUTATHOMO pexMma GYHKLMOHMPOBAHUA aBTOMATU3MPOBAHHOM
CUCTEMbl ynpaBneHusa (onpegeneHne KPUTUYECKM BaKHOW MHOOpPMaALMM), M OUEHKA BO3MOMKHbIX
nocneACTBMA TaKOFO HApYLLEHUS;

dHa/MIN3 HOPMATUBHbIX NPAaBOBbIX aKTOB, JIOKA/IbHbIX MPAaBOBbIX aKTOB, METOANYECKUX AOKYMEHTOB,
HaUuMOHAa/bHbIX CTAaHOAQPTOB W CTAaHOAPTOB opraHmsau,Mﬁ, KOTOpPbIM  OO/1)KHA COOTBETCTBOBATbL
dBTOMATU3NPOBAHHAA CUCTEMA YNPaBNEHUA;

NPUHATUE peLleHns 0 HE0BX0AMMOCTU CO34aHNA CUCTEMbI 3aLLUTHI aBTOMATU3MPOBAHHOM CUCTEMBI
ynpaBneHusa M onpeaeneHne uenei u 3afdady 3aWwmTtbl MHGOPMaLUKM B aBTOMATU3MPOBAHHOM cucTeme
ynpaBneHus.

13.2. Knaccnoumkaumsa aBToMaTU3MPOBAHHOM CUCTEMbI YNPaB/IEHUS NPOBOAUTCA 3aKa3uyMKOM UK
onepaTopom B 3aBUCUMMOCTM OT YPOBHA 3HAYMMOCTU (KPUTUYHOCTU) MHPOpMaLMK, 06paboTKa KOTOpOi
OCYLLECTBAAETCA B aBTOMATU3MPOBAHHOM CUCTEME YNPaB/EHMA.

YcTaHaBAMBAOTCA TPWM KAacca 3allMLIEHHOCTM aBTOMAaTU3MPOBAaHHOM CUCTEMbI YMpaB/ieHus,
onpeaenawollMe ypPOBHU 3alMLIEHHOCTM aBTOMAaTU3NPOBAHHOW cUCTEMbI ynpaBneHnsa. Camblii HU3KUI
KNnacc - TPeTuii, camblil BbICOKUIA - NepBblid. Knacc 3almUleHHOCTU aBTOMaTU3NPOBAHHOW CUCTEMbI
ynpasaeHuaA onpeaenaeTca B COOTBETCTBUN € npunoxkeHmem Ne 1 K HacToAawmm TpeboBaHUaM.

Knacc 3awmeHHOCTU MOoXKeT 6bITb YCTaHOB/IEH OTAE/NIbHO ANA KaXaoro us ypOBHeﬁ
aBTOMaTMBMpOBaHHOﬁ CUCTEMDI YNpaBaeHNA NN UHbIX CETMEHTOB NPU UX HATNYUMN.

Pesynbratbl KnaccupuKaLMmM aBTOMATU3MPOBAHHOW CUCTEMbI yrnpaBaeHnAa O0GOPMAAIOTCA aKTOM
KnaccuduKaymu.

TpeboBaHMe K Kjaccy 3alMLLEHHOCTM BK/OYAETCA B TEXHMYECKOe 3afaHWe Ha Cco3faHue
aBTOMAaTM3MPOBAHHOM CUCTEMbI YMpaBAeHMA U (MM) TexHU4Yeckoe 3agaHue (Y4acTHoe TexHUYeckoe
3aZlaH1e) Ha CO3ZaHMe CUCTEMbI 3aLLUTbI aBTOMATU3UPOBAHHOW CUCTEMBI yNpaBieHus, pa3pabaTtbiBaemble
¢ yyetom MOCT 34.602 "MHbopmaumnoHHas TexHonornsa. Komnnekc cTaHgapToB Ha aBTOMATU3MPOBaHHbIE
cuctembl. TexHMYecKoe 3afaHue Ha co3faHue aBTOMaTU3MpPOBaHHOM cuctembl” (panee - FOCT 34.602),
FOCT P 51583, TOCT P 51624 » cTaHOapTOB OpraHM3auuu.

Knacc 3aWuWweHHOCT aBTOMATM3MPOBAHHOW CUCTEMbl YMNpaBieHUs (CEermMeHTa) MNOoANeXUT
nepecMoTpy TONbKO B C/Ty4ae ee MOAEPHU3ALMH, B pe3y/ibTaTe KOTOPOMN M3MEHWU/ICA YPOBEHb 3HAYMMOCTH
(KpuTMuHOCTM) UHPOpMmaumnn, obpabaTbiBaemoli B aBTOMAaTM3UPOBAHHOW CUCTEME YMNpPaBieHUA
(cermeHTe).

13.3. OnpegaeneHne yrpos 6e3onacHoOCTM MHGOPMALMM OCYLLECTBAAETCA Ha KaXAOM U3 YpOBHEN
aBTOMATM3MPOBAHHOM CUCTEMbI YNPABAEHUA U LOMKHO BKAOYATD:

a) BbIiIBNEHME UCTOYHWMKOB Yyrpo3 6e30onacHocTM WHPOPMauMmM U OLEHKY BO3MOMKHOCTEMN
(noTeHLMana) BHEWHUX U BHYTPEHHWUX HapyLuTenew;

6) dHaNn3 BO3MOMKHbIX YH3BMMOCTEI7I aBTOMaTM3MpOBaHHOVI CUCTemMbl U BXO4AWKUX B €€ COCTaB
NpPOrpamMmHbIX U NPOrpamMMHO-annapaTHbIX CPeacTs;



B) onpeaeneHne BO3MOXHbIX C€nocoboB (cueHapueB) peanusauum (BO3HWKHOBEHMA) Yrpos
6e30nacHOCTM MHPOPMaLUW;

r) OUEHKY BO3MOMHbIX MOCNeACTBUI OT peannsauum (BO3HMKHOBEHWA) yrpo3 6e30nacHoCTU
UHbOPMaLUUK, HapyLLEHUA OTAENbHbIX CBOMCTB 6e3onacHOCTU MHPopMaLMK (LLeNOCTHOCTU, AOCTYNHOCTH,
KOHOUAEHUMANbHOCTM) M aBTOMATU3UPOBAHHOW CUCTEMbI YNPABIEHUSA B LLE/IOM.

B KauecTBe UCXOAHbIX AaHHbIX NPW onpeaeneHnn yrpos 6esonacHocTM MHGOpPMaLUM UCNO/b3yeTCs
6aHK AaHHbIX yrpo3 6esonacHocTM MHbOpPMaUmK, BeaeHue Kotoporo ocyulectsnsetca PCTIK Poccum B
COOTBETCTBUM C MOANyHKTOM 21 nyHkTa 8 lMonoxeHuna o depepanbHOM cnyxbe no TeEXHUYECKOMY M
3KCMOPTHOMY KOHTPO/IO, YTBEPKAEHHOro YKasom [pe3ngeHTa Poccuiickonn degepaunm ot 16 aBrycra
2004 r. Ne 1085 (CobpaHue 3akoHoaaTenbcTsa Poccuiickoit deaepaumm, 2004, No 34, ct. 3541; 2006, Ne
49, c1. 5192; 2008, Ne 43, cT. 4921; Ne 47, ct. 5431; 2012, Ne 7, cT. 818; 2013, Ne 26, cT. 3314; Ne 52, cT.
7137; 2014, Ne 36, cT.4833; N2 44, c1. 6041; Ne 4, cT. 641; 2016, Ne 1, cT. 211; 2017, N2 48, ct. 7198; 2018,
Ne 20, ct. 2818), a TakKe WHble UCTOMHMKWU, codepKallme cBedeHMA 06 yA3BMMOCTAX M yrposax
6e3onacHOCTM MHPOopMaL UK.

Mpu onpeaeneHnn yrpos 6e3onacHocT MHGOPMaLMM YUUTLIBAIOTCA CTPYKTYPHO-GYHKLUMOHANbHbIE
XapaKTEPUCTUKM aBTOMATM3MPOBAHHOW CUCTEMbl YNpPaB/ieHWsA, BK/OYAlOWME HanuuMe YypPOoBHEW
(cermeHTOB) aBTOMATM3MPOBAHHOW CUCTEMbI YMPaBJAEHMS, COCTAaB aBTOMAaTU3MPOBAHHOM CUCTEMDI
ynpaBneHusa, ¢GusMYECcKne, Norndyeckne, O¢GYHKUMOHANbHbIE W TEXHONOrMYecKue B3aMMOCBA3SKU B
aBTOMATM3MPOBAHHOM CUCTEME YMNPaBAEHWUA, B3aMMOAEUCTBME C WMHbIMM aBTOMATM3NPOBAHHbLIMM
(MHbOPMALMOHHBIMK) cUCTEMAaMU U UHPOPMALMOHHO-TENEKOMMYHUKALUMOHHBIMU CETAMU, PEXRMMbI
GYHKUMOHMPOBAHNA aBTOMATU3MPOBAHHOM CUCTEMbI YNPaB/ieHWUA, a TaKKe MHble 0CoBeHHoCTU ee
NocTpoeHus U GYHKLMOHUPOBAHMA.

Mo pesynbTaTam onpegeneHns yrpos 6Hes3onacHoOCTM WHbopMaUMKM MoryT paspabaTbiBaTbeA
pPEKOMEHAALMN MO KOPPEKTUPOBKE CTPYKTYPHO-PYHKLMOHANbHbBIX XapaKTEPUCTUK aBTOMATU3MPOBAHHOM
CUCTEMbI YMNpaB/ieHWs, Hanpas/ieHHble Ha 6/0KMPOBaHWE (HeNTpasM3auMio) OTAeNbHbIX Yrpo3
6e3onacHOCTM MHPOpPMaLMK.

Mogenb yrpo3 6e3onacHoCTM MHPOPMaLUW JOIKHA COAepKaTb ONMCAaHME aBTOMATU3MPOBAHHOM
CMUCTEMbI  ynpaBieHMA U yrpo3 06e30MacHOCTM  MHOOPMALMM  4NA  KAKAOrMO0 U3 YPOBHEW
aBTOMATM3MPOBAHHOM CUCTEMbl YMpPaBAEHWA, BK/IOYAOWEE OMMCaHWME BO3MOMHOCTEM HapywuTenen
(Mozenb HapywmnTens), BO3MOMKHbIX YA3BUMOCTEN aBTOMATU3MPOBAHHOM CUCTEMbI yipaBieHus, cnocobos
(cueHapues) peanusaummn yrpos 6e30MacHOCTM MHPOPMALMM U NOCNAEACTBMI OT HapylWeHWs CBOMCTB
6e30MacHOCTU MHPOPMALUKN (AOCTYNHOCTH, LLENOCTHOCTU, KOHOUAEHLMANBHOCTN) M WITAaTHOTO peXKMma
bYHKUMOHMPOBAHMA aBTOMATU3MPOBAHHOMN CUCTEMBI YNpaBAeHMA <*>,

<*> PaspaboTtaHHble ®CTIK Poccum B COOTBETCTBMM C MOAMNYHKTOM 4 nyHKTa 8 [osioXKeHusa o
depnepanbHol CyK6e No TEXHNUYECKOMY M 3KCMOPTHOMY KOHTPOI0, YTBEPKAEHHOTO YKa3zom Mpe3naeHTa
Poccuiickoit depepaumm ot 16 asrycta 2004 r. Ne 1085 (CobpaHune 3akoHogaTenbcTBa POCCUIACKOMN
®epepaumm, 2004, Ne 34, ct. 3541; 2006, Ne 49, ct. 5192; 2008, N2 43, cT. 4921; Ne 47, c1. 5431; 2012, Ne
7, cT. 818; 2013, Ne 26, cT. 3314; Ne 52, cT. 7137).

[na onpepeneHuns yrpo3 6esonacHoCTM MHPopmaumm u pas3paboTkn mogenu yrpo3 6esonacHocTm
MHOpMaLUM NPUMEHALOTCA meToamyeckne gokymeHTtbl PCTIK Poccum <*>,

<*> PaspaboTtaHHble PCTIK Poccum B COOTBETCTBUM C MoAMNyHKTOM 4 nyHKTa 8 osoxKeHus o
denepanbHoi cnyxb6e No TEXHNYECKOMY M SKCMOPTHOMY KOHTPOO, YTBEPKAEHHOTO YKa3zom Mpe3naeHTa
Poccuiickon depepaunmn ot 16 asrycta 2004 r. Ne 1085 (CobpaHue 3akoHomaTenbCTBa Poccuitckol



®epepaunn, 2004, Ne 34, ct. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, ct. 4921; Ne 47, c1. 5431; 2012, Ne
7, cT. 818; 2013, Ne 26, cT. 3314; Ne 52, cT1. 7137).

13.4, Tp66OBaHVIﬂ K CUCTEME 3allUThbl aBTOMaTM3MpOBaHHOl>'1 CnCTemMbl ynpasaeHuMAa onpeanenaroTcA
B 3aBUCMMOCTMU OT KinacCa 3alunleHHOCTU aBTOMaTM3MpOBaHHOﬁ CUCTEMDBI YynpaBaeHna wn yrpos
6esonacHocTH MHd)OpMaLI,MM, BK/TIOYEHHbIX B MOA4ENb Yrpo3 6esonacHocTH VIH(I)OpMaLI,MM.

TpeboBaHMA K cucTemMe 3aWMTbl aBTOMATM3MPOBAHHOW CUCTEMbI YMPABAEHMA BKAOYAKOTCA B
TEXHMYECKOE 33JaHMe Ha co3faHue (MoAepHW3aLuMio) aBTOMATU3UMPOBAHHOM CUCTEMbI YNPaBAEHUA U
(nnn) TexHuyeckoe 3agaHMe (4acTHOe TexXHWYecKoe 3afaHuMe) Ha Co3AaHue CUCTEMbl  3aLUMTbI
aBTOMAaTM3MPOBAHHOM CUCTEMbI YNpaB/eHusa, pa3pabaTtbiBaemble ¢ yyetom FOCT 34.602, TOCT P 51583,
FOCT P 51624 v cTaHAapTOB OpraHn3aLmm, KOTopble SONKHbI B TOM YMCAe CoAeprKaTb:

uenb 1 3agaum obecnedyeHna 3aWmUTbl MHGOPMALIMM B aBTOMATU3NPOBAHHOW CUCTEME YNpPaBAeHUs;
K/Jacc 3alMLEHHOCTN aBTOMATU3MPOBAHHOM CUCTEMBI YNPaBAEHMS;

nepeyeHb HOPMATMBHbLIX MPABOBbIX aKTOB, JIOKa/bHbIX MPAaBOBbIX aKTOB, METOANYECKMX
[OKYMEHTOB, HaLMOHa/IbHbIX CTaHAAPTOB U CTaHAAPTOB OPraHN3aLmMii, KOTOPbIM A0/13KHA COOTBETCTBOBATb
aBTOMAaTU3MpPOBaHHasA CUCTEMA YMpPaBieHNs;

06BbEKTDI 3alluThbl aBTOMaTM3MPOBaHHOﬁ CNCTEMDI YNpPaBaeEHNA Ha Ka*XAom U3 ee ypOBHEVI,’

TDE6OBaHMﬂ K Mepam n cpeacrtsam 3allnUTbl MH(I)OpMaLI,VIVI, NMPUMEHAEMbIM B aBTOMaTM3MpOBaHHOﬁ
Cncreme ynpasneHuA,

TpeboBaHMA K 3awute UWHPopmauum npu UHPOPMALMOHHOM B3aUMOAENCTBMU C  UHBIMU
aBTOMaTM3UPOBAHHbIMM (MHbOpMaLMOHHBIMN) cMcTemamm n MHOOPMALMNOHHO
TE/IEKOMMYHUKALMOHHbIMU CETAMMU;

TpeboBaHMA K NOCTaBAAEMbIM TEXHUYECKMM CPEACTBaM, NPorpammHoMy obecrnedyeHuto, CpeacTBam
3aLLMTbl MHOPMALLMK;

bYHKLMM 3aKa3umMKa 1 onepaTopa no obecneyeHuno 3awmuTbl MHGOPMaLMKN B aBTOMaTU3UPOBAHHOWM
cUcTeme ynpasieHus;

ctaaum (3Tanbl paboT) cO34aHUA CUCTEMbI 3aLLUMUTLI aBTOMATU3NPOBAHHOW CUCTEMbI YNPaBieHNS.

Mpu onpeaeneHnn TpeboOBaHUN K CUCTEME 3aLUWTbl aBTOMATU3UPOBAHHOM CUCTEMbI YNpaBAeHUA
YUYUTBIBAOTCA MOMOKEHUA MNOANTUK obecneyveHmna MHGOPMALLMOHHOM 6E30NacHOCTM 3aKa3uMKa B C/yyae
ux paspabotku no FOCT P UCO/M3K 27001 "MHdopmaumoHHasa TexHonorusa. MeToabl M cpeactsa
obecneveHuns 6esonacHocTU. CUCTEMbl MeHeaKMeHTa MHGOopMaLUUoHHOW be3onacHocTu. TpeboBaHuAa", a
TaK»Ke NoNUTUK obecnedyeHma MHGOPMaLMOHHOM 6e30nacHOCTK onepaTopa B YaCcTW, HE MPOTUBOPEYALLEN
NoJIMTUKAM 3aKa3umKa.

Pa3paboTKa cuctembl 3aLUTbl aBTOMATU3UPOBAHHOM
cUCTEeMbI ynpaBieHus

14. Pa3pa60TKa CNCTembl 3alUTbI aBTOMaTM3MDOBaHHOVI CUCTEMDI ynpaBaeHUNA OpPraHU3yeTCA
3adKa34ynMKOM U1 ocyLiecTBnAaeTcAa pa3pa60T‘-IVIKOM n (MHM) onepatopom.

PaspaboTka cucTembl 3almMTbl aBTOMATU3MPOBAHHOM CUCTEMbI YNPaBAEHUA OCYLLECTBAAETCA B
COOTBETCTBUM C TEXHUYECKMM 334aHMEM Ha CO34aHue (MoAEepPHU3aLMI0) aBTOMATU3MPOBAHHOMN CUCTEMDI
ynpasaeHua u (Man) TEXHUYECKUM 3343aHMEM (YacTHbIM TEXHUYECKMM 3343aHMEM) HA CO3Z4aHUE CUCTEMDI
3aWMTbl aBTOMATM3MPOBAHHOM cucTeMbl ynpasBiaeHns ¢ ydetom [OCT 34.601 "MHdbopmaumoHHan
TexHonorna. KomnsieKkc cTaHgapToOB Ha aBTOMATU3UPOBaHHbIE CUCTEMbI. ABTOMATU3NPOBAHHbIE CUCTEMDI.



Craguu co3ganus" (ganee - FOCT 34.601), FOCT P 51583, FOCT P 51624 u cTaHAapTOB OpraHnsaLmn U B
TOM YMCne BK/IKOYaET:

NPOEKTUPOBaAHNE CUCTEMbI 3aLlLLUTDI aBTOMaTM3MpOBaHHOl7I CNCTEMDI YNpPaBaeHNA;

paspaboTKy 3KCMAyaTaUMOHHOM [AOKYMEHTAUMM Ha CMCTEMY 3alUMTbl aBTOMAaTU3MPOBAHHOM
CUCTEMbI YNpaB/ieHKs.

Cuctema 3awWmTbl aBTOMATU3MPOBAHHOM CUCTEMbI YNpaBAeHUs He [AOMKHA MNPenATCTBOBaTb
WTaTHOMY peXumy GyHKLUMOHMPOBAHMA aBTOMATU3NMPOBAHHOW CUCTEMbI YNPaBAEHMA NPU BbINOJHEHUN
ee QYHKUMI B COOTBETCTBUM C Ha3HAYEHUEM aBTOMATU3NPOBAHHOM CUCTEMBI YNPABAEHMUS.

an pa3pa60TKe CNCTEMDI 3aLlUNTDbI aBTOMaTMBMpOBaHHOﬁ CNCTEMDI ynpaBieHNA Y4YUTbIBAETCA €€
MHd)OpMaLI,MOHHOE B3aMMO,D,EI7ICTBVIe C UHbIMU @aBTOMAaTU3NPOBAHHbIMUA (MHCI)OpMaLI,MOHHbIMM) cmcremamm
n MHd)OpMaLI,MOHHO-Te!'IEKOMMyHMKaLI,VIOHHbIMM cetammn.

14.1. MpY NPOEKTUPOBAHUMN CUCTEMbI 3aLLLUTHI aBTOMATU3UPOBAHHOM CUCTEMbI YIPABAEHUA:

onpeaenarTcs TUNbl cybbekToB AoCTyna (Nosb3oBaTeNn, NPOLLECChl U MHble CyObeKTbl A0CTyna) U
06beKTOB A0CTyna, ABNAIOWMXCA ObO6beKTamMu 3alluTbl  (aBTOMATU3MPOBaHHble pabouve mecTa,
NPOMbILL/ZIEHHbIE CEepPBEPbI, TeIEKOMMYHMKAUMOHHOEe 0bopyaoBaHMWe, NpPorpaMmmupyemble iormyeckue
KOHTPO/1/1EPbI, UCMOJIHUTEIbHbIE YCTPOICTBA, MHble 06BbEKTbI A4OCTYyNa);

onpeaenarTca MeToabl yNpasieHna A0CTYNOM (AUCKPELMOHHDbIN, MaHAATHbIA, PONEBOM UM UHble
MeTogpl), TWMbl AOCTyna (4YTeHue, 3anucb, BbINOJAHEHWME WAUM WMHble TWUMbl AOCTYNa) W MpaBuAna
pasrpaHMYyeHns p[ocTyna CybbekToB AocTyna K ob6beKTam JocTyna (Ha OCHOBE CMUCKOB, METOK
6e30MacHOCTK, PONEN M WMHbIX NPaBW), NOAJENKaLLME peanvs3auuum B aBTOMAaTU3MPOBAHHOM cucTeme
ynpaBneHus;

BbI6MpaIOTCFI Mepbl 3aWnTbl VIHd)OpMaLI,VIM, nognexawmue peannmsaumnn B pamkax CUCTEMbI 3alLLUTDI
aBTOMaTMBMpOBaHHOVI CUCTEMDI YNPpaBaeHNA;

onpeaenarTca napaMeTpbl NPorpaMmMmmnpoBaHMA U HaCTPOI‘;ﬂ(M nporpammHoro 06ECI'IELIEHMFI,
BK/1KO4aA nporpammHoe obecneyeHue cpeacTts 3aWinTbl MHd)OpMaLI,MM, O6ECI‘IE‘-IMBaIOLLI,ME peannsauunto
mep 3aWunTbl MHd)OpMaLI,MVI, a TaKXe YCTpaHeHMe BO3MOXKHbIX yﬂ3BVIMOCTel71 aBTOMaTM3MpOBaHHOﬁ
CNCTEMDI yNpaBaeHNA;

onpeaensaAloTcs BUAbI U TUMbl CPeacTB 3awmTbl MHPopmaumn, obecneuymBalolme peannsaumio
TEXHUYECKMUX Mep 3aWmTbl MHGOPMaLIMK;

onpeaenaeTca CTPyKTypa CUCTEMbI 3aLlLNTbI aBTOMaTVI3VI|OOBaHHOI7I CUCTemMbl ynpassieHuUA, BKAKOYaA
COCTaB (KOI'II/I'-IECTBO) N MecCTa pasMeLlleHna ee asNeMEHTOB;

ocywiecresndaeTca npu HEO6XO,CI,VIMOCTM Bbl60p cpeacTts 3aWunTbl I/IHd)OpMaLI,VIVI C y4dyeTom wux
CTOMMOCTHN, COBMECTUMOCTN C NPOrpaMMHbIM obecneyeHnem U TEXHUYECKMMM cpeacresamu, dDYHKLLMIz
6€e30nacHOCTN 3TUX cpeacts m ocobeHHocTel uX peannsaumnmn, a TaKKe KnacCa 3auneHHOCTH
aBTOMaTMBMPOBaHHOﬁ CUCTEMDI YNPaBAEHNA;

onpeaenalTca Mepbl 3aWwmTbl MHGopMaunmn Npu MHGOPMaLMOHHOM B3aUMOLEWNCTBUM C UHbLIMM
aBTOMATU3MPOBAHHbIMM (MHbOpPMaALMOHHBIMM) cMctemMamm n NMHPOPMaLMOHHO
TENEKOMMYHWMKALMOHHbIMU CETAMMU;

ocyLwiecrBnAaAeTCcAa npoBepkKka, B TOmM 4yucae npu HEO6XOLI,I/IMOCTVI C UCnosib3aoBaHMemM MaKeToB Unn
TEeCToBOWM 30Hbl, KOPPEKTHOCTU q)yHKLI,MOHVIpOBaHMﬂ aBTOMaTM3MpOBaHHOﬁ CnCTtembl ynpassieHuUA C
cMcTemol 3aWinTbl U COBMECTUMOCTU Bbl6paHHbIX cpeacTts 3aWuThbl VIHd)OpMaLI,VII/I C NporpaMmmMHbIM
obecneyeHnem U TEXHUYECKUMU cpeaocrsamm aBTOMaTM3MpOBaHH0171 CUCTEMBI YNpaBaeHUA.



an NPOEKTUPOBAHNUN CUCTEMDI 3aLLUTbI aBTOMaTM3MpOBaHHOl71 CUCTeMbl ynpasaeHnA AOONXKHbI
Y4YUTbIBATbCA ocobeHHOCTH (I)YHKLI,MOHVIpOBaHMﬂ nporpaMmmHoOro obecneyeHns N TeXHUYECKUX cpeacTts Ha
Ka*Xaom uns3 ypOBHeﬁ aBTOMaTVI3VIpOBaHHOI\/‘I CNCTEMDI YnpaBaeHUA.

Pe3ynbTaTbl NPOEKTUMPOBAHMA CUCTEMbI 3aWMTbl aBTOMATU3WMPOBAHHOW CUCTEMbI YNpaBAeHUs
OTpaKaloTca B MPOEKTHON AOKYMEHTauuM (3CKU3HOM (TeXHMYecKom) npoekte u (unm) B paboueit
AOKYMEHTaUMKN) Ha aBTOMaTU3UMPOBAHHYIO CUCTEMY YNpaBAeHUA (cMcTeMy 3aLmUTbl aBTOMATU3NPOBAHHOM
CUCTEMbI ynpaBfieHus), paspabatbiBaemolt ¢ ydyetom [OCT 34.201 "MHpopmaumoOHHas TexHonorus.
KomnieKkc cTaHOapToB Ha aBTOMATM3MPOBaHHbIE CUCTEMbl. Buabl, KOMMNAEKTHOCTb M 0603HauyeHue
OOKYMEHTOB MPW CO3[4aHMM aBTOMATU3UPOBAHHbLIX cucTtem" (manee - TOCT 34.201) u ctaHaapToB
opraHM3aumu.

14.2. Pa3paboTKa 3KcnyaTauMOHHOM AOKYMEHTALMM Ha CUCTEMY 3allMTbl aBTOMATU3UPOBAHHOM
CMCTEeMbI YNPaBAeHUA OCYLLECTBAAETCA NO pe3y/ibTaTaM NPOEKTUPOBAHMA B COOTBETCTBMU C TEXHUUYECKMM
3aJaHMem Ha co3gaHue (MoAaepHM3auMilo) aBTOMATU3MPOBAHHOW CUCTEMbI ynpaBaeHus u (Mnaum)
TEXHWMYECKMM 33afaHMeM (Y4acTHbIM TEeXHMYECKMM 3aJaHMEM) Ha CO3JaHMe CUCTEMbI 3alMUTbl
aBTOMaTM3MPOBAHHOMN CUCTEMbI YNPaB/EHMA.

3KcnnyaTauMoHHAA OOKYMEHTAUMA Ha CUCTeMy 3aWwmTbl  aBTOMATU3MPOBAHHOM  CUCTEMBbI
ynpaBfeHua paspabatbiBaeTca ¢ ydyetom [OCT 34.601, FOCT 34.201, TOCT P 51624 u craHaapToB
OpraHu3aumMn n JoNKHa B TOM YUC/ie CoAepKaTb OnucaHume:

CTPYKTYPbI CUCTEMbI 3aLLUUTbI aBTOMATU3UPOBAHHOM CUCTEMBI YNIPaBAEHUS;

CoCTaBa, MecCT YCTaHOBKM, NMapameTpoB W MOpsAKa HACTPOMKU CpeacTB 3awuTbl MHPOpmaLMK,
NporpaMmHoOro obecneyeHnn u TeXHUYECKUX CPEeACTB;

npasua akcnayatTaunm CUCTEMbI 3alLNTbI aBTOMaTM3MpOBaHHOl71 CUCTEMDI YNpaBaeHUA.

BHeppeHue cuctembl 3awmTbl aBTOMaTM3MPOBaHHOVI CUcTembl
ynpaBseHunAa n BBoa ee B AEECTBME

15. BHepapeHMe cucTembl 3alnTbl aBTOMATU3MPOBAHHOM CUCTEMbI YMNpPaBAEHUA OpraHu3yeTca
3aKa34YMKOM W OCYLLECTBAAETCA pa3paboTumkom u (uam) onepaTopom.

BHeapeHue cuctembl 3aWmThbl aBTOMaTM3MPOBaHHOﬁ CUCTembl ynpaBieHUA OCYLLECTBNAETCA B
cooTBeTCcTBUMU C I'IpOEKTHOﬁ n 3KCI'II'IyaTaLI,MOHHOﬁ p,ouymemau,meﬁ Ha CUCTEMY 3allUTbI MHd)OpMaLI,MM
aBTOMaTMBMpOBaHHOﬁ CUCTEMDI YNPaBaeEHNA N B TOM YMUC/1e BKNIKOYAET:

HacTpPoWKy (3agaHve napameTpoB  MPOrpPaMMMPOBaHKMA)  MporpammHoro  obecneyeHus
aBTOMATM3MPOBAHHOM CUCTEMbI YNPaBJEHUS;

pa3paboTKy OOKYMEHTOB, OnpeaensAlowmMx npasuna v npoueaypbl (NOAWUTUKKM), peanusyemblie
onepatopom Ana obecneyeHuns 3awmTbl MHGOPMaLUM B aBTOMATM3NPOBAHHOW CUCTEME YNpPaBAeHUA B
Xofe ee 3KcnayaTaumu (panee - OpraHM3auMOHHO-pacnopAauTeNbHble AOKYMEHTbl MO  3aluTe
UHbOpPMauun);

BHeApeHNE OpPraHN3aUuMOHHbIX Mep 3aLllUTbI VIHd)OpMaLI,MM;

YCTaHOBKY M HACTPOMKY CpeacTB 3alWuTbl MHPOPMaLUMM B aBTOMATU3MPOBAHHOW cUCTeme
ynpaBneHus;

npeaBaputTenbHble UCNbITAHUA CUCTEMbI 3aLLUUTbI aBTOMaTM3VIDOBaHHOlZ CUCTEMDI YNPaBaeHNA;

ONbITHYK 3KCNAyaTaunto CUCTEMbI 3alLUTDI aBTOMaTM3MpOBaHH0171 CNCTEMDI YNPaBAeEHUA;



aHa/M3 yA3BMMOCTEM aBTOMATM3MPOBAHHOM CUCTEMbI YMPABAEHUA M MPUHATME Mep MO MUX
YCTpPaHeHWIo;

npnemoYHble NCNbITaHNA CUCTEMDbI 3aLLLUTDbI aBTOMaTM3MpOBaHHOﬁ CNCTEMBI ynpaBaeHUA.

15.1. HacTpoika (3agaHve napameTpoB NpPOrpamMmuMpoBaHMA) MNPOrpammHoro obecneyeHus
ABTOMATM3MPOBAHHON CUCTEMbI YNPaBAeHMA AO/XKHA OCYLLECTBAATLCA B COOTBETCTBUM C MPOEKTHON M
3KCMNNYaTaUMOHHOW AOKYMEHTaUMelh Ha aBTOMATU3MPOBAHHYIO CUCTEMY ynpasneHus u obecneynBaTb
KOHUTYpaLMIO NPOrPamMmmMHOro obecrnevyeHMa U aBTOMATU3MPOBAHHOW CUCTEMbI B LEIOM, NPU KOTOPOM
MUWUHUMU3UPYIOTCA PUCKU BO3HUKHOBEHMA YA3BMMOCTEN M BOSMOXKHOCTU peanm3aumnm yrpos 6esonacHoctu
nHbopmaumm.

15.2. PaspabaTtbiBaemMble  OpraHM3auUMOHHO-PacnopAUTENbHbIE  AOKYMEHTbl MO 3aluTe
MHPOPMaLMK AOMKHbI ONPeaenaTb NPaBnaa 1 npoueaypsl (MOAUTUKK):

peanvl3au,m71 OTAENbHbIX MEpP 3alWnTbl MHd)OpMaLI,MM B aBTOMaTMBMDOBaHHOf/‘I cncreme ynpasaeHuA
B paMKax ee CUCTeMbl 3aLLNTbI;

NAAHUPOBAHUA MeponpuUATUIA No obecrneyeHuto 3awmTbl MHGOPMALMN B aBTOMATU3MPOBAHHOM
cMCTeMe yNpaBaeHUs;

obecneyeHns [OeNCTBUA B HeLWTATHbIX (HenpeaBUAOEHHbIX) CUTyaLMAX B XOAE 3SKchayaTauuu
aBTOMaTM3MPOBAHHOM CUCTEMbI YIPABAEHUSA;

MHPOPMUPOBAHMA M 06yYeHMA NepcoHana aBTOMaTU3MPOBAHHOMN CUCTEMbI YIPaBIEHUS;

aHasm3a yrpo3 6esonacHocTM HPopMaLUM B aBTOMATU3UPOBAHHOM CUCTEME YNPABIEHNA U PUCKOB
OT MX peanusaunu;

ynpasneHua (agMWHUCTPUPOBAHMA) CUCTEMOM 3alMTbl MHOOPMALMM  aBTOMATU3MPOBAHHOWM
CUCTEMbI YNpaBAeHUs;

BbIAB/IEHNA WHUMAEHTOB (04HOrO COBbITWA MAWM FPynnbl COBbITUIA), KOTOPbIE MOMYT MPUBECTU K
c60SM MU HapyweHUo GYHKUMOHMPOBAHMA aBTOMAaTU3MPOBAHHOW CUCTEMbI yrpaBaeHua U (uam) K
BO3HMKHOBEHMIO Yyrpo3 6e30NacHOCTM MHPOPMaLMK (aanee - UHUUAEHTbI), U pearnpoBaHuaA Ha HUX;

ynpas/iieHna KoHoUrypaumein aBToMaTU3MPOBAHHOM CUCTEMbI YNPABAEHNA N ee CUCTEMbI 3aLLMUTbl;

KOHTpONA (MOHWTOpPMHra) 3a obecneyeHMem YPOBHA 3aLLMLLEHHOCTM aBTOMAaTU3MPOBAHHOM
CUCTEMbI YNpaBAeHUs;

3aWnTbI MHd)OpMaLI,MM npu BbiBOAE U3 3KCNNyaTaunn aBTOMaTM3MpOBaHHOI‘;1 CNCTEMbDI YNpaBaeHUA.

OpraHu3aLMOHHO-pacnopaguTeNbHble  JOKYMEHTbl MO 3alWuTe  WMHPopmMauun  mMoryT
pa3pabaTtbiBaTbCcsl B BUAE OTAE/bHbIX [AOKYMEHTOB oOMepaTopa WAM B PaMKax obWel MNOAUTUKK
obecneyeHns MHpopmaLmoHHo 6e3onacHocT B ciydae ee paspaboTtkm no MOCT P MCO/M3IK 27001
"MHbopmaumMoHHasa TexHosormsa. MeTogbl M cpeactBa obecneveHua 6esonacHOCTU.  CucTemsl
MeHeaXMeHTa MHGopPMaUunoHHoM 6esonacHocTu. TpeboBaHmA".

15.3. Mpyv BHEAPEHWUM OPraHM3aLMOHHbIX Mep 3aLWnTbl MHGOPMALLMM OCYLLLECTBAAIOTCA:

BBEAEHME OrpaHWYeHMIn Ha AeicTBMA nepcoHana (nonb3osaTteneli (onepaTopcKoro nepcoHana),
aAMUHUCTPaTOpPOB, ob6ecneynBaloLLero NepcoHana), a TaKKe Ha YCNOBMA 3KCMyaTauuu, U3MeHeHue
COCTaBa N KOHOUTYpaLLMM TEXHUYECKMUX CPEACTB U NPOrpamMHOro obecneyeHms;

onpeaeneHne agMUHUCTpaTopa 6esonacHocTU MHbopmaLumy;



peanusauma NpaBuA pasrpaHUYeHUs AO0CTyNa, PernameHTUPYIOWMX NpaBa AocTyna cybbeKToB
[0CTyna K o6bekTam gocTyna;

nposepKa NOJIHOTbI U AETANIbHOCTUN ONMNCAaHUA B OPraHn3auMOHHO-pacnopAAUTENIbHBIX AOKYMEHTAX
no 3auuTe VIHCI)OpMaLI,VIVI AeﬁCTBMﬁ nepcoHana aBTOMaTM3MpOBaHHOl>‘I CNCTeMbl YynpasseHUA "
AOMUHUCTPATOpPA b6esonacHocTH MHd)OpMaLI,MM, Hanpas/IEHHbIX Ha obecneveHue 3alWnTbl MHd)OpMaLI,VIM,'

0oTpaboTKa NpaKTUYECKUX AENCTBUIN AONMHOCTHbIX NUL, M MoAapasaeneHnin, obecnevymparolmx
3KCnyaTaumio aBTOMATU3UPOBAHHOM CUCTEMbI YNPaBAEHUA M 3aWUTy MHbOpMaALMN.

15.4. YcTaHOBKa M HAcTpoOMKa CPeAcTB 3aWmTbl MHPOPMALMU OCYLLECTBAAETCA B C/y4Yasnx, ec/iu
Takue cpeacTBa HeobxoaMmbl gns 610KMPOBaHMA (HelTpanmnsaumnmn) yrpos 6e3onacHocTM MHpopmaumm,
KOTOpble HEBO3MOKHO MCK/IOYNUTL HACTPOMKOM (3agaHMem napameTpoB) NMporpammHoro obecneyeHus
aBTOMATM3MPOBAHHOM CUCTEMbI YyMNpaBieHUs U (MNK) peanusaumeirt OpraHM3aLMOHHbIX Mep 3aWmThbl
nHbopmaumm.

YcTaHOBKa WM HacTpoWKa cpeacts 3awmMTbl MHPOPMAUMM B ABTOMATM3MPOBAHHOW cUCTEME
yrnpaBaeHUA AO/MKHA MPOBOAMTLCA B COOTBETCTBMM C IKCMYATALMOHHOW AOKYMEHTaLMen Ha cuctemy
3alMUTbl aBTOMATM3WMPOBAHHOW CUCTEMbI YMpPaBJAEHMA W [AOKYMEHTauMelr Ha Cpeactsa  3awuThbl
MHpopmaumn.

Mpu 3TOM YyCTAaHOBKa W HACTPOMKa CPeAcTB 3aluTbl MHPOpMauuM Ao/mKHA obecneymBaTb
KOPPEKTHOCTb (YHKLMOHUPOBAHUA aBTOMaTM3MPOBAHHOM CUCTEMbl YMNpaBieHMA U COBMECTUMOCTb
BblGPaHHbIX CPeACTB 3aWuTbl MHPOPMaLMK C MPOrPaMMHbIM 0becnedeHnem 1 TeXHUYECKMMU cpeacTBaMm
aBTOMaTM3MPOBAHHOM CUCTEMbI YMpaBiAeHWUA. YCTaHOB/NEHHbIE W HACTPOEHHble CPeaCTBa 3almThbl
MHPOPMALMM He A0/KHbI OKa3biBaTb OTPULLATE/IbHOTO BAUSHWUSA Ha LUTATHbIN peXXnUmMm GYHKLMOHMPOBAHMA
aBTOMaTM3MPOBAHHOMN CUCTEMbI YIPaBIEeHUA.

15.5. MpenBaputenbHble  UCMbITAHUA  CACTEMbl  3aWMTbl  aBTOMAaTM3MPOBAHHOM  CUCTEMBI
ynpassieHua nposogAatca ¢ yyetom OCT 34.603 "MHpopmauMOHHaAA TexHonorma. Buabl McnbITaHWUi
aBTOMaTM3MpPOBaHHbIX cuctem" (aanee - FOCT 34.603) 1 CTaHAAPTOB OPraHU3aLMKN 1 BKAOYALOT NPOBEPKY
paboToCNOCOBHOCTM CUCTEMbI 3aLUMUTbI aBTOMATU3MPOBAHHON CUCTEMbI YNPaBAEHWA, @ TaKKe NPUHATUE
pelweHnas O BO3MOXKHOCTU OMbITHOM 3KCM/yaTauMM CUCTEMbI 3aLLUTbl aBTOMATU3MPOBAHHOM CUCTEMBI
ynpas/ieHuA.

Mo pesynbraTam NpeaBapuUTeNbHbIX UCMbITAHMIA CUCTEMbI 3aLLMTbl aBTOMATU3UPOBAHHOW CUCTEMDI
ynpasneHua MoryT paspabaTbiBaTbCA MNPEAJ/IOKEHUA MO KOPPEKTUPOBKE MPOEKTHbIX PELeHnin no
aBTOMaTU3MPOBAHHOM CUCTEME YNPaBAEHUA U (MNK) ee cucTeME 3aLUmTbI.

15.6. OnbITHaA aKcNyaTaLMa cCUCTEMbI 3aLLMTbl aBTOMATU3MPOBAHHOM CUCTEMbI YNPaBAEHMA NPOBOANTCA
¢ yyetom OCT 34.603 m CcTaHAaAPTOB OpPraHM3aLMmM MU BKAOYAET NPOBEPKY GYHKUNMOHMPOBAHUA CUCTEMDI
3alNUTbl aBTOMATU3MPOBAHHOM CUCTEMbI YMpPaBAEHUA, B TOM YMUC/AEe peasn30BaHHbIX Mep 3almThbl
nHbOpMauuMmM, a TaKKe T[OTOBHOCTb MepcoHana aBTOMATM3MPOBAHHOM CUCTEMbl YNpaBAeHUA K
3KCMyaTauym CUCTEMbI 3aLLUTbI aBTOMATU3NMPOBAHHOM CUCTEMbI YyNPaBAeHUA.

Mo pe3synbTaTam OMNbITHOM 3KCM/yaTauUMU CUCTEMbI 3alUTbl aBTOMATU3MPOBAHHON CUCTEMBI
ynpaBneHMa MoryT pa3pabaTbiBaTbCA NPEAJIOKEHUA MO KOPPEKTUPOBKE MPOEKTHbIX PELIEeHW A Mo
aBTOMATU3MPOBAHHOM CUCTEME YNpaBAEHMA U (MIK) ee CUCTEME 3aLUUTDI.

15.7. AHann3 ysA3BMMOCTEN aBTOMATU3MPOBAHHOM CUCTEMbl YMpPABAEHWUA MPOBOAUTCA B LENAX
OLEHKM BO3MOXKHOCTU MPEOAO0/IEHNA HapyLMTENeM CUCTEMbI 3aLLMTbl aBTOMATU3MPOBAHHOM CUCTEMDI
yrnpaBneHus W HapyweHus 6e3onacHoro ¢QyHKUMOHMPOBAHUA aBTOMATU3MPOBAHHON CUCTEMDI
yrnpaBneHuWs 3a cYeT peasn3aLmm yrpos 6e3onacHocTM nHGopMaLmu.



AHanus y;l3BVIMOCTEl7I aBTOMaTMBMpOBaHHOP’I CNCTEMDI yNpaBaeHNA BKKOYAET aHA/IN3 yH3BMMOCTeﬁ
cpeacte 3aWnThbI VIHCI)OpMaLI,MVI, TEXHUNYECKUX cpeacrts n nporpammHoOro obecneyeHus
aBTOMaTM3MDOBaHHOﬁ CUCTEMDI YNpaBaeHnA.

Mpu aHanuse ya3BMMOCTEN aBTOMATU3NPOBAHHOM CUCTEMbI YNpaBAeHUA NPOBEPSAETCA OTCYTCTBUE
YA3BMMOCTEMN CPEeACTB 3alnTbl MHPOPMaL MU, TEXHUYECKMX CPeaCTB M NPOrpamMmmMHOro obecrneyeHus, B TOm
yuncne ¢ y4eTtom MHboOpMaLmMn, MMetoLenca y pa3paboTyMKOB U NOlY4EHHOM U3 APYrMxX 0bLeaoCTynHbIX
MCTOYHWUKOB, MPaBUIbHOCTb YCTAHOBKM M HACTPOMKKN CPeACTB 3almTbl MHPOPMALMU, TEXHUYECKUX CPEACTB
M NporpammHoOro obecneyvyeHusi, a TaK)Ke KOPPEKTHOCTb paboTbl CpPeAacTB 3aluTbl MHbOPMaLUW,
TEXHUYECKUX CPeacTB M NporpammHoro obecrneyeHns aBTOMaTU3MPOBAHHON CUCTEMbBI YIPABAEHUS NPU UX
B3aMMOAENCTBUM.

Mo pelweHuIo 3aKa3uyMKa g5 MNOATBEPKAEHUA BbIBIEHHbIX YA3BMMOCTEM MOMKET MpPOBOAMTLCA
TeCTUpoBaHME aBTOMATU3MPOBAHHOW CUCTEMbl YMpPaBJEHMA Ha MPOHMKHOBEHME. YKasaHHoe
TEeCTMpOBaHME NPOBOAUTCA, KaK NpPaBUAO, Ha MaKeTe (B TECTOBOM 30HE) aBTOMATU3NPOBaHHOW CUCTEMBI
ynpas/ieHus.

B cnyyae BbiaBneHuA yFl3BVIMOCTeﬁ B aBTOMaTM3MpOBaHHOV1 cncrteme ynpasaeHuAa, npnsoaAaAlnX K
BO3HMKHOBEHWUIO JONO/IHUTENbHbLIX Yrpo3 6esonacHocTH MHd)OpMaLI,MM, npoBoAnUTCA YTOYHEHUE MOoOEeNN
yrpos 6esonacHoCTH MHd)OpMaLI,MVI nnpu HEO6XOAMMOCTM NMPUHUMAOTCA AONONTHUTENNbHbIE MepPbl 3alLUTbI
MHd)OpMaLI,MVI, Hanpas/ieHHbleé Ha YCTpaHeHWEe BbIAB/IEHHDbIX YH3BMMOCTeﬁ nanm  UCKNYvakwuime
BO3MOXXHOCTb 3KCNAyaTaunn HapyLwunTesiem BblABNIEHHbIX yFI3BMMOCTem.

AHann3 yA3BMMOCTEM aBTOMAaTU3MPOBAHHOM CUCTEMbI YMPaBieHUA MpPoBOAUTCA A0 BBOAA
aBTOMAaTU3MPOBAHHOM CUCTEMbI YNPABAEHMSA B MPOMbILLIEHHYIO SKCM/IyaTaUmio Ha 3Tanax, onpeaensiembix
3aKa34MKOM.

15.8. MpuemoyHble UCMbITaHWMA CUCTEMbI 3aLUUTbI aBTOMATU3MPOBAHHOW CUCTEMbI yrnpaB/eHuA
NPOBOAATCA, KaK MNpaBW/io, B paMKax MPUEMOYHBIX WCMNbITAHUA aBTOMATU3UMPOBAHHOW CUCTEMDI
ynpasneHusa B uenom c yyetom NOCT 34.603 v cTaHAapTOB OpraHu3aumu.

B xoZe nNpMEeMOYHbIX WCNbITaHWUA [O0MXKEH b6biTb NPOBEAEH KOMMIEKC OPraHM3aLMOHHbIX W
TEXHUYECKMX MEPONPUATUIA (MCNbITaHMIA), B pe3y/bTaTe KOTOPbIX NOATBEPKAAETCA COOTBETCTBME CUCTEMDI
3alUMTbl aBTOMATU3MPOBAHHOM CUCTEMbl YMNPaBAEHUA TEXHMYECKOMY 3aJaHWI0 Ha Co34aHue
(MmoaepHM3aUMIo) aBTOMaTU3NMPOBAHHOW CUCTEMbI YNPaBAEHUA U (MNU) TEXHUYECKOMY 3a4aHUNI0 (YacTHOMY
TEXHUYECKOMY 33[aHMI0) Ha CO3aHWE CUCTEMbI 3aLLMTbl aBTOMATU3UPOBAHHOW CUCTEMbI YPABAEHUS, A
TaKKe HacToAwmm TpeboBaHMAM.

B KauecTtBe MUCXOOHbIX AdHHbIX NPU NPUEeMOYHbIX UCNbITAHUAX UCNONb3YHOTCA MOoAe/lb Yrpos
6esonacHoCTM WHOPMAUMM, aKT KnaccuduKauMm aBTOMATUMIMPOBAHHOW CUCTEMbl YNpaB/eHus,
TexHM4yecKoe 3agaHuve Ha co3gaHue (MoAepHW3auMio) aBTOMaTU3MPOBAHHOW CUCTEMbl YNpPaBieHUs U
(nnn) TexHuyeckoe 3agaHMe (4acTHOe TexHWYecKoe 3aJaHuWe) Ha Cco3daHue CUCTeMbl  3almThbl
aBTOMaTMU3MPOBAHHOMN CUCTEMbI YNPABAEHUA, MPOEKTHAA N SKCMIyaTaLMOHHAA AOKYMEHTaLUMA Ha cucTemy
3alMUTbl aBTOMATU3NPOBAHHOW CUCTEMbI YNPaBAEHNA, OPraHU3aLMOHHO-PacNopPAANTE/IbHbIE AOKYMEHTbI
no 3atmTe MHbopMaLmm, pesynbTaTbl aHaNM3a YA3BMMOCTEN aBTOMaTU3NPOBAHHOW CUCTEMbI yNpaBaeHu s,
maTepuanbl npeasapuUTesibHbIX M MPUEMOYHbIX WUCMbITAHWUIA CUCTEMbI 3alMTbl aBTOMaTU3MPOBaHHOWN
CUCTEMbI YNpaB/ieHUA, a TaKKe MHble JOKYMEHTbl, pa3pabaTbiBaemble B COOTBETCTBMM C HACTOALLMMMU
TpeboBaHnAMU 1 TpebOBaHMAMM CTaHAaPTOB OPraHU3aLmu.

anGMO‘-IHbIe ncnbiTaHnAa CUCTEMbI  3alLUUTDI aBTOMaTM3MpOBaHHOl7I Cuctembl ynpasaneHuA
nposoaATCcA B COOTBETCTBUU C HpOFpaMMOVI n METOAMKOﬁ NPUEeMOYHDbIX WCNbITaHWUA. Pe3yanaTb|
NPUNEMOYHbIX WCNbITAHUI CUCTEMBI 3alnTbl aBTOMaTM3MpOBaHHOl7I Cnctembl ynpassieHnA C BbIBOAOM O €€
COOTBETCTBUUN YCTAHOBJ/IEHHbIM Tp66OBaHVIFIM BK/TIOYAKOTCA B aKT NPUEMKHN aBT0MaTVI3VIpOBaHHOI7I CNCTEMDI
ynpasaeHnAa B aKCn1iyaTauuio.



Mo pelweHuIo 3aKa3uyMKa NOATBEP)KAEHUE COOTBETCTBUA CMCTEMbI 3alMTbl aBTOMaTU3MPOBaHHOM
CUCTEMbI YNPaBNEeHUA TeXHUYECKOMY 3aJaHWi0 Ha co3faHue (MoAepHM3auMio) aBTOMaTU3MPOBaAHHOWN
CUCTEMbI yNpaBaeHUa 1 (MAK) TeXHMYECKOMY 3a4aHUI0 (YaCTHOMY TeEXHMYECKOMY 3aAaHuI0) Ha co3gaHue
CUCTEMbI 3aLLMTbI aBTOMATU3NPOBAHHOM CUCTEMbI YNPaBAEeHUSA, a TaKKe HacToALMM TpeboBaHUAM MOXKeT
nposoautbcA B Gopme aTTecTauyu aBTOMaTU3MPOBAHHOW CUCTEMbI YNpPaBieHMA Ha COOTBeTCTBUE
TpeboBaHMAM Mo 3awuTe MHOOpMauMu. B 3Tom cnydyae Ana nposedeHUA aTTecTauuy MPUMEHARTCA
HaLMOHaNbHble CTaHAAPTbI, @ TaKXKe MeToandeckme AokymeHTbl PCTIK Poccum <*>,

<*> PaspaboTaHHble PCTIK Poccumn B COOTBETCTBMM C NOAMNYHKTOM 4 nyHKTa 8 [on0MKeHus o
PepepanbHOn cnyxkbe No TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJIHO, YTBEPKAEHHOTO YKasom Mpe3unaeHTa
Poccuiickon ®egepaumm ot 16 asrycta 2004 r. Ne 1085.

BBog, B AelicTBMe aBTOMaTU3MPOBAHHOWM CUCTEMbI yNpaB/ieHUsa ocyliectsaserca ¢ ydyetom OCT
34.601, cTaHAapTOB OpraHM3aUMM U NPU MONOXKUTENbHOM 3akAo4YeHMU (BbiBOAE) B aKTe MPUEMKU O
COOTBETCTBUM €e CUCTEeMbl 3alUTbl YCTAaHOBAEHHbIM TPpeboBaHMAM K 3awmTe UHPopmaumn (Mam npu
Ha/IM4YMM aTTecTata COOTBETCTBUA).

O6ecneueHue 3awmTbl UHGOPMALUU B XOAEe IKCNAyaTaLun
aBTOMaTM3UPOBAHHOM CUCTEMbI YNpaBaeHUs

16. ObecneyeHne 3aWMTbl MHPOPMALMN B XOAE 3SKCMayaTaUMM aBTOMATM3MPOBAHHOM CUCTEMbI
yrnpaB/ieHUA OCYLLECTBAAETCA OMNEPaTOPOM B COOTBETCTBUM C IKCMJ/IYyaTaLMOHHON [OKYMEHTauuMen Ha
CMCTEMY 3alMTbl U OPraHM3aLUMOHHO-PACNOPAANTENIbHBIMU AOKYMEHTAaMM MO 3alumuTe MHboOpMaLUN U
BKJ/IKOYAET C/ieaylowme npoueaypbl:

NAaHUPOBAHME MepPONpUATUIA No obecnevyeHnto 3aWmUTbl UHOOPMALUKN B aBTOMATU3UPOBAHHOM
cucteme ynpasneHus;

obecneyeHne AOeWCTBMI B HelTaTHbIX (HenpeaBMAEHHbIX) CUTyauMsaX B XoAe 3Kchnayatauuu
aBTOMaTM3MPOBAHHOM CUCTEMbI YNIpaBAeHUS;

MHpopMMpPOBaHME U 0ByYeHNe NepcoHana aBTOMaTU3NPOBAHHOW CUCTEMbI YNPaBIeHUSs;

nepumoguyeckmn aHanms yrpos 6esonacHoct WHGOPMAUUM B aBTOMATU3MPOBAHHOW cucTeme
yrnpaBAeHMA U PUCKOB OT UX peasiM3aLuu;

ynpasneHve (agMUHUCTPUPOBAHME) CUCTEMOM  3alMTbl  aBTOMaTU3MPOBAHHOM  CUCTEMbI
ynpasneHus;

BblAB/EHNE MHUMAEHTOB B XO4€ 3KCNAyaTauuun aBTOMaTM3VIpOBaHHOVI CNCTeMbl ynpasaneHnAa u
pearnpoBaHne Ha HUX;

ynpassieHue KOHd)MpraLLMGVI aBTOMaTM3MpOBaHHOl71 CNCTEeMbI YNpaBaeHNA N ee CUCTEMbI 3alLNTDbI,

KOHTPO/b (MOHWUTOPMHT) 33 obecneyeHmem ypoBHA 3aLLMLLEHHOCTM aBTOMaTU3UPOBAHHOM CUCTEMDI
yrnpaBneHus.

16.1. B xoZe nNNaHMPOBaHUA MeponpuaTMiA no obecrneyeHuto 3awmTbl MHPOPMaLMKM B
aBTOMATM3MPOBAHHOM CUCTEME YNPABNEHMUSA OCYLLLECTBAAIOTCA:

onpeaeneHne nuL, OTBETCTBEHHbIX 32 NAaHUPOBAHME U KOHTPO/Ib MEPONPUATAIA No obecnedyeHunto
3alMTbl MHGOPMALMM B aBTOMATU3MPOBAHHOMN CUCTEME YNPaBAEHUs;



pa3paboTKa, YTBEP)KAEHME W aKTyanu3auma MnaaHa MeponpuATUA Mo obecneyeHuto 3aLumTbl
MHGOPMaLMM B aBTOMATM3NPOBAHHOM CUCTEME YNPABAEHUS;

KOHTPO/Ib  BbINOJIHEHMA  MeponpusaTUiA  no  obecneyeHMo  3aWuUTbl  MHPOPMaUUK B
aBTOMATM3NPOBAHHOM CUCTEME YNpPaBEeHUA, NPEaYCMOTPEHHbIX YTBEPKAEHHbIM MJIAHOM.

16.2. B xopme obecneyeHus p[eNCTBUM B HEWTATHbIX (HenpeaBMAEHHbIX) CUTyaumsax npwu
3KCNyaTauumn aBTOMaTU3UPOBAHHOM CUCTeMbI YpaBAeHMA OCYLLECTBAAIOTCA:

naaHnpoBaHme MepOHpMﬂTMVI no obecneyeHuto 3alWnTbl MHCbOpMaLI,MM B aBTOMaTM3MpOBaHHOﬁ
cncreme ynpasaeHumA Ha cnyqaﬁ BO3HUKHOBEHUA HELWTATHbIX (Hel'lpe,CI,BM,D,EHHbIX) CMTyaLI,Mﬁ;

obyyeHne n oTpaboOTKa AENCTBMA nepcoHana no obecneyeHuto 3alWmTbl MHOpMaLUKN B
aBTOMaTM3MPOBAHHOMN CUCTEME YNPaB/ieHMA B CNyyae BO3HUKHOBEHMA HeluTaTHbIX (HenpeaBuaeHHbIX)
CUTyauui;

co3faHune anbTePHATUBHbIX MECT XpaHeHna U 06paboTkM MHGOPMaLMM Ha CNyYail BOSHUKHOBEHUA
HelwTaTHbIX (HenpeaBUAEHHbIX) CUTYyaLUIA;

pesepBMpoBaHME NPOrpamMmmMHOro obecneyeHms, TEXHUYECKUX CPEACTB, KAaHANO0B Nepeaayn gaHHbIX
aBTOMaTM3MPOBAHHOMN CUCTEMbI YNPABAEHUS Ha C/lydalh BOSHUKHOBEHMA HELTaTHbIX (HenpeaBuaeHHbIX)
cUTYyaumi;

obecneyeHne BO3MOKHOCTM BOCCTAHOBNEHMS aBTOMATU3MPOBAHHOM CUCTEMBI YNPaBAeHUs U (1K)
€e KOMMNOHEHTOB B C/ly4ae BO3SHUKHOBEHWA HeLTaTHbIX (HenpeaBUAEHHbIX) CUTyaLuiA.

16.3. B xoge WHOOpMMpPOBaHMA U 0Oy4YeHMs nepcoHana aBTOMATM3MPOBAHHOM CUCTEMDI
yrpaBAeHWA OCYLLECTBAAOTCA:

nepuoanyeckoe MWHPOPMUPOBaHME nNepcoHana o6 yrposax 6e30MacHOCTM MHOOpPMaLMKM, O
npaBuaax 3KCNayaTauym CUCTEMbI 3alUTbl aBTOMATU3MPOBAHHOM CUCTEMbI YNPABAEHUA U OTAENbHbIX
CPeAcCTB 3aWnTbl UHGOPMaLNK;

nepuogmyeckoe  obyyeHWe nepcoHana  NpaBMAaM  JKCMAyaTaLMM  CUCTEMbI  3aLUMTbI
aBTOMaTU3MPOBAHHOMN CUCTEMbl YNPABAEHUA M OTAE/bHbIX CPEACTB 3aWuTbl MHPOPMALLMKM, BKAOYAA
npoBeAeHMe NPaAKTUYECKMX 3aHATUI C NePCOHAZIOM Ha MaKeTax MW B TECTOBOM 30He.

16.4. B xoge aHanusa yrpos 6e30nacHOCTM MHPOPMaALMKM B aBTOMaTU3MPOBAHHOMW cUCTeme
ynpaBAeHMA U BO3MOMKHbIX PUCKOB OT MX Peannsaumm ocyLLEeCTBAAIOTCA:

HepMOAquCKMVI aHanuns3 yFI3BMMOCT€ﬁ aBTOMaTM3MpOBaHHOl71 CnCTemMbl ynpasneHna, BO3SHUKaOWNUX
B XOo4e ee sKcnayatauuu;

I'IepMOAM‘-IeCKI/Iﬁ dHaIn3 U3IMEHEHUA Yyrpos3 6e3onacHoCTH MHd)OpMaLI,MM B aBTOMaTM3MpOBaHHOl7‘I
cncreme ynpasaeHumA, BO3HUKAKLWKX B XO4€ €€ 3KCnayaTaunm;

nepunogn4yeckaa OUEHKa I'IOCI]E,D,CTBVI% OT peannsautunmn yrpos 6e3onacHoCTH VIHd)OpMaLI,VIM B
aBTOMaTMBI/IpOBaHHOﬁ cncreme ynpasaeHuA (aHafIVI3 pMCKa).

16.5. B xome ynpasneHus (agMWHUCTPUPOBAHUS) CUCTEMOM 3aLLMTbl ABTOMATU3MPOBAHHOM
CUCTEMbI YNPABAEHUSA OCYLLLECTBAAIOTCA:

onpegeneHmne nuy, OTBETCTBEHHbIX 3a ynpaBaeHue (aAMMHMCTpMpOBaHMe) cucTemoim 3alnThbl
aBTOMaTMBI/IpOBaHHOﬁ CUCTEMDI YNPaBAEHNA;

ynpasseHne y4eTHbiMn 3anncamm nosib3oBarenen nogaepxaHume npasua pasrpaHnvyeHnAa gocrtyna
B aBTOMaTM3MpOBaHHOl7I cncreme ynpasaeHuMA B akTya/ibHOM COCTOAHUMN,



ynpasaneHne cpencresamum 3alinTbl VIH(I)OpMaLI,VII/I B aBTOMaTM3MpOBaHHOl\/‘1 cncreme ynpasneHuA, B
TOM 4Yucne napameTpamum HaCTpOﬁKM nporpammHoro 066CﬂeHEHMﬂ, BK/1l0O4aA BOCCTaHOB/EHWME
pa6OTOCI'IOCO6HOCTM cpeacTs 3aWunThbl MH(I)OpMaLI,VIM, reHepauynto, CMeHy 1 BOCCTaHOB/IEHUE naponel‘/‘l;

ynpasneHne 06HOBNEHUAMM NPOrPaMMHOro obecneyeHus, BKAOYasA NporpammHoe obecnevyeHue
cpeacTs 3awmTbl MHGOPMALMU, C y4yeToM ocobeHHocTer (YHKLMOHMPOBAHWA aBTOMATM3MPOBAHHOM
CUCTEMbI YNpaBAeHUS;

LEHTPaIM30BaHHOE yNpaB/ieHNne CUCTEMOW 3alLMTbl aBTOMATU3MPOBAHHOMN CUCTEMbI YMNpaBAeHMA
(npn HeobxoanmocTu);

aHa/n3 3apPerncTPMPOBaHHbIX COBbITMIA B aBTOMATU3MPOBaHHOMN CUCTEME YNPaBIEHUSA, CBA3aHHbIX C
6e3onacHOCTbiO MHOpMaLMK (aanee - cobbiTUA 6e3onacHoOCTH);

conpoBoxaeHMe (YHKUMOHWPOBAHMA  CUCTEMbI  3alUWTbl aBTOMAaTM3WMPOBAHHOW  CUCTEMDI
yrnpaBieHMA B XO4E€ €ee 3SKChayaTauuu, BK/OYas BeAeHMe 3KCMyaTauMOHHOW OOKYMEHTauuu U
OpPraHU3aLMOHHO-PaCNoPAANTENbHbIX AOKYMEHTOB MO 3aLliuTe MHGOPMaLLUN.

16.6. [AnA BbIABNEHUA MHUMOEHTOB N pearnpoBaHMA Ha HUX OCYLLLEeCTBAAIOTCA:
onpeageneHwmne nny, OTBETCTBEHHbLIX 3a BblABNEHNE MHUNOEHTOB U pearmMpoBaHne Ha HUX;

obHapyXeHne n naeHTMMKaUMA UHUMAEHTOB, B TOM 4YMC/Ae OTKA30B B 0b6CAyXuBaHMK, cboes
(nepesarpy3ok) B paboTe TeXHMYECKUX CPeacTB, MPOrpammMHOro obecneyeHns W CPeacTB 3aliUThl
WHPOPMaLMK, HapylleHWIt NpaBuA pasrpaHMYeHna OOCTyna, HenpaBOMEPHbIX AeWcTBUIA no cbopy
MHPOPMaLMKN, BHEAPEHUA BPEOOHOCHLIX KOMMbIOTEPHbIX MNpPOrpamMmm (BUMPYCOB) M UHbIX COBLITUIA,
NPUBOAALLMX K BOSHUKHOBEHUIO HLNAEHTOB;

cBoeBpemMeHHOe VIHd)OpMMpOBaHVIe 1y, OTBETCTBEHHbLIX 3a BblABeHNE UHUUMAOEHTOB WU
pearnposaHne Ha HUX, O BO3HUKHOBEHUN NHUUNOEHTOB B aBTOMaTMBMpOBaHHOVI cncreme ynpasneHuA
nepcoHanom;

aHaNM3 MHUMAEHTOB, B TOM 4YMCNe oOnpeaefieHNe MUCTOYHMKOB WM MPUYMH BO3HUKHOBEHMUA
WMHUMOEHTOB, @ TAK}Ke OLLeHKa UX NOoCeACTBUN;

nAaHUpPOBaHME U MPUHATUE MeP NO YCTPAHEHUIO UHUMAEHTOB, B TOM YMCAE MO BOCCTAHOB/IEHUIO
aBTOMATM3MPOBAHHOM CUCTEMbl YNpaB/ieHWA B C/ly4Yae OTKasa B ob6cay:KuBaHuM wmam nocne cboes,
YCTPaHeHWo NOCAeACTBUIA HapyLWeHUA NpaBua pasrpaHMYeHnn A0CTyna, HenpaBoOMEPHbIX AEUCTBUIA NO
cbopy MHPopMaumn, BHEAPEHNA BPEOOHOCHLIX KOMMNbIOTEPHbIX MPOrpamm (BUPYCOB) M UHbIX COBLITUN,
NPUBOAALWMX K BOSHUKHOBEHWIO MHLNAEHTOB;

NAaHNpPOBaHME U NPUHATUE MepP NO NpPpeaoTBpalleHNO NOBTOPHOINO BO3HMKHOBEHUA MHUNOEHTOB.

16.7. B xope ynpaBneHus KoHoUrypaumelr aBTOMATM3MPOBAHHOM CUCTEMbl YMpaBAeHUA U ee
CUCTEMbI 3aLLUTbI OCYLLECTBAAIOTCA:

noaaepaHue KoHoUrypaumm aBToMmaTM3NPoOBaHHOMW CUCTEMbI YNPAaBAEHUA U ee CUCTEMbI 3aLLUTbI
(CTPYKTYypbl CUCTEMbI 3alMTbl aBTOMaTM3MPOBAHHOW CUCTEMbI YMNpPaBAeHNA, COCTaBa, MECT YCTaHOBKU U
napameTpoB HACTPOMKM CpeacTB 3almTbl MHGOPMALMK, NPOrPaMMHOI0 obecrneyeHns U TeXHUYECKUX
CpeAcTB) B COOTBETCTBMM C 3IKCMAyaTaUMOHHOM [AOKYMEHTaumel Ha cucTemy 3aluTbl (noageprkaHue
6a30B0I KOHOUIypaL MM aBTOMaTU3NPOBAHHOW CUCTEMbI YNPABNEHNA N ee CUCTEMBI 3aLLMUTbI);

onpegeneHmne nuil, KOTOPbIM paspeLlleHbl AEVICTBMH Mo BHECEHUIO W3MEHEHU B 6BBOBYI-O
KOHq)MI'ypaLI,VHO aBTOMaTVI3VIpOBaHHOﬁ CNCTEMDI YNpaBaeHNA N ee CUCTeMbl 3aLlLUTbI,;



pernameHTaumMsa M KOHTPO/Ib TEXHUYECKOrO OOCNYKMBaHWA, B TOM YUCIEe LUCTAHLMOHHOIO
(yoaneHHOro), TeXHWYECKUX CpeacTB M NPOrpammHOro obecneyeHWsa aBTOMATU3MPOBAHHOM CUCTEMBI
ynpaBneHus;

ynpaB/ieHUE N3MEHEHUAMM 6a30BOIN KOHPUTYpaLMM aBTOMATU3NPOBAHHOM CUCTEMbI YNPABIEHMUA U
€e CMUCTEMbI 3aLLMTbI, B TOM YMC/e onpeaesieHUe TUMOB BO3MOXKHbIX U3MEeHeHUH 6a30Bo1 KoHUrypaumum
aBTOMATM3NPOBAHHOM CUCTEMbI YMpPaB/iEHUS WU €e CUCTEMbl 3aluTbl, CaHKUMOHMPOBAHME BHECEHMUA
n3meHeHnn B8 6a3oByt0 KOHOUIypaLMIO aBTOMATM3MPOBAHHOM CUCTEMbI YMNPaBAEHUA U €e CUCTEMbI
3alUNUTbI, [AOKYMEHTMPOBAHWE AOelCTBUM MO0 BHECEHUID UW3MeHeHMn B 6a30BYyH0 KOHUrypauuio
aBTOMATM3NPOBAHHOM CUCTEMBI YIPABAEHUA U €€ CUCTEMbI 3aLLNTbI, COXPAaHEHWE AaHHbIX 06 M3MEHEeHUAX
6a30BOI KOHPUIYpaLUM aBTOMATU3MPOBAHHON CUCTEMbI YNPABAEHUS U €€ CUCTEMbI 3alMUTbl, KOHTPO/b
AENCTBMA MO BHECEHUID WM3MEHeHWl B 6a30BYyl0 KOHOUrypauuilo aBTOMATUM3MPOBAHHOM CUCTEMbI
yNpaBAeHMA U ee CUCTEMbI 3aLUTbI;

dHa/n3 noTteHuywmnanbHOro BO3A€VICTBMFI nAaHNpyembIxX M3MeHeHMA B 6asoBol KOHd)MI'ypaLI,MVI
aBTOMaTM3MDOBaHHOVI CUCTEMDI ynpaB/sieHNA N €ee CUCTEMbI 3aLlLNTbl Ha obecneveHune ee 6e30I'IaCHOCTM,
BO3HMKHOBEHNE  OONOJIHUTENIbHbBIX  Yrpos3 6esonacHocCTH MHd)OpMaLI,MM n pa6OTOCI'IOCO6HOCTb
aBTOMaTM3MDOBaHHOVI CUCTEMDI YNPaBaeHNA;

onpefeneHue MapameTpoB HaCTPOMKM MNporpammHoro obecnedyeHus, BKAOYAA MPOrpammHoe
obecnevyeHne cpeacTs 3almTbl MHbOPMALMKM, COCTaBa U KOHPUrypaLmu TexHUYEeCKMX cpeacts WU
nporpammHoro obecrneyeHuns A0 BHECEHMA N3MEHEHWNI B 6a30BYO0 KOHGUTYPaLIMIO aBTOMATU3MPOBAHHOMN
CUCTEMbI YNPaB/IEHUS U ee CUCTEMbI 3aLLUTbI;

BHeceHue uHdopmauum (aaHHbIX) 06 MsmeHeHusx B 6a3oBoii KOHGUrypaL MM aBTOMaTU3NPOBaHHOM
CMCTEMBDI YNPABAEHUA N €e CUCTEMbI 3aLUUTbI B SKCMYAaTaLMOHHYIO AOKYMEHTALMIO HA CUCTEMY 3aLUUTDI
MHGOPMaLMM aBTOMATU3NPOBAHHOW CUCTEMBI YNPABAEHUA.

16.8. B xoZe KOHTponAa (MOHWTOpMHra) 3a obecneyeHMem YpPOBHA  3aLMLLEHHOCTU
aBTOMATU3MPOBAHHOM CUCTEMbI YNPABAEHMUA OCYLLECTBAAIOTCA:

KOHTPO/b 32 COBbITUAMM 6€30NacHOCTM U AeNCTBUMAMM NepcoHana B aBTOMaTU3MPOBAHHOM cucTeme
ynpaBneHus;

KOHTpOAb (aHanus3) sawmuweHHocTn unHdopmauuu, obpabaTbiBaemoi B aBTOMATU3MPOBAHHOM
cucTeme ynpaBneHus, ¢ ydeTom ocobeHHocTel ee GpYHKLMOHMPOBAHUS;

aHaAM3 U oueHKa QYHKUMOHMPOBAHMA CUCTEMbl 3almTbl aBTOMaTU3MPOBAHHOM CUCTEMbI
ynpaeieHus, BKAOYAsA BbIBAEHUE, aHAaNN3 U yCTPaHEHME HeAO0CTaTKOB B QYHKLMOHUPOBAHUM CUCTEMDI
3aLMTbl aBTOMATM3UPOBAHHOM CUCTEMbI YNPABAEHUSA;

[OKYMEHTUPOBaHME NPOoLEeAyp U Pesy/bTaToB KOHTPOAA (MOHUTOPWUHra) 3a obecrneyeHMem ypoBHs
3aLLMLLEHHOCTM aBTOMATM3UPOBAHHOW CUCTEMbI YNPaB/IeHUS;

NPUHATME peLleHna No pesynbTaTam KOHTPOAA (MOHWTOpMHra) 3a obecneyeHMem YpPOBHA
3aLLMLLEHHOCTM aBTOMaTM3UPOBAHHOM CUCTEMBI YNPABAEHMA O HE0HXOAMMOCTM NepecmoTpa TpeboBaHuit
K 3almTe MHPOPMaLUMKM B aBTOMATU3MPOBAHHON cucTeme ynpaBneHusa n gopaboTke (MoaepHM3aLmmn) ee
CUCTEMbI 3aLLUTI.



Ob6ecneyeHue 3aWmnTbl MHGOPMALUK NMPU BbIBOAE U3 IKCMTyaTaLUn
aBTOMATU3UPOBAHHOW CUCTEMbI YNPaBAeHUA

17. ObecneyeHne 3aWnTbl MHOOPMALMM NPWU BbIBOAE M3 3KCM/yaTauMM aBTOMATU3MPOBAHHOM
CUCTEMbI  YNPaBNEHMS  OCYLLECTBAAETCS OnepaTopoM B COOTBETCTBMM C  3KCMJ/IyaTaLMOHHOM
AOKYMEHTaUMeN Ha cucTemy 3alMTbl aBTOMATM3MPOBAHHOW CMCTEMbI YNpPaB/ieHUa M OpraHM3auMoHHO-
pacnopaaMTeNbHbIMU AOKYMEHTAMM MO 3aWmUTe MHPOPMALUK U B TOM YKC/IE BKKOYAET:

apXMBMpPOBaHUE MHPOPMaALMK, COAepIKaLLEeCs B aBTOMAaTU3NPOBAHHOM CUCTEME YNPaBAeHUs;

YHUYTOXKEHME (CTUpaHMEe) [aHHbIX M OCTAaTOMHOM MHGOPMAUMM C  MALIMHHBIX HOcUTenew
MHbOPMaUUK U (M) YHUUTOXKEHUE MALLMHHBIX HOCUTelel MHpopmaumu.

17.1. ApxuBMpOBaHME WHPOPMALIUKM, COAEPNKALLENCA B  aBTOMATM3MPOBAHHOMN  cuUcTeme
ynpaBaeHuA, LOMKHO OCYLLECTBAATLCA NPU HEOBXOAMMOCTU Aa/IbHENLLEro UCNOob30BaHUA MHGOPMaLUK
B AleATeNbHOCTWN onepaTopa.

17.2. YHUUTOKEHME (CTMpaHMe) AaHHbIX U OCTaTOMHOW MHOGOPMALMKM C MALUMHHbIX HOCUTenel
MHPOPMaLMKN NPOU3BOAMUTCA MNPU HeobXOoAMMOCTM nepesaydn MaLIMHHOMO HOCUTeNAa MHpOopMaLMK
ApPYyromy nosb30oBaTeto aBTOMaTU3MPOBAHHOW CUCTEMbI YNPaBAEHUA AU B CTOPOHHME OpraHMU3aumm ans
PEMOHTa, TEXHUYECKOTo 06CNYKUBAHUA UM AaNbHENLLETO YHUUTOKEHMS.

Mpu BbiBOAE aBTOMATU3MPOBAHHOW CUCTEMbl YNPaBAEHUS M3 3KCMyaTauum NpPousBOAUTCA
YHUUTOMKEHME MaLLMHHbIX HocuTenen MHPpopMaLMn, COAEPKALLUX SHEPrOHE3aBUCUMYIO MaMATb.

lll. TpeboBaHuA K mepam 3awuTbl MHGOPMaLUU
B aBTOMaTU3MPOBAHHOI cUCTEMe ynpaBaeHUs

18. OpraHu3auMoHHbIe UM TEXHUYECKMe Mepbl 3aWwuTbl MHPOpMaLMK, peanunsyemble B
aBTOMATU3MPOBAHHOM CUCTEME YMPABNEHNA B PaMKax ee CUCTEMbI 3alLMTbl, B 3aBUCMMOCTU OT Kjacca
3alUMLLIEHHOCTH, yrpo3 6e30nacHOCTM WMHGOPMALMM, UCMONb3YEMbIX TEXHOMOTMIA W CTPYKTYPHO-
OYHKUMOHANbHBIX XapaKTEPUCTUK aBTOMATU3MPOBAHHON CUCTEMbI yNpaBneHUA U 0cobeHHocTel ee
bYHKUMOHMPOBaAHMA L0MKHbI 0becneynBaTh:

naeHTudUKaumio n ayteHtudumkaumo (MAD);

ynpasneHue goctynom (YNA4);

orpaHuyeHue nporpammHoin cpeabl (ONC);

3aWMTY MaLLMHHbIX HocuTenen nHdopmaumm (3HNU);

ayauT 6esonacHoctu (AYA);

aHTMBUPYCHYIO 3awmTy (AB3);

npeaoTBpalLeHne BTOPKEHUIM (KOMNbIOTEPHbIX aTak) (COB);

obecneveHune uenoctHoctn (OLLA);

obecneueHne goctynHoctu (OAT);

3aLMTY TEXHUYECKUX CpeacTB 1 cuctem (3TC);

3aWMTy MHGOPMALIMOHHOM (aBTOMATU3MPOBAHHOM) CMCTEMBI M ee KoMMNoHeHToB (3UC);

pearMpoBaHMe Ha KOMMNbOTEePHble HLMAEHTbI (MHLL);



ynpasneHue KoHourypaumei (YRD);

ynpafieHne 06HOBEHMAMM NporpaMmHoro obecneyerHuns (ONO);
naaHMpoBaHWE meponpuaTnii no obecnedyenuto 6esonacHoctu (MJH);
obecneyeHune AencTBMI B HelTaTHbIX cutyaumax (AHC);
MHPOpMMpPOBaHUE M 0byyeHMe nepcoHana (MNO).

CoctaB Mep 3awmTbl MHPOpPmauMM M uX 6asoBble Habopbl 418 COOTBETCTBYHOLWMX K/AacCoB
3aLLMLLEHHOCTM aBTOMATU3MPOBAHHbIX CUCTEM YNPABIEHNA NPUBEAEHbI B NPUIOKeHUM N2 2 K HacTOALWMM
TpeboBaHuaM.

CopepkaHne mep M MNpasBuia UX peanusaumm yCTaHAB/IMBAKOTCA METOANYECKUM [OKYMEHTOM,
pa3paboTtaHHbiIM PCTIK Poccum B COOTBETCTBMM C NYHKTOM 5 M NoanyHKTOM 4 nyHKTa 8 MonoxKeHua o
PepepanbHOn cnyxkbe No TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJIHO, YTBEPKAEHHOTO YKasom Mpe3unaeHTa
Poccuiickon ®egepauum ot 16 asrycta 2004 r. Ne 1085.

19. Boibop mep 3awuTbl MHPOPMaLMM AAA UX peanu3aumm B aBTOMATU3MPOBAHHOM cucTeme
yrpaB/JeHMA B paMKax ee CUCTEMbI 3aLUTbl BK/OYAET:

onpeaeneHne 6a3oBoro Habopa mep 3awWuTbl MHGOPMAUUKM A4S YCTAHOBJIEHHOTO KJjacca
3aLUMLLEHHOCTN aBTOMATM3MPOBAHHOM CUCTEMbI YNPABNEHUA B COOTBETCTBUM C 6a30BbIMK Habopamu mep
3aWwmTbl MHPOPMaLMKM, NPUBEAEHHBIMU B NpuaoKeHun N2 2 K HacToAalwmnm TpeboBaHUAM;

afantaumio 6asoBoro Habopa mep 3aWMTbl MHGOPMALMN NPUMEHUTENBHO K KaXKAOMy YPOBHIO
aBTOMATU3MPOBAHHOM CMUCTEMBI YNPABAEHWUA, UHBIM CTPYKTYPHO-GYHKUMOHANbHbLIM XapaKTEPUCTUKAM U
0COBeHHOCTAM  QYHKUMOHMPOBAHMA aBTOMATM3MPOBAHHOW CUCTEMbI YyMpaBaeHua (B Tom uucne
npeaycmaTpuBaloWyl0 WCKAoYeHWe U3  6HasoBoro Habopa Mep 3awmTbl MHGOpPMauUMKU  Mep,
HenocpeacTBEHHO CBA3AHHbIX C TEXHO/IOTMAMM, HE UCMOb3YEMbIMU B aBTOMATU3MPOBAHHOMN cUCTEME
yrnpaB/ieHMA WAN ee YPOBHAX, WAM  CTPYKTYPHO-QYHKLMOHANbHBIMU  XapaKTepuUCTUKamu, He
CBOWCTBEHHbIMW aBTOMATM3UPOBAHHOW CUCTEME YNPaB/IEHUS);

YyTOYHEHME adanTupoBaHHoOro 6a3oBoro Habopa mep 3aWuTbl MHPOPMALMM C yYeTOM He
BblBpaHHbIX paHee mMep 3awWmTbl MHOOPMALMM, NPUBEAEHHbIX B MPUAOKEHUMM Ne 2 K HacToAwmm
TpeboBaHMAM, B pe3ynbTaTe 4Yero ONpeaenAlTca Mepbl 3aWwmTbl MHPoOpmauuu, obecneymsatolime
610KMpoBaHMe (HelTpanusaumio) Bcex yrpo3 6e30MacHOCTM MHOOPMALMM Ha KarKAOM M3 YpOBHEM
aBTOMATM3MPOBAHHOM CUCTEMbI YNPaBAEHUS;

JONoJSIHEHWEe YTOYHEHHOrO aganTMpoBaHHOro 6asoBoro Habopa mep 3awWmTbl MHbOPMALUM
Mepamu, obecneymBaloLlLLMMKN BbINOJIHEHWE TpeboBaHMI K 3awmute WMHPOPMALUK, YCTaHOB/IEHHbLIMM
WHBIMW HOPMATUBHbLIMW MPABOBbLIMW AKTaMM, JIOKA/NbHbIMU MPABOBbLIMU aKTamMM, HaLMOHA/bHbIMM
CTaHZAPTaMM U CTaHAApPTaMM OpraHM3aLmMmn B 061acTy 3aLWUTbl MHGOPMaLUW.

Ons Bblbopa mep 3awWuTbl MHPOPMALMKM ANA COOTBETCTBYIOLWIEro Kjacca 3alMLeHHOCTU
aBTOMATM3MPOBAHHOM CUCTEMbI YNpaBieHMA NMPUMEHATCA MeToaudeckme aokymeHTbl @CTIK Poccuu
<*>,

<*> PaspaboTtaHHble PCTIK Poccum B COOTBETCTBMM C MOAMNYHKTOM 4 nyHKTa 8 lonoxKeHua o
denepanbHoi cnyxKb6e No TEXHNYECKOMY M SKCMOPTHOMY KOHTPOJIIO, YTBEPKAEHHOTO YKa3zom Mpe3naeHTa
Poccuiickon degepaunm ot 16 aBrycta 2004 r. Ne 1085.

20. B aBTOMaTM3MpPOBAHHOM CUCTeMe YNpaBAeHUs COOTBETCTBYHOLLEro K/iacca 3alMLLEHHOCTM B
paMKax ee CMCTeMbl 3alWmTbl LOKHbI BbITb peann3oBaHbl Mepbl 3aWwuTbl MHGOPMALMK, BbIOPaHHbIE B
COOTBETCTBUM C NyHKTamu 18 u 19 Hactoawmx TpeboBaHuit M obecneumBatowme 6GAOKMpPOBaHUE



(HeMTpanmsaymio) Bcex yrpos 6e30nacHoCcTM MHGOPMALMM HA KaXKaoM M3 YPOBHE aBTOMATU3MPOBAHHOM
CUCTEMbI YNPaBNEHMS.

BbibpaHHble  Mepbl  3aWMTbl  MHPOPMAUMM  PACcCMATPMBAIOTCA A8 KaKAOMO0  YPOBHA
aBTOMATU3MPOBAHHOM CUCTEMbBI YNIPABAEHUA OTAE/NbHO U NoA/IEKaT Peannsaumm ¢ y4eTom ocobeHHoCTel
GYHKUMOHMPOBAHMA KaXKA0ro U3 YpPOBHEN.

Mpu 3TOM B aBTOMATU3MPOBAHHOM CUCTEME YNPaABAEHUA AOKEH BbITb, KAK MMHUMYM, pPeasin30BaH
afanTUPOBaHHbIM AN1A KaXK[0ro ypoBHA 6a308Bbili Habop mep 3awmTbl MHGOPMALIMK, COOTBETCTBYHOLLIMI
YCTaHOB/IEHHOMY K/accy 3aLMWEHHOCTN aBTOMATU3MPOBAHHOW CUCTEMbI YNpaBAeHUS.

21. B Lenax uckatoyeHusa n3bbITOYHOCTU B peannsaumm mep 3aluntbl MTHGOPMaUMKM U B Ciyyae, ecam
NPUHATbIE B aBTOMATM3MPOBAHHON CUCTEME YMNpPaBAeHMA Mepbl MO obecneyeHUo NPOMbILWAEHHOM
6esonacHocTM U (Mnn) pusmndyeckoir 6e3onacHOCTU AOCTAaTOUYHbI ANA 6A0KMpOBaHMA (HelWTpaaMsauum)
OTAENbHbIX Yrpo3 6e30macHoOCTM WHGOPMAUUKM, AOMNOAHUTENbHbIE Mepbl 3awmMTbl WHbOPMAUUK,
BblOpaHHbIE B COOTBETCTBMU C NyHKTamMu 18 1 19 HactoAwmx TpeboBaHui, moryT He npumeHATbeA. Mpu
3TOM B XoAe pa3paboTkM cMCTeMbl 3alLMTbl aBTOMATU3MPOBAHHOM CUCTEMbI YNPaBAEHUA LONKHO ObiTb
nposefeHo 060OCHOBaHWE [OCTAaTOMHOCTM MPUMEHEHMA Mep no obecnevyeHMto NPOMbIWAEHHON
6e3onacHOCTM unan dusmyeckoit 6esonacHoCcTU ana BAOKMPOBAHUA (HEMTPANM3aALLMKN) COOTBETCTBYHOLLMX
yrpo3 6esonacHocT! nHpopmaumu.

22. MpyY OTCYTCTBMM BO3MOKHOCTM peann3aumm OTAeAbHbIX Mep 3alUTbl MHPOPMALMKN Ha KaKoM-
NM60 13 YPOBHEN aBTOMATU3MPOBAHHOW CUCTEMbI YNPABAEHUA U (MAN) HEBO3MOXKHOCTU MX NPUMEHEHUA
K OTOeNbHbIM 06beKkTam M cybbeKkTam AocTyna, B TOM YMcie BCAeACTBME MX HEraTUBHOMO BAMAHMA Ha
LUTATHbIN pexnum QYHKLMOHNPOBAHNA aBTOMATU3MPOBAHHOM CUCTEMbI YNPaBAEHWUA, Ha 3Tanax aganTaumm
6a3oBoro Habopa mMep 3aWnTbl UHPOPMALMKN UAN YTOUHEHUA afanTMPoBaHHOIO 6asoBoro Habopa mep
3alWmMTbl  MHPOpMauum paspabaTbiBalOTCA MHble (KOMNeHcupylowme) mepbl, obecneuynsatone
afeKBaTHoe 6/I0KMpOBaHME (HelTpanusaumio) yrpos 6e3onacHoCcTM MHOOPMaUUU U HEobXoAMMbIN
YPOBEHb 3aLLMLLEHHOCTM aBTOMaTU3UPOBAHHOW CUCTEMbI YTIPaB/IEHUS.

B KauecTBe KOMMEHCHPYIOLLMX MEP, B NEPBYIO O4Yepesb, PAacCMaTPMUBALOTCA Mepbl No obecneyeHunto
NPOMbIWNEHHONW U (Unn) ¢du3mMyeckoin 6e30MacHOCTM aBTOMATU3MPOBAHHOM CUCTEMbI YNpaBAEHUSA,
NnoAAepKMBakoLme HeobX0AVMbIN YPOBEHb 3aLUMLLEHHOCTU aBTOMATU3MPOBAHHOW CUCTEMbI YIIPABAEHUS.

B aTOM cnyyae B xoA4e paspaboTKM CUCTEMBI 3aLLMTbI aBTOMATU3MPOBAHHOW CUCTEMbI yNpaBieHnn
[O/KHO 6bITb NpoBeseHO 060CHOBaHWE MPUMEHEHMSA KOMMEHCUMPYIOWMX Mep, a Npu MPUEMOYHbIX
MCMbITaHUAX OLUEHEHA AOCTAaTOMHOCTb M a4eKBaTHOCTb AaHHbIX KOMMNEHCUPYHOLWMX Mep ANA 61OKMPOBaHUA
(HelTpanmsauymm) yrpos 6esonacHoOCTU MHPOPMaL UK.

23. BbibpaHHble M peannsoBaHHble B aBTOMATM3MPOBAHHOW CMCTEeMe YMpaBieHUs B pPaMKax ee
CUCTEMbI 3aLLUTBI MEPbI 3aLUTbl MHOPMALUK, KAK MUHUMYM, LOKHbI 06ecrneunsats:

B aBTOMATM3MPOBAHHbIX CUCTEMax ynpaBneHus 1 Knacca 3aWMWEHHOCTU - HEWTpanun3auumio
(6noknposaHue) yrpos 6es3onacHocTM MHGOPMALMM, CBA3AHHDBIX C AENCTBUSMMU HAPYLUUTENN C BbICOKMM
NoTEHUMANOM;

B aBTOMATM3MPOBAHHbIX CUCTEMax YMpaBAeHMA 2 Knacca 3alMUEHHOCTM - HenTpanunsauuio
(6nokupoBaHue) yrpo3 6esonacHoCcTM WMHGOPMALMM, CBA3AHHLIX C AEWCTBUAMM HapyluuTens c
NOTEHUMANOM He HUXKE CpeaHero;

B aBTOMAaTM3MPOBAHHbIX CUCTEMax ynpaBaeHuMa 3 Knacca 3alWMWEHHOCTM - HenTpanusauuio
(6noknposaHue) yrpos 6e3onacHOCTU MHPOPMaALMK, CBA3AHHBLIX C AEUCTBUAMM HAPYLUUTENA C HU3KUM
NOTEHUMANOM.



MoTeHuMan HapywuTens onpenensetcd B XO4E OLLeHKM €ero BO3MOMKHOCTEM M MOTMBALMM,
NPOBOAMMON NPU aHanM3e yrpos 6e3onacHoCTM MHGOPMALLMM B COOTBETCTBUM C NMYHKTOM 13.3 HacTOALLMX
TpeboBaHui.

OnepaTopoM MOXKeT 6bITb NPUHATO pelleHne O MPUMEHEHMM B aBTOMATU3MPOBAHHOMN cucTeme
ynpaBaeHMA COOTBETCTBYIOWEro K/acca 3allMWEHHOCTM Mep 3almTbl MHbOopMaUuK, obecneunsatoLmx
3alMTy OT yrpo3 6e30macHOCTM MHbOPMaLMK, peanusyemblx Hapywwutenem c 6osee  BbICOKMM
MOTEHLMANOM.

24, TexHMYecKne mepbl 3alnMTbl MIHOOPMALMM Peann3yroTCA NOCPeLCTBOM NPUMEHEHUNA CPeacTs
3aWMUTbl UHGOPMALUUK, B TOM YMCE MPOrpamMMHbIX (MPOrpamMHO-annapaTHbIX) CPEACTB, B KOTOPbIX OHU
peann3oBaHbl, MMeWmnx Heobxoaumble ¢yHKUMKM 6Ge3onacHOCTU. B KayecTBe cpeacTB  3aLLUTHI
MHbOPMaLUK B MEPBYIO ovepesb NogaexKaT PacCMOTPEHMNI0O MEXaHM3Mbl 3aLMTbI (MapamMeTpbl HACTPOIKK)
LWTAaTHOrO NPOrpaMMHOro obecneyeHNa aBTOMATU3NPOBAHHOM CUCTEMbI YNPABAEHMA NMPU UX HAZINYUN.

B cnyyae Mcnonb3oBaHMA B aBTOMaTM3MPOBAHHbIX CUCTEMAX YNPaBieHNA cepTUPULMPOBAHHDBIX MO
TpeboBaHMAM 6e30NacHOCTM MHPOPMaLMK CPEeACTB 3aLNTbl MHGOPMALMK NPUMEHSAIOTCS:

B aBTOMaTM3UPOBaHHbIX cMCTeMax ynpasneHusa 1 Knacca 3almlLeHHOCTU MPUMEHAIOTCA CpeacTBa
3almMTbl MHGOPMaLMK He HUXKe 4 Knacca, cooTBeTcTayowme 4 nnun 6onee BbICOKOMY YPOBHIO A0BEPUS, a
TaKXe CPeacTBa BbIMUCAUTENbHON TEXHUKM HE HUMXKe 5 Knacca, cooTeeTcTayolme 4 nam 6onee BbICOKOMY
YPOBHIO AOBEpPUS;

B aBTOMaTM3MPOBaHHbIX CMCTEMAX YNpPaBiAeHUA 2 Kaacca 3alMILEHHOCTM MPUMEHAIOTCA CpeacTsa
3almMTbl MHGOPMaLMM He HUXKe 5 Knacca, cooTBeTcTByoWwMe 5 nam 6onee BbICOKOMY YPOBHIO A0Bepwus, a
TaKXe CPpeAcTBa BbIMUCANTENIbHON TEXHUKM HE HUMXKEe 5 Knacca, CoOTBeTCTBYolmMe 5 nam 6onee BbICOKOMY
YPOBHIO AOBEpPUS;

B aBTOMaTM3MPOBaHHbIX CMCTEMAX YNpaBAeHUA 3 Kaacca 3alMLLEHHOCTM NMPUMEHSAIOTCA CpeacTBa
3alLMTbl MHGOPMaLMM He HUXKE 6 Knacca, COOTBETCTByoWME 6 nam 6onee BbICOKOMY YPOBHIO 40Bepus, a
TaKXe CpeacTBa BbIMUCAUTENBHON TEXHUKM HE HUMXKE 5 Kaacca, COOTBETCTBYoLWME 6 nan 6onee BbICOKOMY
YPOBHIO AOBEPUSA.

Knaccbl 3aWwuTbl onpenenaiTca B COOTBETCTBMM C HOPMATMBHbLIMM NPAaBOBbIMW aKTaMW, U3L4aHHbIMU
B COOTBETCTBUM C NognyHKTOom 13.1 nyHKTa 8 MonoxeHus o PegepancHoOM cnyxkbe No TeEXHUYECKOMY U
SKCNOPTHOMY KOHTPO/IO, YyTBEPXKAEHHOro YKaszom [pe3uaeHta Poccuiickoit Pepepauumn ot 16 aBrycra
2004 r. Ne 1085. YpoBHM f0BEPUS ONPESENAOTCA B COOTBETCTBUM C TpeboBaHUAMM, YTBEPKAEHHbIMMU
npukasom PCTIK Poccum ot 2 mioHA 2020 r. Ne 76 (3apeructpupoBaH MuHioctom Poccnn 11 ceHTAbps
2020 r., peructpaumoHHbiii Ne 59772).

B cnyyYae WUCNONb30BaHWA B aBTOMATU3MPOBAHHbLIX CUCTEMAX YNPaBAEHMA CPeACTB 3aliuTbl
NHpOpMaLMK, CEPTUDULMPOBAHHBIX N0 TpeboBaHMAM 6e30nacHOCTM MHPOPMaLLMK, YKa3aHHble CPpeaCcTBa
[OMKHbI 6bITb CepTUPUUMPOBAHbI Ha COOTBETCTBME 06A3aTenbHbIM TpeboBaHMAM Mo 6HesonacHocTu
WMHPOPMaLMK, YCTAaHOBNEHHBIM HOPMATUBHbBIMM NPABOBbIMU aKTaMM, UK TPebOoBaHUAM, YKa3aHHbIM B
TEXHUYECKMX YCAOBUAX (3a4aHMAX No Be3onacHoCcTH).

®YHKUMM 6e30MacHOCTU CPeacTB 3aliMTbl MHOOPMALMM AOMKHbI obecneunBaTb BbINOJHEHUE
HacToalwmx TpeboBaHMWIA.

25. MpY MCnoib30BaHMM B aBTOMATM3MPOBAHHbIX CUCTEMAX YMNpPaB/E€HUS HOBbIX TEXHOMOTUI U
BbIAIBJIEHUWN [OMONHUTENbHBIX Yrpo3 6e3onacHoCcTY MHGOPMALMK, AN KOTOPbLIX He onpeseneHbl mepbl
3aLLMTbl MHPOPMALUK, JOMKHBI Pa3pabaTbiBaTbCA KOMMEHCHPYHOLLME Mepbl B COOTBETCTBUM C NMYHKTOM 22
HacToswux TpeboBaHMM.
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K TpeboBaHuam K obecneyeHuto

3aWwmTbl MHGOPMaL MM B aBTOMATU3INPOBAHHbIX
CUCTEMAX YyNPaBNEHUA NPOU3BOACTBEHHBIMMU
N TEXHONIOFMYECKMMM MPOLECCAMM

Ha KPUTMYECKM BaXKHbIX OObEKTAX,
NOTEHLMAIbHO ONACHbIX 0ObEKTAX,

a TaK)Ke 06beKTax, NpeacTaBAAOLLMX
NOBbILIEHHYIO OMNACHOCTb 411 }KU3HWU

W 300POBbsA NOAEN U AN5 OKPYKatoLLel
npupoaHoi cpeapl

ONPEAENEHUE
K/NACCA 3ALLMLLEHHOCTU ABTOMATU3UPOBAHHOW CUCTEMbI YNPAB/IEHUA

1. Knacc 3almieHHOCTY aBTOMaTU3MPOBaHHOM cucTeMbl ynpasaeHua (nepsbiit knacc (K1), BTopoii
knacc (K2), Tpetnit knacc (K3)) onpeaenserca B 3aBUCMMOCTM OT YPOBHA 3HAYMMOCTU (KPUTUYHOCTH)
obpabaTtbiBaemMoli B Helt MHbopmaumm (Y3).

2. YpoBeHb 3HaUMMOCTU (KpUTUUYHOCTU) MHbOopMaLumm (Y3) onpeaensercs cTeneHblo BO3MOMXKHOMo
yuwepba OT HapylleHus ee LefOCTHOCTU (HenpaBOMEpPHble YHUUTOXEHME WA MmoauduuMpoBaHue),
[AOCTYNHOCTM (HenpaBomepHoe BA0KMPOBAHWE) MAM KOHPUAEHUMANbHOCTM (HenpaBomepHble AOCTyr,
KonuMpoBaHue, NpeaocTaB/eHne Wan PacnpocTpaHeHne), B pesynbraTe KOTOPOro BO3MOMHO HapyllieHue
LWTaTHOrO perMma GYHKLUMOHUPOBAHUA aBTOMATU3MPOBAHHON CUCTEMBI YMPaBAEHUA WU HE3aKOHHOe
BMeLLATeIbCTBO B NpoLecchl GYHKLUMOHMPOBAHNA aBTOMaTU3UPOBAHHOMN CUCTEMBI YIPaBAEHUA.

Y3 = [(uenoctHocTb, cTeneHb yuwepba) (AoCTynHOCTb, cTeneHb ywepba) (KoHbMAeHUMaNbHOCTb,
cTeneHb yuepba)l,

roe cteneHb BOSMOXHOTO yllepba onpeaenseTcs 3aKasunMKom UM ONepaTopom SKCNEPTHbIM UK
WMHbIM METOZO0M N MOXKET ObITb:

BbICOKOW, €CAM B pe3ynbTaTe HapyweHWs OAHOro M3 CBOWCTB 6e30macHOCTM MHbOopMaLMM
(uenocTHocTM, [OCTYNHOCTM, KOHOWUAEHUMANbHOCTM), MOBAEKWEro HapylweHWe LWTaTHOro peXKMma
OYHKUMOHMPOBAHNA  aBTOMATM3MPOBAHHOW  CUCTEMbl  YNPaB/AeHWA, BO3MOMHO BO3HWKHOBEHMWE
ypesBblyaliHOM cuUTyaummn ¢eaepanbHOrO MAM  MEKPErMoHanbHOrO XapakTepa <*> uaM  uHble
CYLLECTBEHHbIE HEeraTMBHbIE NOCNEACTBUA B COLMANBbHOM, NOUTUYECKOM, SKOHOMMNYECKOMN, BOEHHON Man
WHbIX 061acTAX AeATEeNbHOCTH;

<*> YcTaHaBAMBAETCA B COOTBETCTBMM C NOCTaHOBAeHUeM Mpasutensctea Poccuiickoit degepaumm
oT 21 masa 2007 r. Ne 304 "O knaccudumKaLmm YpesBblualiHbIX CUTyaUUit NPUPOSHOIO0 U TEXHOrEHHOTO
xapakTtepa" (CobpaHue 3akoHogaTenbcTBa Poccuiickon Pegepaumm, 2007, Ne 22, cT. 2640; 2011, Ne 21, cT.
2971).

cpegHel, ecnM B pesynbTaTe HapyweHWs OAHOro M3 CBOWCTB 6e30MacHOCTM MHGOPMALMK
(uenocTHocTM, [OCTYNMHOCTM, KOHPUAEHUMANbHOCTW), MOBMEKWEro HapylweHWe LWTaTHOTO peXKMma
GYHKUMOHMPOBAHNWA  aBTOMATM3MPOBAHHOW  CUCTeMbl  YMPAaB/ieHWs, BO3MOMHO BO3HWKHOBEHMWE
Ypes3BbIYAMHON CUTYaLMM PErvoHaNbHOTO WAW  MEXMYHULMNANbHOTO XapakTepa <*> WauM uHble
yMepeHHble HeraTuBHble NOCNEACTBUA B COLMANbHOM, NOSIUTUYECKOW, IKOHOMUYECKOW, BOEHHOM WU
WHbIX 061aCTAX AeATeNbHOCTY;



<*> YcTaHaBNMBaEeTCA B COOTBETCTBUM C NOCTaHOBAeHUeM Mpasutenbctea Poccuiickoit ®Pepepaumm
oT 21 maa 2007 r. Ne 304 "O knaccudurKaumm YpesBblYalHbIX CUTYaUMn NPUPOAHOTO M TEXHOreHHOro
xapakTtepa" (CobpaHue 3akoHogaTenbcTBa Poccuiickon ®egepaumm, 2007, Ne 22, cT. 2640; 2011, Ne 21, cT.
2971).

HU3KOMK, ecAn B pe3ynbTaTe HapylweHWMs OAHOro W3 CBOMCTB 6e30MacHOCTM MHbOopMaLMK
(uenocTHocTM, [OCTYNHOCTM, KOHPUAEHUMANbHOCTM), MNOBAEKWEro HapylweHue WTATHOrO peXmnma
GYHKUMOHMPOBAHNA  aBTOMATM3MPOBAHHOW  CUCTeMbl  YNpPaB/ieHWs, BO3MOMHO BO3HWKHOBEHMWE
YypesBblYaHON CUTyaLUMM MYHULMNANLHOTO (NIOKanbHOro) <*> xapakTepa WM BO3MOMHbI WHblE
He3HauuTe/IbHble HEraTUBHbIE NOC/eACTBUA B COLLMANBbHOM, NOANTUYECKOMN, 3KOHOMUYECKOW, BOEHHOM UK
WHbIX 061aCcTAX AeATeNbHOCTY.

<*> YcTaHaB/NMBaETCA B COOTBETCTBUM C NOCTaHOBeHUem Mpasutenbctea Poccuiickoit ®eaepaummu
oT 21 masa 2007 r. Ne 304 "O knaccudumKaumm YpessblvalHbIX CUTYaUUt NPUPOSHOTO U TEXHOrEHHOTO
xapakTtepa" (CobpaHue 3akoHoaaTenbcTsa Poccuiickont Peaepaumm, 2007, Ne 22, cT. 2640; 2011, Ne 21, cT.
2971).

B cnyyae, ecnn ans nndopmaumm, obpabatbiBaeMon B aBTOMATU3MPOBAHHOM CUCTEME YNPaBJIEHUS,
He TpebyeTca obecrneyeHne oOJHOTO M3 CBOWCTB 6e3onacHOCTM WHPopmauum (B YacTHOCTU
KOHPUAEHUMANbHOCTU) YPOBEHb 3HAYUMOCTU (KPUTUUYHOCTU) onpeaensTca ANs ABYX APYrnUX CBOKCTB
6e3sonacHoCcTM MHpopMaLMK (LEeNOCTHOCTU, AOCTYMHOCTK). B 3TOM cayyae:

Y3 = [(uenocTHocTb, cTeneHsb yulepba) (40CTYNHOCTb, cTeneHsb yulepba) (KoHPUAeHLUNANbHOCTb, He
npumeHsetcs)].

NHdopmauma, obpabaTbiBaemas B aBTOMATU3MPOBAHHOM CUCTEME YNPABAEHUA, UMEET BbICOKWUI
ypoBeHb 3HauuMmocTu (KpuTuuHoctu) (Y3 1), ecam xots 6bl gna oAHOro M3 CBOWMCTB 6e3omnacHoCTU
UHOOpPMauuKn (LeNOCTHOCTKN, AOCTYMHOCTM, KOHOMAEHUMANbHOCTA) oOnpeaesneHa BbICOKas CTeneHb
ywepba. UHpopmauma, obpabaTbiBaemasn B aBTOMAaTUIUPOBAHHOM CUCTEME YNpPaABAEHUS, UMEET CPeaHUM
YypOBeHb 3HauyuMMocTu (KpuTuuHoctu) (Y3 2), ecan xots 6bl gna oAHOro M3 CBOWMCTB 6He3omnacHoCTU
MHbOPMaUUK (LLEeNOCTHOCTU, AOCTYMHOCTU, KOHOMAEHLMANBHOCTA) ONpeaenieHa cpeaHasn cTeneHb yuepba
M HET HW OJHOro CBOWMCTBA, AN KOTOPOro OnpeaeseHa BbICOKasA cTeneHb yulepba. MHdpopmaums,
obpabaTtbiBaeman B aBTOMaTM3MPOBAHHON cUCTEME YMNPaBAEHUA, UMEET HU3KMIA YPOBEHb 3HAYMMOCTHU
(kpuTMUHOCTK) (Y3 3), ecnn ana Bcex cBOMCTB HesonacHOCTM MHPOopMaLMK (LLeNOCTHOCTU, AOCTYMHOCTH,
KOH}UAEHUMANBbHOCTM) onpeaeneHbl HU3KKe cTeneHun yulepba.

Mpn 06paboTKe B aBTOMATU3MPOBAHHON CUCTEME YNpaBAeHUs AByX U 6onee BUAO0B MHPOPMaLUK
(n3meputenbHaa uHboOpMauusa, WHPOPMAUMA O COCTOAHMWM NPOLECCa) YPOBEHb 3HAYMMOCTMU
(RpuTHUHOCTM) MHOopMaLmm (Y3) onpeaenseTca OTAENbHO ANA KaxKaoro suaa nHoopmaumm. Utorosblii
YpPOBEHb 3HAYMMOCTHU (KPUTUYHOCTM) YCTAHABAMBAETCA MO HAaUBbICLIMM 3HAYEHUSAM CTENEHWN BO3MOXKHOIO
ywepba, onpeseneHHbIM ANa LENOCTHOCTWU, AOCTYMHOCTM, KOHPUAEHLMANbHOCTM Kaxgoro BMAa
nHpopmaumn.

YpoBeHb 3HAYMMOCTU (KPUTUYHOCTM) MHPOPMaLUn Knacc 3almieHHOCTY aBTOMaTU3NPOBaHHOM
cMCTeMbl ynpaBaeHus

y31 K1

¥32 K2

y¥33 K3
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aBTOMAaTU3MPOBAHHbIX CUCTEMAX YNPaBAEHMUSA
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MEP 3ALLUTbI UHOOPMALIUU N NX BA3OBbIE HABOPbI
ONA COOTBETCTBYHOLLEIO K/TACCA 3ALWMNLLEHHOCTU
ABTOMATU3UPOBAHHOW CUCTEMbI YNPABNEHUA

CNM1COK M3MEHSAIOLLMX AOKYMEHTOB
(8 pea. Mpukasa ®CTIK Poccmm ot 09.08.2018 Ne 138)

Mepbl 3aWnTbl MHPOPMALIMM B aBTOMATU3NPOBAHHbBIX CUCTEMAX
YcnosHoe Knaccbl 3awmweHHocTH
ynpasneHus N

0603Haue aBTOMaTM3NPOBaHHOM
HMEe U CUCTEMbI YMpaBAeHUA
HOoMep
mepbl

P 3 2 1
I. UneHTUdUKauma u ayTeHTUOUKauma (MAD)
NA®.0 Pa3paboTKka NOAUTUKM NAEHTUDUKALMK M ayTEHTUDUKALMM + + +
NaoeHTudMKauma n ayteHTMdUKaumna noab3osatenei u
NAD.1 A puay Y puau + + +
WHULMNPYEMBIX UMW MPOLECCOB
NAD.2 NaeHTUPMKauma 1 ayTeHTUdUKaLMA YCTPONCTB + + +
NA®.3 YnpasneHue naeHTudumKkaTopamm + + +
NAD.4 YnpasneHue cpeactsamm ayTeHTUPUKaLUm + + +
NA®.5 NaoeHTudmMKauma n ayTeHTUPUKaLMA BHELLHUX NOSIb30BaTenen + + +
NAD.6 [BYyCTOPOHHAA ayTeHTUdUKaumA
NAD.7 3awmTa ayTeHTUdMKaLuMOHHON MHPOopMaL MK Npu nepesade + + +
Il. YnpaBneHue goctynom (YNA)

yna.o Pa3paboTKa NOAUTUKM ynpaBaeHUs 4OCTYNOM + + +
yna.l YnpaBneHue y4eTHbIMMU 3aNMCcAMM NOb30BaTeNEN + + +
yna.2 Peanusayma NnonnTUK ynpasieHMAa JoCcTyna + + +
yna.3 JoBepeHHaA 3arpyskKa + +




yna.a PasgeneHne nosiHomounit (ponei) nonbsosartenei
yna.s HasHayeHMe MMHUMaNbHO HEOBXOANMBIX NPAB U NPUBUAETWNIA
V.6 OrpaHMyeHne HeycneLwHbIX NONbITOK A0CTyNa B UHGOPMALMNOHHYIO
’ (aBTOMaTM3MpPOBaHHYIO) cucTEMy
yna.7 MpeaynpexaeHne Noab30BaTeNA NPU €ro JoCTymne K
' MHGOPMALMOHHBIM pecypcam
Vyra.8 OnoseleHMe NONb30BATENA NPU YCNELLHOM BXOAe npeablayLiem
' AOCTyne K MHPOPMaUMOHHON (aBTOMATU3UPOBAHHOM) cucteme
yng.o OrpaHnyeHne Yncna napansiesnbHbix CeaHCOoB AOCTyNa
yna.10 bnoKkuposaHume ceaHca 4OCTyna Noab30BaTenA NpU HEAaKTUBHOCTH
yna.11 YnpasneHue AencTBUAMMU Nonb3oBaTenen Ao naeHTMGuKauum n
' ayTeHTUdUKauum
yna.12 YnpasneHue atpubytamm 6esonacHoCcTH
yna.13 Peanunsayma sawmeHHOro yaasieHHoro 4octyna
yna.14 KoHTponb foctyna u3 BHeWHUX MHPOPMaLMOHHbIX
’ (aBTOMaTU3MpPOBAHHbIX) CUCTEM
[Il. OrpaHuyeHne nporpammuolii cpeapl (ONC)
onc.o Pa3paboTKa NONUTUKM OFPaHUYEHUA NPOrpamMmMHON cpeabl
onc.A YnpaBneHue 3anyckom (06paeHUaAMM) KOMNOHEHTOB
' nporpammHoro obecneyeHus
onc.2 Ynpa/iieHWe YCTaHOBKOM (MHCTanNsaLMen) KOMNOHEHTOB
' nporpammHoro obecneyeHus
onc.3 YnpasneHue BpemMeHHbIMK daitnamu
IV. 3aWmTa MallMHHbIX HocuTenen nHpopmaumm (3HN)
3HM.0 Pa3paboTka NONUTUKM 3aLLMTbl MALUMHHbBIX HOCUTeNeln
' NHopMaLmn
3HN.1 YueT MalUMHHbIX HocuTenel nHbopmaumm
3HU.2 YnpasneHne ¢pU3N4ECKMM JOCTYNOM K MALUMHHBIM HOCUTENAM
) nHbopmaumnm
3HN.3 KoHTponb nepemelLeHnAa MallUHHbIX HOCUTenemn
MHbOPMaLMK 33 Npesenbl KOHTPOIMPYEMOM 30HbI
344 NcKkntodeHne BO3MOXKHOCTM HECAHKLMOHMPOBAHHOTO YTEHUSA

MHPOPMaLMKN Ha MALLMHHBIX HOCUTENAX NHOopMaLUK




KoHTpoAb MCNonb3oBaHUA MHTepdeiicos BBoaa (BbiBOAA)

3HW.5 +
MHbOPMaLUM HA MaLUUHHbIE HOCUTeNU HbopMauum
3HU6 KoHTposb BBOAA (BbIBOAA) MHGOPMALMM HA MALLMHHbIE HOCUTENN
nHpopmauum
3HWN.7 KOHTpOo/1b NOAKNOYEHUA MALUNHHBIX HOocUTenel nHbopmauum +
348 YHUUTOKEHME (cTUpaHue) MHGOPMaLMM HAa MALLMHHbIX HOCUTENAX N
nHbopmauum
V. Ayaut 6esonacHocTn (AY/)
AYA.0 Pa3paboTka NnoanTnKM ayauTa 6esonacHOCTH +
AY[.1 NHBeHTapm3aumna MHGOPMaLMOHHbIX pecypcoB +
AY/.2 AHanun3 yA3BUMOCTEN U UX YCTPAHEHMEe +
AVIL3 leHepupoBaHMe BPeMEHHbIX METOK U (MAK) CUHXPOHM3ALMA N
CUCTEMHOTO BpeMeHu
Ava.4 Perncrpaums cobbitnit 6es3onacHocTH +
AY[.5 KoHTponb 1 aHanun3 cetesoro Tpadumka
AY[.6 3awmTta nHbopmaummn o cobbITUAX Be3onacHoOCTH +
Aya.7 MOHUTOPUHT 6e3onacHoCTH +
AY[.8 PearnposaHue Ha cbom npu perncrTpaumm cobbiTMii 6esonacHoCTH +
Ay[.9 AHanus aencTeuiAi Nonb3oBaTenemn
Ay[.10 MNpoBeaeHMe BHYTPEHHUX ayanUTOB +
AYyA.11 MNpoBeaeHMe BHELWHNX ayauUTOB
VI. AHTMBMpPYCHas 3awmTa (AB3)
AB3.0 Pa3paboTKa NOAUTUKM aHTUBUPYCHOM 3aLUUTDI +
AB3.1 Peanusayma aHTMBUMPYCHOM 3aLWLMTbI +
AB3.2 AHTMBMPYCHaA 3aLLMTa 3NEKTPOHHOM NOYTbI U UHbIX CEPBUCOB +
AB3.3 KoHTpO/Ib MCNONb30BaHMA apXUBHbIX, UCNOJHAEMbIX U
3alWwmndpoBaHHbIX dpainnos
AB3.4 O6HoBneHMe 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHbIX .
KOMMbIOTEPHbIX MPOrpamm (BUpycos)
AB3.5 Mcnonb3oBaHMe cpeacTB aHTUBMPYCHOM 3aLLMTbI PA3/IUYHbIX

npousBoauTenemn

VII. MpeaoTBpalleHue BTOPXKEHUI (KoMMboTepHbIX aTak) (COB)




PaspaboTKa NOAUTMKM NPeaoTBPaLLEHMS BTOPKEHUIA

COB.O
(KomnblOTEPHbIX aTaK)
COB.1 O6HapyKeHue 1 NpeaoTBpaLLeHNEe KOMMbIOTEPHbIX aTak
COB.2 O6HoBNeHMe Basbl pellaloLWmx Npasua
VIIl. O6becneueHune uenoctHoctu (OLLT)
oun.o Pa3paboTKa NonnMTUKM obecneyeHuns LenoCTHOCTH
oun.1 KOHTpO/b LLeNOCTHOCTM NPOrPaMMHOro obecneyeHums
oun.2 KoHTPONb LLeNoCTHOCTN MHPOPMaLLUK
o3 OrpaHunyeHusa no sesogy MHGopmauum B UHGOPMALIMOHHYIO
(aBTOMaTU3MpPOBaHHYIO) cucTEMY
o4 KoHTpo/b AaHHbIX, BBOAUMbBIX B UHGOPMALNOHHYIO
(aBTOMaTU3MpPOBaAHHYO) cucTemy
KOHTpo/b OLWIMBOYHBIX AEMCTBUI NONb30BaTeNel No BBOAY U (Man)
oun.s nepegave nHpopmauum 1 npeaynpexgeHue nonb3osarenen ob
OLUMBOYHBIX AENCTBUAX
ousn.e O6es3nmnunsaHme n (Mnun) aemaeHtTudUKauma MHbopmaLmnn
IX. ObecneueHmne goctynHoctu (OAT)
oAT.0 Pa3paboTKa NonnMTUKM obecneyeHns AOCTYNHOCTU
oAaT.: Ncnonb3oBaHMe OTKA30yCTONYMBbLIX TEXHUYECKUX CPeaCTB
OAT.2 PesepBunpoBaHue cpeacTs 1 CUCTEM
oAart.3 KoHTposib 6€30TKa3HOro GyHKLMOHMPOBAHUS CPEACTB U CUCTEM
oar.4a PesepBHOe KonupoBaHMe MHDOPMALLUK
oAarT.s ObecneyeHmne BO3MOXKHOCTU BOCCTAHOBAEHMSA MHbOPMaL MK
0aT6 ObecnevyeHne BO3MOXKHOCTM BOCCTAHOBAEHUA NPOrPaMMHOTO
obecneyeHmna Npu HELITATHbIX CUTYyaLLUAX
0.7 Knactepusaums MHGOPMaUMOHHOM (aBTOMATU3UPOBAHHOM)
cucTemol
0aT.8 KoHTponb npegocTtaBnsembix BbIYUCINUTENIbHBIX PECYPCOB U
KaHanoB CBA3N
X. 3almTa TeXHMUYecKux cpeacts u cuctem (3TC)
3TC.0 Pa3paboTKa NOAUTUKM 3aLUNUTbI TEXHUYECKMX CPEACTB U CUCTEM
3TC.1 3awuTa MHGOPMALIMK OT YTEUKM NO TEXHNUYECKMM KaHanam
3TC.2 OpraHu3auma KOHTPOAMPYEMOMN 30HbI




3TC.3 YnpasneHune GU3NYECKUM 4OCTYNOM + +

31C.A PasmelLeHWe yCTPOMCTB BbiBOAA (OTOBparkeHUs) MHGOpMauuu, . .
' WCKIoYatoLee ee HeCaHKLMOHMPOBAHHbIA NPOCMOTP

3TC.5 3aLWmTa OT BHELWHMX BO34ENCTBUM + +

MapKnpoBaHue annapaTHbIX KOMAIOHEHTOB CUCTEMbI

3TC.6 o
OTHOCUTENIbHO pa3peLLeHHOoM K 06paboTke MHPopMaLmMm

XI. 3awmTa MHGopmaLuMoHHOM (aBTOMATU3NPOBAHHOM) cucTeMbl U ee KomnoHeHToB (3UC)

3UC.0 Pa3paboTKa NoOANTUKM 3aWmTbl MHGOPMaLIMOHHOM N N
’ (aBTOMaTM3MPOBAHHO) CUCTEMbI U €€ KOMMOHEHTOB

PasgeneHne ¢pyHKUMI No ynpaBaeHuto (aaMUHUCTPUPOBAHUIO)
31C.1 MHGOPMaLUOHHON (aBTOMATU3NPOBAHHOW) CUCTEMOM C UHbIMM + +
dYHKUMAMMU

3UC.2 3awuta nepumeTtpa MHGOPMaLIMOHHON (aBTOMaTU3NPOBAHHOM) N N
) cuUcTeMbl

3UC.3 OWeNoHNPOBAHHAA 3aLLMTa MHPOPMALMOHHOM . .
’ (aBTOMaTU3MpPOBAHHOM) CUCTEMDI

CermeHTMpoBaHWe MHGOPMaLNOHHON (aBTOMATU3NPOBAHHOM)

31C.4 +
cucTembl

31C.5 OpraHusauma 4eMUNMTapmu3oBaHHOM 30HbI + +

31C.6 YnpasneHue ceTeBbiMM NOTOKAMM

Mcnonb3oBaHme amynsaTopa cpesbl GyHKLMOHUPOBAHUA

3nC.7 " "
nporpammuoro obecnevyexusn ("necoyHnua")

3UC.S COKpbITUE apPXUTEKTYPbI U KOHOUTYpPaLLMKN MHPOPMALIMOHHON . .
) (aBTomaTtnsmMpoBaHHO) cucTEMBI

31C.9 Co3pgaHue reTeporeHHoOM cpeapl

Mcnonb3oBaHMe NporpammHoOro o6ecnequvm,

31C.10
bYHKUMOHMPYIOLLETrO B Cpeaax PasiNyHbIX ONepauMOHHbIX CUCTEM

MpepoTBpalleHne 3a4epKKN NIV NPepbiBaHUA BbINOAHEHNA
31C.11 NpOLECcCOB C BbICOKMM NPUOPUTETOM CO CTOPOHbI NPOLECCOB C
HU3KMM NPUOPUTETOM

M3onsauma npoueccos (BbiNoSHEHME NPOTrPaMm) B BblaeNeHHOM

31C.12

obnactn namaTtu
31C.13 3awmTa Hem3ameHAEeMbIX AaHHbIX +
3UC.14 Ncnonb3oBaHWe HenepesanucbiBaembIX MaWUMHHbIX HOCUTENEel

nHbopmaumnm




Peanunsaumna 3/IEKTPOHHOrIO NO4YTOBOIO obmeHa ¢ BHEeLWHUMMU

nc.1

3 > CeTAMM Yepes OrpaHMYeHHOE KOMYECTBO KOHTPOIMPYEMbIX TOYEK

31C.16 3awmTa oT cnama

31nC.17 3awmTa nHGopMaLMKM OT yTeUeK

3UC.18 BAOKMpPOBKA A0OCTYyNa K caldiTam UKW TUNAM CaliTOB, 3anNpeLLeHHbIX K
) NCMNO/Ib30BAHUIO

31C.19 3awmTta MHGOpMaLMK NpU ee Nepeaade NO KaHaaam CBA3U

31C.20 ObecneyeHne A0BEPEHHbIX KaHana, MapLlpyTa

3UC.21 3anpeTt HeCcaHKUWMOHMPOBAHHOW yAaNeHHON aKTUBaLMK
) nepudepuninHbIX yCTPOICTB

311C.22 YnpasneHue aTpubytammn 6e30onacHOCTM NPy B3anmMoaencTBum ¢
’ NHbIMU MHPOPMALMOHHBIMW (aBTOMATU3NPOBAHHBIMK) CUCTEMAMM

31C.23 KoHTponb Mcnonb3oBaHMA MOBUIbHOTO Koaa

3ncC.24 KoHTposnb nepegaun peyesoit MHGOpMaLmMn

31C.25 KoHTponb nepegaum suaeonHdopmaumnm

31C.26 MoaTBeprKAeHNE NPOUCXOKAEHUA UCTOYHUKA MHPOPMaLMK

31nC.27 ObecneyeHne NOAJNHHOCTM CETEBbLIX COEANHEHUN

31C.28 UcKkntouyeHne BO3MOXKHOCTM OTPULLAHMA OTNPABKN MHOPMaLLIUK

31C.29 UckntoveHne BO3MOXKHOCTU OTPULLAHMA NOAYyYeHUA nHbopmaLmm

31C.30 Mcnonb3oBaHMe YCTPOMCTB TEPMUHANBHOTO A0CTYNa

31C.31 3almTa OT CKPbITbIX KaHa0B nepeaayn nHpopmaumm

31C.32 3awuTa 6ecnpoBoAHbIX COeAMHEHMUI

31C.33 NckntoueHne gocTyna yepes obuine pecypcol

31C.34 3aluTa oT yrpos oTkasa B obcnyxumsaHum (DOS, DDOS-aTak)

31C.35 YnpasneHue ceTeBbiMU COEgUHEHNAMM

3UC.36 CozpgaHue (amynsauma) 0XKHbIX KOMNOHEHTOB MHPOPMALLMOHHbIX
) (aBTOMaTM3MpPOBaAHHbIX) cUCTEM

3UC.37 MepeBog MHPOPMALIMOHHONM (aBTOMATU3MPOBAHHOM) CUCTEMBI B

6e3onacHoe CoCTosiHME NPU BO3HUMKHOBEHUK OTKa308 (cboes)




31C.38 |3awmTa MHPopMaLMM NPU UCNONb30BAHUM MOBUNBHBIX YCTPOMCTB +

311C.39 YnpaBieHne nepemelLeHMemM BUPTYasibHbIX MallUH (KOHTeMHepoB) +
’ N 06pabaTbiBaeMbIX Ha HUX AaHHbIX

XIl. PearnpoBaHue Ha KOMNbOTEPHblE MHUMAEHTbI (MHLL)

Pa3paboTka NOAUTUKM pearMpoBaHMA HAa KOMMbIOTEPHbIE

MHL.O0 +
WHUMNAEHTbI

MHLU.1 BblABNEHME KOMNBLIOTEPHbBIX MHLUAEHTOB +

MHL.2 NHbopmmpoBaHne 0 KOMMNbIOTEPHbIX UHLMAEHTAX +

MHLU.3 AHaNN3 KOMMNbIOTEPHbIX MHUMAEHTOB +

MHU.4 YcTpaHeHWe nocneacTBuUii KOMNbIOTEPHbIX MHUWAEHTOB +

MHLLS MpuHATUE Mep No NpefoTBPALLEHMNIO MOBTOPHOIO BO3HUKHOBEHMUSA N
) KOMMbIOTEPHbIX UHLMAEHTOB

MHLU.6 XpaHeHue n 3aWwmnTa UHPOPMaLMM O KOMMNbIOTEPHbIX MHLMAEHTAX

XIll. YnpaBneHune KoHdurypauymein (YKD)

VK®.0 Pa3paboTKka NOAUTUKM ynpaBaeHUA KOHOUTypaLumei .
) MHbOPMALMOHHOW (aBTOMaTU3NPOBAHHOM) CUCTEMDbI

YK®.1 NaeHTUdMKauma 06 bEKTOB yrnpaBaeHUsa KoHpUrypaumemn

YK®.2 YnpaBneHue nsmeHeHUAMHU +

VK®.3 YcTaHoBKa (MHCTaNNALMA) TONbKO PaspeLLleHHOoro K N
' MCNO/b30BaHMIO NPOrPaMMHOro obecneyeHus

YK®.4 KoHTponb AeicTBuiA No BHECEHUIO USMEHEHU

XIV. YnpaBneHve obHOBNEHUAMMK NporpammHoro obecneyeHus (OM0O)

OM0.0 Pa3paboTKa NONUTUKM ynpaBieHUa 06HOBAEHUAMM NPOrPamMMHOro N
) obecneyeHuns

0no.1 Mouck, nonyyeHne o6HOBAEHMI NPOrpamMHOro obecneyeHns ot N
' [0BEPEHHOro UCTOUYHMKA

0rno.2 KOHTpO/b LLenocTHOCTM 06HOBAEHMIA NPOrPaMMHOro obecneyeHms +

ono.3 TecTupoBaHue 06HOBAEHWNI NPOrpamMmmMHOro obecnedyeHms +

ono.4 YcTaHOBKa 06HOB/IEHMIA NporpammHoro obecneyeHums +

XV. MnaHuposaHne meponpuatuii no obecnedveHnto 6esonacHoctu (M/1H)

AH.0 Pa3paboTKa NONMTMKM NNAHMPOBAHMSA MEePONPUATUIA Mo N
’ obecneyeHmto 3aLWmMTbl MHGOPMALMK




ANHA PaspaboTKa, yTBepKAEHWE M aKTyaNM3aLma naaHa MeponpuaTmii N N N
' no obecneyeHuIo 3aWUTbI UHPOPMaALUK

/.2 KOHTPOAb BbINOSHEHUA MEPONPUATUIA MO 0becnedeHmIo 3aLMUThl N N N
' MHbOopMaLUn

XVI. ObecneyeHne gencTBUA B HewwTaTHbIX cutyaumax (QHC)

Pa3paboTKka noanTnKM obecnevyeHns AeNCcTBUIA B HELUTATHbIX

AHC.0 + + +
cUTyaumax
AHC.1 Pa3paboTKa nnaHa AeNCcTBUI B HELUTATHbIX CUTYaUMAX + + +
ObyyeHMe n oTpaboTKa AENCTBUI NEePCOHasa B HELUTaTHbIX
[IHC.2 Y P A P ¥ ¥ +
cUTyaumax

[HC.3 Co3faHue anbTepHATUBHbIX MECT XpaHeHMA U 06paboTKK . .
) MHPOpPMALMM Ha Cy4yalh BOSHUKHOBEHUA HELUTAaTHbIX CUTYaLLUI

PesepBupoBaHMe NporpammHOro obecrneyeHuns, TEXHUYECKUX
OHC.4 CPeACTB, KAaHa0B CBA3M HA C/ly4alh BO3HMKHOBEHMSA HELUTATHbIX + +
CUTyaumm

ObecneyeHne BO3MOXKHOCTM BOCCTAHOBAEHMA MHPOPMALLMOHHOM
AHC.5 (aBTOMaTM3MPOBAHHOI) CUCTEMBI B ClyYae BO3SHUKHOBEHMUS + + +
HeLwTaTHbIX CUTYyaLNiA

ﬂ,HC 6 AHaNM3 BO3HUKLIMX HELWTATHbIX CVITyaLI,VIﬁ N NpUHATNE MEP No + + +
) HeaonyweHnto nX NOBTOPHOINro BO3HNMKHOBEHUA

XVII. UndopmmupoBaHme 1 obyyeHne nepcoHana (UMNO)

nno.o PaspaboTKa NoAnTMKM MHGOPMMpPOBAHMA M 0byYeHMa NnepcoHana + + +

Uno.1 NHdopmmpoBaHMe nepcoHana 06 yrposax 6e3onacHocTu N N N
' nHdopmaumm 1 o Nnpasunax besonacHoi paboTbl

nno.2 Oby4yeHune nepcoHana npasunam 6esonacHoi paboTbl + + +

UAo.3 MpoBegeHMe NPaKTUYECKMNX 3aHATMIN C NepCcoHaAoM Mo NpaBuaam N N
) 6esonacHolt paboTbl

uno.4 KoHTpo/b 0CBELOMNEHHOCTU NepcoHana 06 yrposax 6esonacHoCcTH N N N
' nHbopmMauMmM 1 o npasmaax 6esonacHom paboThbl

"+" - mepa 3aWmTbl MHOOPMaLMKM BKAOUYEHa B 6a30BbIi HABOP Mep ANA COOTBETCTBYHOLLETO
Knacca 3alMLLEeHHOCTM aBTOMaTU3UPOBAHHOM CUCTEMbI YIPaBAEHMA.

Mepbl 3aLWmnTbl MHGOPMALMK, He 0603HaAUYEHHbIE 3HAaKOM "+", NPUMEHAOTCA NPY aganTaumn u
AonosnHeHun 6a3oBoro Habopa mep, a TakKe Npu pas3paboTKe KOMNEHCUPYIOWMX MeP 3aLLMUTbI
MHPOPMaLMKM B aBTOMATU3NPOBAHHOM CUCTEME YNPaBJEHMA COOTBETCTBYHIOLLENO K/acca 3alMLLEHHOCTM.




